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ABSTRACT Rotation symmetric Boolean functions (RSBFs) are used widely in symmetric cryptography.
In this paper, a systematic construction of balanced odd-variable RSBFs satisfying strict avalanche criterion
is proposed. Hence, a class of (6k + 3)-variable resilient RSBFs satisfying strict avalanche criterion is also
presented for any k& > 2. Some of the obtained RSBFs have many other good cryptographic properties at
the same time, that is, optimal algebraic degree, good global avalanche characteristics, high nonlinearity
and nonexistence of nonzero linear structures. Moreover, we obtain some count results of RSBFs satisfying
strict avalanche criterion. This is the first time that the autocorrelation properties of RSBFs are investigated

systemically.

INDEX TERMS Cryptography, global avalanche characteristics, resilient, Rotation symmetric Boolean

functions, strict avalanche criterion.

I. INTRODUCTION
Boolean functions are central building blocks for many sym-
metric cryptosystems, which should satisfy some cryptog-
raphy criteria to resist known attacks, such as nonlinearity,
balancedness, algebraic degree, etc. To express the avalanche
effect of cryptographic functions, Webster and Tavares [23]
proposed the strict avalanche criterion (SAC). Note that the
SAC is only a measure for local avalanche. To characterize the
overall avalanche characteristics, the global avalanche char-
acteristics (GAC) was introduced by Zhang and Zheng [25].
The GAC consists of two indicators: the sum-of-squares
indicator and the absolute indicator. The SAC and GAC
indicate a function’s autocorrelation properties. Although
bent functions have the best autocorrelation properties, they
are not balanced and only exist when the number of vari-
ables is even. Therefore, constructing Boolean functions
with balancedness and good autocorrelation properties is
favored [10], [16], [18], [22].

Rotation symmetric Boolean functions (RSBFs) is a sub-
class of Boolean functions which are invariant under the
action of cyclic group. RSBFs have import applications
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in cryptography since they allow faster computation and
need smaller storage space. The cryptographic parameters
of BSBFs have been investigated widely, such as resilient
RSBFs [7], [10], [14], bent RSBFs [2], [9], [19], [21], RSBFs
with optimal algebraic immunity [3], [8], [13]. However,
there are no results on investigating the autocorrelation prop-
erties of RSBFs so far.

This paper first gives a theoretical framework for con-
structing balanced RSBFs satisfying SAC, which have some
other good cryptographic properties simultaneously. The
main idea behind our method is to modify the outputs of
a quadratic RSBF on a selected set of orbits. When n =
6k +-3, we obtain n-variable RSBFs with good autocorrelation
properties, resiliency, highest algebraic degree, nonexistence
of nonzero linear structures, high nonlinearity. Moreover,
the enumeration of RSBFs satisfying SAC is also discussed
based on integer partition. This is the first time that the
construction and enumeration of RSBFs satisfying SAC are
investigated.

This paper is organized as follows. Sect. 2 introduces
some necessary notions on Boolean functions and RSBFs.
Sect. 3 presents the constructions of odd-variable balanced
RSBFs with good autocorrelation properties. In Sect. 4, some
count results of RSBFs satisfying SAC is provided. Sect. 5
concludes this paper.
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Il. PRELIMINARIES

Let I} be the n-dimensional vector space over the binary field
IF>. An n-variable Boolean function f is a mapping from I to
F,, which can be uniquely represented by its algebraic normal

form (ANF):
LX) = Z ay Hxi,aI € F,.
IC{1,2,..n} el

fO,x, ..

Its algebraic degree is defined as deg(f) = max{|/| : a; # 0}.
The Hamming weight of f is wt(f) = |[{a € I} : f(a) = 1},
and f is balanced if wr(f) = 2"~!. Denote by B, the set of
all n-variable Boolean functions.

Leta = (a1,a2,...,a,) € F}, supp(e) = {1 <i <n:
a; = 1} is called the support of «, and wt(«) = |supp(e)| is
called the Hamming weight of «. Forany 1 <j <nandi €
supp(a), i+jis meant cyclically inthe set {1, 2, 3, ..., n}. The
complement of o isdefined as@ = (14ay, 1+aa, ..., 1+a,).
For a vector 8 = (by, by, ..., by) € I}, the dot product of 8
and o is B - o« = biay + - -+ + bya,. For any nonempty set
Tg]Fg,letoe+T={ot+ﬂ:,8€T}.

Letf € ‘B,. The Walsh transform of f at @ € F7 is defined
as

Wr(e) = ) (=1 e, (D
xely
Clearly, f is balanced if and only if W;(0) = 0, where 0 is the
all-zero vector in [). The nonlinearity of f'is

1
nl(f) = 2""' — — max |Wy(a)|.
2 ozE]Fg ’

It is well known that nl(f) < on—l _ 2%’1, and if nl(f) =
2=l 231 we call f a bent function.

Cryptographic functions with low autocorrelation have
nice diffusion property. Let f € B, and ¢ € F, its
autocorrelation function at « is

Cr(a) = Z (_l)f(x+ﬂt)+f(x)'

n
xely

f is said to satisfy the strict avalanche criterion (SAC) if
Cr(a) = Oforall wt(ar) = 1. Global avalanche characteristics
(GACQ) contains two indicators: the absolute indicator

Ar = Cr
f 2%' r(a)]

and the sum-of-squares indicator

o= G

n
acl;

In [25], Zheng showed that 22" < of < 237 and 0 < Ar <
2", and proved that only bent functions can achieve the lower
bounds.

Cryptographic functions with resiliency are robust against
correlation attacks.

Definition 1 [24]: Let f € B, and a € . f is called a
k-resilient function if Wy(a) = 0 holds for all wt(a) < k.
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Lemma 1 [15]: Letf € B,. Iff is k-resilient, then deg(f )+
k<n-—1.

Let f(x) € By, its derivative at point o € I is defined as
Agf (x) = f(x + @) + f(x). Clearly, deg(Ayf) < deg(f).
is called a linear structure of f if A, f(x) is a constant for all
x e IF7.

To resist against algebraic and fast algebraic attacks [5],
[6], Boolean functions used in cryptography should have high
algebraic immunity and fast algebraic immunity.

Definition 2: Let f, h € *B,,. The algebraic immunity of f
is

Al(f) = r}gig{deg(h) chf =0orh(f +1) =0},

and the fast algebraic immunity of f is
FAI(f) = min{2AI(f),
min{deg(fh) + deg(h) : 1 < deg(h) < AI(f)}}.

We say that f has optimal AL if AI(f) = [5], and f has
optimal FAIL if FAI(f) = n.

Leta = (ay,a2,...,a,) € F) .Forany0 <m <n—1,
define

/O;T(Ol) = (A14m> A24ms - - - > Anfm)s

where the addition of index is meant cyclically in the set
{1,2,3,...,n}.

Definition 2: Let f € By. If f(p(a)) = f(«) holds for
any0 <m <n—1land a € F;, then f is called a rotation
symmetric Boolean function (RSBF).

Denote by G,(a) = {pj (@) : 0 < m =< n — 1} the
orbit generated from «. Hence, we call G,(«) a long orbit
if |G,(a)| = n, and call it a short orbit if |G, ()| < n. Itis
shown that [17] Wy(a) = Wr(B) fora € G,(B) if f is rotation
symmetric.

Ill. CONSTRUCTIONS OF RSBFs SATISFYING SAC
A. BALANCED RSBFs HAVING GOOD

AUTOCORRELATION PROPERTIES
We first present the following necessary result on quadratic
RSBFs.

Lemma 2: Foroddnand?2 < s < % letk = ged(s—1, n)
and

8s = X1X5 + X2X5q1 + -+ + XX 1. )
ntk

Then wt(gy) = 2" nl(gy) = 2"~ — 272 ~1.

We assume hereafter that  is an odd integer. For 2 < s <

% with ged(s — 1, n) = 1, we set

dy = min{n — 2(s — 1), 2(s — 1)}
and define a subset Ry C IF; as
Ry = {aj, 05,05, ..., 0, 1}, 3)
where

supp(ay) = {1},
supp(aéj) ={l,s,142ds,s+2ds,...,1+2(G— 1)ds,

—1
S+2(— Dy} 1<) < L”TJ,
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supp(anH) ={l,s,..., 1 +2(G — Dds, s +2( — 1)ds,

n—3
1 +2jdg}, 1 <j < LTJ’

Forl <i<n—1and1 <j <n,define

A;(i): Z (= 1)&s+estete) 4)

x€Gu(a))

where e; = (0,...,0,1,0,...,0), gs(x) is defined in (2).
——

Jj—1
Lemma 3: Ry and A;f (i) defined above have the following
properties.

D wi(@)) =i
2) |Gn(al‘3)| = n.
3) Ifi < "t then

1, imod 4 =2, 3,

SN
8@ =10 imodd = 0. 1:

and if i > % then gy(a) = 1 — gy(a ).

4) Ajs.(i) =n—4min{i,n — i}.

Proof:

1) This holds obviously by the definition of R;.

2) Note that |G,(a})| = |Gu(e,_;)| and |G,(a})| = n. For
2 <ic< %, assume that |G,(a})] = k < n. Since
1+k,s+k € supp(af), then we have the following
four cases:

) 1l+k=s+td;—kn
a
s+ k=s+td; — kn

b) 1+k=1+4+nt1d;—kin
s+k=1+td; —kn

) 1l+k=s+td; —kin
C
s+k=1+trd;, —kn

) 1+k=1+4+nt1ds;—kin
s+k=s4+td; —kn

where 0 < 11,1, < % and ky, ko > 0.

Here we only prove that case a) doesn’t hold, and other
cases can be proved similarly. For case a), we have

s —1= (2 — t1)ds + (k1 — kp)n.

Ifd; = 2(s—1),then (14+2(¢t1 —12))(s—1) = (k1 —kp)n.
Note that |1 +2(¢#; — 2)| < n. Since ged(s — 1, n) =1,
then k; — k» is a multiple of s — 1, thatis |s — 1| <
|k1 — k|. Hence

I(1+2(t1 — 122))(s — D] < |[(k1 — k2)n|,
a contradiction. If dg = n — 2(s — 1), we have
s—1=(—1)n-—2s—1)+ k1 —k)n,
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then 2(t, —t1)+ D(s—1) = (k; —kp + 1, — t1)n. Since
ged(s — 1, n) = 1, then k; — ky + 1, — t1 is a multiple
of s — 1, thatis |s — 1| < |ky — kp + tp — t1|. Note that
|2(t, — t1) + 1| < n. Hence

|22 — 1) + D(s = DI < [(k1 — k2 + 12 — 11)n],

a contradiction. Then the desired result follows.

3) This holds obviously according to the definitions of g
and R;.

4) For 1 <j < n, we have

8s(x) + gs(x +¢j)

n

n
= le+ixs+i + Z
i=1 ij—1,in+j—s
+ (5 + DXgpjm1 + Xnjmst1(5 + 1)

= Xg+j—1 + Xn+j—s+1

X1+iXs+i

= Xs4j—1 + Xsj—1+n—2(s—1)-

By the definition of & that

l{x € Gu(o) : Xgqj—1 + Xojm14n—25—1) = 1}
= 2min{wr(a}), n — wt(e})},

that is,

{x € Gu(er}) : Xstjm1 + Xstjm14n—26—1) = 1}
= 2min{i, n — i}.
Therefore A;(i) =n—4min(i, n — i).

Lemma 4: For T C F} and T # @, let T = Uger Gnle).
For any o € F; and a # 0, we have

FINT U(T + a)] + a = FNT UT + )l

Proof: Assume that there exists y € ]Fg\[f uT + )]
suchthaty +«o € TU(T + «). Then we have y + o € T or
y+oe T + «. Hence, y € T U (T + «), a contradiction.
This completes the proof.

Now we are ready to construct RSBFs having good auto-
correlation properties. Let n > 11 be odd. For 1 <
m < [n/16] and 1 < iy, ip,...,04m < n—1,letl =
{i1,i2, ..., lam}and Ts; = {afl,afz, ol otf;m} C R,. Define
Uy, asubset of 1, as:

Uy ={i;el:iymod4=0,1}ifn=3mod4,

. . n+1
U =1{i;el i < ,iymod4=0,1or 5)

._n+1 .
ztzT,z,m0d452,3}1fn51m0d4.

Note that g¢(e]) = 0 if and only if i € U;. Denote

n—I={n—i,n—iy...,n—i4}, Di=|[INm-I)|.
(6)
Define
x), x € FN\Ty,
fra(x) = gs(x) ~2\ 5.1 )
1 +g5(x)’ X € TS,I?
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where T,y = |J
RSBE.
Theorem 1: fs | defined in (7) has the following properties.

weTy Gp(a). Clearly, fi; is an n-variable

4m

1) If Y min{i;, n — i} = mn and iy, — iy,| > 2 holds for
t=1

any iy, i, € I, then fs | satisfies the strict avalanche

criterion.
2) If |Uj| = 2m then fs; is balanced.
3) Ag, =2"—4n(4m — Dy).

4) op, < 22n+1 + 2n+8m2n2.
5) If |Dr| # 4m, fs.1 has no nonzero linear structures.
6) ni(fy)) > 2"~ — 2" — dmn.
Proof: 1). Assume that « € TXJ and wt(a) = i; € I. For
1 <j < n, we have wt(a + ¢j) = i; = 1. Since |iy, —i;,| > 2
holds for any Ipys i, €1, then i;=1 ¢ I.Itfollows that o +-e; &
Ty g, thatis (T +ej) N TS ; = &. Hence, by Lemma 4 we

have
FINTor U (Tss + ep)] + ¢j = FN[Ts 1 U (Tos + ¢)].

Denote T = S,I U (TS,I +e¢j). For 1 <j<n, we have

Z (— l)fs,l(x)Jrfs.l(ere/)

xelf;
= Z (_l)fv,l(x)"l‘fx,l(x'f'e]') + Z(_l)ﬂj(x)-i-fy,,(x-i-ej)
xeF\%; xeg;
= Z (— D)&s+estete) Z(_l)gs(X)+gs(x+ej)
xeF\T; x€T;
= Z(—l)gw()‘)ﬂs()‘“ﬂ ) Z(_l)gs(x)+gs(x+ej)
xelf; x€%;
=2 Z(_l)gs(x)+g3(x+€j)
X€T;
= —4) " AY).
iel

By Lemma 3, we have

4m
D A0 = 4mn — 4 min{ip, n — ii}.
iel t=1

If Z min{i;, n — i;} = mn, then ZAS(z) = 0. It follows that

t=1 iel

Z (— l)fy,l(x)+fs,l(x+ej) —0.

n
xely

Therefore, f; ; satisfies SAC.
2). Observe that

lsupp(fs.1)| = |supp(gs)| — |{x € Ty g @ g5(x) = 1]
+{x € Ty @ gs(x) = 0}].

By Lemma 2, we know that g is balanced, then
|supp(gs)| = 2"~ If |Ur| = 2m, then

Hir €12 gs(og) = 1} = (i €1 : gs(ej) = O}].
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By Lemma 3, we have

x € Tsp: gs(x) = 1) = {x € Ty 1 @ gs(x) = 0}

Therefore, |supp(fs.1)| = 2"~ 1 that is £ I(x) is balanced.
3). For any a € FJ\{0}, denote Ty = T YA (TSI + ).
By Lemma 4, we have

Cf.r‘l (O() =

Z (— 1)/‘&.1(X)+ﬂ,l(x+0:)

e\ Ty
+ Z (_1)fv,[(x)+fr‘[(x+0l)

x€Tqy

— Z (—1)8s@+8stete)

xeFI\T,

+ Z (_1)/'.s,1(x)+fv,1(x+ﬂt)

xeTy

— Z (—)$sOF8strte)

n
xelfy

_ Z (_ l)gs(x)+gx(x+a)

x€Ty

+ Z (— 1)f's,1(X)+}‘s,1(X+a).

x€Ty

Denote by 1 the all-one vector in . When a # 1, g,(x) +
gs(x+a)isalinear function. Then Y (—1)&WFsst+a) —
xelf;
and hence |Cy, , (a0)| < 16mn. Whena = 1, then gg(x)+g(x+
1) = 1. Hence,

Z(_l)gx(x)Jrgs(XH) S—1

n
xel

Y (D — U+ 1)
XETY,IU(TY.[+1)
= —n(8m - D])a
Z (_1)}%-,I(X)+fsl(x+l) = n(8m — 3Dy).
XETY,IU(TV.[+1)

Thus,

G, (D] = | — 2" 4 n(8m — Dy) + n(8m — 3Dy)|
= 2" — 4n(4m — Dy).

Consequently, Ay, — 4n(4m — Dy).

4). We have

va,l = Z

aeFi\{0,1}
< 22n+1 + 2n+8m2n2_

= Cr (D] =2

G} () + C; (0 +CF (D)

5. Ifa € IF"; is a nonzero linear structure of f; 7, then
|Cy,,(@)] = 2", which implies that « = 1 and |D;| = 4m.
Therefore, if |Dy| # 4m, then f;; has no nonzero linear
structures.
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6). For any « € 5, by (1) and (7) we have
|Wfs,l(a)| = | Z (_1)8s(x)+a.x . Z (_l)g:(x)—i-mxl

xe]Fg\TSJ xei_;
= [We (@) =2 ) (=D#0rer|
xeTy
< W ()] +2|Ty]
= |W, ()| + 8mn.

Since ged(n, s — 1) = 1, it follows Lemma 2 that nl(gs) =

n—1 n+l
21— 2"7 | that is max{|W,,(@)| : @ € F}} = 2"3 . Thus
Wy, (@)] < 2T + 8mn, and then nl(f, ;) > 2"~ —2"T —
4mn.

Example 1: Let n = 11 and s = 2, then g(x) =
n

X14+iX2+i5
i=1

Ry={a?:i=1,2,..., 10},

where

supp(ad) = {1}, supp(aly) = {2,3,4,5,6,7,8,9, 10, 11},

supp(a3) = {1, 2}, supp(e3) = {3,4,5,6,7,8,9, 10, 11},

supp(a3) = {1, 2, 5}, supp(a3) = {3,4,6,7,8,9, 10, 11},

supp(aq) = {1,2,5, 6}, supp(ed) = {3,4,7,8,9, 10, 11},

supp(a?) = {1,2,5, 6,9}, supp(ad) = {3,4,7,8, 10, 11}.
Let I = {1,57,10} To;y = {a}, 02, 02,03}, Toy =
UaETzJ G(), then

22(x), x e F\T,,

Ja1( = {1 +o), xeTy,

is a 11-variable balanced RSBF satisfying SAC, and with
nl(fr;) = 982, Ap, = 1960, o, = 1.16 x 2% and
deg(f2.1) = 10.

Theorem 2: Let notions be defined as above. For k > 1,
we set

2 2 2 2 _
lof, gy g3}, n=28k+3,
2 2 2 2 _
T log, o, gy o), n=8k+5,
Y2 2 2 2 _
o, gz Wpys oy}, n=8k+7,
2 2 2 2 _
log, afp o, @iy 600 o), n=8k+9,

and T = UaeT Gy(a). Define a new n-variable RSBF as:

I FIE) x e FI\T,

f&) = 1+gx), xe€ T.

(3)
Then f (x) has the following properties.

1) fis a balanced .

2) f satisfies SAC.

3) nl(f) = 2" — 27 — 4n.

4) Ay =2"—16n.

5) oy < 22n+1 +2n+8n2'

6) f has no nonzero linear structures.

7) deg(f)=n—1.

67854

Proof: 1)~6) can be verified according to Theorem 1.
7). Here we only prove the case of n = 8k + 3, and
the proof of other cases can be got similarly. Let o; =

(aiy» @iy, - -+, aiy) € supp(f), 1 < i < |supp(f)|, then
Isupp(F)l n
fo= Y []w+a+0.
=1 j=1

We denote c; the coefficient of x1x; - - - x,,/x1 in the ANF of
f(x). Let S be a subset of 4, and denote Ng the number of
vectors in the S with the 1-th entry being 0. Obviously, ¢; =
Nyupp(ry mod 2.

Note that

supp(f) = supp(g2) |_J(Gule?) U (g 1))
\(Gul@f3) Uet_y).

Then we have

Niupp(r) = Nsupp(g2) = N, a2 )_NG,,(a§k+3)+NGn(af)

n—1
+NG'1(°‘§1<+ D’

Since deg(g2) = 2, then Ngpp(g,) = 0 mod 2. It follows that
Noupp() = NG, @2 ) T NG, @2, 5 T NGuet) TN

2.
(@ y 1)

Note that NG)L(C() =n-= Wt(a) holds all |Gn(a)| =n. Hence,
Noppy =n — 1+ 1+ 4k + 4k +2 = 1 mod 2.

Thus, the monomial xyx;---x,/x; appears in f(x), then
deg(f) > n — 1. As f is balanced, then deg(f) = n — 1.
This completes the proof.

Although it is different to analyze the Al and FAI of f in
(8) systematically, we can give some experiment results when
n is small. Using Algorithm 1 of [1] implemented by Magma
program, we can obtain the minimal degree of g such that
gf = 0and (g + 1)f = 0 by exhaustive search. We find that
AI(f) = (n—3)/2forn =11, 13, and AI(f) = (n — 5)/2 for
n = 15.Forn = 2k + 1, let g1, h| € B, with deg(h)) = e
and 1 < deg(g1) = d < k such that fg; = h;. We need to
obtain the minimal value of d + e to analyze the FAI of f in
(8). Using Algorithm 2 of [1], we can find that (e, d) exist
only fore +d > n — 4 whenn = 11, 13, and (e, d) exist
fore +d > n — 6 when n = 15. Thus, FAI(f) = n — 4 for
n =11, 13, and FAI(f) = n—6 for n = 15. This shows that f
in (8) has a good behavior against algebraic and fast algebraic
attacks at least for small n.

B. RESILIENT RSBFs HAVING GOOD
AUTOCORRELATION PROPERTIES

In this subsection, let n be odd with » = 0 mod 3, and let
n
8(x) = Y~ Xjt1Xitn/3. Define a vector v € 7n=D/2 a5

i=1

e n=12k+3, k> 1:

v=(1,4,..., 12— D)+ 1,12(k — 1) + 4,2,
5 ..., 120k — 1) +2,12(k — 1)+ 5,3,
6,..., 120k — 1)+ 3,12(k — 1)+ 6, 12k + 1);

VOLUME 9, 2021
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e n=12k+9,k > 1:

v=1,4,...,12(k—=1)+1,12(k — 1)+ 4, 2,
5,..., 12k — 1)+ 2, 12(k — 1) + 5, 3,
6,...,12k — 1) +3,12(k — 1)+ 6, 12k + 1,
12k + 4, 12k + 2, 12k + 5).

Denote by
R={o,ar,a3,...,a,_1} C 5,
where

n—1
supp(a)) = {v() : 1 <j<il,oap_i=a;, 1 <i <

Forl <i<n—1and1 <j < n, define

Aji) = Z (_l)g()c+ej)+g(X)’ )

xeGy ()

where a; € R, ¢; = (0,0,...,0,1,0,0,...,0).
%/_/

Similarly as Lemma 4j, \lzve can prove the following result.
Lemma 5: For a; € R and A;(i) defined in (9), we have

1) wt(a;) =1i.

2) |Gu(e)| = n.

3) Ifi < (n—1)/2, then

@) 1, imod 4 =2, 3,
;) =
=00, imodd =0, 1:

and if i > (n+ 1)/2, then g(a;)) = 1 — g(aty—i).
4) Ifn =12k 4 3, Aj(i) = n — 4min{i, n — i} for i < 6k,
Aj(6k 4+ 1) =3 — 12k.
Ifn =12k +9, Aj(i) = n — 4min{i, n — i} for i < 6k,
Aj(6k + 1) = Aj(6k +2) = 5 — 12k,Aj(6k + 3) =
Aj(6k +4) =1 — 12k.
For1 <m < [n/16] and 1 < iy,ip,...,l4m <n—1,let
I ={i1,iz, ... 04} and T; = {0, @y, ..., 0, } S R. Let
Uj,n—1, Dy be defined as (5) and (6). Note that g(«;) = 0 if
and only if i € Uj.

Define
X), x € F\T, ,
F0) = g(x) ~2\ I (10)
1+¢gkx), xely,
where 7; = UaeT, G, (). Then f is an n-variable RSBF.

To investigate the properties of f;(x) in (10), we need the
following result.
Lemma 6: [20] Assume n = 3m, where m is an integer.
n

Then g(x) =

=1
Theorem 3? The following properties hold for f (x) defined
in (10).

> Xit1Xitm is a (m — 1)-resilient RSBF.

4m
D) If Y Aj=mnand |iy,
t=1
1, then f satisfies the strict avalanche criterion.
2) If Ul = 2mand Y ;e i = Y icquy b then fi is

1-resilient.

—in, | = 2 holds for any iy, , iy, €
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3) Ap =2"—4n(4m — Dy).

4) of < 22n+1 _|_2n+8 2 2

S) If |Dg| # 4m, f; has no nonzero linear structures.

6) ni(fy) > 2"~' — 2" — dmn.

Proof: 1), 3)~6) can be proved similarly as Theorem 1,
and next we only prove 2).

Denote T1 = U1€U1 Gn((x,) and T, = Uze(l\U;) Gu(a;).
Note that T = T1 U T, and T1 N Tz = &. Then supp(f,) =
supp(g) U To\T} and [supp(f))| = [supp(g)l — T\ + |T2].
Clearly, we have |T1| = n} e, i and [T2] = n} iy, i
Note that |I| = 4m. If |U;| = 2m, then |I\U;| = 2m.
It follow that |T1| = |T2| By Lemma 6, g(x) is resilient, then
lsupp(g)] = 2", Thus [supp(f;)| = 2", that is, fj(x) is
balanced. Assume that « = (1,0,0,...,0) € IF; Note that

wt(a) = 1.
Wity = ) (=10 gy (e
xeF)\T xeT
— Z(_l)g(X)-Hx-x _ 22(_1)g(X)+a-x
xeFl xeT
— Z(_l)g(x)+xl _ 22(_1)g(x)+x1.

xelf; xeT

Since g(x) is resilient, then erw( DO+ = 0, it follows
that

Wr(a) = =2 Z(_l)g(x)-i-xl

xeF

=2 (=h"+2) (D"
xeT xeTr

=-2> (n-2)+2 Y (n—2i)
ieUy ie(I\Ur)

(1) = 20U +4 (Y i— >

ieU;  ie(\Up)
=0.

Hence, Wy(a)
1-resilient.

Theorem 4: Let n > 33 be an integer with n = 3 mod 6. If
n = 3 mod 24, let

= 0 holds for any wt(e) = 1. Thus, f7 is

= {a1, 03, 05, Cn=18, Ont6, An=9, i3, 0203 };
3 3 2 2 3
ifn =9 mod 24, let

T = {051,013,Oln 7,0n=3, 0nts, Unt9, Olp—8, 0p—2};
2 2 2

if n = 15 mod 24, let

{al,ag,as,an 18 U nt6, An-5, Oln+7 C(zn 2}
3 2

ifn =21 mod 24, let

= {011, 003, 0n=7, OUn=3, U5, Ans9, Oy, Cp—4}.
2 2 2
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Denote T = UaeT Gy () and define an n-variable RSBF as

X € IE;\T,
xeT.

g(x),

11
1+ glx), (n

fx) =

Then f (x) has the following properties.

1) f satisfies SAC.

2) f is I-resilient.

3) Ay =2"—32n.

4) o < 22n+1 4 2n+10n2.

5) nl(f) = 2" — 27 — 8.

6) f has no nonzero linear structures.

7) deg(f) =n—2.

Proof: 1)~6) can be verified easily according to
Theorem 3. Now we only need to consider deg(f). Denote
¢; the coefficient of x1x, - - - x,, /x1x2 in the ANF of f(x). Let
S be a subset of Fg, and denote A the number of vectors in
the S with the 1-th entry and 2-th entry being 0. Obviously,

¢2 = Nyypp(ry mod 2.
It is not difficult to find that

Nsupp(r) = Noupp(e) + Z NG, (@) mod 2.

aeT

Since deg(g) = 2, then Nypp(e) = 0 mod 2. It follows that
Nouppr) = ) Ny mod 2.

aeT

When n = 24k + 3 for k > 1, we have

Na, @) = 24k + 1, NG, (@) = 24k — 4,

NG, as) = 24k — 8, NG, (ag_5) = 12k =8,
NG sirs) = 12k =T, NG, yp_3) = 10k — 4,
NG iaiss) = 10k, NGigis1) = 4k + 3.

Hence, we have ./\/'supp(f) = 1 mod 2, that is, ¢c; = 1. Then
deg(f) > n— 2. Furthermore, by Lemma 1 we have deg(f) =
n — 2. Similarly, we also can prove that this holds for other
cases.

IV. ENUMERATION OF ODD-VARIABLE RSBFs
SATISFYING SAC
In this section, we investigate the lower bound on the number
of odd-variable RSBFs satisfying SAC based on integer par-
tition. Firstly, we recall some notions about integer partition.
For three integers s, ¢ and r, denote L(r; ¢, s) the number of
partitions of r satisfying the following conditions:

e aytay+---+ar=r

o 1 Sal,GZ,"' , At <s,
denote M (r; t, s) the number of partitions of r satisfying the
following conditions:

e aita+---+a=r

e lsar=ay=---=<a <,
and denote N(r; ¢, s) the number of partitions of r satisfying
the following conditions:

e aytay+---+ar=r
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e l<ai<ay<---<a <s.
Theorem 5: Let n > 13 be odd and A, be the number of
n-variable RSBFs satisfying SAC, then we have

/161 4m mn—(4m—k)?

Anz@ZZ > hm.k. 1),

m=1 k=0 1=k2

where

Mom k=[] (ZM(g(r);r—u,#g

re{k,4m—k} \u=0

with g(k) =1 — k? and g(4m — k) = mn — [ — (4m — k)*.

Proof: For2 < s < "t withged(s — 1,n) = land 1 <
m < [n/16],letI = {i1, iz, ..., lam}, 1 < i1,00,...,0am <
n — 1, and f; ; be defined in (7). Denote

4m
T={:) minfi,n—i}=mn, iy —iy| > 2}.
=1

Then f; ; satisfies SAC if I € Z. Denote F; = {fs : I € T},
that is, the set of f; ; satisfying SAC. Note that F;, N Fy, = &
for s1 # s2. Since

1
2<s<™ T acdm =1y = 22,
2 2
then A, > 2%7].
Assume that I € 7 and
1
1< <i2<---<ik§nT<ik+1~--<i4m§n—1,

1 < k < 4m — 1. Clearly, there exists a sequence
A1, Ag, ..., Agysuchthatij = (2j — 1)+ Ajforl <j<k
andn —i; =2(4m —j)+ 1+ Ajfork + 1 < j < 4m, where

1+n—4k

OSAISAZS"'SAkaa
14+n—4@dm—k)
2 .

0 < A4y =Agpp1 <--- = Ak+l =<
(12)

For given m, k and | = i1 + iy + - - - + ix, we now consider
the possible values of Aj, 1 <j < 4m. Note that

I =k + A1+ A+ + Ay,
mn—1 = @4m—k)?+ Ajs1 + Agga + - + A (13)

By (12) and (13), we have

k
K <1=>"ij <mn— (4m—k)>.
j=1
Hence, if Ay = --- = A, =0 < Ayp1 < -+ < Ag,
0 < u < k, the number of choices of Ay, Ay, ..., A is
M(l — k2 k — u, M). Similarly, the number of choices
Of Api1, Agt2, oo, Dap is
n+1—44m—k)

M(mn—l—(4m—k)2;4m—k—u, 5 ),
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where 0 < u < 4m — k. Then, for given m, k and [, the total

number of possible choices of A1, Ag, ..., Agy i
r
n+1—4r
h(im, k, 1) = 1_[ (ZM(g(r); r—u, T)) ,
rel{k,4m—k} \u=0
where g(k) = | — k?, g(m — k) = mn — | — (4m — k). By
considering the cases of k = 0 (i, i2, ..., iam > %) and
k=4m(iy,i2,...,04m < ";—1), we have
/161 4m mn—(4m—k)?
Zl= Y>> > hmk.D. (14)

m=1 k=0 1=k2

Then the result follows.
Theorem 6: Let By, be the number of n-variable balanced
RSBFs satisfying SAC for odd n > 39. If n = 1 mod 4, then

13 n—9

B, > 132¢(n)N("_T;3,L D
— 13 n—9
Ifn =3 mod 4, then
n—11 n—9
By > 192¢(H)N(T: 3.1 A D
-9

Proof: For2 < s < ! with ged(s — I, n) = land 1 <
m < [n/16],letI = {i1, iz, ..., lam}, | < i1,00,...,04m <
n — 1, and f ; be defined in (7). Denote i, = min{i;, n — i},
1 <t <4m,and My = {i|, 1, ..., 1i,} Denote

I={I: ) iy =mn iy, —iy| =2,
i;GM]

{ir €1 :i; mod 4 =0, 1}| = 2m}

for n = 3 mod 4, and denote

={I: Z iy = mn, iy, —ip| > 2,
i;EM,
1
< ——,i;mod4 =0, 1}
n+1

|{ll e]:i[

+ip el iy >

,i; mod 4 = 2, 3}| = 2m)}

for n = 1 mod 4. Note that f; ; is a balanced RSBF satisfying
SAC if and only if I € Z. Clearly, we have B, > 2|3,
Next we set m = 1 and give an estimate of |J| by considering
the possible cases of M;. When n = 3 mod 4, if f; ; satisfies

SAC, then M; should be one of the following cases:

M; = {4ky 4+ 1,4ky + 1, 4k3 + 2, 4ka + 3},

= {4ky + 1,4k + 1, 4k3 + 1, kg + 4},

M; = {4ky + 1,4k + 2, 4k3 + 2, 4ks + 2},

= {4k; + 1,4ky + 2, 4k3 + 4, 4k4 + 4},

= {4ky + 2, 4kp + 2, 4k3 + 3, dks + 4},

My = {4ky + 1, 4ky + 3, 4k3 + 3, 4ky + 4},
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M = (4ki + 2, 4k + 3, 4ks + 3, 4ky + 3},
= {4k + 3, 4k + 4, 4ks + 4, 4ky + 4),

where k1, k2, k3, ka4 > 0. And when considering the balanced-
ness of f; 7, M; should be one of the following cases:

Mp = {4k + 1,4ky + 1, 4k3 + 2, 4ky + 3},
= (dky + 1, 4ky + 3, 4k3 + 3, dky + 4).

For the case of M; = {4k; + 1, 4kr + 1, 4k3 + 2, 4kyq + 3},
we have

4k1+1+4k2+1+4k3+2+4k4+3=n

that is, ky + ky + k3 + ks = 257, where ky, kp, k3, ks < 5L,

Now we consider the p0551ble values of k; by assuming that
the values of k; are different. The discussion is divide into the
following cases.

o ki = 0. The number of kj,k}, kj satisfying 0 <
ki < ké < kK < %andk{—i—kﬁ—i—ké = %
is N (”Z 33, |_”§7J) Considering the relationship of
ko, k3, ks, we have |M;| = 6N ("3, | 5L 7J) Hence,
for given i; € Mj, either i; < % or iy > %. Thus,
the number of I € J is

— _7
%N(”

. k3 = 0 or k4 =
48N("ZL: 3, 1252 )).
o ki, kz,k3,k4 #

O. The number of I € Jis

0. The number of I € J is

96N ("57: 4, [ 57 )).
Thus, the number of I € J in this cases is
-7
192N( L J)+96N( L D.

For the cases ofM; = {4k +1, 4k + 3, dks + 3, 4k +4},
we also can also deduce that the number of I e€Jis

11 -9
192N(— 3, L—J) + 96N(
Therefore,
n—11
—11 n—9
+96¢(n)( s 4,
When n = 1 mod 4, we can 51m11arly deduce that
n—15 n—9
By > 132¢mN(——:3. A D
— 15 n—9

This completes the proof.

Remark 1: Note that the bounds in Theorems 5 and 6 are
stated by N(r; t, s) and M (r; t, s), which don’t have concrete
expressions yet. Fortunately, the formula of L(r; t, s) has been
presented in [4]:

t .
it = Z(_l)i(i)(t—l-r—t](_s—li- - 1>.
j=0
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TABLE 1. The lower bounds on number of RSBFs satisfying SAC.

n 11 I3 5 7 9 21 23
A, >40 > 132 > 176 >672 > 1413 >2064 > 9460
B, >20 >60 >64 >240 >621 > 870 > 3630

Based on L(r; t, s), we can give an estimation of M(r; t,s)
and N(r; t, s) as

M'(r;t,s)
_ L(r't s)

()

N’ (r; 1,5)
Lir—"D15)

t!
t(t—l) _
—Z( 1)1<,><t+r t_lj(s+l) 1) n

Obviously, we have M(r;t,s) > M'(r;t,s),N(r;t,s) >
N'(r;t,s).

In Table 1, we present the lower bounds on the number
of odd-variable RSBFs satisfying SAC (A;) and the number
of balanced odd-variable RSBFs satisfying SAC (B,) for
some n by considering all of the possible choices of Ty in
Theorem 1.

V. CONCLUSION

This paper presents a theoretical framework for constructing
balanced odd-variable RSBFs satisfying SAC. Some of the
obtained functions have good GAC properties, optimal alge-
braic degree, resiliency, high nonlinearity and nonexistence
of nonzero linear structures at the same time. In addition,
the count results about odd-variable RSBFs satisfying SAC
are also considered.
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