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ABSTRACT For decades, the security and privacy of data are among the major challenges faced by service
providers dealing with public data. To cope with these challenges, most of the organizations rely on the
adoption of cryptographic methods for protecting data against any illegitimate access and attacks. Modern
day cryptographic ciphers utilize one or more substitution-boxes (S-boxes) that facilitate the realisation of
strong security of plain data during encryption and legal decoding of it during decryption process. Security
of ciphers is directly proportional to the cryptographic strength of S-boxes. This study proposes an efficient
and simple method based on some modular operations for the construction of dynamic S- boxes with high
nonlinearity using a heuristic evolution strategy. A large number of strong S-boxes can be easily constructed
using slight variations in the parameters of the anticipated method. A specimen S-box is constructed and
its critical performance analysis against standard security criteria including nonlinearity, strict avalanche
criterion, bit independence criterion, differential uniformity, linear probability, and fixed points are reported
as justification for the proposed technique’s high cryptographic strength. Furthermore, the generated S-box is
also applied to encrypt digital images to assess its cryptographic application performance. The performance
and comparison study validates that the proposed S-box has better performance strength, which makes it a
viable candidate for cryptographic applications in different areas of image security.

INDEX TERMS Security and privacy, substitution-box, block ciphers, encryption, image security, cyber

physical systems.

I. INTRODUCTION

We are living in the technological era depending heavily
on data and information that may include text, numbers,
images, audio, video, etc. Most of this data is automatically
generated and has to be stored or transferred over the pub-
lic communication channels. Every so often, type of data
being transmitted is sensitive and as a result, data secu-
rity is much needed requirement. So, before its transmis-
sion over the public channels, steps are required to guard
it by transforming it into a form that has no meaning for
the intruders. There are many such ciphers available in the
literature for securing the sensitive data. Ciphers used for the
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encryption of the plaintext and decryption of the ciphertext
have two main types named as block ciphers and stream
ciphers [1], [2]. A block cipher encodes/decodes data in
a block-by-block manner. A block of data generally con-
sists of one or more bytes. A stream cipher, on the other
hand, performs these transformations using one bit or one
byte in one go. In modern cryptography, a block cipher
has emerged as the most effective method for the fortifica-
tion of sensitive data [3]. Data Encryption Standard (DES),
RC5, Advanced Encryption Standard (AES), etc. are some
of the eminent block ciphers. Compared to stream ciphers,
block ciphers are easily implementable and more commonly
employed in real-life security applications [4]. One type of
predominant block ciphers being utilized for the protection
of data is recognized as the substitution-permutation block
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ciphers. The significant operations used in these ciphers are
permutation and substitution which help to transform data
into a mystifying form. A permutation operation swaps the
plaintext bits/bytes with other bits/bytes present in the same
plaintext. Whereas, a substitution process replaces one block
of data by another in nonlinear fashion. This replacement
of data is performed with the help of substitution table or
substitution-box (more often known as S-box) [5], [6]. An
S-box is a vital constituent of contemporary block ciphers and
assists greatly to produce a scrambled output data (cipher-
text) for the given input data (plaintext). An S-box estab-
lishes a non-linear association between the input (plaintext)
and the output (ciphertext) to produce more muddle for the
attackers [7]. If a substitution box has the ability to produce
more confusion for the invaders in the resultant ciphertext,
the respective block cipher employing that S-box in its oper-
ations provides more security to the plaintext. Consequently,
the protection that a block cipher provides to a given plaintext
by employing one or more S-boxes is directly reliant on
the strength of the respective S-boxes. Other constituents
of a cipher work in a linear manner, while an S-box oper-
ates in a nonlinear fashion to increase the security of the
plaintext [8], [9].

Modern-day ciphers employ two kinds of S-boxes known
as static S-boxes and dynamic S-boxes. An S-box that has
values placed in it at fixed locations and this arrangement
of values always remains same is termed as static S-box.
If an attacker obtains this S-box somehow, he/she will be very
much able to attack the ciphertext to reach the original plain-
text and security of the cipher employing that static S-box
is compromised [10], [11]. Data Encryption Standard (DES)
used such S-boxes and attackers broke it easily. Similarly,
Advanced Encryption Standard (AES) have used static S-box
in its working. To avoid this drawback of static S-boxes,
designers of recent block ciphers mostly use dynamic S-boxes
to exploit their strengths compared to the weaknesses inherent
in the static S-boxes [12]. Such S-boxes are constructed with
the aid of the cipher key and possess the capability to enhance
the cryptographic forte of the respective cipher. As a result,
researchers tried and have projected innovative techniques to
construct S-boxes that are key-dependent and hence dynamic
in nature.

One of the commonly used algebraic concepts to construct
dynamic and strong S-boxes is linear fractional transforma-
tion (LFT). Authors in [13]-[16] used LFT concept as the
base to design effective and robust S-boxes. The projected
S-boxes demonstrated decent recitals with respect to the stan-
dard cryptographic criteria used to evaluate an S-box. Most
of the S-boxes designed with LFT use Galois Field (GF)
arithmetic that makes the process of S-box construction
very inefficient. Researchers have proposed efficient meth-
ods other than LFT techniques to generate S-boxes such as
authors in [17] proposed method that used the idea of cubic
fractional transformation (CFT) to generate decent S-boxes.
This transformation is simple, efficient, and capable of
generating robust S-boxes. In [18] another simple technique
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has been projected to construct S-boxes using a cubic poly-
nomial transformation. This method is very simple, effec-
tive, and efficient to create robust S-boxes. An innovative
approach was proposed in [19] to construct robust S-boxes
using linear transformation. This approach augments the
strength of the resultant S-box using the permutation process.
Authors using methods suggested in [20]-[25] used DNA
computing to construct robust S-boxes and cryptographically
strong ciphers. Analysis of these S-boxes and ciphers demon-
strated their strength with respect to cryptographic criteria
and against different attacks. Chaos is another equally sig-
nificant area used in cryptography to construct robust S-box
due to the features of randomness of chaos systems [26].
A number of researchers [27]-[34] used chaos theory to
construct S-boxes possessing upright cryptographic forte.
Authors in [35], [36] used hyperchaotic schemes to construct
robust and sturdy S-boxes. The underlying schemes are capa-
ble to produce large number of S-boxes. Many researchers
have employed other knowledge zones to construct S-boxes
like cellular automata [37], graph theory [38], [39], elliptic
curve [40], [41], optimization techniques [32], [42]-[45], etc.

Advanced Encryption Standard (AES) is one of the
eminent symmetric block ciphers that utilize S-boxes in
their working. Each value of original AES S-box is con-
structed by computing multiplicative inverse of values in the
range [0 — 255] using Galois Field. Calculation of multiplica-
tive inverse for each value using Galois Field is quite compli-
cated and time consuming and consequently makes the S-box
design process very complex for a reader and computationally
less efficient. Researchers in [46]-[50] suggested numerous
improvements to the security offered by AES while refining
the original AES S-box. Today, researchers and academicians
focus on the erection of dynamic S-boxes using cipher key.
Methods for such constructions in the existing literature have
complications as well as efficiency issues in the production
of robust S-boxes. As a result, new and novel efficient tech-
niques are needed to produce robust, key-dependent, and
dynamic S-boxes while bearing simplicity in the generation
process.

Original AES S-box is static in nature and bears the dan-
gers associated with such S-boxes. This paper introduces a
modest technique to produce dynamic key-dependent strong
S-boxes. The proposed technique gets values of parameters
A, B, C, and D from the key. One can choose any value for
these parameters from a certain range as mentioned in the
contribution part below. This choice of values by the user
makes this technique dynamic and hence assists in enhancing
the strength of the generated S-Box by creating confusion
for attackers. The novel method utilizes a modular operation-
based approach to get initial configuration of S-box of size
8 x 8. The various operations involved are affine transfor-
mation, modular multiplicative inversion, etc. Affine trans-
formation employed here is much simpler and efficient than
the linear fractional transformations applied in various S-box
designs in the literature. The initial configuration of obtained
S-box is further elevated and improved by using the novel
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FIGURE 1. Flowchart of proposed S-box method.

heuristic evolution strategy which provides highly nonlinear
S-box with excellent other cryptographic features.

Following are the main contributions reported in this paper:

« An innovative and simple approach is suggested to cre-
ate initial S-boxes. A minor variation in the values of
the parameters A, B, C, and D can yield very large
number of S-boxes where A € {1, 3, ..., 255}, B €
{1,2,...,255}),and C, D € {0, 1, ..., 2'® — 1}. So,
a very large S-box space (128 x 255 x 65536 x 65536
= 140,187,732,541,440) is there.

« A novel heuristic evolution strategy is proposed which
improvises the S-box on the basis of nonlinearity crite-
rion of the S-box. Dynamic nature of proposed method
uses values from key and enhances the ciphertext
sanctuary.

o Proposed S-box is critically analyzed using standard
S-box evaluation criteria along with the S-boxes cur-
rently available in the literature. This performance
analysis validates the noteworthy contribution of the
projected S-box.

o The specimen S-box from proposed method is utilized
for image security applications. The simulation and per-
formance analyses show excellent encryption quality
from the S-box based encryption.

The remaining parts of this paper have the following
organization. In section II, methodology for the erection
of S-boxes using a novel modular operations and heuristic
evolution strategy is discussed in detail. In section III, perfor-
mance and comparative analysis of a specimen S-box gener-
ated with the proposed technique is done with some existing
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contemporary S-boxes. The proposed S-box is applied
and assessed for image security application in Section IV.
Whereas, Section V concludes the research done in this paper.

Il. PROPOSED CONSTRUCTION OF DYNAMIC S-BOX
Modern-day block ciphers employ S-boxes in their work-
ing to encrypt the data to produce more and more jumble
in the resultant ciphertext. An S-box helps to produce a
non-linear association among the input (plaintext) and out-
put (ciphertext). As a result of application of this mapping,
an invader’s job to reach the original plaintext from the
ciphertext becomes very difficult and annoying. Researchers
have recurrently investigated such nonlinear transformations
to generate robust S-boxes. An S-box generation process
requires both simplicity and efficiency. A large number of
existing S-box construction techniques are complex ones and
less efficient.

As an example, AES S-box generation process is quite
complicated as it calculates and utilizes multiplicative
inverse with the help of Galois Field. The inversion pro-
cess using Galois Field is quite intricate and inefficient.
Many researchers like [46]-[50] have proposed different
techniques for improving the efficiency of the original
AES S-box construction process. S-box generation pro-
cesses using these techniques still require simplicity and
efficiency. Here, we present an innovative approach based
on an affine transformation and a novel permutation process
to generate a robust S-box. The comprehensive procedure of
dynamic S-box creation is illustrated in the flowchart given
in Figure 1.
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FIGURE 2. Heuristic Evolution Strategy.

Following section describes the major steps and functions
of the proposed methodology in detail to have comprehen-
siveness of the complete S-box generation method.

Step-1 Generation of Binary Matrix: In this step, an 8 x 8
binary matrix is produced using the following functions.

string Convert2Binary (int A): This function changes the
value of A into 8-bit binary string and returns the resultant
string. Here, A € {1, 3, ..., 255}.

matrix MatrixFillShiftLeft (string AA, int r, int c¢): This
procedure fills an 8 x 8 matrix using r = 8 and ¢ = 8.
Each matrix cell is filled with O or 1. First row is filled
with the string AA starting from left to right. Then, 1% row
is left-shifted by 1 in circular fashion and the result is put
in 299 row. Then, 2 row is left-shifted by 1 to left in circular
fashion and the result is put in 3™ row and so on. For example,
if the string AA is 10101100, the first row is filled as 1, 0, 1,
0, 1, 1, 0, 0. Shifting of the 1% row to the left in a circular
fashion generates the 2" row of the matrix as 0, 1,0, 1, 1, 0,
0, 1. Resultant matrix, for this example, looks like as given
in Table 1. The resultant matrix is named as M.

Step-2 Multiplicative Inverse Calculation: In this step,
modular multiplicative inverse of a given value is computed
and stored as an 8-bit value in 8 x 1 binary matrix. Procedure
uses the following functions.

int ModularMultiplicativelnverse (int V): This procedure
calculates the multiplicative inverse of a value V using
MOD257. Mechanism of this calculation is described in [19].

matrix MatrixFill (string R, int r;, int c): This procedure fills
an 8 x 1 matrix using r = 8 and ¢ = 1. Each matrix cell is
filled with O or 1. Matrix is filled with the string R starting
from 1% row to 8™ row.
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TABLE 1. Status of matrix after filling values.

el =1 =3 Il o Ne Bl New)

el K2 el =0 B = Bl el K]
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[N Nl =N - Neoll BT Nas l B
(=3 ol Rl Rl o N Nl B
S|=|o(=[o||=]|=

Step-3 Matrix Multiplication: In this step, two matrices of
sizes 8 x 8 and 8 x 1 are multiplied. Then modulo 2 operation
is applied to generate an 8 x 1 binary matrix. Procedure uses
the following functions.

matrix Matrix_Multiplication (matrix M, matrix N): This
function multiplies two matrices Mgxg and Ngy | and returns
matrix Pgyq.

matrix MOD?2 (matrix P): This function calculates the
remainder of each value of matrix P using MOD 2 and returns
matrix BM.

Step-4 Binary to Decimal Conversion: In this step, 8 bits of
a byte are reversed, and the resultant binary value is converted
into an equivalent decimal (integer) value. This step uses the
following function.

int ReverseBinary2Dec (matrix P): This function reverses
the binary value and then converts the reversed binary value to
decimal. This decimal value is stored in the initial S-box S1.

Step-5 Permutation: In this step, values of initial S-box
are permuted using the following function to generate an
intermediate S-box.

VOLUME 9, 2021
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TABLE 2. Proposed S-box.

100 53 211 62 226 157 165 117
51 166 78 15 90 8 188 110
204 216 164 4 148 85 125 202
186 142 242 30 192 212 0 16
163 68 233 2 137 252 201 140
119 40 139 113 81 193 207 84
79 158 253 26 184 161 247 43
42 97 183 135 205 108 196 39
80 101 237 222 37 71 223 154
178 127 187 35 123 208 238 246
200 96 50 126 103 34 220 99
118 151 44 185 3 92 63 89
159 20 195 189 128 172 245 60
218 240 182 57 41 180 249 28
23 9 8 29 6 176 255 170
124 235 213 190 107 138 162 152

31 24 94 109 75 155 171 116
27 133 104 224 91 203 221 239
72 77 1 32 106 21 115 25
175 177 82 248 160 199 74 254
207 243 10 181 131 5 141 210
111 134 98 198 12 56 167 191
49 54 229 19 230 58 73 209
7 153 144 36 241 14 197 121
215 47 46 67 93 69 194 13
52 156 250 136 234 95 45 169
65 132 66 219 55 146 244 214
59 102 129 145 232 83 120 179
64 251 8 217 236 150 130 11
22 48 228 225 61 33 170 76
17 18 174 231 114 168 38 87
173 112 105 147 149 206 143 122

int Initial_Permutation (matrix SI1): This function per-
mutes the values of initial S-box S1 and produces interme-
diate S-box S2. This permutation is done using the following
operation.

SB2[LOC]=SBI[SBI[LOC]]

Where, 0 < LOC < 255.

Step-6 Heuristic Evolution: In this step, values of the
intermediate S-box are once again permuted to produce final
S-box using the following function.

matrix Final_Permutation (matrix S2): This function per-
mutes the values of intermediate S-box S2 and produces final
S-box S3. Final permutation process is shown in Figure 2. The
resultant 8 x 8 S-box designed using the above technique is
shown as a 16 x 16 look-up matrix in Table 2.

Heuristic evolution step has the significant contribution in
the generation of strong and robust S-boxes in the proposed
technique. Security of the data is of the utmost importance
and concern of a user and can’t be compromised. Considering
modern day’s CPU speed and availability of other sophisti-
cated computational resources, heuristic evolution step pro-
duces good results.

IlIl. PERFORMANCE EVALUATION OF S-BOX
An S-box must pass typical conditions known as standard
criteria to be strong one and provide nonlinear association
between input (plaintext) and output (ciphertext). This seg-
ment scrutinizes the forte of the produced S-box specified
in Table 2 using following standard criteria which evaluates
the cryptographic strength of S-boxes [30], [33], [51].

« Bijectiveness

o Nonlinearity

« Bit Independence Criterion

« Strict Avalanche Criterion
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TABLE 3. Nonlinearity values of component boolean functions.

Bool Func Bl B2 B3 B4 B5 B6 B7 B8

NL(B) 112 112 112 112 112 112 112 110

« Linear Probability

« Differential Uniformity

« Fixed Point

We choose recently investigated S-box methodologies for
comparing the cryptographic features of our proposed S-box
with these existing S-boxes. Also, the computational labor for
the generation of proposed S-box is discussed at the end of
this section.

A. BIJECTIVENESS

A mapping is a bijective (1-1) mapping if it has an inim-
itable output against a specific input. An S-box design should
exhibit this property very well. In case of an 8§ x 8 S-box,
each input value in the range [0 — 255] should produce an
inimitable output in the range [0 — 255]. Our projected S-box
as shown in Table 2 validates this condition by having all
possible diverse output values in the range [0 — 255]. In all
coordinate Boolean Functions, number of 1°s (128) is equal
to the number of 0’s as suggested by [9], [40].

B. NONLINEARITY

If a given S-box has a linear mapping between the output
(ciphertext) and input (plaintext), an attacker can deduce the
ciphertext in an easy manner. If an S-box structure has the
capability to map an input to an output in a nonlinear fashion,
respective S-box is believed to be stronger one. An S-box like
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TABLE 4. Performance Comparison of S-boxes w.r.t. NL values.

Nonlinearity
S-box Method Minimum Maximum Average
[19] 104 110 107.5
[52] 106 112 109.5
[53] 102 108 105.0
[54] 100 108 104.0
[55] 104 110 106.9
[56] 98 106 103.5
[57] 104 108 106.25
[58] 106 108 106.5
[59] 100 108 105.0
[60] 104 110 106.25
[61] 96 110 104.0
[62] 106 108 106.5
[63] 106 110 108
[64] 106 110 108.5
[65] 106 108 107.5
[66] 104 108 105
[67] 106 108 107
Proposed 110 112 111.75

TABLE 5. Dependency matrix of SAC values of proposed S-box.

0.5000 0.5156 0.5781 0.5000 0.5625 0.5313 0.5625 0.4688

0.4375 0.5156 0.5313 0.5781 0.5469 0.4844 0.4531 0.4844

0.4688 0.5313 0.5000 0.5000 0.4688 0.5000 0.5313 0.4688

0.4844 0.4688 0.4688 0.5000 0.5156 0.5000 0.4844 0.4688

0.5469 0.4375 0.5156 0.5000 0.5625 0.4844 0.4531 0.5469

0.5156 0.4219 0.5469 0.5469 0.5000 0.4688 0.5625 0.5313

0.5000 0.5469 0.5156 0.4531 0.4844 0.5469 0.5313 0.4375

0.5313 0.4844 0.4844 0.5156 0.4531 0.5000 0.4688 0.4844

this is helpful to defy linear cryptanalysis efforts by invaders.
One can compute the value of nonlinearity of an 8-bit Boolean
function B using Eq. (1) as given by [51]:

NL(B) = [271 = 27! (WH e (B)) M

where, WH,,,,, (B) = Walsh-Hadamard Transformation for an
8-bit Boolean function B. The Boolean functions that consti-
tute our projected S-box and the corresponding non-linearity
values are described in Table 3. It is evident that minimum,
maximum, and average values of nonlinearity of our S-box
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TABLE 6. BIC-NL of Boolean functions Hx & hy (x #y).

- 102 108 104 102 104 104 106

102 - 100 104 104 104 102 104
108 100 - 102 104 108 102 104
104 104 102 - 106 104 104 100
102 104 104 106 - 104 102 108
104 104 108 104 104 - 104 96

104 102 102 104 102
106 104 104 100 108 96

104 - 108
108 -

TABLE 7. Performance comparison of BIC-NL and SAC values.

S-box Method BIC-NL SAC
[19] 103.5 0.498
[52] 106.9 0.507
[53] 102.9 0.503
[54] 102.6 0.497
[55] 106.1 0.509
[56] 103.5 0.496
[57] 103.6 0.501
[58] 104.1 0.501
[59] 103.0 0.500
[60] 103.9 0.503
[61] 103.0 0.493
[62] 103.6 0.499
[63] 102.9 0.499
[64] 103.9 0.500
[65] 103.1 0.509
[66] 103.5 0.506
[67] 102.3 0.493
Proposed 103.7 0.502

are 110, 112, and 111.75 respectively. Comparison between
values of nonlinearity of our S-box with recently projected
S-box techniques is presented in Table 4.

It is apparent from the comparison that the nonlinearity
value of our projected S-box outperforms nonlinearity results
of other various current S-boxes.

C. STRICT AVALANCHE CRITERION (SAC)

This characteristic of an S-box ensures that a single input
bit change causes a modification of 50% of output bits [68].
Accordingly, an S-box that has SAC value approximately
equal to 0.5 is considered as a strong one. Dependency matrix
of SAC values of our S-box is given in Table 5.

VOLUME 9, 2021
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TABLE 8. Differential uniformity values of proposed S-box.

8 8 6 10 8 6 8 8
6 6 8 6 8 8 8 6
6 8 8 6 6 6 6 8
6 8 6 6 6 6 8 6
6 6 6 8 6 8 8 6
6 6 8 8 8 6 8 6
6 6 6 6 6 6 6 6
6 6 6 6 8 6 6 8
8 6 6 8 6 10 8 8
6 6 6 8 6 6 8 8
6 6 8 8 6 6 8 8
8 6 6 8 6 6 8 8
6 6 6 6 6 8 10 8
6 6 6 6 6 6 6 6
6 6 8 8 6 8 6 6
6 6 6 8 6 4 6

6 6 8 6 8 8 6 6
6 6 6 8 10 8 6 6
6 6 6 6 8 6 6 6
6 10 6 6 8 8 8 6
8 8 8 6 8 6 6 8
6 8 8 6 8 6 8 8
8 6 6 8 4 6 8 6
8 8 6 6 8 4 6 8
6 6 6 6 6 8 6 6
10 8 10 8 10 6 8 10
8 8 8 6 6 6 8 10
6 6 8 6 6 8 8 6
6 4 8 6 8 8 6 8
6 6 6 6 8 8 6 6
8 6 6 10 8 6 6 6
6 8 8 10 6 6 8 0

Our S- box has SAC value as 0.502 & 0.5. Consequently,
our projected S-box satisfies the SAC obligation in a decent
way. A comparison between SAC values of projected S-box
and other S-boxes given in Table 7 illustrates that SAC score
of our S-box has a graceful consistency with other S-boxes.

D. BIT INDEPENDENCE CRITERION (BIC)

This characteristic of an S-box ensures that change in any
two output bits does not depend on each other whenever
a single input bit is changes [68]. Table 6 illustrates the
BIC nonlinearity (BIC-NL) values of component Boolean
functions Hx & Hy (x # y) of our proposed S-box.

From Table 6, average value of BIC-NL comes out to be
103.7. This BIC-NL value indicates that the projected S-box
gratifies the BIC requirement handsomely. BIC recital of
different S-boxes is compared in Table 7.

E. LINEAR PROBABILITY (LP)

Designers of cryptosystems attempt to mix-up bits of plain-
text in such a way that the invaders of ciphertext are unable to
reach the original order of bits. A careful S-box design helps
in creating this muddle by establishing nonlinear connotation
among plaintext bits and ciphertext bits. The forte of this
connotation of an S-box SB is evaluated by linear probability
as given in Eq. (2) [69].

LP=MAX%IOJM | 27"@#{i e M | i.c;=SB(@) - BH—2""|
o, Pi
2

where,

«; = input mask, B; = output mas

M=1{0,1,2,....,254,255}.

If the connection between the input (plaintext) and out-
put (ciphertext) is linear, the LP value for respective S-box
is higher and linear cryptanalysis is easy for the attackers.

VOLUME 9, 2021

The LP score of projected S-box is 0.125 and such a low value
of LP is needed to resist linear cryptanalysis. Consequently,
proposed S-box has adequate potential to counterattack such
cryptanalytic efforts. A comparison of LP values of some
current S-boxes and projected S-box is specified in Table 9.
It is obvious that the projected S-box has good strength as
compared to other current S-boxes in the literature.

F. DIFFERENTIAL UNIFORMITY (DU)

Attackers capture ciphertext and analyze it to reach the
plaintext somehow by using variations in the ciphertext and
modifications in the plaintext. Analysis of these differen-
tials assists the attackers to identify the complete or partial
plaintext or key [70]. S-box designers try to minimize the
difference between these two variations. To calculate this
difference, analysts evaluate the differential uniformity (DU)
of a given S-box. To resist differential cryptanalysis, DU of
an S-box should be low. Differential uniformity is assessed
using Eq. (3) [71].

DU = max [#seKIS@®S(s®a,) =27} O

where,

A, = Input differential,

A = Output differential, and

K={0,1,2,3,4,...... , 254, 255}.

An S-box that has small values of differentials pos-
sesses the capability to defy differential cryptanalytic efforts.
DU values of projected S-box are listed in Table 8. Maximum
DU score of projected S-box is 10, and consequently, value of
differential probability (DP) evaluates to 0.039 that indicates
that the projected S-box offers decent defiance to differential
cryptanalysis. Table 9 illustrates a comparison of DP values
of some current S-boxes and projected S-box.
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Plain-images Encrypted-images

FIGURE 3. Visuals of plain and encrypted images for histogram and pixels correlation performance for S-box based image encryption; 15t column
(a) shows plain-images; 2"d column (b) shows histograms of plain-images; 3™ column (c) shows vertically adjacent pixels correlation in
plain-images; 4th column (d) shows encrypted-images using S-box based encryption; 5th column (e) shows histograms of encrypted-images; and
6th column (f) shows vertically adjacent pixels correlation in encrypted-images.
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FIGURE 3. (Continued) Visuals of plain and encrypted images for histogram and pixels correlation performance for S-box based image encryption;
15t column (a) shows plain-images; 2"d column (b) shows histograms of plain-images; 3" column (c) shows vertically adjacent pixels correlation
in plain-images; ath column (d) shows encrypted-images using S-box based encryption; 5th column (e) shows histograms of encrypted-images;
and 6th column (f) shows vertically adjacent pixels correlation in encrypted-images.

G. FIXED POINTS

In cryptographic ciphers that utilize S-boxes in their working,
the presence of one or more fixed points (e.g. S(x) = x)
seems an exploitable feebleness which can assist the invaders
to reach the plaintext data. Consequently, an S-box designer
takes care of that any fixed point (FP) should not be there in
the respective S-box [53]. Our projected S-box doesn’t have
any fixed point and meets fixed point analysis (FPA) criterion
graciously. Moreover, a comparison using FPA with other
current and relevant S-boxes is given in Table 9. This analysis
reveals that several of these S-boxes have different number of
fixed points making them a weaker choice for cryptosystem.
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H. COMPUTATIONAL LABOR

To observe the efficiency of the proposed S-box method,
its simulation is done on Windows 8 having 4GB RAM
and Intel core i7 CPU which operates at 2.2 GHz using
Visual C#. Along with it, AES S-box generation based on
GF(2%) was simulated using Look-Up Table (LUT) approach
and Extended Euclidean Algorithm (EEA). Efficiency of the
proposed technique was observed in two phases that include
initial S-box and final S-box which employs heuristic evo-
lution strategy to enhance the cryptographic strength of the
initial S-box. A comparison of computational time of these
observations is given in Table 10.
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TABLE 9. Performance Comparison of LP, DP, and fps of Different S-boxes.

S-box Method LP DP FPs
[19] 0.1406 0.039 0
[52] 0.1328 0.031 0
[53] 0.1484 0.047 1
[54] 0.137 0.039 0
[55] 0.113 0.031 2
[56] 0.1328 0.055 0
[57] 0.139 0.039 0
[58] 0.1328 0.039 0
[59] 0.125 0.047 0
[60] 0.1328 0.039 1
[61] 0.125 0.031 1
[62] 0.125 0.039 0
[63] 0.141 0.047 1
[64] 0.109 0.039 1
[65] 0.1406 0.039 1
[66] 0.125 0.039 2
[67] 0.141 0.047 1
Proposed 0.125 0.039 0

TABLE 10. S-Box generation time (seconds) of AES method based on
GF(28) and proposed method.

AES S-Box Proposed method
LUT EEA Initial S-Box Final S-Box
0.160 0.413 0.002 307

It can be seen that initial S-box generation time is quite
encouraging as compared to that of AES approaches. How-
ever, final S-box generation time for proposed technique
is a bit on higher side. Heuristic approaches of evolving
S-boxes have merits over the randomly generated S-boxes
methods on the ground of cryptographic strengths. A random
S-box generation method doesn’t guarantee an S-box with
good cryptographic features. However, with Heuristic evolu-
tion strategy, one can generate S-boxes with strong security
features. Obviously, this evolution process takes more time
compared to any static S-box method or random S-box gener-
ation method. The proposed method involves key-dependent
robust S-box generation with the help of Heuristic evolution
strategy. Heuristic evolution step used for final S-box has the
significant contribution in the generation of strong and robust

67806

TABLE 11. Chi-square performance for S-box based image encryption.

Image Plain Encrypted
Lena 39667.8 266.16
Baboon 55604.8 241.14
Cameraman 110973.3 234.84
Airplane 178403.2 246.66
Barbara 29671.09 296.71
Bridge 27572.10 249.41
Fishing Boat 100752.6 244.29
Man 37038.6 265.48
Peppers 36777.5 230.5
Plant 50326.4 304.16
Tree 66009.6 287.94
Sailboat 48876.7 248.21
Average 65139.47 259.625

S-boxes in the proposed technique. As the protection of user’s
data is of the utmost importance and concern, this security
aspect should not be compromised considering modern day’s
CPU speed.

IV. APPLICATION OF S-BOX FOR IMAGE SECURITY

The proposed S-box given in Table 2 is applied to encrypt
digital images to gauge the suitability of S-box for image
security applications. We apply the anticipated S-box to
encrypt the pixels of pending digital plain-image by perform-
ing the double substitution operation on each pixel of the
image. Firstly, the pixels are substituted nonlinearly using
the proposed S-box in forward direction and same process is
operated in the backward direction to obtain rich encryption
effect in the encrypted content. In what follows, we presented
and discussed different performance analyses to validate the
excellent encryption quality of the proposed S-box.

A. PIXELS DISTRIBUTION ANALYSIS

A histogram represents the graphical view of image pix-
els’ intensities distribution. Evenly distributed pixels indicate
an equal probability of intensity in each interval. A plain
image is expected to display pixel intensity distribution in
a related manner. While, on the other hand, an encrypted
image must have a uniform and flat histogram. Then only,
a cipher-only attack is not possible for an attacker by ana-
lyzing the pixel distribution pattern only. The first col-
umn and fourth column of Figure 3 shows the considered
benchmark plain-images, and their corresponding encrypted
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TABLE 12. MLC performance scores of S-box based image encryption for benchmark images dataset.

Image P/E Entropy Correlation Contrast Energy Homogeneity
Lena Plain 7.4439 0.9025 0.4483 0.1127 0.8622
Encrypted 7.9971 0.0203 10.2846 0.0157 0.3856
Baboon Plain 7.2649 0.7983 0.6326 0.0944 0.7821
Encrypted 7.9973 0.0025 10.5517 0.0156 0.3888
Cameraman Plain 7.0097 0.9227 0.5872 0.1805 0.8952
Encrypted 7.9974 0.0278 10.8015 0.0157 0.3844
Airplane Plain 6.7075 0.9172 0.3301 0.3618 0.9063
Encrypted 7.9973 -0.0058 10.5735 0.0157 0.3886
Barbara Plain 7.6309 0.8246 1.04568 0.0644 0.7696
Encrypted 7.9967 -0.0138 10.6646 0.0156 0.3863
Bridge Plain 7.6686 0.9077 0.5231 0.0793 0.8119
Encrypted 7.9972 -0.0062 10.5261 0.0156 0.3877
Fishing Boat Plain 7.1583 0.9048 0.3963 0.2023 0.8814
Encrypted 7.9973 -0.0065 10.5591 0.0157 0.3882
Man Plain 7.5360 0.9208 0.4743 0.1005 0.8505
Encrypted 7.9971 0.0371 10.0766 0.0157 0.4016
Peppers Plain 7.5327 0.9312 0.3849 0.1096 0.8881
Encrypted 7.9975 -0.0045 10.5539 0.0156 0.3848
Plant Plain 7.3424 0.9119 0.3198 0.1235 0.8654
Encrypted 7.9966 0.0011 10.4948 0.0156 0.3878
Tree Plain 7.3107 0.9573 0.3862 0.1298 0.8697
Encrypted 7.9968 0.0170 10.4132 0.0157 0.3963
Sailboat Plain 7.4493 0.9552 0.3543 0.1249 0.8769
Encrypted 7.9973 0.0094 10.4244 0.0157 0.3921
Average Plain 7.3379 0.90452 0.49023 0.14031 0.85494
Encrypted 7.9971 0.01266 10.49367 0.01566 0.38935
images using S-box image encryption scheme. It is quite following formula:
evident that the encrypted images have excellent visual 2
encryption effect. The histograms of the two set of images x* = Z @ 4)
]

(plain-images and encrypted images) are depicted in 2" col-
umn and 5™ column of Figure 3. The histograms of encrypted
images are almost uniform and flat. Whereas, the histograms
of plain-images have many peaks which are indicating uneven
distribution of pixels. It is quite tedious to deduce the
image information by seeing the histogram of an encrypted
image as it exhibits a uniform pixel distribution throughout
the plot.

There exists a quantitative measurement to analyze the
pixel distribution in an image. The chi-square test used for
pixel distribution analysis which is implemented using the
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where, Pi represents the actual occurrence of pixel value i and
the expected pixel frequency is denoted by Ei. For a uniformly
distributed image, itis expected to have a chi-square test value
less than the standard value 293.2478 at a significance level
of 0.05 [40]. The calculated test value for strongly connected
pixels (of plain-images), as well as randomly distributed pix-
els (in encrypted-images), are shown in Table 11. The average
chi-square statistic score over all twelve encrypted images
is 259.625 which quite close to the expected value and very
far away from 65139.47 (the average over all plain-images).

67807



IEEE Access

A. H. Zahid et al.: Novel Construction of Dynamic S-Box With High Nonlinearity Using Heuristic Evolution

The obtained result infers that the encrypted image pixels
are uniformly distributed, which verifies that the proposed
method can resist the statistical attack well.

B. MAJORITY LOGIC CRITERIA

The MLC stands for majority logic criterion [44], [72], [73]
is a set of five different significant statistics such as: entropy,
correlation, contrast, energy, and homogeneity which are
mathematically expressed in Eq. (5)-(9). The examination of
the encryption effect induced by substitution boxes during
encryption scheme is the sole aim of MLC tool. The digital
standard images are encrypted using proposed substitution-
box to validate their practicable adoption for secure multime-
dia data applications. The plain-image is transformed during
the progression of encryption and such alterations decide the
proficiency of the proposed method. In correlation, the resem-
blance among the adjacent pixels in images is ascertained.
Note that, the lesser correlation score diminishes the chances
of deciphering original image. The value of contrast offers
the calculation of damage of brightness in plain-images.
A big score of contrast is always prerequisite for the benign
encryption scheme. The randomness content in the encrypted
image is assessed through the entropy analysis. The energy
and homogeneity values depict the features of the encrypted
image. The proposed substitution-box is employed to perform
the encryption of some standard plain images and MLC tests
are executed to know the performance scores.

Entropy : H(x) ZP(X )og ( 1 ) o)
: = i)oga | ——

i p(xi)
Pixels Correlation : y = Z w (6)

0i0j

Energy : E = Zp(i,j)2 7
Contrast : ¢ = Z li — jI* p(i, j) ®
Homogeneity : h = Z % )

The obtained MLC results for plain-images and correspond-
ing encrypted images are provided in Table 12. The sim-
ulation MLC results demonstrate an excellent encryption
performance of S-box in encrypting the digital images for
security applications.

C. MAD/MSE/PSNR/SSIM ANALYSIS

A mean absolute difference (MAD) and mean square
error (MSE) tests are used to measure the encryption quality
of an image cryptosystem. The tests are executed by calculat-
ing the pixel difference between plain image P and encrypted
image E as follows:

(- ZN . -
1 Ll 2
MSE = TN E E PE)H—EGNH) (11)

Il
—_
~.
Il
—_
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TABLE 13. MAD, MSE, PSNR and SSIM scores for proposed S-box based
image encryption.

Image MAD MSE PSNR SSIM

Lena 72.93 7757.1 28.23 0.001597
Baboon 70.26 7038.2 27.61 0.000105
Cameraman 79.56 9447.1 28.18 0.000158
Airplane 82.64 10224.5 27.18 0.000860
Barbara 75.82 8508.56 28.13 0.001811
Bridge 75.63 8435.41 28.50 -0.00152
Fishing Boat 72.49 7604.17 28.45 -0.00214
Man 82.18 10137.2 27.32 0.00166
Peppers 74.78 8251.72 28.51 0.00180
Plant 73.23 7812.18 28.67 -0.00171
Tree 82.02 10071.35 27.48 0.000715
Sailboat 80.23 9595.34 27.58 0.00228
Average 76.814 8740.24 27.987 0.00136

A PSNR value is the result of the ratio between the maximum
pixel intensity and the MSE value of the given images having
bit depth L. It is calculated as:

v MSE

whereas, the structural similarity index measurement (SSIM)
is computed to analyze the perceived change in structural
information. The SSIM value can be calculated as:

Quppe + @)2ope + B)
(13 + u2 +a)od+ o2+ B)

eL-1
PSNR= 20log db (12)

SSIM =

(13)

where, up and wg are the average pixel values and op, and
og are the variance of corresponding images P and E. Also,
opg represents the covariance between P and E, and « and
are two predefined constants used for stability. All tests have
their expected value range to exhibit a secure cryptosystem.
To prove the validity of the proposed method, all tests are
conducted using the mentioned twelve standard test images
and statistical results are listed in Table 13. The average
scores MAD = 76.814, MSE = 8740.24, PSNR = 27.987,
and SSIM = 0.00136 indicate that the proposed S-box based
image encryption attains high performance by having all four
test values close to their standard theoretical value.

The statistics such as MSE, PSNR and SSIM of our encryp-
tion approach are compared in Table 14 with the image
encryption scheme given in [74]. The comparison shows that
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TABLE 14. MAD, MSE, PSNR and SSIM scores for proposed S-box based
image encryption.

Method Image MSE PSNR SSIM

Proposed Lena 7757.1 28.23 0.001597
Baboon 7038.2 27.61 0.000105
Barbara 8508.56 28.13 0.001811
Peppers 8251.72 28.51 0.00180

Ref. [74] Lena 5148.7 11.013 0.0112
Baboon 4944 .42 11.189 0.0116
Barbara 7369.17 9.456 0.013
Peppers 7217.26 9.547 0.0135

TABLE 15. Encryption time, throughput, and NCB performance of
encryption methods.

Encryption Time Throughput Number of
Method (sec) (KBps) cycles per Byte (Hz/B)
Proposed 0.3117 205.33 11234.9

Ref. [75] 3.0658 20.875 95439.25

Ref. [76] 7.32 8.743 323819.65

our encryption scheme has pretty good statistics compared to
scores obtained in Ref. [74].

D. EFFICIENCY ANALYSIS
The efficiency of the method is checked by computing
its encryption time (ET), encryption throughput (ETP) and
the number of cycles per byte (NCB) which are expressed
as:

Image size (bytes)

ETP = — (14)
Encryption time (sec)

CPU speed (Hz)
NCB = - (15)
Encryption throughput (bytes)

Table 15 provides encryption time, encryption throughput,
and number of cycles per byte scores for Lena test images of
size 256 x 256. The simulation of proposed S-box encryption
is done on Windows 8 having 4GB RAM and Intel core
17 CPU which operates at 2.2 GHz. The proposed S-box based
encryption process takes around 0.3117 seconds to perform
complete encryption. It can be seen from the obtained and
listed results that the proposed method is sufficiently fast
which makes it quite suitable to use in real-time secure image
applications.
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V. CONCLUSION

This paper proposed a novel and simple cryptographic
dynamic substitution-box construction method using some
modular operations. An effective heuristic evolution strategy
has been put forward which has the potential to improvise the
input S-box on the basis of nonlinearity feature. The proposed
S-box method involves a number of input parameters of inte-
ger in nature. With the proposed simple method, a large num-
ber of highly nonlinear and robust S-boxes can candidly be
created by slight variations in parameters. A specimen S-box
is formed and its critical recital analysis against standard
S-box criteria has been performed. The performance analysis
of S-box and its application to image security validate that the
projected S-box has strong features and it is true candidature
for incorporation in modern block ciphers.
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