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ABSTRACT NTRU cryptosystem was proposed by J. Hoffstein, J.Pipher and J.H. Silverman in 1996, whose
security is related to the hardness of finding sufficient short vectors in NTRU lattice with dimension 2N .
Many researchers conjecture that the private key vector is indeed the shortest vector in the lattice in most
cases. However, no formal proof has been provided in the literature before to the best of our knowledge.
In this paper, we revisit the lattice attack on NTRU and present a new dimension reduction attack on NTRU
without considering the pattern of private polynomials. More precisely, we show that one can recover a
group of equivalent private keys by solving shortest vector problem in a new dimension-reduced lattice with
dimension N + k, k < N , where k is related to the specific parameters selected. As a corollary of our attack,
we prove that the private key vector and its rotations are the shortest vectors of the original NTRU lattice
with an overwhelming probability, which confirms the conjecture of the length of the shortest vector of the
original NTRU lattice.

INDEX TERMS Dimension reduction, key-recovery attack, lattice attack, NTRU, short vector.

I. INTRODUCTION
The NTRU cryptosystem [13] is one of fastest public-key
cryptosystems, which consists of encryption (called NTRU-
Encrypt) and digital signatures (called NTRUSign). Com-
pared with the traditional public-key cryptosystems based
on factoring or discrete logarithm, the NTRU cryptosystem
is more efficient and has the potential resistance to quan-
tum computers. Because the encryption (or signature) and
decryption (or verification) speeds are highly fast and require
small amount of memory, it is suitable for enhancing the
security in constrained devices. So far, NTRU has been issued
as the IEEE P1363.1 standards [15] and the ASC X9.98
standards [1]. Since it was proposed in 1996, the security or
insecurity of the NTRU scheme has been a hot research topic
in the past nearly twenty years.

For the security of NTRU, the authors of NTRU [13] and
Coppersmith and Shamir [4] showed that one can heuristi-
cally recover the secret key from the public key by searching
a sufficiently short vector of the NTRU lattice. Since then,
NTRU cryptosystem have been considered as a lattice-based
scheme although it is based on polynomial arithmetic. Based
on this lattice, the inventors of NTRU proposed the conser-
vative extrapolation of the running times of the best known
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lattice reduction algorithm. It is worth mentioning that the
authors did not show whether the private key vector is the
shortest vector of the NTRU lattice defined in [4], [13]. Many
researchers conjecture that the private key vector is indeed the
shortest vector in the lattice in most cases. Bi and Cheng [2]
showed that the length of the private key vector is at most
constant times of the length of shortest vector of NTRU lattice
based on the incompressibility method from the theory of
Kolmogorov complexity.

In fact, the main attacks on NTRU primitives have
bypassed the hard lattice problems in the last nearly
twenty years. This was notably the case for the decryp-
tion failure attacks [6], [12], [16] on NTRUEncrypt,
the attacks [5], [8], [9], [20] on NTRUSign [11]. Beside
lattice reduction, the other two effective methods to choose
an accurate NTRUEncrypt security parameters are: a meet-
in-the-the-middle attack due to Odlyzko and the hybrid
lattice-reduction and meet-in-the-the-middle attack due to
Howgrave-Graham [10].

A. RELATED WORK
NTRU cryptosystem can be translated into a short vector
problem in a special class of lattice [4], [13]. More specifi-
cally, the NTRU lattice L consists of all integer row vectors
of the form (X ,Y ) such that Y = XH mod q, where q is
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a public positive integer and H is an N × N public cyclic
matrix. From the key generation algorithm, the private key
vector (f , g) is a short vector in NTRU lattice. Together with
its rotation, (f , g) constructs half of a reduced basis of NTRU
lattice. It was showed that one can recover the secret key
by finding a sufficiently short vector of NTRU lattice with
dimension 2N [4], [13].

Since NTRU was introduced [13] in 1996, no significant
weakness of NTRU lattice has been found in the last nearly
twenty years. Based on the cyclic structure of NTRU lat-
tice, May and Silverman [18], [21] proposed a zero-forcing
method to decrease the dimension of NTRU lattice. Specif-
ically, they showed that the private vector and its rotations
have some kind of pattern of zeros. Let r denote the num-
ber of zeros, they showed that one can recover the private
keys by solving the short vector problem in a new 2N − r
dimension lattice. Unlike their method, we do not consider
the pattern of private polynomial and its rotations. Reversely,
our method can combine with this zero-forcing attack easily,
and the hybrid attack will further decrease the dimension of
the NTRU lattice.

B. OUR RESULTS
In this paper, we revisit the lattice attack on NTRU cryptosys-
tem and present a new dimension reduction attack on NTRU
without considering the pattern of private polynomials. Just
like the methods in [4], [13], our attack can be considered
as a key-recovery attack. The basic idea of our method is
as follows, note that the private key vector (f , g) is a group
of small solutions of the system of modular linear equations
Y = XH mod q, with N equations and 2N variables.
Because the components of the private key vector are binary
(or trinary), the space of private key set is not big enough
compared with q. Intuitively, we do not needN equations, but
only need partial equations can uniquely determine a group of
private key. More precisely, we define a new lattice with the
dimension N+k , where the integer k < N can be determined
by specific chosen parameters, and show that one can recover
the private key vector by solving the shortest vector problem
of this new lattice. As a corollary of our method, we show
that the private key vector and its rotations are the shortest
vectors in the original NTRU lattice with an overwhelming
probability, which improve the results of [2]. To the best of
our knowledge, this is the first formal proof of this conclusion
in the literature.

Given a random lattice, it is common sense that the existed
lattice reduction algorithms can find the shortest vector more
easily when the ratio between the length of the shortest
vector and the short vector’s length predicts by Gaussian
Heuristic increases. In another word, when the short vector’s
length is approximating to the Gaussian Heuristic, the lattice
reduction algorithms will be hard to pick out the short vec-
tor. In our new dimension-reduced lattice attack on NTRU,
the dimension decreases, however, the determinant of the
new lattice decreases in the same time. Compares with the
original lattice attack, the ratio defined before is decreasing,

so the lattice reduction algorithm will spend more times in
our attack than the original attack. We did experiments for
our new lattice attack and the original lattice attack on NTRU,
and the experiments data validate this conclusion especially
when N is bigger than 100. From this point of view, our new
attack does not hurt the security of the NTRU.

C. ROAD MAP
The rest of the paper is organized as follows. In Section 2,
we review some backgrounds about lattices, NTRU algo-
rithms and lattice attacks on NTRU. In Section 3, we present
and prove our new lattice attack on NTRU. Finally, we con-
clude this paper in Section 4.

II. PRELIMINARIES
A. LATTICES
Let Rm be the m-dimensional Euclidean space. A lattice in
Rm is the set

L(b1, . . . ,bn) = {
n∑
i=1

xibi : xi ∈ Z}

of all integral combinations of n linearly independent vec-
tors b1, . . . ,bn ∈ Rm. The dimension of a lattice L is the
dimension n of the linear span of L. The sequence of vectors
b1, . . . ,bn is called a lattice basis and A lattice can be
conveniently represented by a matrixB, where b1, . . . ,bn are
the row vectors. The determinant of the lattice L is defined
as square root of Gram determinant det1≤i,j≤n < bi,bj >,
where < bi,bj > is the inner product of the vectors bi,bj,
that is

det(L(B)) =
√
det(BBT ) (1)

The most famous computational problem on lattices is the
shortest vector problem (SVP): Given a basis of a lattice L,
find a vector u ∈ L, such that ‖ v ‖≥‖ u ‖ for any vector
v ∈ L \ 0. The following is a well-known theorem on the
upper bound of the shortest vector length in lattice L.
Theorem 1 (Minkowski): Any lattice L of dimension n

contains a non-zero vector v with

||v|| ≤
√
n det(L)

1
n

For random lattices, one can expected the shortest vector
length by Gaussian Heuristic.
Theorem 2 (Gaussian Heuristic): let v be a shortest vector

of any random lattice L of dimension n, then

||v|| ≈
√

n
2πe

det(L)
1
n

Gaussian Heuristic can be thought as the probable length of
the shortest vector of a random lattice. If the actual shortest
vector of a lattice L is significantly shorter than the estimation
length by Gaussian Heuristic, it seems that LLL and other
lattice reduction algorithms can find the shortest vector more
easily.
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B. DESCRIPTION OF THE NTRU CRYPTOSYSTEM
The operations of the NTRU cryptosystem take place in the
ring of truncated polynomials R = Z[X ]/(xN − 1), where N
is a chosen prime. For a polynomial f ∈ R, we can represent
f as f =

∑N−1
i=0 fix i, where fi denotes the coefficient of xk for

0 ≤ i ≤ N − 1. The convolution product h = f ∗ g of two
polynomials f and g in R is defined by

hk =
∑

i+j≡k mod N

fi · gj

where each hi, fi, gi represents the coefficient of h, f , g
respectively.

To describe an implementation of the NTRUEncrypt
encryption primitive, the following parameters are specified:
• N This degree parameter in NTRUEncrypt is chosen to
be prime to prevent attacks due to Gentry [7].

• p, q Two relatively prime integers p and q, or alterna-
tively p is a polynomial of degree N − 1 and a prime
number q - 2N − 1.

• Lf ,Lg Private Key Spaces. Sets of small polynomials
from which the private keys are selected.

Let R, Rp, and Rq be the convolution polynomial rings

R = Z[x]/(xN − 1), Rp = (Z/pZ)[x]/(xN − 1).

Rq = (Z/qZ)[x]/(xN − 1).

For any positive integers d1 and d2, define the set

T (d1, d2) =

a(x) ∈ R :
a(x) has d1 coefficients
equal to 1, d2 coefficients
equal to − 1; has all
other coefficients equal to 0


and the set

B(d) =
{
a(x) ∈ R :

a(x) has d coefficients equal to 1;
has all other coefficients equal to 0

}
There are many implementations of the NTRU cryptosys-
tems [3], [13], [14]. The specific methods of parameters
selection are different. Generally, the private key sets Lf
and Lg are set to be T (d1, d2) or B(d3) for d1, d2 and d3
proportional toN . To prevent an exhaustive search attack, |Lf |
and |Lg| have to be large. In this paper, we mainly analyze the
trinary case. For the other cases of the parameter generation
algorithms, we will analyze them in the full paper.

Randomly choose f ∈ Lf = T (df , df − 1) and
g ∈ Lg = T (dg, dg) such that f is invertible in the polynomial
rings Rp and Rq. Calculate Fp = f −1 in Rp and Fq = f −1 in
Rq. Compute

h = Fq ∗ g (2)

in Rq. Then, the public key is h and the Private key is (f ,Fp).
In this paper, we mainly focus on the lattice attack on

NTRU, which is a kind of key-recovery attack. So we omit
the specific Encryption and Decryption phase of NTRU cryp-
tosystem. For the complete description of NTRU, we refer
to [3], [13], [14].

C. LATTICE ATTACK ON NTRU
From (2), we have

fh = gg mod (q, xN − 1) (3)

Define the cyclic matrix

H =


h0 h1 · · · hN−1
hN−1 h0 · · · hN−2

...
. . .

...

h1 h2 · · · h0


and the NTRU lattice

LNTRU =
(
I H
0 qI

)
. (4)

Define v = (f0, f1, · · · , fN−1, g0, g1, · · · , gN−1), clearly, v
and its rotations are belong to LNTRU . Since fi ∈ {−1, 0, 1},
v and its rotations will be N short vectors in LNTRU . The
security of the NTRU cryptosystem is related to the difficulty
of finding short vectors inNTRU lattice [4], [13]. Tomake lat-
tice reduction algorithm work more efficient, the researcher
usually replace I with λI in LNTRU . The specific value of λ
can be chosen such that the actual shortest vector of LNTRU

shorter than the estimation length by Gaussian Heuristic.
Note that f is randomly chosen from T (df , df−1), the coef-

ficients of f or its rotation would have r consecutive zeros or
have the chosen pattern of zeros with high probability (see
Table 2 of [18]). After chosen a suitable r , we can obtain a
2N − r dimension lattice by removing the corresponding r
rows of the original NTRU lattice. May and Silverman [18]
showed that one can recover the private keys by solving the
short vector problem of this new dimension-reduced lattice.
Generally, the time of finding short vectors is roughly propor-
tional to the dimension of the lattice, this offers the possibility
of significant speedup.

III. NEW LATTICE ATTACK ON NTRU
Firstly, we propose an assumption over the distribution of the
coefficients of h.
Assumption 1: Let R∗q represent the group of multiplication

units of Rq. Randomly choose a polynomial f ∈ Lf =
T (df , df − 1), which is invertible in R∗q and g ∈ Lg =
T (dg, dg), define Fq be the inverse of f in R∗q, let h = Fq ∗g ∈
Rq, then each coefficient of hi are distributed independent and
uniformly over Zq.
In fact, if f is chosen randomly from R∗q, then Fq is

distributed uniformly over Zq. Therefore, h = Fq ∗ g is
distributed uniformly over Rq. Here, we assume h has the
similar property if f is randomly chosen from a subset of R∗q.

Theorem 3: Given the NTRU parameters N , q > 18 and
the public key h = g ∗ Fp in the ring Rq. Choose an integer
k = d N log(2πe)

2 log q−log(2πe)e+2. Generate the new lattice L with the

dimension N + k below. Assume v = (f̂ , ĝ) is the shortest
vector of lattice L, then with the probability 1 − 1

q , f̂ = f ′,
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ĝ = g′, where f ′ is one of the rotations of the private key f
and g′ is the first k− continuous components of f ′ ∗ h.

L =



1 0 · · · 0 h0 h1 · · · hk−1
0 1 · · · 0 hN−1 h0 · · · hk−2
...

...
. . .

...
...

...
. . .

...

0 0 · · · 1 h1 h2 · · · hk
0 0 · · · 0 q 0 · · · 0
0 0 · · · 0 0 q · · · 0
...

...
. . .

...
...

...
. . .

...

0 0 · · · 0 0 0 · · · q


(5)

Proof: Let f ′ be one of the rotations of the private key f and
g′ be the first k− continuous components of f ′∗h. Obviously,
the vector v̂ = (f ′, g′) is in L. Let m = 2 × df − 1, then the
length of ‖v̂‖ ≤ R = min{

√
m+ k,

√
m+ 2dg} ≤

√
N + k .

In the following, we consider the vector v =

(s0, s1, · · · , sN−1, t0, t1, tk−1) which satisfies the conditions
below: 

‖v‖ ≤ ‖v̂‖
v ∈ L
v /∈ {−v̂, 0, v̂}

(6)

In the sequent part, we will consider the probability P that
lattice L contains a short vector satisfies the conditions (6).
Suppose vector v = (s0, s1, · · · , sN−1, t0, t1, tk−1) ∈ L, then
from the special structure of lattice L, the coordinates of v
satisfies the following system of modular linear equations
h0s0 + hN−1s1 + · · · + h1sN−1 ≡ t0
h1s0 + h0s1 + · · · + h2sN−1 ≡ t1
...

hk−1s0 + hk−2s1 + · · · + hksN−1 ≡ tk−1

mod q (7)

From the Assumption 1, the coefficients hi are distributed
independent and uniformly over Zq, then random choose
an invertible polynomial l from the private space Lf ,
then the coefficients of h ∗ l are distributed independent
and uniformly over Zq. Let s = (s0, s1, · · · , sN−1) and
t = (t0, t1, · · · , tk−1). Then,

P = Pr(∃v ∈ ZN+k , s.t. ‖v‖ ≤ ‖v̂‖, v ∈ L,

v /∈ {−v̂, 0, v̂})

≤ Pr(∃s ∈ ZN , s.t. s ∗ h = t, ‖s‖2 ≤ R21, t fixed)

·|{t ∈ Zk : ‖t‖2 ≤ R22}|

≤ q−k · |{s ∈ ZN : ‖s‖2 ≤ R21}| · |{t ∈ Zk : ‖t‖2 ≤ R22}|

where R21,R
2
2 ∈ Z and R21 + R

2
2 = R2.

Note that

|{s ∈ ZN : ‖s‖2 ≤ R21}| · |{t ∈ Zk : ‖t‖2 ≤ R22}|

= |{s ∈ ZN :
R2∑

R21=1

‖s‖2 = R21}| · |{t ∈ Zk :

R2−R21∑
R22=1

‖t‖2 = R22}|

= |{v ∈ Zn+kq : ‖v‖ ≤ R}|

Let N (n,R) denote the number of integer points in Bn(R),
where Bn(R) represents the n-dimension ball centered at the
origin with radius R. Denote

V = {v ∈ Zn+kq | ‖v‖ ≤ R}

Note that |V | = N (n+ k,R2).
The probability P satisfies Equation (6) is

P ≤ |V | × q−k

From [19], when R >
√
n/2, the number of integer points in

Bn(R) is

N (n,R) ≈ (
2πe
n

)n/2Rn

That is,

P ≤
( 2πe
N+k )

N+k
2 (
√
m+ k)N+k

qk
≤

(2πe)
N+k
2

qk
(8)

Choose k = d N log(2πe)
2 log q−log(2πe)e + 2, then P ≤ 1

q for q > 18.

Then, vector v = (f̂ , ĝ) is the shortest vector of lattice L
with the probability at least 1− q−1.
Corollary 4: The private key vector (f , g) and its rotations

are the shortest vectors of NTRU lattice LNTRU with an over-
whelming probability for q > 18.

Proof: In Equation (8), let k = N , we have

P ≤
(2πe)N

qN

For any integer q > 18, we have limN→∞ q = 0
In this corollary, we prove that the private key vector and

its rotations are the shortest vectors of NTRU lattice with
an overwhelming probability. It is not a surprising result.
Many researchers conjecture that the private key vector is
indeed the shortest vector in the lattice in most of cases.
However, no formal proof has been provided to the best of
our knowledge. Based on the incompressibility method from
the theory of Kolmogorov complexity, the authors [2] showed
that the length of the private key vector is at most constant
times of the length of shortest vector of NTRU lattice. Our
result can be considered as an improvement of theirs.
Corollary 5: In Theorem 3, we analyzed the trinary case

of the private key vector. For the binary case, our method will
work well and the value k will be smaller because the space
of the private key set shrinks. In the other implementations
of NTRU cryptosystem [3], [14], the private polynomial f is
chosen as the form 1+ p ∗F , where p is set to be 2+ x and 3
respectively, and F is chosen from the polynomials set B(df ).
From the foundational property f ∗ h = g in Rq, we have
(1+ p ∗ F) ∗ h = g, then F ∗ (p ∗ h)− h = g in Rq. This is a
closest vector problem, and we can construct a new lattice
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using the embedding method [17], then we can obtain the
similar conclusion by the same method.
Corollary 6: In our dimension reduced attack, the deter-

minant ofL is det(L) = qk , and the length of the target vector
which we want to find is |(f ′, g′)| ≈

√
2df + 1+ k . From

Gaussian heuristic, we know the short vector length in L is

approximate to
√

N+k
2πe q

k
N+k .

Let

f (k) =

√
2df + 1+ k√
N+k
2πe q

k
N+k

.

Note that for 1 ≤ k ≤ N , the function f (k) is strictly decreas-
ing as k increases. As we all know, since as f (k) gets closer to
1, the existed lattice reduction algorithms will have more and
more difficulty to pick out the target vector. The experiment
data validate this conclusion. We did experiments for our new
lattice attack and the original lattice attack on NTRU, when
N is smaller than 100, our attack is more efficient than the
original lattice attack. However, for the bigger N , the lattice
reduction algorithm will spend more times than the original
attack.

IV. CONCLUSION
In this paper, we revisit the lattice attack on NTRU. More
precisely, we construct a new lattice with the dimensionN+k ,
where k < N can be chosen from the specific parameters
of the cryptosystems, and then we prove with overwhelming
probability, the vector corresponding to the private key is
the shortest vector of the new lattice. As a corollary of our
method, we prove that the private key vector and its rotations
are the shortest vectors of the original NTRU lattice with an
overwhelming probability.
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