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ABSTRACT In this paper, multi-antenna transceiver for zero-padded orthogonal frequency division multi-
plexing (OFDM) system is designed at mmWave by integrating full-duplex unmanned aerial vehicle (UAV)
into the terrestrial cellular networks. Assuming that there exist no direct communication links between the
ground base station (GBS) and the mobile users due to unexpected blockages from high storied buildings
in urban area, the UAV applies decode-and-forward cooperative strategy on the received OFDM signals
transmitted from GBS and re-transmits to the ground mobile users and passive eavesdropper. In this
proposed system, intertwining logistic map (ILM)-cosine transform aided encryption algorithm combined
with artificial noise enhancing physical layer security (PLS) is introduced. Also walsh-hadamard transform
technique integrated with QR-decomposition based zero forcing (ZF) block diagonalization (QR-ZF-BD)
precoding for multi-user interference reduction and non-iterative clipping and filtering technique for peak to
average power ratio (PAPR) reduction are utilized. In addition, Low density parity check (LDPC) and repeat
and accumulate (RA) channel coding with cholesky decomposition based ZF and minimum mean square
error signal detection schemes for improved bit error rate (BER) are also introduced. Numerical results
demonstrate the effectiveness of the proposed system in terms of PLS for color image transmission at high
order digital modulation (16-PSK and 16-QAM). At the complementary cumulative distribution function of
probability level 1-6%, the estimated PAPR is found to have value of 6 dB.The three users achieve BER =
1 x 10™* at signal-to-noise ratio of 1.5 dB, 4 dB and 6 dB under RA channel coding and 16-QAM digital
modulation.

INDEX TERMS Bit error rate, channel coding, peak to average power ratio, physical layer security
encryption, signal-to-noise ratio, zero-padded orthogonal frequency division multiplexing.

I. INTRODUCTION

Owing to cost effectiveness and high mobility deployment
flexibility, suitable use of unmanned aerial vehicles (UAVs)
in wireless communication networks has grown enough inter-
est within academia, government organization and research
industries. UAVs have also been proposed for use in both
logistical delivery of goods networks while concurrently
supporting data connectivity functions [1]-[3]. UAV based
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wireless network is acknowledged as a promising technique
to ensure proper communication link under natural and man-
made disasters like floods, fires and earthquakes. With the
flexibility, maneuverability and high chance of establish-
ing line-of-sight (LOS) drone to-ground communications,
the UAVs equipped with communication capabilities can
be leveraged for information dissemination as well as cov-
erage expansion of ground wireless and cellular networks.
The UAVs are capable of assisting vehicle-to-vehicle (V2V)
communications by disseminating safety and traffic mes-
sages among vehicles within a vehicular network and also
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facilitating fast and efficient information dissemination in
device-to-device (D2D) communication networks as well as
mobile ad-hoc networks. In next generation communica-
tion systems, full-duplex relaying scheme allowing simul-
taneous transmission and reception from a relay node and
non-orthogonal multiple access (NOMA) power domain sig-
naling technique have been considered as potential tech-
niques to improve spectral efficiency [4], [5]. In UAV-assisted
mmWave NOMA networks, a huge volume of secret mes-
sages are communicated within highly interrelated systems
pose serious level of challenges on protected wireless com-
munications and physical layer security (PLS). With proper
utilization of multiple antennas, maximum ratio transmitting
(MRT) beamforming and sending artificial noise (AN) to
jam potential eavesdroppers (EVEs) may be considered as
efficient ways to enhance physical layer security [6], [7].

Currently, the existing commercially deployed 5G new
radio (NR) networks support internet-of-things (IoT),
enhanced mobile broadband (eMBB) and multimedia-
broadcast single frequency network (MBSFN) with NR
OFDM numerology under the standardization of the 3rd
generation partnership project (3GPP). The 5G new radio
(NR) networks use both centimeter wave (cmWave) and
millimeter wave (mmWave) radio frequencies (3.4 to 3.6 GHz
below 6 GHz) and (24.25 to 27.5 GHz, 27.5 to 29.5 GHz,
37 GHz,39 GHz and 57 to 71 GHz) [8], [9]. In continuation of
further development of OFDM technology with consideration
of improving PLS and compensation of interference due
to multipath fading, much attention has been given on the
zero-padded OFDM (ZP-OFDM) signaling. The ZP-OFDM
has become a popular technique to provide excellent perfor-
mance in the high-speed mobile channels with reduction of
inter-carrier interference (ICI) and prevention of destroying
orthogonality among subcarriers [10].

A. PRIOR WORKS

In order to provide on-request and stable wireless connec-
tivity to planned areas, unmanned aerial vehicles (UAVs)
have gained tremendous level of interest with a view to
integrating the system with terrestrial wireless networks
largely due to their strong line-of-sight (LOS) links, maneu-
verability and flexible/instant deployment. The authors of
[11] presented uncoded bit error rate (BER) performance of
index modulation (IM) aided multiple-mode (MM) orthog-
onal frequency division multiplexing (MM-OFDM-IM) sys-
tem and highlighted its dominance in comparison with the
conventional OFDM system. At [12], authors proposed a
novel layered orthogonal frequency division multiplexing
with index modulation (L-OFDM-IM) scheme to enhance
the spectral efficiency (SE) of OFDM-IM systems along
with coordinate interleaving L-OFDM-IM (CI-OFDM-IM)
system in order to further improve the diversity perfor-
mance of L-OFDM-IM. In their work, BER performance
comparison between different forms of IM based layered
OFDM scheme has been presented. The authors of [13]
proposed OFDM with hybrid in-phase/quadrature index
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modulation (OFDM-HIQ-IM) and linear constellation pre-
coded OFDM-IQ-IM (LP-OFDM-IQ-IM) to enhance SE as
well as the BER performance of the OFDM-IM systems.
In their works, BER performances of the OFDM-HIQ-IM
and LP-OFDM-IQ-IM systems have been investigated in
comparison with the classical OFDM as well as existing
OFDM-IM schemes. In [14], the authors considered employ-
ing cellular-linked aerial user equipment (AUE) for surveil-
lance and monitoring. They enabled AUE for continuous
uplink transmissions and also utilized power-domain uplink
aerial-terrestrial non-orthogonal multiple access (NOMA)
enabling terrestrial user equipment (TUE). In their work,
numerically extracted minimum height of AUE was used
to achieve a certain quality of service (QoS) constraint for
different AUE target data rates and built-up areas. The authors
of [15] explored attributes of mobile self-organizing net-
work containing several UAVs and targeted improving the
communication link of UAV network. They developed a
MIMO-OFDM communication system considering technical
values and system models of multiple input multiple out-
put (MIMO) and orthogonal frequency division multiplexing
(OFDM) techniques. In their work, they also showed that
the use of MIMO-OFDM technology in UAV communica-
tion network successfully enhanced the capability of data
transmission. In [16], the authors proposed OFDM-assisted
unmanned aerial vehicle (UAV) communication system uti-
lizing a deep learning based channel along with carrier fre-
quency offset (CFO) equalization technique. They claimed
that the performance of their proposed scheme was better than
the existing schemes and also valid under several propagation
environments.

B. CONTRIBUTION AND ORGANIZATION

The key contribution of this paper is the designing of a multi-
antenna transceiver for a full-duplex UAV-assisted terrestrial
cooperative zero-padded OFDM system utilizing various sig-
nificant components. From the state of the art, it has been
observed that various individual multicarrier-signaling tech-
niques such as, non-orthogonal multiple access (NOMA),
generalized frequency division multiplexing (GFDM), uni-
versal filtered multicarrier (UFMC), filter bank multicarrier
(FBMC) etc were previously considered as excellent candi-
date waveform for 5G. At present, it is seen that multiple
numerology supported OFDM-based signaling techniques
(CP-OFDM and DFT-s-OFDM) have gained much popularity
among the researchers of 5G New Radio (NR) networks. The
major contributions of the paper are outlined as follows-

o Inorder to reduce the computational complexity of a pre-
coding technique, QR decomposition based zero forc-
ing (ZF) block diagonalization (QR-ZF-BD) precoding
scheme combined with complex hadamard transform for
multi-user interference (MUI) reduction is proposed.

o With the aim of compensating multipath fading channel
effect and reducing peak to average power ratio (PAPR),
properly designed subcarrier mapping with zero padding

59433



IEEE Access

J. ). Sadique et al.: Transceiver Design for FD UAV Based Zero-Padded OFDM System With PLS

Uplink Transmission s————

‘Ground Base Station

Downlink Transmission

Eavesdropper

FIGURE 1. Scenario of full-duplex UAV based zero-padded OFDM system at mmWave.

with application of non-iterative clipping and filtering
technique are proposed.

e Dua er al’s proposed algorithm [17] of an anti-
eavesdropping cryptographic technique and artificial-
noise-aided signaling of power allocation [18] are
introduced in this proposed system for PLS encryption.

o Simulation results verify the significant enhancement
of PLS by making the channel of eavesdropper (Eve)
noisier than the channels of valid users. It also illustrates
acceptable bit error rate (BER) performance and PAPR

reduction.
In general, block diagonalization (BD) is a well-known linear

precoding scheme which usually provides good performance
for MUI reduction. But in such scheme, high computational
complexity arises due to two singular value decomposition
(SVD) operations for each user. That’s why QR-ZF-BD
precoding scheme is proposed in this work. To the best
of authors’ knowledge, designing such UAV-enabled zero-
padded OFDM system in multi-user environment is largely
unexplored. The rest of this paper is organized as follows.
In section II, the system model of our proposed mmWave
UAV-assisted terrestrial cooperative zero-padded OFDM sys-
tem is introduced including network description, block dia-
gram and signal model. Simulation and Numerical results
are presented and discussed in section III. Finally, section IV
provides a brief summary and concluding remarks with future
challenges. Throughout the paper, the notations (.)”, () and
.12 denote transpose, Hermitian transpose and square of
Euclidian norm of matrix operation respectively and E(.) is
the expectation operator.

Il. SYSTEM MODEL

A. SCENARIO DESCRIPTIONS

A scenario of mmWave signal transmission is presented
in Figure 1 for zero-padded OFDM signaling based
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unmanned aerial vehicle (UAV) integrated terrestrial wireless
network. In such downlink UAV integrated terrestrial cellular
networking, one ground base station, one UAYV, three ground
users and a passive eavesdropper are considered with each
is equipped with multiple antennas. As a full-duplex (FD)
relay transmission protocol, decode-and-forward (DF) strat-
egy is adopted to help data transmission between the base
station and the users [4]. DF relaying strategy is preferred in
comparison to another promising FD transmission protocol,
amplify-and-forward (AF) considering the impact of realistic
UAV channel models introduced at [ 19]. Here, a UAV channel
model is considered and tested across multiple signal-to-
noise ratio (SNR) scenarios. An optimum adaption of SNR
for multiple users for the system associated with a single UAV
is proposed. Also, some special type of communication strat-
egy is adopted to meet up the key challenges associated with
compensation of multipath fading channel effect and severe
path loss with blockage in mmWave signal transmission.

B. BLOCK DIAGRAM

The conceptual block diagram of the full-duplex UAV-assisted
zero-padded OFDM system is shown in Figure 2.
Figure 2 shows that three users are assumed to receive their
own transmitted data in the form of color image and with
the significant reduction of user’s signal leakage, the pas-
sive eavesdropper would receive merely noisy data. The
pixel values of the three red, green and blue components
of each individual user’s color image are encrypted with
improved intertwining logistic map (ILM)-cosine transform-
based cryptographic technique [17] and the extracted binary
data are first sent up through the channel encoder followed by
digital modulator to generate the complex symbols [20]-[22]
and subsequently spread out for symbol copying using
walsh-hadamard transform (WHT) technique [23]. In each
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FIGURE 2. Block diagram of full-duplex UAV-assisted terrestrial cooperative zero-padded OFDM system.

zero-padded OFDM symbol, the WHT encoded complex
symbols are mapped into the desired number of subcarriers
in the frequency bandwidth and the null subcarriers (zero-
paddings) are added at both ends of the data subcarriers
[10]. The zero-padded OFDM signals are oversampled and
processed with clipping and filtering technique under consid-
eration of targeted PAPR value [24]. The clipped and filtered
signals of the three users in addition to artificially gener-
ated noisy signal for an passive eavesdropper are precoded
with channel dependent transmit precoding schemes [25]
after power scaling and the baseband equivalent spatially-
multiplexed signals are transmitted from ground base station
to unmanned aerial vehicle. At the receiving end of each
user, linear signal detection scheme, cholesky decomposition
(CD) based ZF/minimum mean square error (MMSE) is
used to detect all the transmitted signals [26], [27]. The
detected signal is power scaled, OFDM demodulated with
removing padded zeros and despreaded through multiplying
with inverse WHT technique. The despreaded signal will pass
through digital demodulator, channel decoder and further
process with PLS decryption technique to retrieve color
image from its reconstructed red, green and blue components.

C. SIGNAL MODEL
In this proposed system, the ground base station is consid-
ered to be composed of Ny (=8) transmitting antennas, each
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of the three ground users and a passive eavesdropper are
equipped with Ng (=2) receiving antennas and the UAV is of
N1 x Ny MIMO antenna configured. With giving emphasis on
PLS, an improved cosine transformed based 3-D intertwining
logistic map (ILM) encryption technique addressed in [17]
with modified parameters has been considered to represent
the complex chaotic sequences for the user k in i times of
iterations as:

Xpe,i+1 = €o8([Ak X lk X yii X (1 = Xk i) + zk,ilmod 1 + By)
(1a)

Yeit1 = oD x B X iitzeix (1 + X7 4 lmod 14Br)
(1b)

Zk,i+1 = COS([Ag X (Vk,i-+1+Xk i1+ Vi) X sin(zk ;) lmod 1+ By)
(1c)

where the values of parameters used in (la)-(1c) for three
users (k =1, 1, 3) are:

Ak =[1.52.53.5], I = [34.535.536.5], x,,0 = [0.1 0.2
0.3], yx.0 =1[0.4 0.5 0.6], zx.0 = [0.7 0.8 0.9] and B = [38.1
39.1 40.1]. The chaotic sequence of (1c) is considered with its
application to the red, green and blue components of each of
the three user’s color image and mapped into integer sequence
(0-255)/encrypted keys for a total number of pixel points in
each color image component N i=1,2,3...N).
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The encrypted keys for color image components of three
users can be written as:

K1 = mod(round(z1 ; x A11), 256) (2a)
K> = mod(round(z2,; x 122), 256) (2b)
K3 = mod(round(z3,; X A33), 256) (2¢)

where 111 = 0.5x 10, 125 = 1.0x 10° and A33 = 1.5 x 10°.
Using pixel wise XOR operation between each color image
component of individual user with assigned keys presented
in (2a)-(2c), modified form of cosine transformed ILM based
encrypted color image are formed. With extracting all binary
data from encrypted color image, the binary bit sequence for
the user k of data length N can be shown as:

=[brk1, bk bk,N] 3)

The binary data vector by is channel encoded to form a new
binary data vector ¢x of data length N and the ¢ is further
converted into digitally modulated complex symbol vector xi
with data length N. The signal vector xi is spreaded through
multiplying with one dimensional discrete WHT matrix of
order 8, W » which is addressed in [23]. In 8 x 8 sized W r
WHT matrix, rth rows (r = 2, 3, 4) are chosen for the three
users and 57 row (7 = 5) is chosen for the eavesdropper and
its digitally modulated complex symbol vector Xeye of data
length N (originated from artificially generated binary data of
length V). The WHT signal for the user k can also be shown
as:

Xk = Wk,rxk (4)

where X is of data length N. In case of eavesdropper with
identical data length, the WHT signal can be written as:

Xeve = Wk f'ieve (5)

The data symbol vector Xk for the user k is transformed
into matrix X of a size N x L, where L is the number
of zero padded OFDM symbols, N (=3300) is the number
of data subcarriers. The data symbol vector Xeve for the
eavesdropper is also transformed into matrix Xeve of identical
size. Prior to producing discrete-time domain OFDM symbol
with zero padding of data length N(=4096) for both user
k_) and eavesdropper, the null subcarriers of sample length
N = 0.5(N — N ) are added to both the ends of N data
subcarriers to the each column data vector of matrices X
and X, to form properly designed sub carrier mapped input
data matrices X; and X,,. each of which of size N x L. The
Ith discrete-time domain zero padded OFDM symbol for mth
time-domain sample index and nth subcarrier for user k and
eavesdropper can be written as [10]:

N1

Z Xi,1[n)e™ e (6a)

”_—7

Xy 1lm] =

)_(eve,l [m] =

_ J2mwmn
Z Kevenle™ N (6b)
W=
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where the time-domain sample index, m = 0,1,2,....
(N — 1) and the subcarrier index, n ranges from —% to
%’ — 1. The signal models presented in (6a) and (6b) are over-
sampled with an oversampling factor of N,,(= 4) through
adding zeros of length N,44(= 1.5N) at its both end to form
new signal vectors ik’l[ﬁ’l] and ieve,l[nﬂ of sample length
Ny, = (NN,,), where m signifies time-domain sample index
inside the oversampled OFDM symbol for the user k and the
eavesdropper viz.m = 0, 1,2, ........(Ny — 1). The PAPR
for the signal vectors X 1[/7] and Xeye 1[7] can be defined as:

Maxin—=0.12.3,..Ny—11Xk.1[m]|*
1 ~~Np—1
N D IXk 1[m]|?
Maxp=0,1,2,3,. Nm—llxeve 1[ml|?
1 <N —1
N, Z o |Xeve l[m]|

PAPR(Xy..1) = logy

(7a)

PAPR(Xeve,1) = logyg (7b)

where max(y{.} is the max1mum operator and Xk /[m] and
Xeve 1[m] are the mth sample of Xk ;and Xcve ;. In non-iterative
clipping and filtering technique to minimize PAPR, the PAPR
target has been denoted by Azarger (Ararger,ap 1s its value in dB
scale). On executing soft limiting based non iterative clipping
operation, the clipped signal vectors for the user k and eaves-
dropper can be defined as:

< A X lm], if Xilm] > Ao

X klm] = { Xy 1[m], otherwise (82)
< -1 A()eveeiéyeve,l[’/h]v if?eve,l[”h] > Ap

X evealml = { Xeve,1lm], otherwise (86)

where { /X j[in] and|Xy [im]|} and {/Xee[/] and.} .
{|Xeve,1lm]|} represents the phase angle and modulus of /nth
complex number of signal vectors ik,l and Xeve,l respec-
tively. The amplitude threshold values Agx and Ageye can be

computed as:
S 2
Aok = V )\targetE|Xk,l| (92)
/ S 2
Ageve = )\targetE|Xeve,l| (9b)

The clipped signals presented in (8a) and (8b) are con-
verted into frequency-domain signals to suppress the clip-
ping noise by computation of DFT of size N,, and further
processed to reconvert into time domain signals X i ;[m]
and X eve,1lm] [24]. The 1" discrete-time domain processed
signal vectors X i [m] and X o ;[m] for the user k and
eavesdropper are rescaled such that E| X wil> = 1 and
E| X eve, 1| = 1.The pow_e)r rescaled s gnal vectors of unity
power are represented by X  ;[m] and X .. ;[m]. If identical
signal power P is assigned to each user and P.(= £P) is
assigned to the eavesdropper where & is the fraction of the
allocated power P, the new signal vectors can be expressed
as f P X i [m] and \/_ X eve.s/[m]. On concatenating all the
signal vectors with consideration of oversampled zero padded
OFDM symbols, the desired signals for the user k and eaves-
dropper can be represented by matrices Sy and S, with each
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of which is of N, X L in size. Stacking all the elements of the
matrixed data into single column vector and further converted
into matrices of size Ng x Ng, where Ny = (N,,,.L)/Ng and
the input signals prior to processing with transmit precoding
techniques for the user k and eavesdropper with matrix size
Ng x Ng are:

Sko = ~/Psk (10a)
Se = v/Pese (10b)

In designing transmit precoder, probabilistic path loss
model based 3D geometrical MIMO fading channels have
been considered for ground base station to unmanned aerial
vehicle (UAV) and UAV to ground communications. The
LOS probability can be written as:

, 1

P! = (11)
EOS T 1 yrexp(—B10; — ¥])

where 1(=11.95) and B(=0.14) are a function of the car-

rier frequency and environment, ¢;; represents the eleva-

. _ 180 i

tion angle and 6 = —= x sin - 7

O = & 4 3y = (i — W2 s the 3D dis-

tance between UAV j and the ground base station/ground

user/eavesdropper i with [x”“v, y”“v "] and [x;, y;, hy;] are

their 3D coordinates respectlvely The path loss between the

ground base station/ground user/eavesdropper and the UAV

can be written as:

-, where d;j =

L\ ¢
m (F£4%)", LOS Link
Lij = (12)

L\ o
m (—4”{?””1) . NLOS Link

where «(=2.0) is the path loss exponent, f.(=28GHz) is
the carrier frequency, 1 (=103/1%) and n2(=1023/10) are the
excessive path loss coefficients for LOS and NLOS links and
c(=3 x 108_‘_)m/s is the light’s speed. The NLOS probability
is simply P;{,LOS =1- PZOS. The average path loss between
the ground base station/ground user/eavesdropper and UAV
can be written as:

, . Axfod;i \* A fodii \*
Ll;,ZPZOSm( CC ”) +P}{,L05nz< c“f (13)

In case of uplink transmission from ground base station to
UAVY, the path loss Ly for MIMO flat fading channel Hy can

be written as:
i drfod; \*
Lo = Plosm ( - ”) (14)

In case of downlink transmission from UAV to
ground user/eavesdropper, the path loss Li/L, for k-th
user’s/eavesdropper’s MIMO flat fading channel Hy/H, can
be written as:

drfedii\® drfedii\*
Lk—PLOSm( C” ") +P;fvwsnz< CC "’) (152)

- o - o
. 4rf.d;; . dsrf.dy;
Le=PZosm< - ”) +P5’vwsnz< - ”) (15b)
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where d; and dj; are the 3D distances between the UAV
and k-th user (k = 1, 2, 3) and the UAV and eavesdropper
respectively [5]. On the basis of signal model presented in
(14) through (15b), MIMO flat fading channel, Hy, H{, H>,
H3 and H, are estimated. The H;, H», Hz and H, are of each
Ngr x Nt and Hy is of Ng x Ny matrix in size and are used to
design transmit precoders for three users and eavesdropper
with implementation of QR-BD Precoding algorithm [25].
The total MIMO channel matrix H;CXN#XNT for a total num-
ber of users K is formulated as:

Hy=[H v H]........ HET (16)

The total channel matrix Hj excluding the k-th user’s
channel can be written as:

Ho=[H] .. .H B .....HO" (17)

where ﬁke(CNKXNT and ]Vk = N7 — 2 x Ng. For the case
of QR-BD precoding algorithm, the pseudo-inverse of the
matrix of Hj for each user can be written as:

"y = (H AT (18)

where H ~eCNT Nt and on implementing QR decomposition
on the matrix (Iy, — H Hk) as:

~ o~ 1
Iny — Hi Hi = QcRie = [0y 7] [Rok] (19)

where Iy, is the identity matrix of N7 X Nr in size,
Rle CNeXNT s an upper triangular matrix, Q}eCNr Nk i3 an
orthogonal matrix whose columns form an orthonormal basis
for the matrix (I, — I:I,-C'-f]k). As I:Ik(INT - I:I,-{'-I:Ik) = 0 and
Q,ie(CN 7Nk forms an orthogonal basis for the null space of
Hy, Q,l can be considered as the QR-BD precoded matrix Wy
for user k viz.

= (20)

In case of estimating QR-BD precoded matrix W, for a
passive eavesdropper, the total channel matrix H, exclud-
ing the eavesdropper’s channel is identical as presented in
(16). Again for the case of QR-BD precoding algorithm,
the pseudo-inverse of the matrix of H, for eavesdropper can
be written as:

~ . ~H =~ =~ H 1
He = He (HeHe ) (21)
where I-ie'.'e(CNT *N7 and on implementing QR decomposi-

tion on the matrix (Iy, —H, H,) as:

X 1
INT H H = Q¢R, = [Q; QZ] |:]§)ej| (22)

In (22), Qée(CACT *Nk would form an orthogonal basis for
the null space of H, and Qé can be considered as the QR-BD
precoded matrix W, for eavesdropper [25] viz.

W, = 0! (23)
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Using signal models of (10a) and (10b), considering esti-
mated precoded matrices, the transmitted precoded signal
from ground base station to UAV can be written as:

k=K
X =" Wiv/Psi + Wey/Pes. (24)
k=1

The signal received at the UAV can be represented as:

Y = HoX + nyay

k=K
= Hyp Z Wk\/l_)sk + We/Pese + nyay (25)
k=1

where n,4, ~ CR(On,, anzINT) denotes the additive
white Gaussian noise (AWGN).With application of cholesky
decomposition (CD) based ZF signal detection technique
addressed at [26], the transmitted signal X can be decoded
from (25). Multiplying (25) by (HIHo)~'H/!, it can be
calculated as-

S = (HY Ho) "H"Y

k=K

= (HI Ho) ™" Ho" Hy { > WivPsi + We\/lzse}
k=1

+ (HE Ho) ™ Ho™ nuay (26)

On Cholesky decomposition of matrix (Héi Hj) into matrix
(L()Lgl ), where Ly is the lower triangular matrix, (26) can be
written in modified form as:

S = woLiH "H Y

k=K
= (LoL{ )" Ho" Hy { > WivPsi + We\/Pese}
k=1
+ (LoL{) ™ Ho nyay

k=K
= {Z Wi \/Fsk + We\/ Pese} + Nyay (27)
k=1

where (L(;HL(;I)HOHHO is of Ny x N7 identity matrix and
fuay = (LoLE) "' HoM nyay ~ CR(Op,, 0.21y,) is a modified
form of AWGN noise vector. Neglecting the noise compo-
nent in (27) as compared to second bracketed desired signal,
the detected signal S with CD based ZF signal detection
technique can be written as:

k=K
§S=" WivVPsi + We/P.5. (28)
k=1

In case of applicability of minimum mean square error
(MMSE) signal detection technique [27] to (25), the detected
signal S with MMSE signal detection technique can be writ-
ten as:

S=@HIHy+ 02D 'HTY (29)

where 02 denotes noise variance of the additive white
Gaussian noise (AWGN). The signal presented in (28)/(29)
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will be sent up from the UAV to the ground users and eaves-
dropper. In case of CD based ZF detected signal, the signal
received at user k can be written as:

i=K
Yo = HiWi/Psi + Y Hi Wi/ P+ Hy Wo/Pese + ni
i=1,i#k

(30)

where ny ~ CR(Oy,, 521y, ) is the AWGN noise at the user k.
In case of the wiretapped signal received at the Eavesdropper,
it can be written as:

k=K
Yoo =Y HWiNP5i + HWe/PesSe +n.  (31)
k=1

where 7, ~ CR(Op, oeleR) is the AWGN noise at the
eavesdropper. In (31) the value of H, W, is negligible and the
eavesdropper would virtually receive noisy signal.

In (30), ||HxWi+/P||? is the instantaneous total power of
the desired signal for user k, ||Hy W;+/P||? is the instantaneous
total interference power of the i-th users on the signal received
by the user &, ||Hy W.~/P,. || is the additional instantaneous
total interference power of the eavesdropper on the signal
received by the user k respectively. As the signal model of
(30) contains undesired signal obtained as the sum of noise
and interference signal, the received signal-to-interference-
noise ratio for the user k (SINR}) can be written as:

|| H Wi/P||?

Ngo2 + S8 L Wi/ Pl 2+ | H We/Pe |2
(32)

SINR), =

Considering (30) and (31), the received signal-to-
interference-noise ratio for the eavesdropper (SINR,,) can be
written as:

|| Hi Wer/Pe >
Nyo? + 31 |Hi Wi/l
The achievable ergodic rate Ry for user k is a logarithmic

function of signal-to-interference-noise ratio and it can be
written as:

Ry = E {log2(1 + SINRy)}

SINR,, =

(33)

= E{ logy(1

N || H Wi /P
Nro2 + =8 il H Wi/ Pl + || Hi W/ Pe| 2
(34)

The achievable secrecy rate of the user k in case of CD
based ZF detected signal can be written as:

Ry = {logy(1 + SINRy) — logy(1 + SINR))} * (35

where {x}* = max(0, x) [28]-[30]

However, in order to formulate the analytical expression
to characterize the proposed system in terms of achiev-
able ergodic rate/ achievable ergodic spectral efficiency and
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achievable secrecy rate using (30) and (31), the signal model
introduced in (30) can be presented in its simplified form
excluding its own channel matrix due to the fact that the
computed precoding matrix forms an orthonormal basis for
the null space of the total channel matrix. Now, neglecting
the values of the H; W; and H;W,, (30) can be written as:

Yk = Hka\/FEk +n, = ﬁk\/FEk + ng (36)

where H, = HW; represents equivalent channel matrix
for user k. Using CD based ZF signal detection technique to
(36) and subsequent power rescaling, the user’s own signal 5%
can be detected. In case of MMSE detected signal, the signal
received at user k can be written as:
i=K
Yk = Hka\/FS‘k + Z HkWi\/FS‘i
i=1,i#k

+ HyWer/PeSe +1k - (37)

where 1~ CR(Opny, 0;21n;) denotes AWGN noise at the
user k. Considering both W; and W, are orthonormal basis
for zero space of Hy, viz. HyW; = 0 and Hy W, = 0, (37) can
be written in its simplified form as:

fk = H; Wk\/Fik + g = ﬁkx/lgik + ng (38)

where H, = HpW; is the equivalent channel matrix for
user k. Using MMSE signal detection technique to (38) and
subsequent power rescaling, the user’s own signal s; can be
detected. In case of the wiretapped signal received at the
Eavesdropper on the basis of MMSE detected signal, it can
be written as:

k=K
?ev = Z HeWk\/ﬁsi + HeWeV Pege + ;le (39)
k=1

where 7, ~ CR(Op, oéleR) is the AWGN noise at the
eavesdropper. In (39) the value of H, Wy, is negligible and the
eavesdropper would virtually receive noisy signal.

Ill. SIMULATION AND NUMERICAL RESULTS

In this part, numerical results are presented and analyzed
for full-duplex UAV based Zero-padded OFDM System pro-
cessed under the simulation parameters presented in Table 1.
Here, a special case of three users and a passive eavesdropper
is considered who are located at a distance of 67 m, 81 m,
145 m and 147 m from ground base station and the distance
between ground base station and UAV is 180 m. In this study,
it is assumed that the locations of the high mobility UAV,
three ground users and the eavesdropper are well known to
everyone. The channel state information (CSI) is generally
needed to be estimated at the ground users and eavesdrop-
per. Practically, the transmitting UAV and ground receiver
(user/eavesdropper) can have different CSI. In this case, prob-
abilistic path loss model addressed at [5] is considered and
CSI can be obtained in specific cases of downlink transmis-
sion from the estimated MIMO flat fading channel. Such
estimated channels are used both in transmit precoding at
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TABLE 1. Simulation parameters.

Description Value

Size of color image (pixels) 240 x 180 x 3
mmWave carrier frequency (GHz) 28

Nominal OFDM transform size 4096

No. of active subcarriers 3300
Oversampling factor 4

Oversampled inverse discrete fourier trans- | 4 X 4096
form (IDFT) size
UAV height (m) 200
Ground base station height (m) 50
Noise power associated with uplink trans- | -90 dBm
mission
Average transmission power/channel of | 35.75 dBm (3.76 W)
ground base station
Average transmission power/channel of | 35.68 dBm (3.70 W)
UAV
Subcarrier spacing (KHz) 60

Sampling frequency (MHz) 983.04
Antenna configuration (2,2,2) x 8
Signal-to-noise ratio (dB) —10to 10
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FIGURE 3. BER performance of considered system utilizing various
channel coding, higher order digital modulation and signal detection
techniques for user 1.

transmitter side and in channel equalization/signal detection
at receiver side.

The presented BER simulation results in Figure 3 through
Figure 5 show the impact of implementing various chan-
nel coding under two higher order digital modulation
schemes(16-QAM and 16-PSK) and two signal detection
techniques (CD based ZF and MMSE) on system perfor-
mance for each of the three users.

In all cases, the simulated full-duplex UAV based zero-
padded OFDM system shows relatively better performance at
16-QAM in comparison with 16-PSK utilizing RA channel
coding and CD based zero forcing signal detection tech-
niques.

It can be observed from graphical illustrations presented
in Figure 3 for user 1 that the performance of the simulated
system shows better performance under RA channel coding
technique adopting CD based ZF signal detection and worst
performance under LDPC channel coding technique adopt-
ing MMSE signal detection in 16-QAM higher order digital
modulation respectively.

59439



IEEE Access

J. ). Sadique et al.: Transceiver Design for FD UAV Based Zero-Padded OFDM System With PLS

0
.,
0
‘e
o,

LI
.....
"

bit error rate

o,

= With 16-QAM +RA +CD based ZF for user 2 .’~..
With 16-QAM +RA +MMSE for user 2 .

---- With 16-QAM +LDPC +CD based ZF for user 2

~ With 16-QAM +LDPC +MMSE for user 2

107 | | meee With 16-PSK +RA +CD based ZF for user 2

m= With 16-PSK +RA +MMSE for user 2

""" With 16-PSK +LDPC +CD based ZF for user 2

----- With 16-PSK +LDPC +MMSE for user 2

-10 5 0 5 10
SNR (dB)

FIGURE 4. BER performance of considered system with utilization of
various channel coding, higher order digital modulation and signal
detection techniques for user 2.

Figure 3 shows that the estimated BERs are found to have
values of 0.0004, 0.0044 and 0.1467 in case of RA channel
coding adopting CD based ZF signal detection, RA channel
coding adopting MMSE signal detection and LDPC chan-
nel coding adopting CD based ZF signal detection under
16-QAM higher order digital modulation respectively for
identical SNR value of 0 dB. For such specifically investi-
gated case, overall improvement of 10.414 dB and 25.644 dB
are achieved in the system utilizing RA channel coding
adopting CD based ZF signal detection as compared to RA
channel coding adopting MMSE signal detection and LDPC
channel coding adopting CD based ZF signal detection for
16-QAM. In case of 16-PSK digital modulation, the overall
performance under all the parameters is not satisfactory in
comparison with 16-QAM digital modulation. However, crit-
ical observation of the system depicts that the BER values
of 0.3367 and 0.2059 are achieved in case of LDPC channel
coding adopting MMSE signal detection and LDPC channel
coding adopting CD based ZF at customarily considered SNR
value of 6 dB under 16-QAM and 16-PSK higher order digital
modulation technique respectively. Thus it signifies system
performance improvement of 2.136 dB in LDPC channel cod-
ing adopting CD based ZF under 16-PSK digital modulation.

Figure 4 is related to user 2, where it is seen that the
evaluated BERs under 16-QAM are found to have values
0f 0.0006, 0.0032 and 0.0882 for RA channel coding adopting
CD based ZF signal detection, RA channel coding adopting
MMSE signal detection and LDPC channel coding adopting
CD based ZF signal detection respectively at customarily
considered SNR value of 2 dB. These parameters are clearly
suggesting overall improvement of 7.269 dB and 21.673 dB
in the system for RA channel coding adopting CD based
ZF signal detection in comparison with RA channel coding
adopting MMSE signal detection and LDPC channel coding
adopting CD based ZF signal detection technique respec-
tively. With 16-PSK, it is observable that the overall trend of
BERs for the case of RA channel coding adopting CD based
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FIGURE 5. BER performance of considered system with utilization of
various channel coding, higher order digital modulation and signal
detection techniques for user 3.

ZF signal detection and RA channel coding adopting MMSE
signal detection are almost identical in nature. At custom-
arily accepted 5 dB SNR, evaluated BERs are 0.2821, 0.3,
0.3256 and 0.0789 for RA channel coding adopting CD based
ZF signal detection, RA channel coding adopting MMSE sig-
nal detection, LDPC channel coding adopting CD based ZF
signal detection and LDPC channel coding adopting MMSE
signal detection under 16-PSK. These parameters signify
overall improvement of 5.533 dB, 5.800 dB and 6.156 dB in
the system for LDPC channel coding adopting MMSE signal
detection in comparison with RA channel coding adopting
CD based ZF signal detection, RA channel coding adopting
MMSE signal detection and LDPC channel coding adopt-
ing CD based ZF signal detection respectively.

Figure 5 is applicable for user 3 and in such case, the sim-
ulated system provides worst BER performance as compared
to system performance of other users. At customarily con-
sidered 5 dB SNR with 16-QAM, the evaluated BERs are
0.0002, 0.007 and 0.0516 for RA channel coding adopting
CD based ZF signal detection, RA channel coding adopting
MMSE signal detection and LDPC channel coding adopting
CD based ZF signal detection respectively. These parameters
are clearly illustrating an overall improvement of 15.441 dB
and 24.116 dB as the system performance for the case of RA
channel coding adopting CD based ZF signal detection in
comparison with RA channel coding adopting MMSE signal
detection and LDPC channel coding adopting CD based ZF
signal detection technique respectively. In case of 16-PSK,
the system performances are not well discriminated and also
ratifying worst performance considering all other parameters.

In Figure 6, BER performances of the proposed system
have been presented with and without application of WHT
orthogonal technique. In such case, channel coding tech-
niques have not been used merely to avoid its impact on BER
performance. For a typically assumed scenario of identical
signal and noise power (SNR = 0 dB), the evaluated BERs are
(0.0728,0.0832 and 0.1219) and (0.2325, 0.2328 and 0.2930)
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FIGURE 6. Impact of implementing WHT orthogonal technique in BER
performance improvement of considered system.
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FIGURE 7. Estimated achievable ergodic rate of three users versus receive
signal-to noise ratio with an average UAV transmission power of 3.7 W.

in case of implementing and non-implementing WHT orthog-
onal technique for user 1, user 2 and user 3 which are suggest-
ing an overall improvement of 5.04 dB, 4.47 dB and 3.81 dB
in the system performance.

In Figure 7, achievable user’s ergodic information rates
are provided. It is observable that the achievable ergodic
rate increases almost linearly with increasing values of
received signal-to-noise ratio (SNR) which indicates that
the QR-decomposition based Zero forcing (ZF) Block
Diagonalization (QR-ZF-BD) precoding scheme has facili-
tated inter-user interference and noise cancellation properly.
For a typically assumed SNR value of 15 dB, the estimated
achievable ergodic rate/ achievable ergodic spectral effi-
ciency values of the three users are 6.55 bps/Hz, 5.82 bps/Hz
and 5.53 bps/Hz respectively with an average achievable
ergodic rate of 5.97 bps/Hz and achievable ergodic sum-rate
of the proposed system is of 17.90 bps/Hz.

In Figure 8, ergodic secrecy rate curves are depicted for
three users. Such estimated ergodic secrecy rate is mostly
dominated by the quality of the Eavesdropper’s wiretap

VOLUME 9, 2021

10 T T T
= For User 1
me= For User 2
E gl mm For User 3
1’4
=
=)
2
£ 61 ]
>
@
2
3
2 47 1
)
<
>
=
£ Ll ]
<
0 . . \ . .
-10 -5 0 5 10 15 20

SNR (dB)

FIGURE 8. Estimated achievable secrecy rate of three users versus receive
signal-to noise ratio with an average UAV transmission power of 3.7 W.
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FIGURE 9. Cumulative Distribution Function (CDF) of the estimated Signal
to Interference and Noise Ratio (SINR) for three users.
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FIGURE 10. CCDFs of PAPR for considered system with and without
utilization of Clipping and Filtering aided PAPR scheme at Ground base
station.

channel. With adaptation of artificial noisy signal, it is
observable that at low SNR regime, ergodic secrecy rate
is improved viz. the achievable ergodic rate of each user
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FIGURE 11. Power spectral density of considered system implementing
Clipping and filtering aided PAPR reduction, 16-QAM higher order digital
modulation, RA Channel coding and WHT schemes for; (a) User 1,

(b) User 2, (c) User 3.

is higher as compared to achievable ergodic rate of the eaves-
dropper with identical number of receive antennas of all the
users and eavesdropper.

Figure 9 illustrates the computed cumulative distribution
function (CDF) of the signal to interference and noise ratio
(SINR) received by the different users. From Figure 9, it is
noticeable that the SINR outage probability distributions are
quite different under varying user locations from the serving
UAV base station. In a typically assumed probability value
of 50%, user 1 achieves an SINR value of 9.91 dB, user
2 achieves an SINR value of 7.65 dB, user 3 achieves an SINR
value of 6.78 dB viz, all the three users in the proposed system
can establish communication with SINR value ranging from
9.91dB to 6.78 dB.

In Figure 10, complementary cumulative distribution func-
tions (CCDFs) are representing the probability of signal’s
envelope of different transmitting antenna channels above
threshold level. These are used to enumerate the performance
of minimizing PAPR. With implementation of non-iterative
clipping and filtering aided scheme for PAPR minimization
targeting PAPR of 6 dB, it is observable from Figure 10 that
utilization of such scheme is capable of enhancing PAPR
reduction performance. For a typically assumed 1 x 10~
CCDF of PAPR value, the ground transmitting base sta-
tion channels have PAPR (greater than the threshold) val-
ues ranging from 8.5 dB to 9.5 dB in case of clipping
and filtering aided PAPR scheme implementation. On the
other hand, without its utilization PAPR values increase and
range from 12.5 dB to 14.0 dB which ratifies a PAPR gain
of 4.25 dB. At 6 dB PAPR (greater than the threshold), its
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FIGURE 12. Transmitted color image for; (a) user 1, (b) user 2, (c) user 3.
Encrypted color image for; (d) user 1, (e) user 2, (f) user 3. Retrieved color
image at SNR value of 0 dB for; (g) user 1, (h) user 2, (i) user 3. Retrieved
color image at SNR value of —10 dB for; (j) user 1, (k) user 2, (l) user 3.
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FIGURE 13. Histogram of transmitted color to gray converted image for;
(a) user 1, (b) user 2, (c) user 3. Histogram of encrypted color to gray
converted image for; (d) user 1, (e) user 2, (f) user 3. Histogram of
retrieved color to gray converted image for; (g) user 1, (h) user 2, (i) user 3.

CCDF probability level was found to confine within 1-6%.
The estimated values of PAPR at the transmitting chan-
nels without implementation of Clipping and Filtering aided
PAPR scheme are 16.0451 14.7634 16.4029 17.0598 16.7874
15.7673 16.5736 16.7907 dB with an average PAPR value
of 16.27 dB. In case of utilizing clipping and filtering aided
PAPR scheme, the estimated PAPR values achieve to the
values of 11.5103 11.2737 10.6322 10.7693 10.6229 10.8013
10.2552 10.6113 dB with an average PAPR value of 10.81 dB.

It is quite obvious from Figure 11 that the OOB power
reduction of 318.52 dB, 315.99 dB and 319.26 dB are
achieved corresponding to non-implementing clipping and
filtering aided PAPR reduction techniques for user 1, user 2
and user 3. The OOB power reduction degrades and achieves
to the values of 40.21 dB, 39.36 dB and 41.07 dB in case
of implementing clipping and filtering aided PAPR reduction
and such executable operation makes significant improve-
ment of PAPR reduction.
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FIGURE 14. (a) Artificial noise contaminated transmitted color image for
Eavesdropper, (b) Histogram of transmitted image, (c) Retrieved image at
0 dB SNR, (d) Histogram of retrieved image at 0 dB, (e) Retrieved image at
10 dB SNR, (f) Histogram of retrieved image at 10 dB, (g) Retrieved image
at —10 dB SNR, (h) Histogram of retrieved image at —10 dB.

Figure 12 illustrates transmitted and encrypted images as
well as the retrieved images of three different users at 0 dB
and —10 dB SNR value. It is clearly observed from the
figure that retrieved images of each user at 0 dB SNR value is
acceptable than the images retrieved at —10 dB SNR value.

The histograms illustrated in Figure 13 are visibly signi-
fying the distribution of pixel values of color to gray con-
verted transmitted, encrypted and retrieved images. In terms
of Figure 13, it is quite clear that the retrieved histograms get
resemblance as to original color images in case of all three
users.

From Figure 14, it is quite evident that due to
implementation of PLS with an addition of artificially
generated noisy signal and WHT technique integrated
with QR-decomposition based Zero forcing (ZF) Block
Diagonalization (QR-ZF-BD) precoding, proposed anti-
eavesdropping system mitigate passive eavesdropping
properly and prevents stealing of information of three users
transmitted over unsecured public network. The study is
developed on an assumption that the eavesdropper is quite
aware of the block diagonalization, WHT, channel coding and
signal detection techniques assigned for him/her.

In Figure 15, a comparative analysis has been made in
terms of bit error rate (BER) against signal-to-noise ratio
(SNR) between the proposed full-duplex UAV based zero-
padded secured OFDM system and OFDM/NOMA aided
multicarrier signaling technique implemented systems. The
authors of [31] utilized complex-valued deep neural networks
in order to study the performance of deep complex convolu-
tional network (DCCN) based CP OFDM system in terms of
BER for low order to higher order digital modulation under
AWGN channel.
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FIGURE 15. Bit error rate (BER) against signal-to-noise ratio (SNR) for the
proposed system with multi-carrier coded and uncoded signaling
technique implemented systems.

The authors of [32] investigated the performance of the
NOMA system considering outage probability, capacity, BER
and user power allocation accuracy. In their proposed system,
long-short term memory (LSTM) neural network with adap-
tive channel coding and digital modulation was introduced.
From the works of [33], it has been observed that the authors
developed an architecture based on novel hybrid-cascaded
deep neural network (DNN) with a view to optimizing coop-
erative NOMA system in a holistic manner. In Figure 15,
illustrated BER results are applicable for 16-QAM digital
modulation with coded BER. It is very much noteworthy
from the presented results that the proposed system outper-
forms all the other OFDM/NOMA systems. For a typically
assumed SNR value of 5 dB, the evaluated BER values are
0.0002, 0.0150, 0.0750 and 0.1298 in case of Zero padded
OFDM, LSTM NOMA, Cooperative NOMA and DCCN-CP
OFDM system. These parameters are clearly indicating an
overall performance improvement of 18.75 dB, 25.74 dB and
28.12 dB for the case of the proposed system in comparison
with channel encoded BER performance of the other three
systems. Furthermore, in case of uncoded BER performance,
the estimated BER values are 0.3593 and 0.0040 for index
modulation aided multiple-mode OFDM (GMM-OFDM-IM)
system and the proposed zero padded OFDM system with
8PSK digital modulation respectively which ratifies a sys-
tem performance improvement of 19.77dB and of course the
applicability of channel coding would undoubtedly improve
BER performance.

IV. CONCLUSION

In this paper, a framework to design transceiver for full-
duplex UAV-assisted downlink cooperative zero-padded
OFDM system at mmWave is presented. In the proposed
system, UAV is combined with terrestrial cellular network
in addition of PLS. Decode-and-forward strategy is espoused
by the UAV considering sudden blockages from high storied
building in urban areas. The simulation outcome proves the
effectiveness of the proposed system with improved BER per-
formance under higher order digital modulation at reasonably
acceptable PAPR as compared to the systems associated with
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OFDM/NOMA utilizing index modulation. Besides, it has
been observed that the proposed system also outperforms
the system incorporating OFDM with index modulation in
terms of the spectral efficiency and secrecy rate. Based on
the results, the implementation of RA channel coding with
CD based ZF signal detection technique provided better per-
formance for the case of all users. In addition, the received
color images of all users become totally unrecognizable to
the eavesdropper that also ratifies properly addressed security
issue of the proposed system. In the future, multiple UAVs
can be considered along with more improved technique for
the physical layer encryption in case of OFDM-based massive
MIMO scheme.
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