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ABSTRACT Internet of Things (IoT) has been widely used in various fields of our daily life in the past
years. Obviously, in the future, the significance of its security will be more evident and enormous. However,
there are still many security issues in the IoT, which makes it vulnerable to be attacked easily by some
potential factors. Targeting at these issue, in this paper, we propose a secure access management scheme
in IoT based on blockchain. Firstly, in our work, by using the Decisional Learning with Error (DLWE)
problem, we propose a secure Key-policy Attribute-based Encryption (KP-ABE) scheme, it can implement
fine-grained access control in IoT. Secondly, we use blockchain to solve the authentication and access
management challenges. In addition, the smart contract in blockchain can process transactions automatically,
which greatly reduces the management cost and running time for this scheme. Last but not the least,
we further analyze the security of our proposed scheme. The result shows that our scheme can resist some
common attacks in IoT, and it is more secure and efficient.

INDEX TERMS IoT, blockchain, Attribute-based Encryption, security, authentication.

I. INTRODUCTION
MIT’s Automatic Identification Center proposed the concept
of the Internet of Things(IoT) in 1999 for the first time.
Subsequently, IoT has already been used in many practical
applications in past years. Kevin described the IoT as a global
standard system consisting of Radio Frequency Identification
(RFID) and other sensors [1]. In 2005, ITU published a
report and expanded the meaning of Internet of Things. IoT
is interpreted as an extension of the Internet, which includes
RFID [2], sensor network technology [3], smart devices, etc.
Through IoT technology, data is collected by devices that can
be processed in real time. In this way, it can improve the
whole system’s efficiency and reduce costs [4]. Because it
is closely related to people’s life and even industrial produc-
tion, IoT has received more and more research and attention.
In particular, with the development of hardware technol-
ogy, the related devices of IoT have been well optimized
and improved. Especially wireless sensor networks (WSN)
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[5], machine-to-machine(M2M) [6] and cyber-physical sys-
tems(CPS)[7], [8] have now become part of Internet of Things
[9]. The potential application space of IoT has been greatly
expanded in these past few years.

However, with the IoT’s development, its security chal-
lenges can not be ignored. IP protocol is the main standard of
connection, some security issues related to WSN, M2M and
CPS also continue to emerge in some IoT applications. There-
fore, the entire deployment architecture needs to be protected
from attacks by anyone. And it also needs to be avoidedwhich
some threats to the privacy, integrity or confidentiality of data
[10], [11]. In addition, because the IoT model combines the
Internet with heterogeneous devices, it also has traditional
security problems related to computer networks.

The device distribution in IoT is scattered, andmanufactur-
ers lack security awareness, which makes many devices lack
security measures such as encryption, authentication, access
control and so on. In many cases, linking device does not
even require password for authentication. In addition, some
early IoT devices still use very outdated software versions and
cannot achieve remote upgrades [12]. These software weak-
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nesses make IoT devices become very vulnerable when they
are attacked. Therefore, through illegal access or Distributed
Denial of Service (DDoS) attack, attackers can invade our
IoT system and control our intelligent devices. In the past
year, the IoT system has been attacked in a number of major
network security incidents all around the world. In another
paper, Komninos concluded that any security design for IoT
needs to satisfy three major security requirements, which are
confidentiality, integrity and availability, respectively [13].

In 2008, blockchain technology was presented by
Nakamoto for the first time [14]. In general, blockchain is
a novel de-centralized, de-trusted, transparent and distributed
ledger technology [15]. This technology mainly lets a large
number of nodes participate this system and communicate
with each other in a certain period of time. A series of data
blocks are linked by cryptographic association, and signature
is generated to verify the validity of transaction information
[16]. At last, though consensus mechanism [17], all nodes
share and store a same public database in their own local stor-
age. As mentioned above, combining Elliptic Curve Digital
Signature Algorithm (ECDSA) [18], distributed storage, and
consensus mechanisms, blockchain technology enables these
participants who do not fully trust each other to form and
maintain consensus in a distributed network [19], [20].

In recent years, there are more and more researches on
the combination of IoT and blockchain and blockchain [21].
In 2017, by introducing blockchain technology, Li et al.
proposed a multi-layer secure IoT network model [22]. This
model can reduce the difficulty of actual deployment and
provide a wide-area networking solution of IoT. Unfortu-
nately, it adopts centralized accessmanagement.When access
control queries and updates frequently, a single centralized
access control server will increase the load of the system.
Meanwhile, Huh et al. provided a scheme to manage IoT
devices by using Ethereum [23]. However, there is no detailed
security analysis in his scheme.

Different from other previous works, we take attribute
based encryption scheme as a technical breakthrough.
In this paper, we design a secure Key-policy Attribute-based
Encryption (KP-ABE) scheme and introduces it into the
access control of the IoT based on blockchain. It can realize
fine-grained access control and improve the efficiency and
security for accessing IoT system.

The main contributions of this paper are summarized as
follows.

• By using the Decisional Learning with Error (DLWE)
problem, we first propose a secure lattice-based
KP-ABE scheme in this paper. It can support flexible
access policies and provides privacy protection for user.
More importantly, it implements fine-grained access
control in IoT.

• Combining the lattice-based ABE scheme and
blockchain, we propose a secure access management
scheme with ABE in IoT. In this new scheme, we use
blockchain for authentication and access management.
Through the signature verification of blockchain, it can

realize the safe and reliable identity verification for
IoT device and its communication data, and ensure the
security of the IoT.

• At last, we provide the security analysis of our new
scheme in terms of data security, identity authentication,
resistance to attacks. Through our analysis, this novel
scheme can not only provide a large number of addresses
for the large-scale application of IoT, but also solve the
problem of ownership transfer for smart devices. More
importantly, it also can resist some common attacks in
IoT, such as DDoS attack, illegal access.

By introducing the blockchain, IoT becomes more intel-
ligent and the operations of smart devices are more easy
and efficient. The remainder of this paper is organized as
follows. In section II, we introduce the main security threats
of IoT. In section III, a secure lattice-based ABE scheme
is proposed. In section IV, we provide our secure access
management scheme and we analyze its security in section V.
Some concluding remarks are given in section VI.

II. RELATE WORKS
A. SECURITY THREATS OF IoT
The IoT is regard as an extension of the Internet, the relation-
ship between them is inseparable and complementary. On the
contrary, they also have many differences in organizational
forms, network functions and performance requirements. IoT
has the following security threats in access control.

1) DATA SECURITY
As a heterogeneous multi-network convergent network, IoT
not only has the same security problems as sensor networks,
mobile communication networks or the Internet, but also has
its particularities, such as equipment management, privacy
protection, data storage and management, etc. Many IoT
devices are more vulnerable to be attacked without safety
protection technology. In many cases, linking devices even
do not require password for authentication. In addition, some
early Internet of Things devices still use very outdated soft-
ware versions, which can not achieve remote upgrades. These
vulnerabilities and weaknesses make the IoT’s data become
very vulnerable to attack and ring breaking in storage and
transmission easily.

2) CENTRALIZED RISK
At present, the main access control methods in the IoT
are role-based access control (RBAC) [24], attribute-based
access control (ABAC) [25], usage control (UCON) [26],
[27]. These above three access control models, RBAC, ABAC
andUCON, are all made by a centralized authorized decision-
making entity based on access control strategy and other
attribute information. That is to say, the above methods are
constructed by introducing the concept of central trusted
entity. With the in-depth application of the IoT in our daily
life, users put forward higher requirements for the protection
of data privacy and personal privacy information. However,
each access request points to the same central trusted entity.
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TABLE 1. Protocols and attacks for three layers in IoT.

The central trusted entity stores all the information and com-
pletes all the decisions based on the stored information. This
in itself is the technical level of insecurity, need to rely on the
legal level outside technology to ensure security.

3) IDENTITY AUTHENTICATION
Identity authentication is very important in the security of
access control for IoT. In terms of technology architecture,
the IoT can be divided into three layers as follows, perceptual
layer, network layer and application layer. According to its
layers, in summary, corresponding protocols and attacks for
three layers in the IoT are respectively shown in Table 1.
We can see that in order to implement the authentication
process in the Internet of things system, it needs to be com-
pleted through a variety of protocols, which are often subject
to a variety of attacks. For example, the attacker uses the
security vulnerability of the Internet of things terminal to
obtain the identity and password information of the node, fake
identity to communicate with other nodes, and carry out ille-
gal behaviors or malicious attacks, such as publishing false
information, replacing devices, launching DDoS attacks, etc.

B. IoT AND BLOCKCHAIN
In 2018, Jason et al. proposed a multi-functional infras-
tructure based on RBAC and smart contract [28]. It can
represent the essential trust and recognition relationship in
RBAC and implement the challenge response authentica-
tion protocol to verify the user’s role ownership. In 2018,
Dukkipati et al. designed a decentralized RBAC access con-
trol framework based on blockchain for heterogeneous IoT
[29]. In 2019, Guo et al. proposed access control based on
permission attribute and production permission token [30].
Then, Ren et al. designed an identity management combina-
tion access control based on blockchain [31], and realized the
registration and authentication of network entities by using
cryptographic algorithm.

The above research results provide new inspiration for
the combination of the IoT and blockchain, and show that
the IoT has considerable security requirements for security
access control. However, they ignore the problem of overhead
redundancy caused by the increase of the size of IoT devices
and users. Through the above research, it can be seen that
the research on IoT security based on blockchain has become
a new trend. With the diversification of IoT devices, how

to achieve fine-grained control of user access and improve
access efficiency has become a new research difficulty and
an urgent problem to be solved, and the relevant research is
still insufficient.

C. DEFINITIONS AND LEMMAS
Definition 1 (Lattice [21]): Lattice L is a linear combination
of all integral coefficients of n linearly independent vector
groups b1, b2, · · · , bn in m-dimensional Euclidean space Rm,
it is shown as follows,

L(b1, b2, · · · , bn) = {
n∑
i=1

xibi : xi ∈ Z , i = 1, . . . , n}. (1)

Definition 2 (DLWE Problem): Let q be a prime, n ∈ Z∗,
given a specific distribution ϕ over Zα . Thus, (Zα, n, ϕ) −
DLWE problem is: for s ∈ Znq , determine whether a unknown
model O is a random oracle machine Or or a pseudo-random
oracle machine Opr . OS and OS’ have the following charac-
teristics
Lemma 1: TrapGen (q, n). Given a prime q ≥ 2, {n,m} ∈

Z ,m ≥ 5n log q. Run TrapGen (q, n) algorithm can output
A ∈ Zn×mq and SA ∈ Zm×mq , where SA is a basis for L⊥q (A)

satisfying
∥∥∥S̃A∥∥∥ ≤ O(√n log q)and ‖SA‖ ≤ O(n log q).

Lemma 2: SampleLeft (A,B, SA, u, σ ). Input A ∈

Zn×mq ,B ∈ Zn×m1
q , SA ∈ Zm×mq , a vector u ∈ Znq and

a Gaussian parameter σ ≥ ‖SA‖ω(
√
log(m+ m1)), run

SampleLeft (A,B, SA, u, σ ) algorithm can output a vector e ∈
Luq (F) andF = (A |B ) ∈ Zn×(m+m1)

q satisfyingFe = u mod q.

III. ATTRIBUTE-BASED ENCRYPTION SCHEME
A. FORMAL DEFINITION AND SECURITY MODEL
1) FORMAL DEFINITION
KP-ABE scheme consists of four probabilistic polynomial
time (PPT) algorithms, such as Setup, KeyGen, Encrypt,
Decrypt, as follows.

1) Setup. The algorithm takes security parameters as
input, and system generates public key PK and master
key MK. Among them, the MK is kept by system.

2) KeyGen.The algorithm takes PK, MK and user access
control policy W as input. The system generates secret
key sk for users according to attribute policy T.

3) Encrypt.The algorithm takes public key PK, attribute
policy T andmessageM as input and outputs ciphertext
C.

4) Decrypt. The algorithm takes the public key PK, secret
key sk and ciphertextC as inputs. Only if access control
policy W matches the user attribute policy T, the algo-
rithm outputs plaintext M.

2) SECURITY MODEL
In 2012, Agrawal et al. proposed the security model of
ABE scheme and proved its security [32]. The KP-ABE
scheme can prove to be secure which should satisfy key-
policy indistinguishability against adaptive chosen-policy
attack (IND-CPA). Based on this security model, the specific
process is as follows.
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(1) Initialization. A query-response game is established
between Challenger C and the adversary A . and adversary
A first assigns a challenge attributes s.
(2) System setup. Challenger C creates the system public

key PK and master key MK by executing System Setup
algorithm. Then, PK will be sent to adversary A and MK
will be kept by himself.

(3) Phase 1. The adversary A performs queries on the
KeyGen, Encrypt and Decrypt algorithms with polynomially
bound as following: A asks for a private key which its
attribute s. If s satisfies W, according to this query submitted,
challenger C runs the KeyGen algorithm to get the adversary
attribute private key and send it to A .

(4) Challenge. Adversary A chooses two plaintexts
M0,M1 ∈ {0, 1} and sends them to Challenger C . Then,
challenger C randomly chooses a plaintext and calculates
ciphertext C . Thus, its ciphertext C is generated and returned
to A .

(5)Phase 2.ChallengerC and adversaryA repeat phase 1.
(6)Guess.A submits the conjecture e’ of ciphertext e. The

advantage that adversaryA can win this game can be defined
as

Adv =

∣∣∣∣Pr[e′ = e]−
1
2

∣∣∣∣ .
B. OUR SCHEME
In this subsection, we propose a KP-ABE scheme based
on lattice as follows. Suppose that the plaintext M =

{m1,m2, · · · ,mx} ∈ {0, 1}x . Our scheme consists of the
following four algorithms.

1) SETUP
The algorithm takes security parameters as input, and system
generates public key PK and master keyMK. The public key
PK is very important in the ABE scheme, which is used to
generate the secret key sk and ciphertext. In our scheme,
the attribute is associated with the ciphertext, and the access
structure of the attribute is associated with the secret key sk.
If and only if the attribute of the ciphertext meets the access
structure of the secret key, the user can decrypt the ciphertext
to recover the plaintext.

Algorithm 1 Setup algorithm
Input: Security parameters n, m, q
Output: The public key PK, master key MK
1: Given two primes n, q ≥ 2, and a integer m ≥ 2n lg q
2: Run (P, S)← TrapGen(1n),P ∈ Zn×mq
3: Give the user attribute ati ∈ T , i = 1, 2, · · · ,m
4: Choose hash function H : {0, 1}

∗

→ Zm×mq ,H (at) ∼
Dm×m
5: Choose randomly ki ∈ Znq with relate to the attribute
ati = kTi
6: Return the public key PK = P, master key MK = S

2) KEYGEN
The algorithm takes PK, MK and attribute access control
policy W as input. The system generates secret key sk for
users.

Algorithm 2 KeyGen Algorithm
Input: Public key P, master key S, attribute access control
policy W = {k1, k2, · · · , kn}
Output: Secret key sk
1: Choose randomly b ∈ Zn×mq
2: Choose σ ≥ ‖S‖ω(lbm)

√
m

3: Run si← SampleLeft(P, ki, S, b, σ )
4: Return the secret key sk = (si, b)

3) ENCRYPT
The algorithm takes PK, user attribute ati ∈ T and plaintext
M as input and outputs ciphertext C .

Algorithm 3 Encrypt Algorithm
Input: Public key P, plaintext M, attribute ati
Output: Ciphertext C
1: Choose error parameter a ← χ , where χ is Gaussian
error distribution.
2: Compute c1 = a+ mx

⌊
q
/
2
⌋

3: Choose x ∈ Zmq ← χ

4: Choose randomly d ∈ {−1, 1}m×m

5: Compute c2 = P
∣∣atTi + dx

6: Return the ciphertext C = {c1, c2}

4) DECRYPT
The algorithm takes the public key, private key sk and cipher-
text C as inputs. Only if access control policy W matches the
user attribute policy T, the algorithm outputs plaintext M.

Algorithm 4 Decrypt Algorithm
Input: Secret key (si, b), ciphertext C , public key PK
attribute access control policy ki
Output: Plaintext M
1: Compute w = sic2 = si(P

∣∣atTi + dx)
2: Compute g = c1 − w+ b
3: If

∣∣g− ⌊q/2⌋∣∣ < ⌊
q
/
4
⌋
, return mx = 1. Else, return

mx = 0
4: Return the plaintext M

C. SECURITY ANALYSIS
1) CORRECTNESS
Theorem 1: Using the encryption algorithm in our ABE
scheme to encrypt plaintext M, the decryption algorithm
decrypts plaintext M with a probability close to 1.
Proof: In the decryption phase of the scheme, w = sic2 =

si(P
∣∣atTi + dx), g = c1 − w. And according to the lemma 2,

VOLUME 9, 2021 54843



J. Zhang et al.: Secure ABE Scheme for Access Management in Blockchain-Based IoT

we have b = (P |ki )si. So

g = c1 − w

= a+ mx
⌊
q
/
2
⌋
− si((P

∣∣∣atTi )+ dx)+ b
= a+ mx

⌊
q
/
2
⌋
− sidx. (2)

In addition, the parameters a and sidx are short vectors,
therefore, the result will be in (−q

/
4, q

/
4). As the above

Eq. (1) holds, we can derive that the decryption algorithm can
decrypt ciphertext and obtain plaintext M.

2) ABE CIPHERTEXT SECURITY
Theorem 1: This ABE scheme satisfies ABE ciphertext
secure which satisfies indistinguishability under chosen-
plaintext attack (IND-CPA) in random oracle model.

Proof: Suppose the game has two sides, the challenger
C and the adversary A . Then, they take the following steps.

Initialization. A selects the policy W and gives it to C .
System setup. C does the following.
(1) C uses LWE sampling oracle O to obtain samples

(u, vu) ∈ Znq × Zq and (A, v0) ∈ Z
n×m
q × Zmq .

(2) Run TrapGen(n, q) algorithm to output (P, S).
(3) For Ri ∈ {−1, 1}m×m, if attribute i ∈ T , compute Ai =

ARi − P, otherwise, Ai = ARi.
(4) C returns the PK = {P, k, {Ai}i∈T , u} to A .
Phase 1. A asks for a private key which its attribute

does not satisfy the attribute set T. According to this query
submitted, challenger C runs the KeyGen algorithm to get
the adversary attribute private key sk ′ and send it to C .

Challenge. A chooses two plaintexts M0,M1 ∈ {0, 1}
and sends them to C . C randomly chooses a plaintext and
calculates c1 = vu+Me

⌊
q
/
2
⌋
, e ∈ {0, 1}, c2 = R1v0. Thus,

its ciphertext C = {c1, c2} is generated and returned to A.
Phase 2. C and A repeat phase 1.
Guess. A submits the conjecture e′ of ciphertext e.

According to LWE problem, if e′ = e, output the O′ = O, A
’s advantage Pr[e′ = e

∣∣O′ = O ] = 1
/
2+ δ. if e′ 6= e, output

the O′ = O. Thus, A ’s advantage Pr[e′ 6= e
∣∣O′ = O ] =

1
/
2. Therefore, as the Eq. (2) holds, A can distinguish the

uniform random distribution on the Znq ×Zq and ciphertext e
′

with a negligible advantage and solve the DLWE problem.

Adv =
1
2
Pr[e′ = e

∣∣O′ = O ]+
1
2
Pr[e′ 6= e

∣∣O′ = O ]−
1
2

=
1
2
+

1
2
× (

1
2
+ δ)−

1
2
=

1
2
δ (3)

Therefore, in probability polynomial time, no attacker can
win this game with an unnegligible advantage, the scheme
supports the security of indistinguishability under selective
attribute and chosen plaintext attack.

IV. ACCESS MANAGEMENT SCHEME
In this section, we will construct and describe a secure access
management scheme in IoT based on blockchain in detailed.
Then, we will analyze the efficiency of our scheme and
compare it with other schemes.

FIGURE 1. The model of access management in blockchain-based IoT.

A. SCHEME MODEL
In this subsection, we will describe our scheme and pro-
cess in detail. In one case, when the intelligent device is
traded, its ownership will change. In another case, through
illegal access or DDoS attack, attackers can enter into our
IoT system and control our intelligent devices. This consti-
tutes a great threat to our property and information security.
Therefore, the identity and access management (IAM) for
IoT has a great significance for its security. As the previous
section mentioned, blockchain technology provides a method
to create consensus networks without trusting other nodes
in a distributed network. Based on blockchain, each device
can self-manage without manual maintenance. As long as the
equipment still exists, the life cycle of the whole network can
become very long, and the operation cost can be significantly
reduced. For example, all daily household items can sponta-
neously and automatically carry out financial activities with
other objects or the outside world. Smart meters can facili-
tate more favorable electricity bills by regulating electricity
consumption and frequency, and so on. Blockchain is very
suitable for authentication and access management.

Combining IoT with blockchain technology, in this study,
we design a secure access management with ABE scheme,
which is used to solve the identity and access challenges of
linking smart devices in IoT system. The scheme model is
mainly divided into three parts: user, IoT and blockchain sys-
tem, as shown in the figure 1. The blockchain network is com-
posed of base stations, which maintain a unified blockchain.
And blockchain cannot be tampered with. The smart contract
saved in the blockchain specifies the main process of access
control for IoT devices. The blockchain plays an important
role in the initialization process, which is mainly used for
user registration and authentication, blockchain control and
management, etc.

The specific implementation steps of IoT with blockchain
are described as follows.

Initialization. Users are divided into device owner and
ordinary user. By running the elliptic curve digital signa-
ture algorithm, we can obtain a set of public-private key
pairs Key={(pk1, sk1), (pk2, sk2), · · · , (pkx , skx)}. Then, the

54844 VOLUME 9, 2021



J. Zhang et al.: Secure ABE Scheme for Access Management in Blockchain-Based IoT

blockchain system generates a public-private key pair for
each user.

Device marking. Users add their own devices to
blockchain system. By performing hashing operations on
owner’s public key, each device is assigned by a unique value
g = hash(pk), which is its serial number. In this way, each
device can be uniquely identified and represented as (pk, g).
The public key pk proves this device’s owner, and g represents
device.

Transaction generation. As shown in Fig. 1, the owner,
who has ownership of these smart devices, can manage and
operate devices through system authentication by his public
and private keys. At the same time, he generates a transaction
tx, which is an access request to his device. By using his
private key sk, he generates a signature e, which is included
in this transaction tx. Thus, this access request to this smart
device will be uploaded to the distributed network as a trans-
action tx.
Verification.Miners (mining nodes) in the distributed net-

work get this transaction tx and verify the signature e by
corresponding owner’s public key. If the signature e is correct,
it means that this signature is generated by this device’s
owner. Otherwise, this transaction is rejected.

Block generation.Miners include an available transaction
tx into a new block. Through the consensus mechanism, such
as Proof of Stake (PoS), miners compete for the right to add
this new block to chain.

Access. Miners agree on a common set of validated trans-
actions to be added to the ledger. Besides, the miner who gets
the right to produce a new block will be rewarded. After this
block is agreed by all network nodes, transaction tx will be
confirmed and this user can access and control this device.

User’s account address is generated by his public key for
the purpose of privacy protection. Public key and private
key are respectively used for information encryption and
verification. Firstly, each interaction between entities needs
to be signed by the sender’s private key, and then verified by
the receiver according to the sender’s public key to ensure that
the message has not been tampered with.

B. ACCESS MANAGEMENT WITH ABE SCHEME IN
BLOCKCHAIN-BASED IoT
For some special equipment, when allowing others to use,
it is necessary to review the user’s qualification, otherwise
it will cause danger. For example, if a person wants to use
a smart car in the IoT, he needs to verify the user’s driving
license. For optimizing the accessmanagement of IoT devices
and realize fine-grained access control of users, we introduce
ABE scheme in our scheme.

Suppose that the secret key can be transmitted safely in
distribution and transmission. In order to more intuitively
illustrate our access control scheme process, without los-
ing generality, we use the following examples to illustrate.
Suppose that there are Alice(owner), Bob(user), and IoT
device(car). This car belongs to Alice, and Bob wants to use
her car. In this subsection, we describe our scheme through

FIGURE 2. The schematic of ABE Scheme for access management in IoT.

the process of Alice and Bob accessing Alice’s device respec-
tively. The workflow of our scheme is shown in Figure 2,
which is mainly divided into these following steps.

Initialization. As mentioned above, Alice and Bob com-
plete registration in the decentralized blockchain system and
obtain account address. Then, by running KeyGen algorithm,
the system generates and distributes secret keys to them.
At last, Alice add their own devices to blockchain system.

Encryption. According to the access policy in ABE
scheme, driving license is used to as user’s attribute. Alice
use Encrypt algorithm to encrypt the information of the
equipment to get the ciphertext information. Only users with
the corresponding attributes of driving cars, such as driver’s
license, can decrypt this ciphertext.

Device status update. Using the device sensing, comput-
ing and communication module, the device obtains its current
position and other status information. Through the smart
contract of blockchain, we can set IoT device to broadcast
their status on the blockchain network every five minutes.

Decryption. Bob wants to use Alice’s car, he needs to run
the Decrypt algorithm to decrypt this ciphertext through his
secret key and get the plaintext information. If Bob can suc-
cessfully decrypt this ciphertext, it means that Bob satisfies
the qualification of using the device.

Access request. Bob obtains the status of nearby IoT
devices through the terminal. Then, he run access request
function with plaintext and send access request to Alice. if
the request is accepted, Bob needs to call publish transaction
function to complete the transfer money to Alice. therefore,
Bob submits a new transaction to the blockchain system. This
transaction contains Alice and Bob’s signatures. the use time
for this device will be added to this transaction.

Block generation. The miner generates a new block and
puts the above transactions in the block body.

Consensus. Through the consensus mechanism, such as
PoS, miners compete for the right to add this new block to
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chain. Then, after the information of this block is reached and
confirmed by the whole distributed network, Bob is added in
the permission list. Otherwise, the access request is denied.

Access. The blockchain system send a permission to Bob.
Then, Bob uses this permission to send operating instruction
to the smart car. The car queries Bob’s authority and permis-
sion through the authority list, and accepts Bob’s operation
instructions within the specified time range.

State recovery. After the use time, by using mart contract,
blockchain system deletes the previously added Bob’s per-
mission. Thus, Bob cannot continue to use the car. At last,
this car enters the idle state again and broadcasts its status
information to the whole network.

C. EFFICIENCY
Because of its security and privacy protection, blockchain
has attracted tremendous attention. As is mentioned above,
blockchain has great potential for solving the security and pri-
vacy challenges, especially in IoT. In this new construction,
the advantages of the access management with ABE scheme
in Blockchain-based IoT are summarized as follows.

Fine-grained. Different from other previous works, we
use ABE scheme to implement a security fine-grained access
control in blockchain-based IoT. ABE scheme is a novel
public key encryption scheme. It allows users to encrypt
and decrypt messages based on attributes. Moreover, it is
expressive and can implement fine-grained access control
on encrypted data. Only when the key associated with the
ciphertext is given an access property of the ciphertext, can
the attribute of the associated secret key satisfy the attribute of
the ciphertext. Therefore, in our study, we introduce attribute
based encryption scheme in our scheme,When the user wants
to use the device and send a request, it can check the user’s
corresponding qualification. Through this verification mech-
anism, it can realize fine-grained access control for user and
protects the security of user and IoT device.

Device ownership safety transfer. If a person has own-
ership of a smart device, the confirmation information of
this smart device will be uploaded to the public ledger with
blockchain. When this smart device is traded or transferred,
transaction will be generated. And both sides of this transac-
tion can use their own public/private key pairs to make sure
that the right information of the device can be changed safely
and effectively with blockchain in public ledger. At the same
time, the information will be consensus to other nodes with
recording.More importantly, because of the unique character-
istics of blockchain, the information on block can not only be
tampered with, but also be securely tracked. By introducing
blockchain technology, this novel IoT system can solve the
problem of ownership transfer for smart devices.

High efficiency. By introducing smart contract into the
IoT, we can make full use of the computing power, storage
capacity and bandwidth of a large number of IoT devices in
different locations. In our scheme, smart contract technology
can store and process transactions efficiently, which greatly
reduces the cost and time of information management, pro-

tection and processing. It makes transaction processing more
efficient and greatly reduces the cost of calculation and stor-
age. In practice, the combination of blockchain technology
and IoT can eliminate the auditing between nodes, and it can
directly build a bridge between the two parties for commu-
nication. Especially with the introduction of smart contract,
a large number of functions can be called and controlled
automatically. At the same time, the signature verification
method can ensure the high security of the scheme. By this
way, this IoTwith blockchain scheme reduces operating costs
for enterprises and improves operational efficiency.

D. COMPARISON
In general, IoT needs to have two important characteristics.
One is lightweight, so it can be implemented on the IoT nodes
with limited resources. The other one is fine-grained, that is,
the IoT system can perform measurement at the fine-grained
level, not just at the aggregation level. In addition, with in-
depth study of IoT, its security problem is becomingmore and
more important. As mentioned above, under the public key
cryptography algorithm and hash algorithm, blockchain tech-
nology has strong security which can resist multiple attacks.

On one hand, compared with traditional IoT model,
as mentioned earlier, different software vendors adopt differ-
ent protocols, which make it difficult to be compatible with
other devices. Hence, the deployment of IoT devices is often
complex. At the same time, as analyzed in section II, there are
many security holes and threats in the IoT, especially authen-
tication. In our scheme, blockchain-based IoT scheme can
easily provide authentication and secure data transmission for
IoT devices, which makes the IoT’s deployment simpler and
safer. Furthermore, when users control devices, based on the
anonymity of blockchain, miners can only verify the public
key in the transaction. They can not find out the identity of
users, or even the information of devices. It protects the pri-
vacy of users and devices. And the data on blockchain cannot
be tampered with. That is, blockchain achieves anonymity
and community autonomy of each device, and ensures data
integrity.

On the other hand, we compare our scheme with other
blockchain-based IoT schemes. In the scheme of Ref. [23],
the centralized management will enhance the system load
and cause the delay of system response. Thus, the centralized
management can reduce the efficiency of IoT system. In the
scheme of Huh et al.(2017), there is no detailed security
analysis for this scheme in this paper. In our construction,
we introduce a lattice-based KP-ABE scheme in our scheme.
It can support flexible access policies and provides privacy
protection for user. More importantly, it implements fine-
grained access control in IoT. In particular, lattice cryptogra-
phy can provide the quantum-resist security for our KP-ABE
scheme, which protects user’s privacy in the future quantum
age. Meanwhile, we use blockchain technology to realize
distributed management intelligent devices. The comparison
between our scheme and other access control schemes is
shown in the following Table 2. Through this method, the
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TABLE 2. Comparison with other access control schemes.

TABLE 3. Performance comparison with other ABE schemes.

problems of centralized management can be avoided and the
operation efficiency of IoT can be improved.

In 2015, Wu et al. proposed a fuzzy identity-based encryp-
tion scheme[33]. However, the efficiency of the scheme is
not high. Afterwards, in 2018, Wang et al. designed a ABE
scheme with revocation support and flexible access struc-
ture on lattice by using binary tree[34]. In 2019, Liu et al
proposed a KS-ABE scheme to strength ciphertext-search
security for cloud storage[35]. However, due to the high
ciphertext expansion rate, the size of the ciphertext is large.
As a result, the computational complexity of the two schemes
is increased. In terms of system storage overhead, the size of
the public and private keys of the proposed scheme is related
to the related parameters (q, n, m) on the lattice. l represents
the number of user attributes. In addition, this paper compares
the related schemes from the following aspects: the sizes of
public key, private key and the ciphertext. The specific per-
formance comparison results are shown in Table 3. Compared
with these schemes in Ref. [33], Ref. [34] and Ref. [35],
the sizes of the public key, private key and ciphertext in our
scheme are shorter than that in other schemes. It can decrease
computational complexity of our proposed cryptocurrency
scheme. Additionally, in the next section, we will provide
a detailed security analysis on some attacks in IoT for our
scheme. Therefore, our blockchain-based IoT scheme has a
better performance in security and efficiency. It shows that
our scheme is more secure and effective.

V. SECURITY ANALYSIS
As we described, we discuss the security threats of the IoT.
Correspondingly, in this section, we will provide the security
analysis of our new scheme in terms of data security, identity
authentication, resistance to attacks.

A. DATA SECURITY
1) CREDIBILITY
The centralized model usually belongs to a specific com-
pany or organization, and its data storage and program
running process are likely to be manipulated. More impor-
tantly, the centralized structure in IoT easily leads to perfor-
mance bottleneck and single point of failure. On the contrary,

blockchain can provide amethod to run safely in a completely
untrusted environment. In our scheme, the blockchain does
not belong to a specific unit, but is a distributed network
participated by all participants, so as to provide a trusted inter-
action platform among users and the IoT devices. Further-
more, compared with the centralized structure, our scheme
is decentralized. Through consensus mechanism, all nodes
in the system keep the same copy of data to maintain the
integrity of the data. In this way, each node in the distributed
smart contract network can operate relatively independently.
Even if a small number of nodes fail, it will not have a fatal
impact on the whole system, thus eliminating the single point
of failure and other hidden dangers. At the same time, due to
the characteristics of the blockchain, the data is saved in each
node and cannot be tampered with. Therefore, the IoT’s data
in our scheme is more secure and reliable.

2) VERIFIABLE
Through the signature algorithm, every data on the
blockchain can be verified and traceable. At the same time,
using smart contract, the rules made by users are completely
open and transparent, and the system can easily execute
and check every rule or even every interaction. The detailed
content of the review can provide unchangeable evidence
for the possible differences between the parties. Firstly,
the access control policy is stored, maintained and executed
by the miners in the blockchain network to ensure that the
data is recognized by multiple nodes in the network, which
greatly reduces the probability that the system is controlled by
attackers. Secondly, the chain storage structure ensures that
the data storage is not tampered with. These provide the safe
and reliable evidence for our access management scheme.

B. IDENTITY AUTHENTICATION
As shown in Table 1, there are many protocols being
used in IoT application communication, including HTTP,
MQTT, CoAP, XMPP. Unfortunately, some of these protocols
still have many risks and vulnerabilities in terms of secu-
rity. For example, SSL/TLS is a transit protocol between
HTTP and TCP. Through TLS/SSL protocol, the unencrypted
Base64 coded username and password are used for authen-
ticating the service client in HTTP basic authentication.
Another example, MQTT is a messaging protocol which only
supports the lowest level of security and additional services.
Similar to HTTP, MQTT also has minimal authentication
which relies on some simple usernames and passwords [36],
[37]. As we have seen, in traditional IoT, many protocols are
needed to deal with secret key distribution and authentication
for service client. Obviously, Centralized management makes
some security risks in traditional IoT system.Moreover, some
problems are also obvious, for instance, complex secret key
management, low system efficiency.

Compared with traditional IoT, we use a decentralized
authentication method for authentication in access man-
agement. Through the signature verification and consen-
sus mechanism in blockchain, the safe and reliable identity
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verification can be realized for IoT device and its communica-
tion data to ensure IoT’s security. In particular, when the con-
ditions are met and the smart contract is activated, the smart
contract can automatically process transactions according to
the preset rules. More importantly, the lattice-based KP-ABE
scheme in our scheme can support flexible access policies for
user, which implements fine-grained access control in IoT.
Therefore, our work can greatly improve the authentication
security in IoT system.

C. RESISTANCE TO ATTACKS
1) RESIST DDOS ATTACK
In DDoS attack, by controlling distributed servers and com-
puters, the attacker sends a large amount of malicious traffic
to the target. It consumes network bandwidth and sys-
tem resources greatly, thus making normal service requests
rejected.

In our scheme, we adopt the asymmetric cryptographic
algorithm in blockchain technology to add a verification
process for each operation (transaction) of IoT smart devices.
More specifically, using operator’s private key generates the
signature of operation which controls the IoT smart devices,
so this corresponding operator cannot deny it. Each transac-
tion which needs to be uploaded to the block will be authen-
ticated and tested by miners. And consensus will be reached
in this network. In this way, the requests that constitute the
DDoS attack traffic will not be authenticated. Therefore,
the requests are blocked from exiting this IoT based on
blockchain system. It is shown that this proposed IoT based
on blockchain can resist DDoS attack.

2) RESIST ILLEGAL ACCESS ATTACK
In IoT based on blockchain system, the public key represents
the identity of the owner (user). Furthermore, each smart
device has a unique GUID. There is a one-to-one corre-
spondence between the smart device and the owner’s public
key, and it is recorded on the blocks. Because of the unique
characteristics of blockchain, the information on block is
very secure and cannot be tampered with. At the same time,
because each owner’s identity is bound to his public key,
when the user needs to control the system and his own smart
device, the IoT based on blockchain system can validate
whether the user’s identity and the device to be controlled
match the recorded information on the blocks. In particu-
lar, KP-ABE scheme supports flexible access policies and
implements fine-grained access control in IoT. If they match,
the user can continue the next operation. That is to say, he can
enter into the IoT based on blockchain system and control his
smart devices with management authority. Otherwise, he will
not be allowed to enter into the system with smart devices.
In other words, in this scheme, the attacker cannot obtain
the private key corresponding to the owner’s public key to
verify his forged identity. Blockchain technology provides
a more secure and reliable access control method for IoT.
Consequently, the attacker cannot illegal access this system

and controls the IoT smart devices. And, this system can
effectively authenticate operators and resist illegal access
attack. Therefore, this system can effectively authenticate
operators and resist illegal access attack.

VI. CONCLUSION
IoT has been widely used in various fields of our daily life in
these past years. Cisco Inc. predicts that there will be more
than 50 billion connected devices by 2020. Obviously, in the
future, the significance of its security will be more evident
and enormous. However, as mentioned above, there are three
major security requirements, confidentiality, integrity, and
availability, all of which are important for the security design
of IoT. DDoS attack and illegal access often threaten IoT’s
security. Targeting at these issues, in our study, by using
KP-ABE scheme and blockchain technology, we design a
secure access management scheme for IoT. In this new
scheme, KP-ABE implements fine-grained access control
in IoT, and blockchain provides data security. Through the
signature verification of blockchain, we realize the secure
and reliable authentication of IoT devices, so as to ensure the
communication security of devices in IoT. At the same time,
we design and add a series of IoT smart contract functions.
These functions can store and process transactions efficiently.
Through our analysis, our scheme is secure and more effi-
cient. In future research, we will continue to focus on the
security issues of access management and data sharing in IoT.
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