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ABSTRACT With the help of cloud computing, the ubiquitous and diversified Internet of things (IoT)
has greatly improved human society. Revocable multi-authority attribute-based encryption (MA-ABE) is
considered a promising technique to solve the security challenges on data access control in the dynamic [oT
since it can achieve dynamic access control over the encrypted data. However, on the one hand, the existing
revocable large universe MA-ABE suffers the collusion attack launched by revoked users and non-revoked
users. On the other hand, the user collusion avoidance revocable MA-ABE schemes do not support large
attributes (or users) universe, i.e. the flexible number of attributes (or users). In this article, the author
proposes an efficient revocable large universe MA-ABE based on prime order bilinear groups. The proposed
scheme supports user-attribute revocation, i.e., the revoked user only loses one or more attributes, and she/he
can access the data so long as her/his remaining attributes satisfy the access policy. It is static security in
the random oracle model under the g-DPBDHE2 assumption. Moreover, it is secure against the collusion
attack launched by revoked users and non-revoked users. Meanwhile, it meets the requirements of forward
and backward security. The limited-resource users can choose outsourcing decryption to save resources.
The performance analysis results indicate that it is suitable for large-scale cross-domain collaboration in the
dynamic cloud-aided IoT.

INDEX TERMS Cloud-aided IoT, access control, attribute-based encryption, outsource decryption,

user-attribute revocation, collusion attack.

I. INTRODUCTION
The Internet of Things (IoT), connects many objects across
different areas by ubiquitous enabling device technologies
such as near field communication (NFC) devices, RFID tags
and readers, embedded sensors, and actuator nodes [1].
It collects and shares information across different platforms,
and brings intelligent service with the help of technologies
such as cloud computing and artificial intelligence. Since
the users’ data is mostly privacy-sensitive. It faces severe
challenges regarding security, privacy, and access control.
Encryption is a good way to protect data security. However,
it’s difficult for traditional technology to achieve access
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control on the encrypted data. Luckily, in 2005, Sahai
and Waters proposed a new cryptographic primitive:
attribute-based encryption (ABE) [2]. Specifically, ABE is
distinguished into key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE) [3]. In KP-ABE, secret
keys are associated with access policies, and the message
is encrypted with attributes, while in CP-ABE the message
is encrypted with an access policy, and secret keys are
generated with attributes. A user can decrypt the ciphertext
if and only if his attributes (i.e. access privileges) satisfy the
ciphertext access structure. Goyal et al. give the first construc-
tion of KP-ABE in 2006 [3]. Unfortunately, these schemes
do not address resistance to collusion attacks. In 2007,
Bethencourt er al. presented a secure CP-ABE construction
against collusion attacks [4].
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Single-authority ABE has the bottlenecks in practical
application. Specifically, in the 0T, the data are shared across
different domains and organizations, which implies that the
users’ attributes are issued by different authorities in the
same system. To deal with this scenario, Chase proposed
the first multi-authority ABE (MA-ABE), which supports
multiple attribute authorities in 2007 [5]. In 2011, Lewko and
Waters proposed the first decentralized MA-CP-ABE system
by using the dual system encryption methodology based on
the composite order group [6]. Different from the general
MA-ABE system in which some secrets in the ciphertext or in
the secret key are embedded in the global public parameters.
No secret is embedded in the global public parameters in the
decentralized MA-ABE system and the entity who sets up the
system does not need to distribute or keep any secret key.

Meanwhile, the dynamic capacity expansion of attributes
in the system is desirable for MA-ABE used in the dynamic
IoT. So ‘large universe’ construction is more practical
than ‘small universe’ construction. In small universe ABE,
the attributes are fixed and enumerated at the system setup.
After that, the requirement of change or add even only one
attribute will result in rebuilding the system and possibly
re-encrypting all the data. Conversely, in large universe ABE,
any string can be used as an attribute, and the attributes are
not necessarily enumerated at system setup, which is more
flexible and practical for the IoT. In 2015, Rouselakis and
Waters constructed a large-universe MA-CP-ABE scheme in
prime order bilinear groups, which is more efficient than
composite order groups [7]. Now, large universe MA-ABE is
considered as a promising technique to achieve fine-grained
access control on the encrypted data in large-scale cross-
domain applications for the IoT.

A lot of research work has been done by many scholars
devoted to KP-ABE, CP-ABE, and MA-ABE in different
aspects such as hidden policy, accountability, outsourced
decryption, and revocation mechanism [8], [9]. For exam-
ple, Li et al. constructed a white-box traceable CP-ABE
scheme with hiding ciphertext-policy, which guarantees the
privacy of the users, and accountability to address the user
key abuse recently [10]. Liao et al. also put forward a new
and secure approach to reduce the total overhead of the cloud
server when many users satisfying an access policy require
the outsourced decryptions for the same ciphertext besides
decreasing the decryption computation cost for users [11].

Since users’ access privilege will be changed dynamically
in the dynamic IoT, revocation is a significant problem that
needs to be properly addressed [8], [9].

There are three kinds of revocation. In attribute revocation
schemes, an attribute is removed from the system, and all the
users who have the attribute will lose this attribute. Moreover,
the system cannot revoke one or some users. In user revoca-
tion schemes, a user is removed from the system and loses
all her/his attributes. Moreover, the system cannot revoke
one or some attributes. However, in user-attribute revocation
schemes, the revoked user only loses one or more attributes,
and she/he can access the data so long as her/his remaining
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attributes satisfy the access policy. Moreover, the system can
achieve attribute revocation and user revocation by using
user-attribute revocation. Therefore, user-attribute revocation
is granular revocation, which is more practical in the IoT.

There are two security requirements for the user-attribute
revocation: forward security and backward security. Forward
security means that the user who is revoked one or some
attributes cannot access the data that was previously acces-
sible for them with the revoked attributes if her/his remaining
attributes do not satisfy the access policy. Backward security
means that the user who is revoked one or some attributes
should be prevented from accessing the subsequent data by
using the revoked attributes.

In this study, the author will try to achieve user-attribute
revocation in the large universe MA-ABE for the IoT under
the premise of meeting the above requirements.

A. RELATED WORK
There was much work devoted to revocable single-
authority ABE.

In 2008, Boldyreva et al. proposed the first revocable
KP-ABE construction from [3]. It sets that one child of the
root node of the decryption key is a time slot (regarded as an
attribute), the other one is the root node of the access tree.
The sender encrypts with the present time slot. The authority
revokes users indirectly by periodically announces the key
update material so that only non-revoked users can update
their key and decrypt ciphertexts [12].

In 2009, Attrapadung and Imai proposed the first directly
revocable ABE scheme. The sender encrypts messages with
the revocation list directly and only non-revoked users can
decrypt ciphertexts [13]. Non-revoked user does not need to
update the secret key periodically. But it should publish a
user list in the public parameters, and does not support the
flexible number of users, which makes it not suitable for the
large-scale dynamic IoT.

At the same time, they presented the first hybrid revocable
ABE scheme that allows senders to select on-the-fly whether
to use either direct or indirect revocation mode when encrypt-
ing [14]. In indirect revocation mode, the authority uses the
subset-cover revocation framework [15] to manage users and
broadcasts the key update material for non-revoked users after
one user is revoked. However, it does not support attribute
revocation. Moreover, it faces a forward security problem that
the revoked users can access the old data they were authorized
to access before being revoked, and a collusion attack that
the revoked users can decrypt the data cooperating with the
non-revoked users after being revoked, which implies that it
also faces the backward security problem.

In 2011, based on the subset-cover revocation frame-
work [15], Hur et al. proposed an access control mecha-
nism using CP-ABE to enforce access control policies with
efficient user-attribute revocation capability [16]. However,
Li et al. pointed out it does not resist collusion attacks
launched by revoked users and non-revoked users [17],
which implies that it faces the forward and backward
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security problems, and give a concrete instance to clarify the
attack [18]. Moreover, Li et al. provided a CP-ABE scheme
with user revocation by introducing the concept of the user
group. It resists collusion attack but does not support attribute
revocation [17]. Meanwhile, Li, Yao, and Han presented
a user collusion avoidance CP-ABE scheme with attribute
revocation by exploiting the concept of an attribute group,
but it does not support the large attribute universe [18].

In 2016, Cui et al. proposed a server-aided revocable ABE
scheme, in which almost all workloads of data users incurred
by user revocation are delegated to an untrusted server, and
the data user only needs to store a key of constant size [19].
In 2017, Wei et al. proposed a forward and backward secure
CP-ABE scheme such that a revealed user secret key is use-
less for decrypting any ciphertexts [20]. However, Cui’s and
Wei’s schemes only support user revocation, do not support
attribute revocation. Moreover, the number of users is fixed
at the system setup, and the dynamic capacity expansion of
users is not supported.

There were also some generic constructions of Revocable
ABE. In 2017, Yamada et al. proposed two generic con-
structions of RABE from ABE [21]. Chen et al. proposed
two generic user revocation systems for ABE in 2018, and
a generic attribute revocation system for ABE in 2019.

There was also some work devoted to revocable
MA-ABE. Yang et al. constructed new MA CP-ABE schemes
with user-attribute revocation, i.e., it supports revoke an
attribute from a user [22], [23]. The schemes do not use the
subset-cover revocation framework to manage users so that
support the dynamic capacity expansion of users, and more
efficient than the revocable single-authority ABE. However,
they only support the small attribute universe. Moreover, they
suffer the collusion attack launched by revoked users and
non-revoked users, so that they do not meet the forward and
backward security [24]. In [24], Wu et al. proposed a new
MA CP-ABE scheme with user-attribute revocation against
collusion attack. However, it also only supports the small
attribute universe.

In 2016, Wei et al. proposed a large universe revocable
MA-ABE scheme. However, it only supports user revocation,
the number of users is fixed at the system setup, and the
dynamic capacity expansion of users is not supported. What
is more, the revocation times are fixed at the system setup,
and the public parameter increases with the revocation times.
So, it does not suit the large-scale dynamic IoT.

In 2018, Liu et al. proposed a large universe MA-ABE
scheme with user-attribute revocation [25]. In 2019, Li et al.
proposed a CCA2-secure large-universe MA-ABE with
user-attribute revocation [26]. In 2021, Huang et al. proposed
a CCA2-secure large universe multiauthority access control
scheme that supports user-attribute revocation, online/offline
encryption, ciphertext verification, and outsourcing decryp-
tion [27]. However, all these schemes achieve revocation
based on the subset-cover revocation framework so that do
not support the large user-universe. Moreover, they do not
resist the collusion attack launched by revoked users and
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non-revoked users, so that they do not meet the forward and
backward security.

B. MOTIVATION AND CONTRIBUTIONS

Motivated by the aforementioned practical issues in the
dynamic IoT, the author revisited the existing revocable
ABE schemes and find that some issues make them unsuitable
to the dynamic IoT. Firstly, some schemes only support small
attributes (or users) universe: the attributes (or users) are fixed
and enumerated at system setup, which implies that the flexi-
ble number of attributes (or users) is not supported. Secondly,
some schemes do not resist the collusion attack launched
by revoked users and non-revoked users, i.e., revoked users
can collude with non-revoked to decrypt the ciphertext with
her/his revoked attributes, which implies that the revocation
is failed. Collusion attack is also the common reason why
the scheme cannot meet the requirements of the forward and
backward security. Thirdly, some schemes do not meet the
requirements of the forward and backward security essen-
tially. Fourthly, some schemes are inefficient: the system is
constructed in the composite order bilinear groups or there
is heavy computation overhead when revocation happens.
As far as the authors’ knowledge, there is not a secure effi-
cient revocable large universe MA-ABE solving all the issues
simultaneously.

In this article, the author designed an efficient revocable
large universe MA-ABE based on prime order bilinear groups
by improving the previous schemes [27]. As the same as
the previous schemes [27], the proposed scheme supports
user-attribute revocation, i.e. the revoked user only loses one
or more attributes, and she/he can access the data so long as
her/his remaining attributes satisfy the access policy. And the
limited-resource user can choose to outsource decryption for
saving resources. Compared with the previous schemes [27],
the contributions are as follows:

(1) By removing the subset-cover revocation framework as
the same as the schemes in [22], [23], the proposed MA-ABE
supports not only the large attribute-universe but also the
large user-universe which implies the flexible number of
users. It is suitable for large-scale multi-domain collaboration
in the dynamic IoT.

(2) By improving the ciphertext and the data users’ secret
key, the proposed scheme is secure against the collusion
attack launched by revoked users and non-revoked users.
Meanwhile, It meets the requirements of forward and back-
ward security.

(3) The performance analysis results indicate that the pro-
posed scheme is more efficient and suitable for the IoT.

C. PAPER ORGANIZATION

The rest of this paper is organized as follows. Some related
preliminaries are reviewed in Section II. The system model
and security model are presented in Section III. The con-
crete construction is proposed in Section IV. The security
analysis of the proposed scheme is given in Section V. The
performance analysis and experimental results are shown

VOLUME 9, 2021



K. Huang: Secure Efficient Revocable Large Universe Multi-Authority Attribute-Based Encryption

IEEE Access

in Section VI. Finally, the author concludes the paper
in Section VIL.

Il. PRELIMINARIES

A. NOTATIONS

In order to facilitate the understanding, the author explain
some notations used throughout this article in Table 1.

TABLE 1. Entities.

Symbol  Description
[n]  The integer set {1, 2, ...,n}.
[¢,7]  The set containing consecutive integers from i to j.
R The variable s is chosen uniformly at random from
s S
the set S.
PPT  Probabilistic Polynomial Time.
Z;  Theset Zp — {0}.
gmxn The set of matrices of size m X n with elements
P in Zy.
aid/uid Attrll?ute authority global identity/User global
identity.
U/Uasa  The system attribute/authority universe.
GP  The system global public parameter.
The function maps each wid/attribute to a
H/F
element of G.
T The function maps each attribute to the unique
attribute authority who controls it.
ASK,ia/APK;q  The secret key/public key for authority aid.
USKyid,a  The private key of attribute a for user wid.
CT  The original ciphertext generated by the data owner.
CT The ciphertext generated after CSP re-encrypts
€SP OT by using the latest attribute key.
Swia  The attribute set of user wid.
UL,  The user list of attribute a.
UpAK, The update key of attribute a.
TK. The transformation key of attribute a for
widia  yger wid.
RKy;q The retrieving key for user uid.
CTout  The partial decrypted ciphertext generated by CSP.

B. BILINEAR PAIRINGS AND COMPLEXITY ASSUMPTION

Definition 1 (Bilinear Pairings): Let G and Gt be the
cyclic multiplicative groups with prime order p. The identities
of G and Gt are denoted as 1g and 1, respectively. We say
amap e : G x G — Gr is a bilinear pairing if it satisfy the
following properties.

(1) Bilinear. Vg1,82 € G,Va,b € 73, e(g], gg) =
e(g1, g2)®.

(2) Non-degenerate. 3g1, g2 € G, s.t.e(g1, 82) # lg;-

(3) Computable. There is an efficient algorithm to compute
e(g1,82), V81,82 € G.

Definition 2 (q-DPBDHE?2 Problem [28]): Let G and
Gr be the bilinear groups with prime order p, and g be a
generator of G. e : G x G — Gr is a bilinear map defined

on G. Picks,a, by, by, ..., by <R— Zp and R <R— Gr. Given
D=G,pesgs. g 8" ¢" icl2ql jelql
itqg+1, g, ielg+1]1, jelql,
jelql j#7,
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q+1
)

and the algorithm is asked to distinguish (D, e(g, g)*
from (D, R).

Definition 3: (q-DPBDHE2 Assumption) [28] The
q-DPBDHE?2 Assumption holds in G if no probabilistic poly-
nomial time algorithm has probability at least % ~+€ in solving
the g-DPBDHE? problem in G for non-negligible €.

C. ACCESS STRUCTURES AND LINEAR SECRET-SHARING
SCHEMES

Definition 4 (Access Structure [29]): Let P = {Pq,
Py, ..., P,} be a set of parties. A collection A C 2P s
monotone if YVB,C : ifB € Aand B C C then C € A.
An access structure (respectively, monotone access Sstruc-
ture) is a collection (respectively, monotone collection)A of
non-empty subsets of P, i.e., A € 2P\{@)}. The sets in A are
called the authorized sets, and the sets not in A are called the
unauthorized sets.

In attribute-based encryption scheme, the parties are
replaced by the attributes. An access structure A will con-
tain some authorized sets of attributes. Similarly, an access
structure we mean a monotone access structure in this study.

Definition 5 (Linear Secret-Sharing Schemes(LSSS) [29]):
Let p be a prime and U the attribute universe. A secret-
sharing scheme m with domain of secrets Zy, realizing access
structures on U is linear over Z, if

1. The shares of a secret s € Zy, for each attribute form a
vector over Zy.

2. For each access structure A on U, there exists a matrix
M € Zé,x", called the share-generating matrix, and a func-
tion p, that labels the rows of M with attributes from U,
i.e, p : [l = U, which satisfy the following: During the
generation of the shares, we consider the column vector v =
(s,r, ..., r,,)T, wherery, ..., I, <i Zp. Then the vector of |
shares of the secret s according to 7 is equal to MV € Zﬁ,x L
The share (M ﬁ)j where j € [I] “belongs” to attribute p(j).
We will be referring to the pair (M, p) as the policy of the
access structure A.

Ill. SYSTEM MODEL AND SECURITY MODEL

A. SYSTEM MODEL

As shown in Figure 1, the proposed secure efficient revoca-
ble large universe multi-authority attribute-based encryption
scheme for cloud aided IoT consists of the following entities.
As the same as the other decentralized attribute-based encryp-
tion schemes [6], [7], the system needs to be created during a
trusted setup and publish the correct parameters. Otherwise,
the system cannot be working properly. The entity that sets up
the system is called Central Authority (CA) in the proposed
scheme.

1) CENTRAL AUTHORITY (CA)

As the same as the other multi-authority attribute-based
encryption schemes [5], [22], [23], [25]-[27], assuming that
CA is a trusted entity and will not compromise or collude
with malicious attribute authorities or users. It initializes the
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FIGURE 1. System model.

system and publishes the correct global public parameters
which can be got by anyone in the system. As the same as the
other decentralized MA-ABE schemes [6], [7], [25], secrets
in the ciphertext and in the secret key are not embedded in
the global public parameters. CA in the proposed scheme is
not involved in any attribute management and any secret key
generation and does not need to keep any secret key. Besides,
it is responsible for the registration of users and authorized
attribute authorities. CA assigns each user a unique iden-
tity uid, and each attribute authority a unique identity aid.
For instance, CA can be the Social Security Administration,
an independent agency of the United States government. Each
user will be issued a Social Security Number (SSN) as its
unique identity [22].

2) ATTRIBUTE AUTHORITY (AA)

AA is a trusted entity but can be corrupted by the adversary.
Each AA is an independent attribute authority and manages
a disjoint attribute set respectively which means that each
attribute is associated with a single AA. Each AA issues its
public key, authenticates users’ attributes, and generates the
corresponding private keys for them. It also can revoke and
update users’ attributes by using attribute keys.

3) CLOUD SERVICE PROVIDER (CSP)

CSP is semi-trusted (honest-but-curious). It will honestly
and correctly execute the tasks but be curious about the
data messages which it receives. As the same in [17], [23],
[25]-[27], CSP will not collude with the malicious users.
It has both computing capability and large storage.
It re-encrypts the origin ciphertext from users by using the
latest re-encrypt keys and stores the re-encrypted ciphertext.
It is also in charge of re-encrypting the ciphertext when a
revocation happens. Moreover, it provides partial decryption
of ciphertext for the resource-limited users if they require it.

4) DATA OWNER (DO)

To ensure data confidentiality and achieve flexible access
to data, data owners encrypt the data file using a symmet-
ric encryption algorithm which is a lightweight encryption
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method, then encrypt the symmetric key under the access
policy.

5) DATA USER (DU)

Each data user is assigned a global user identity uid by CA.
The data user obtains a set of attributes privileges and corre-
sponding decryption private keys from authorities. The data
user can freely get any encrypted data from CSP, and decrypt
the ciphertext if and only if her/his attribute set satisfies
the access policy. Moreover, the resource-limited users can
outsource decryption to CSP.

B. FRAMEWORK
This proposed scheme mainly contains ten probabilistic poly-
nomial time algorithms:

SystemSetup(1*)— (GP). The system setup algorithm is
run by CA. It takes the system security parameter A as input
and outputs the global public parameters GP.

AASetup(GP, aid) — (APK q,ASK,iq). The attribute
authority setup algorithm is run by each attribute authority.
It takes the global public parameters GP and the authority’s
identity aid as input, and outputs the authority’s public key
APK,;q and secret key ASK ;4. The authority keeps the secret
key and publishes the public key.

Encrypt(m, (M, p), GP, {APK,;4}) — CT. The encryp-
tion algorithm is run by data owners. It takes a plaintext
message m, an access structure (M, p), the global pub-
lic parameters GP, and the involved authorities’ public
keys {APK,;q} as input and outputs the ciphertext CT .

CReencrypt(CT, {ReKey,}) — CTcsp. This algorithm is
run by CSP. On receiving the ciphertext, CSP re-encrypts it
by using the latest re-encrypt keys {ReKey,} corresponding
to the attributes set {a} in the ciphertext. And outputs the
re-encrypted ciphertext CTcsp.

If there is a new attribute in the ciphertext, CSP will ask the
re-encrypt key to its attribute authority 7 (a). On receiving the
require of the re-encrypt key for a new attribute a, the attribute
authority 7 (a) initializes a list of users UL, = @, then chooses
a random number v, € Z; as the attribute key, and sets the
re-encrypt key ReKey, = v,. At last, it sends the re-encrypt
key ReKey, to CSP via secure channel.

USKeyGen(uid, aid,a € U) — USKyiq.4. The user key
generation algorithm is run by the authority aid. It takes the
data user’s identity uid, his attribute a and the authority’s
secret key as input, and outputs the private key USK ;4 4 for
the user uid.

Decrypt(CTcsp, uid, GP, {USKid,a}aes,,;) — m. The
decryption algorithm is run by the data user. It takes the
ciphertext CT, the user’s identity uid, the global public
parameters GP, and the private keys {USK 4, a}aes,; @S Input.
If the set of user’s attributes S,y = (M, p), it outputs the
message m. Otherwise, it outputs L.

The data user can choose to outsource decryption if he
owns limited resource or for saving resource. This feature is
implemented in three algorithms.
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TKGen({USKyid.a}) — (RKuia, {TKuia.a}). This algo-
rithm is run by data users uid. It chooses a random num-
bers as the retrieving key RK,i;, and takes the private
keys {USK,iq.4} as input, then outputs the transformation
keys {TKuid.a)-

PartDec({TK,i4 ..}, CTcsp, GP) — CT,y;. This algorithm
is run by CSP. It takes the transformation keys {7K ;s ,} and
the ciphertext CT as input, then outputs the partial decrypted
ciphertext CTyy;.

FinalDec(CT,,;, RK,i;) — m. This algorithm is run by
data users uid. It works out the massage m by using the partial
decrypted ciphertext CT,,; and the retrieving key RK,;.

Revoke(uid, UL,) — UpAK,. This algorithm is run by
the attribute authority who manages the attributes a. It takes
the attribute a, the user uid as input, then publishes the
new re-encrypt key ReKey,, for CSP to update the involved
data. Meanwhile, it sends the update key UpAK, ;s for the
non-revoked users uid’ update the involved private keys.

If an attribute authority wants to revoke the attribute a from
the system, it only deletes all the users who own a from UL,,,
and updates all the involved data.

If the system wants to revoke the user uid from the sys-
tem, it asks all the involved attribute authorities to revoke
all the attributes from the user uid, by running the above
algorithm.

C. SECURITY MODEL

In this section, the security model is similar to [7] which is
named statically security. In the security game, the adversary
should claim the corrupt authorities. The challenge message
can be encrypted by some attributes from some of these cor-
rupt authorities, but should at least one attribute from honest
authority, which means that the ciphertext still cannot be
attacked successfully if only part of the encrypted attributes
are from corrupted authorities.

The security game played between adversary A and chal-
lenger C as follows:

System setup. The challenger C runs the SystemSetup(1%)
algorithm to get the global public parameters GP. It sends GP
to A.

Adversary’s queries. The adversary A issues a polynomi-
ally bounded number of queries statically:

o Authority’s public key queries. .4 submits a set of
the non-corrupt authorities Ngg < Upga, and a set
of the corrupt authorities C4g4 < Upa, Where Ngg N
Can = 0.

o User’s secret key queries. .4 submits a sequence
{(uid;, Si)}ier, where S; € U and T(S;)NCas = 9. A pair
(uid;, S;) denotes that the adversary requests the secrect
keys for the attributes set S; of the user uid;.

o TransformKey queries. A submits a sequence
{(uid;, Sj)}jes, where J NI = ¥, S; € U and T(Sj) N
Caa = . A pair (uid;, S;) denotes that the adversary
requests the transformation keys for the attributes set S;
of the user uid;.
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o Revocation queries. A submits a sequence
{(uidy, Si)}kek, where Sy € U and T(Sk) N Can = 9.
A pair (uidy, Sr) denotes that the adversary asks to
revoke the attributes set Sy from the user uidy.

o Encryption queries. A submits a challenge access
structure (M, p), and two equal-length messages my,

my. It requires that the attributes set %JJS,- Uf{a €
ielU
aid}gidec,, does not satisfy (M, p).

Challenger’s replies. The C randomly chooses a bit
b € 0, 1 and replies to the queries as follows:

o Authority’s public key replies. For each non-corrupt
authority aid € Nga, C runs the algorithm
AASetup(GP, aid) — (APK,iq,ASK,iq) to get the
authority’s key pair, then replies to A with the corre-
sponding public keys. A can create the public keys of
the corrupt authorities by himself.

o User’s secret key replies. C runs the algorithm
USKeyGen(uid, aid,a € U) — USKyjq 4 to get the
users’ secret keys, then sends them to A.

o TransformKey replies. Firstly, C runs the algorithm
USKeyGen(uid, aid,a € U) — USKyj4q to
get the users’ secret keys, then runs the algorithm
TKGen({USKyiqa.a}) = ({TKuida.a}) to get the transfor-
mation keys and sends them to A.

« Revocation replies. For each pair (uidy, Sx), each
attribute a € Si, C runs the algorithm Revoke(uid,
UL,) — UpAK, to get the update keys and sends them
to A, then updates all the involved data with the last
re-encrypt keys {ReKey,}.

« Encryption replies. C runs the algorithm
Encrypt(m, (M, p), GP, {APK,i;}) — CT to encrypt
my, with (M, p), then runs the algorithm
CReencrypt(CTcsp, {ReKey,}) — CTcsp to re-encrypt
CT with the last re-encrypt keys {ReKey,}. At last,
it sends CT¢gp to A.

Guess: A outputs a guess bit " € {0, 1} and wins the game
if ' =b.

Definition 6: The proposed scheme is static security in
the random oracle model if no probabilistic polynomial
time adversary can break the above security game with a
non-negligible advantage.

IV. CONCRETE SCHEME
In this section, the author presents the concrete construction
of revocable MA-ABE for the IoT based on prime-order
bilinear groups as follows.

SystemSetup(1*)— (GP). This algorithm is run by CA.
It takes the system security parameter A as input. It chooses
two suitable multiplicative cyclic groups G and G with
large prime order p € ©{2"}. Let g be a generator of G,
and defines a bilinear map e GxG — Gr onG.
The attribute universe is U = Z,. Uaa denotes the set of
all attribute authorities. Additionally, it chooses two hash
functions H and F maps user identities and attributes to
elements of G respectly. The function T maps each attribute
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to the unique attribute authority who controls it. Finally,
the algorithm outputs the global public parameters GP =<
0,8 G, Gr,e,U,Upp,H,F, T >.

AASetup(GP, aid) — (APK,iq, ASK,iq). This algorithm
is run by attribute authorities. For each authority aid € Uaa,
it choose ogig, Baid € Z; as its secret key ASK,q, and
publishes the public key

APK g =< e(g, g)%i, ghait >

Encrypt(m, (M, p), GP, {APK,;4}) — CT. This algo-
rithm is run by data owners. It takes a plaintext message
m, an access structure (M, p), and a set of authority public
keys {APK,iq} as input, where M € ZéX” and p is a map
from each row 1\7[,- of M to an attribute p(i) € U. Let § be
a function maps each row M; to the authority who manages
attribute p(i). i.e., §(i) = T(p(i)). For encryption, the algo-

rithm randomly picks numbers vo, ..., vy, Wa, ..., W, € Z;.
Letv = (s,v2,---,v,) and w = (0,wp,---,w,)". For
i =1,---,1, it computes A; = M;v and w; = M;w. The

algorithm picks randomly numbers r; € Z;,k , and computes:

Co = me(g, g)°, C1i=elg, g)e(g, ™",
Coi=g ", C3,;=gP0ighi, Cy;=F(p(i)".

At last, the origin ciphertext is
CT = {(M, p), Co, {C1i Ca,is Cs,is Cadicy )-

Finally, the ciphertext is sent to CSP.

CReencrypt(CT, {ReKey,}) — CTcsp. This algorithm is
run by CSP. On receiving the ciphertext, CSP re-encrypts it by
using the latest re-encrypt keys {ReKey, } corresponding to the
attributes set {a} in the ciphertext. If there is a new attribute in
the ciphertext, CSP will ask the re-encrypt key to its attribute
authority 7'(a). On receiving the require of the re-encrypt key
for a new attribute a, the attribute authority 7'(a) initializes a
list of users UL, = ¥, then chooses a random number v, € ZI’,“
as the attribute key, and sets the re-encrypt key ReKey, = v,.
At last, it sends the re-encrypt key ReKey, to CSP via secure
channel.

The algorithm takes the origin ciphertext CT and the latest
re-encrypt keys {ReKey,} as input, and computes:

€} 5 = CaiCy 0 = g ghmorigh,
At last, the re-encrypted ciphertext is
CTesp = {(M. p), Co. {C1i, Ca.i, Ch 1, CaiYiy ).

USKeyGen(uid, T(a),a € U) — USKyiq.4- Since the
attribute a is managed by the authority 7'(a), then this algo-
rithm is run by the authority 7(a). To generate the user’s
private key, it adds the data user uid into the list of users UL,,
and chooses a random numbers ¢, € Z;. Then it computes

Kuid.a.1 = &7 H (uid)PT@™eF (a)'e,
and

1,
Kuid,a,Z =g
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Finally, the private key of the attribute a for the data user
uid is

USKuid,a =< Kuid,a, 15 Kuid,a2 > -

Decrypt(CTcsp, uid, GP, {USKyiq.4}) — m. This algo-
rithm is run by data users. Suppose a user uid with a set
of attributes S,;; wants to decrypt the ciphertext CTcsp.
If Syia = (M, p), this algorithm outputs L. Otherwise, it exist
a subset {p(i) : i € I C [I]} of Syiq satisfy the access policy
M, p). Ihen it calculates constants {c; : i € I} such that
Zie[ ciM; = (1,0, - -+, 0). Then it computes: for all i € 1,

D; = Cy ie(Kuid,p(i), 1, C2,i)
-e(H (uid), C3 p)e(Kuid, p(i).2+ Ca.i)»

[0 = etg. 9,

iel

Co  me(g, g -
e(g, 8  eg 8’

Outsourcing Decryption. The data user can choose to
outsource decryption if he owns limited resource or for saving
resource. This feature is implemented in three algorithms.

TKGen({USK,id.a})) — (RKuia, {TKuid.a}). This algo-
rithm is run by data users. Assuming that the subset
J = {p@) : i € [I]} of Suqa is unrevoked. Firstly,
it chooses a random numbers z € ZJ as the retrieving key,
i.e., RK,ijq = z. Then set the transformation key 7K iy o =<
Kjid’aﬁl, Ktiid,a,Z >, foreverya € J.

At last, it keeps the retrieving key RK,;s = z, then sends
{TKuid,a}aes to CSP.

PartDec({TK iq.a}aci, CTcsp, GP) — CT,y. This algo-
rithm is run by CSP. Assuming that the subset {p(i) : i € I C
[/1} of S, satisfies the access policy (4/1 , p). It calculates
constants {c¢; : i € I} such that ) _,_, c;M; = (1,0,---,0),
then it computes:

CT) = H(Cl,ie(H(“id)v C3 ),

iel

iel

and
CT, = H(E(K;id,p(i),l’ C2,i)e(K,§l'd’p(,‘)’25 C4,i))ci-
iel
Finally, it sets CT,,; = (CT1, CT>) and sends it to the data
user.

FinalDec(CT,,;, RK,iq) — m. This algorithm is run by
data users. It computes:

Co  me(g, 8"
T s

Revoke(uid, a) — UpAK,, UpAK, uiq. If an attribute a is
revoked from the data user uid, the authority 7' (a) deletes uid
from the list UL,, and chooses a new attribute key v/, & Z;‘.
Then calculates the new re-encrypt key: ReKey/, = v/, and the
update key UpAK, o0 = H (uid")"a=Ve, for the non-revoked
user uid’.
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After receiving the update keys, the non-revoked user uid’
updates the private keys by calculating:

K;id’,a,l = Kuia’ .a,1UPAK 4 uiar
= ¢*T@H(uid")PT@ H (uid')« F (a)'.

CSP updates the involved data by running the algorithm
CReencrypt(CTcsp, {ReKey, — ReKey;}) — CTcsp.

” / ReKey,—ReKey! / Va—V,
Cy; = C3 (Cr )" Yo = C3 (Cp ) e

— gﬂa(i)ri g ghi g(V;—Va)ri — gﬂa(i)ri gV;,(,)’i ",

where a = p(i).

If an attribute authority wants to revoke the attribute a from
the system, it only deletes all the users who own a from UL,,,
and updates all the involved data.

If the system wants to revoke the user uid from the system,
it asks all the involved attribute authorities to revoke all the
attributes from the user uid, by running the above algorithm.

Correctness.

D;
= Cy,;e(Kuid, pii),1, C2,i) - e(H (uid), Cé,i)e(Kuid,p(i),L Cai)
= e(g, g)xie(g’ g)*or
- e(g%0 H (uid)Po 00 F (p(i))o®, g7
- e(H (uid), gP" g"r"i g™ )e(g'®  F(p(i))'")
= e(g, g)"ie(H (uid), 9",
If Suia = (M, p), it exist a subset {p(i) : i € I C [I]}
of Sy,iq satisfy the access policy (M, p). Then it can calculate

constants {c; : i € I} such that > ._, ¢;M; = (1,0,---,0).
Then, it has

Y hici =) Mici =%(1,0, -+, 0) =5,

iel

iel iel
and
ZWiCi = ZVVM[C,‘ =w(1,0,---,0)=0.
iel iel
Therefore,
1_[ D?i = H(e(g, g))"'e(H(uid), g)Wi)Ci
iel iel
= 1_[ e(g, g)k"c"e(H(uid), Qici
iel

iCi

She o Tw
= e(g, ) e(H(uid), g)y

= e(g, 8)",
C s
Hence, it has 0 _ "fe(g’gz =m.
e(g, g) e(g.8)

In the outsourcing decryption mode,
CTy = [ [(CrieH (uid). C5 )Y
iel
= [ Jte(e. @)ie(g. 9)**@"ie(H (uid), g7 g 0" g" 1))
iel
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H(e(g, g He(H(uid), g)"ici

iel iel

’ 1_[(8, g)‘)‘S(i)riCie(H(uid)’ g)(ﬂs(i)+vp(i>)ric‘i

e

= e(g. 9)" [ [ e(s. )" “Ve(H (uid), )Pt oo e
iel
CT; = H(e(K;ia’,p(i),l’ C2,i)e(K,fid’p(i),2a C4,i))ci
iel
= [ J(e(e®®*H uid)Poo=+00F (p(i)'e?, g"7)
iel
~e(gP 0%, F(p(i)))“
= H e(g, 8) 00 Ce(H (uid), g)~ P Tvewlriciz,
iel
Hence,
Co  me(g 8"
e(g, g)°

1
CTiCTy

V. SECURITY ANALYSIS

In this section, the formal security analysis is given to prove
the proposed scheme is static security, collusion resistance,
and meets the requirements of the forward and backward
security.

Theorem 1 proves that the proposed scheme is statically
secure as the RW15 scheme [7].

Theorem 1: The proposed concrete scheme is statically
secure in the random oracle model under the g — DPBDHE?2
assumption.

Proof: Suppose that there exists a PPT adversary A
who can break the proposed scheme with non-negligible
advantage ¢, then a simulator B can be built to break the
RW15 scheme [7] with the same advantage. Denote the chal-
lenger of the RW15 scheme by C.

System setup: B gets the global parameters GP =<
P, 8 G,g,e,U,Ups, T,F,H > from C, then passes them to
the adversary A.

Adversary’s queries: The adversary 3 issues a polynomi-
ally bounded number of queries statically:

o Authority’s public key queries: A submits a set of the
non-corrupt authorities Nagg S Ugya, and a set of the
corrupt authorities Cag € Ugpga, where Ngg N Cag = 0,
and A creates the public keys of the corrupt authorities
by himself.

o User’s secret key queries: .4 submits a sequence
{(uid;, Si)}icr, where S; € U and T'(S;)NCyp = @. A pair
(uid;, S;) denotes that the adversary requests the secrect
keys for the attributes set S; of the user uid;.

o TransformKey queries: A submits a sequence
{(uidj, Sj)}jej, where J N1 = 0, Sj C U and T(Sj) N
Caa = ¥. A pair (uid}, Sj) denotes that the adversary
requests the transformation keys for the attributes set S;
of the user uid;.

« Revocation queries: .4 submits a sequence {(uidy, Sk)}kek

where Sy € U and T(Sx) N Caq = @. A pair (uidy, Sx)
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denotes that the adversary asks to revoke the attributes
set Sy from the user uidj.

o Encryption queries: A submits a challenge access
structure (M, p), and two equal-length messages my,

my. It requires that the attributes set 5JJS,~ Uf{a €
ielU

aid}aigec,, does not satisfy (M, p).

Challenger’s replies: After receiving the adversary’s
queries, the simulator B sends Caa, Naa, {(uid;, Si)}icruy,
(M, p), mg, m; to C for request the corresponding pub-
lic keys, secret keys, ciphertext. C retures the public
keys

{APKaid =< e(g’ g)aaidv gﬂaid >}aidENAAa

the secret keys

{USKuig;,s; =< Kuid; a1 Kuidi.a,2 >aes; }ielur,
ie.,

(< ¢ TOH uid)P" @ F (@), g > qes,ierus

and the challenge ciphertext CT as follows:

Co = mpe(g. 8)°.  Cri= e g)e(g, §)"",

Coi=g™", Cai=glh0"g", Cyi=F(p(i)",

where i = 1, --- , [. Then B replies the queries as follows:
o Authority’s public key replies: For each authority
aid € Ny, each attribute a € aid, B randomly chooses
Va € Z,,, and sets the public key as
APK!.; =< e(g, g)%id, ghaid >

o User’s secret key replies: For each pair (uid;, S;), each
attribute a € S;, B computes

Kiigia1 = Kuidi.a, 1 H (uid;)"
= g*7 H (uid))’"@ F (a)' H (uid;)",
liid,',a,Z = Kuidia2 = gh.
At last, B sets the secret key as

/ / /
USK ig, s, =< Kiig; a.15 Kuid; a2 >aes; -

« TransformKey replies: For each pair (uid;, S;), each
attribute @ € S, B chooses a random value z; € Z;‘,,
then computes

'zj o . 1\ZjVa
uidj,a,1 — Kuid;,a,lH(ulClJ) 7
= g¥T@% H(m'dj)ﬂr(a)ff F(a)'*9 H(m'dj)vazj ,
'zj Y _ 3t
Kuidj,a,Z = Tuidj,a,2 T 7.

At last, B sets the transformation key as
/ _ /Zj /Zj
TR yig, s, =< Kiidg,.a1> Kuid,.a2 >aes; -
« Revocation replies: For each pair (uidy, Sx), each
attribute a € Sy, B deletes uid; from the list UL,, and

. R
chooses a new attribute key v, < Z;. Then calculates
the re-encrypt key: ReKey, = v, and UpAK, o0 =
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H(uid')"a"a, where uid’ is the non-revoked users. Then
updates the involved data by running the algorithm
CReencrypt(CTcsp, {ReKey, — ReKey,}) — CTcsp.

o Encryption replies: Fori = 1, - - - , [, B computes

Cé i = C3 icz_rp(i) = gﬁa(i)rigwigvp(i)ri,
then sets the challenge ciphertext as
CT" = (Co, {C1.i, Ca.ix C5 Cai})).

Guess: A outputs a guess bit ' € {0, 1}, then B sends o’
to C.

If A has advantage Adv 4(A) = € in breaking the concrete
scheme, then BB can break the RW 15 scheme [7] with the same
advantage Adv 4(1) = €. As shown in [7], the RW15 scheme
is statically secure in the random oracle model under the
q — DPBDHE? assumption, so is the proposed scheme. W

Theorem 2 proves that the proposed scheme is secure
against the collusion attack launched by revoked users and
non-revoked users.

Theorem 2: In the proposed scheme, the revoked user has
no chance to update its secret key even if she/he colludes
with the non-revoked users and corrupts with the attribute
authorities which do not manages the revoked attribute.

Proof: 1In the proposed scheme, when an attribute a is
revoked from the data user uid, each update key UpAK,, o' =
H(uid')"a" for the non-revoked user uid’ # uid is asso-
ciated with the hash value of her/his unique identity which
prevents the revoked user from updating her/his secret keys
with the other users’ update keys.

Meanwhile, it is hard for the non-revoked user to calculate
v, —vg or v, by solving the discrete logarithm problem,
which prevents her/him from working out her/his update
key even if she/he colludes with the non-revoked users and
corrupts with the attribute authorities which do not manages
the revoked attribute. |

TABLE 2. The notations in performance analysis.

Notation ~ Description

M/Mr  one multiplication operation in the group G/Gr

one exponentiation operation on G/Gr

ElET
P one pairing operation
H  one hash operation
n  the number of the users in the system
N the number of the attributes in the system
N  the number of attributes managed by the authority AA,
Sa  the number of the attributes in user’s private key
S4  the number of authorities involved in user’s private key
P,  the size of the path key for attribute a
[ the complexity of the access structure
N, the number of authorities involved in the access structure
I the number of attributes required for the decryption
14  the number of the involved authorities required for the decryption
lz  the size of an element in Zj
lg  thesize of an element in G

lg,  the size of an element in G
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TABLE 3. Comparison of properties with previous works.

Schemes Multi- Large attribute- ~ User-attribute Resisting Outsource  Forward Backward  Security
authority universe revocation collusion attack decryption  security security
YJ14[23] vV X VA X X Vv X Selective-security
RWI15[7] Vv Vv X Vv X - - Static-security
LIWY18[25] +/ 4 v X Vv Vv X Static-security
Mine v 4 v Vv Vv Vv 4 Static-security
TABLE 4. Comparison of computation cost.
Re- Outsourcing decryption model
Schemes Encryption (DO) encryption  Decryption (DU) TK- Pre-decryption Decryption (CSP) Final-decryption
(CSP) generation (DU) (DU)
YJ14[23] Er + 5l +2)E+ 0 (214 +4)P+1Er + X X X X
NgMp + 1M IE + (51 4+ 214)Mr
RW15[7] IH+ 20+ 1)Er + O 3IP+IEr+4IMp+ X X X X
UE+(14+1)Mp+IM H
LIWY18[25] IH + (2l + )Ex + IE 3IP + IEp + IE + 2IE+M I(Ep+E)+M 3IP + IEp + Ep+ My
AUE+(I+1)Mp+IM 4IMr + H (4 =1)Mr+H
Mine IH+ (2l + )Er + IE+IM  3IP+I1Ep+4IMyr+ 2IE 0 3IP + 2IEr + FEp+2Mr
AE+(I+1)Mp+IM H (4 —2)Mr+H

TABLE 5. Comparison of computation cost for user-attribute
revocationl!].

Schemes User updates USK[?] CSP updates ciphenext[z]

YJ14[23] M 2F + M

RWI5[7] - -

LIWY18[25] E IH + (2l + 1) Ep + 41E + (1 + 1) My + 1M
Mine M E+ M

M One attribute is revoked from one user.
[2]0ne user updates his/her secret keys.
1Blcsp updates one involved ciphertext.

Theorem 3 proves that the proposed scheme meets the
requirements of the forward and backward security.

Theorem 3: The proposed scheme meets the requirements
of the forward and backward security in the context of
attribute revocation.

Proof: When an attribute a is revoked from the data user
uid, all the involved ciphertext whether the previous cipher-
text or the newly ciphertext have been re-encrypteq by the
latest re-encrypt key ReKey,, = v/, ;: C3 ; = gPsorige’igwi
where a = p(@). It is hard for the revoked user to stretch the
re-encrypted ciphertext back to the previous version cipher-
text she/he can properly decrypt.

Meanwhile, the newly joined user who has the attribute a
can decrypt any a-corresponding ciphertext. |

VI. PERFORMANCE ANALYSIS

In this section, the author compares the proposed scheme
with several related MA-CP-ABE schemes in the terms of
the feature. Then the author analyzes and compares their effi-
ciency both in the theoretical method and in the experimental
method. Table 2 summarizes notations.

VOLUME 9, 2021

A. THEORETICAL ANALYSIS

Firstly, the author compares the properties of the pro-
posed scheme with other previous schemes in Table 3.
These MA-CP-ABE schemes all are constructed on the prime
order bilinear group. The systems in [7] are created during
a trusted setup and publish the global public parameters.
My system is created by a trusted entity (called CA) and
publishes the global public parameters (GP) as the same
as the systems in the other schemes in [23], [25]. All the
global public parameters are summarized in Table 6. Different
from the YJ14 scheme [23] in which CA is responsible for
the distribution of global secret keys for each legal user.
As the same as the schemes in [7], [25], CA in the proposed
scheme is not involved in any attribute management and
any secret key generation. Moreover, no secret is embedded
in the global public parameters and CA does not need to
keep any secret key. Different from the YJ14 scheme [23]
is selective security. the proposed scheme is static security
as the same as the schemes in [7], [25]. It can be observed
that the proposed scheme is superior to other existing relevant
schemes. The attributes universe in the scheme YJ14 [23]
is small, which means the scheme YJ14 does not support
the flexible number of attributes. The scheme in [7] does
not support revocation to change the users’ access privilege
dynamically, and outsourcing decryption to reduce the com-
putation overhead on the users’ side. The scheme in [23]
and [25] support user-attribute revocation, but both schemes
do not resist the collusion attack launched by revoked users
and non-revoked users so that they do not meet the forward
and backward security. The proposed scheme provides the
large attribute-universe and user-attribute revocation. Only
it resists the collusion attack and meets the forward and
backward security.
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FIGURE 2. Experimental performance comparisons.

TABLE 6. Comparison of storage overhead.
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(b) The decryption cost
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(d) Ciphertext update cost

Schemes GP AA’s ASK AA’s APK User’s USK Ciphertext

YJ14[23] 3[@ +lGT +1lz (Na +3+n)lz +an ZGT +2(Na + 1)lG (25A+Sa+l)lg+lz ZGT + (4l+2)lc
RW15[7] lg + lGT + 1z 2l ZGT +la 2S.la (l + l)lGT + 3l
LIWY18[25] la + ZGT +lz (2 + Na)lz lGT +la 2Salg + Sa|Pa|lZ (l + l)lGT + 3lig
Mine lg + ZGT +lz (2 + Na)lz ZGT + g 2S.la (l + l)lGT + 3l

Secondly, the author compares the computational com-
plexity of the proposed scheme with the previous schemes
except the LW 11 scheme [6] in Table 4 and Table 5. In terms
of the computation efficiency of the encryption, the proposed
scheme needs more hash operations than the scheme in [23]
as the same as the schemes in [7], [25]. As for the computa-
tion efficiency of the decryption, the proposed scheme needs
the same operations as it in the RW15 scheme [7] which
needs fewer pairing operations, exponentiation operations,
and multiplication operations than the scheme in [23], and
fewer exponentiation operations the scheme in [25]. So the
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proposed scheme is more efficient than the other revocable
MA-ABE scheme [23], [25]. Especially compare the out-
source decryption model with the scheme in [25], the data
users do not need pre-decryption the proposed scheme. So the
computation complexity of user decryption (the total com-
putation includes pre-decryption and final-decryption by the
user) is substantially reduced in the proposed scheme. More-
over, as shown in Table 5, if an attribute is revoked from a
user, the proposed scheme needs less exponentiation oper-
ation than the scheme in [23], and much less various oper-
ation than the scheme in [25] when updating one involved
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ciphertext. The involved users need only one multiplication
operation as the same as the LIWY18 scheme [25], which
is more efficient than the scheme in [23] when updating the
secret keys. Therefore, the computation complexity of revo-
cation is more efficient than the other revocable MA-ABE
schemes. These are shown more intuitive and clear in Fig-
ure 2.

Finally, the author compares the storage overhead of these
schemes on every entity in Table 6. As the same as the
schemes in [7], [25], the global public parameters in
the proposed scheme are two elements less than them in
the YJ14 scheme [23]. The attribute authority’ secret key
and public key in the proposed scheme has the same storage
overhead as them in the LIWY 18 scheme [25] which is more
less than them in the YJ14 scheme [23]. The main storage
overhead of each attribute authority comes from its master
secret key, public key, and global public parameters. The data
owner’s storage overhead comes from authorities’ public keys
and global public parameters. So, the attribute authority’s and
the data owner’s storage overhead in the proposed scheme
is not more than the other revocable MA-ABE schemes.
The data user’s storage overhead mainly comes from the
attribute-related secret keys and global public parameters
which means that the data user’s storage overhead in the pro-
posed scheme is more less than the other revocable MA-ABE
schemes.

B. EXPERIMENTAL ANALYSIS

We implemented the YJ14 scheme [23], the LIWY18
scheme [25], and ours in Charm [30] from the Stand-
ford Pairing-Based Crypto library [31]. In the program,
the author uses a super-singular symmetric elliptic curve
group (“SS512”’) whose order and base field size is 160-bit
order and 512-bit respectively. All the programs were con-
ducted on a virtual machine platform: Vmware @ Workstation
15 Pro 15.5.2 build-15785246, equipped with a 2.30Ghz
Intel Cored CPU with 2GB RAM running 64-bit Linux
Ubuntu 18.04.4. The number of attributes is ranging from
1 to 50. All the experiment results are the mean of 100 trials.
Finally, the author drew the graphs to compare the computa-
tion cost of these schemes in figure 2.

As shown in Figure 2, the encryption cost, the decryp-
tion cost, the user’s private keys update cost, and ciphertext
update cost grow linearly with the number of attributes. From
Figure 2(a), the encryption time of the proposed scheme is a
little more than it in the YJ14 scheme [23]. In Figure 2(b), it is
easy to find that the proposed scheme incurs less decryption
time than the YJ14 scheme [23]. Moreover, in the outsource
decryption model, the final decryption only requires a con-
stant amount of computation, so its time is nearly constant
and much less than it in the YJ14 scheme [23]. Focusing on
the cost when revocation happens, Figure 2(c) shows that the
user’s private keys update time in the proposed scheme is
much less than it in the LIWY 18 scheme [25]. The ciphertext
update time is reduced almost by 50 percent compare with the
YJ14 scheme [23] as shown in Figure 2(d).
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Therefore, the proposed scheme is very efficient in terms of
the decryption cost, and the revocation cost, and the encryp-
tion cost may be improved for more efficiency in future work.

VIl. CONCLUSION

In this article, the author proposes an efficient revocable large
universe multi-authority attribute-based encryption based on
prime order bilinear groups. The proposed scheme supports
user-attribute revocation. It is proven static security in the ran-
dom oracle model under the g-DPBDHE?2 assumption, and
secure against the collusion attack launched by revoked users
and non-revoked users. Meanwhile, It meets the requirements
of forward and backward security. The outsourcing decryp-
tion module is optional for limited-resource users to save
resources. The performance analysis results indicate that it
is suitable for large-scale cross-domain collaboration in the
dynamic cloud-aided IoT. However, the author considers
improving the encryption algorithm for more efficiency in
future work. The author also consider the security without
the random oracle model and supporting more functions
such as hiding policy, accountability, and variable outsourced
decryption.
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