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ABSTRACT Sensing and monitoring electrical signals and power device parameters within the smart
grid network infrastructure plays a fundamental role in assessing the smart devices’ proper functioning.
Nevertheless, a key challenge for academic teaching and researching purposes is the elevated cost of real
electronic devices, such as current and potential transformers, or even intelligent electronic devices. There-
fore, traffic emulators are a valuable solution for the evaluation of new smart grid communication proposals.
In this work, we propose TITAN, a tool to support the evaluation of automation systems’ communication
networks. TITAN enables the emulation of IEC 61850 communication, ranging from data sensing to data
acquisition, thus supporting extensive research and development on this fundamental smart grid domain.
This tool can interact and communicate with real elements, such as intelligent electronic devices. It enables
the emulation of voltage and current data sensing communication, as well as the implementation of different
data acquisition schemes by an emulated supervisory system. Our main contributions are: (i) TITAN, a tool
with a distributed microservices architecture to execute communication traffic generation tasks; (ii) a user-
friendly interface to integrate and manage all components; and (iii) a proof of concept testbed using TITAN
and real teleprotection devices. Real case studies using TITAN reveal its feasibility in supporting low-cost
testbeds for research, teaching, and testing purposes in sensing and acquisition for automation systems.

INDEX TERMS IEC 61850, IED, intelligent electronic device, SCADA, smart grid communication,

supervisory system, traffic generator.

I. INTRODUCTION

With the advent of smart grids, modern information tech-
nology systems and communication protocols are integrated
into the traditional power grid. This way, several novel
features, such as energy load balancing and pricing, fault-
tolerance, remote metering, and power quality analysis,
are introduced through components called Intelligent Elec-
tronic Devices (IEDs). These devices have sensing, com-
puting, and actuating capabilities and may be employed at
multiple smart grid domains. Examples are smart meters
at the advanced metering infrastructure domain; remote
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terminal units and programmable logic controllers at the
Supervisory Control And Data Acquisitions (SCADASs)
domain; and Digital Protection Relays at the substation
domain [1].

This modern and complex digital infrastructure requires
new protocols and standards to enable communication,
monitoring, and control among the many IEDs as well as
smart grid applications. The cooperation between industry
and academia contributed significantly to promote innova-
tion and standardized access to information. In particular,
the IEC 61850 standards specify a number of automation
services to communication protocols, named Manufacturing
Message Specification (MMS) protocol (i.e., for supervisory
messages, reports and remote commands), Sampled Value
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(SV) protocol (i.e., for digital transmission of analog signals
such as voltage and current), and Generic Object Oriented
Substation Event (GOOSE) protocol (i.e., for fast horizontal
communication between IEDs, at the bay level) [2].

Nevertheless, access to real devices are limited in some
cases, especially in the digital substation domain, in which
devices consist of expensive power equipment, such as three-
phase transformers and series capacitor banks may cost above
3 million dollars [3]. Therefore, configuring and testing
IEC 61850-compliant IEDs that interact with these devices,
as well as training specialized professionals and supporting
academic research, is challenging when real equipment is
not available. An alternative solution is to create testbeds
using virtual IEC 61850-compliant components, such as
IEC 61850 traffic analysis and generation tools. However,
most of the existing tools are licensed for commercial use
only [4]-[10]. Besides, these tools have limited scalability,
lack of control of traffic data and rate, and most are single
platform.

In this work, we propose Traffic Generator for IEC-
61850 Telecommunication Automation Networks (TITAN),
a novel tool for enabling traffic emulation in IEC 61850-
compliant networks to support the creation of testbeds, rang-
ing from data sensing to data acquisition, thus supporting
extensive research and development in the substation domain.
In particular, we specify communication modules through
a distributed microservice architecture. Each microservice
is responsible for implementing a specific IEC 61850 pro-
tocol and operation mode. TITAN can interact with real
IEC 61850-capable elements and has a user-friendly inter-
face to integrate and manage all components. Moreover,
TITAN is flexible, allowing the user to select transmis-
sion parameters, to define the number, type and rate of
each traffic flow. Our tool also allows the definition of
datasets and attribute values in messages, which is essential
for fine-grained testing. Note that this work is an extended
version of [11] and [12]. The prior version [11] focused
on the evaluation of programming languages suitability for
implementing traffic generators, whereas the first version of
our GOOSE microservice was introduced in [12]. This article
introduces our different microservices working in parallel,
applications for TITAN, and presents a real case teleprotec-
tion communication scenario, as shown in the case study
of Direct Transfer Trip (DTT), with 2 different ways of
building a testbed for this scenario, replacing real equipment
with TITAN.

The remainder of this article is organized as follows.
Section II presents the background about IEC 61850 stan-
dards and teleprotection schemes. In Section III, we discuss
the existing related tools that may be used to build a testbed.
Section IV presents TITAN, our proposed IEC 61850 tool
developed specifically to be used on testbeds, and its
implementation details. In Section V, testbed experiments
integrating TITAN and real IEDs are discussed. Finally,
in Section VI, we present final remarks.
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Il. THE IEC 61850 STANDARD AND TELEPROTECTION
IEC 61850 [2], developed by the International Elec-
trotechnical Commission’s (IEC) Technical Committee 57,
standardizes the communication networks for power utility
automation, no matter how heterogeneous the network envi-
ronment might be. With the evolution of several devices,
such as current transformers becoming optical and protective
relays becoming micro-processed, IEC 61850 enables their
communication through a data network and grants new func-
tionalities to these devices, now called IEDs. The IEDs may
be connected to sensors, receiving current values or commu-
nication events; and to actuators, acting upon received com-
mands from a supervisory system or from sensed data from
another IED.

In order to allow the integration of these devices,
IEC 61850 is based on several aspects, mainly: data mod-
eling for classes definition and naming conventions for the
data to be communicated; and communication protocols for
information and service model mapping.

A. DATA MODELING

The IEC 61850 standard describes a physical device as a
hardware that connects to the network with a specific address
and has a set of classes that characterize its behavior [13].
Each physical device consists of at least one Logical Device
(LD), which specifies a group with the same characteristics,
for example: protection, control, measurement, among others.
Then, each logical device consists of a set of Logical Nodes
(LNs). Each logical node contains Data Objects (DOs), which
have Data Attributes (DAs). Figure 1 shows part of a generic
data model for an IED.

MyGenericlED Physical Device
— TEMPLATEPRO
t-4-XCBR Logical Device
:.|-Pos
ftstVal Logical Node (LN)

Data Object (DO)

Data Attribute (DA)

—rTEMPLATECON|... |...

FIGURE 1. Part of a generic Data Model for an IED.

The standard provides a hierarchical view for classifying
the functions performed by each device in the network, start-
ing with the physical device until reaching the data attribute
as shown in Figure 1. This template model presents part of
the hierarchical structure and exemplifies the modeling for
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TABLE 1. Example of IEC 61850 message types. Adapted from [14].

Type Definition Time Constraint  Protocol
P2/P3 Class
1A Fast messages — Trip 3 ms GOOSE
1B Fast messages — Others 20 ms GOOSE
2 Medium speed messages 100 ms MMS
3 Low speed messages 500 ms MMS
4 Raw data messages 3 ms NY%

a circuit breaker that is part of a protection function. This
example shows the TEMPLATEPRO logical device, which
gathers several LNs used for the protection scheme. The
XCBR logical node gathers several DOs, one of them being
Pos, which comprises all the positional information (data
attributes) for the circuit breaker. The stVal DA contains the
current status of this circuit breaker (intermediate state, off,
on, or bad state), whilst the ctiModel DA describes how this
circuit breaker should be controlled.

Finally, data attributes from different logical nodes can
be grouped into a single dataset, in order to be sent as a
single message through the network, composing the same
control block, e.g., one may group the position of a circuit
breaker — XCBR$Pos$stVal — and the readings of a current
transformer — TCTR$AmpSvSinstMag — and send both data
in one single message.

B. COMMUNICATION PROTOCOLS

The IEC 61850 [2] standards specify three communica-
tion protocols: Generic Object Oriented Substation Event
(GOOSE), Sampled Value (SV) and Manufacturing Message
Specification (MMS). These protocols will be discussed in
detail in the following subsections.

Any communication module implementing one of these
protocols must guarantee the temporal communication
requirements to be met, as established by the IEC 61850 Part
5 [14]. These time requirements are defined according to the
type of message and are described in Table 1, which sum-
marizes some of these types. Note that the time constraints
shown in the table may vary depending on the scenario it will
be used in.

1) GOOSE

The Generic Object Oriented Substation Event (GOOSE) is
a communication protocol designed to send events through
the network. These messages, or frames, are sent periodically
in short periods of time or whenever a new electric event is
triggered. GOOSE messages are exchanged between IEDs
informing the state of variables so that each IED can take
the appropriate action. The GOOSE protocol works asyn-
chronously and is event-oriented.

The publish-subscribe model is used for sending GOOSE
frames. Thus, the publisher IED sends frames using a mul-
ticast MAC address [15] to a subscriber’s group. In order
to meet the time requirements established in the IEC 61850

IRefer to IEC 61850 standard Part 7-3, “CtlModels definition” for details.
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standard, the GOOSE protocol works directly over the Ether-
net layer. The structure of the Ethernet frame contains a field
titled ethertype to indicate the type of protocol. For GOOSE,
the value in hexadecimal is 88B8. The standard also defines
the GOOSE multicast address range between 01-0C-CD-01-
00-00 and 01-0C-CD-01-01-FF. Note that the first four octets
are fixed and the last two uniquely identify the multicast
groups.

Because the GOOSE protocol works directly over the Eth-
ernet layer, there is no reliability in message delivery. To deal
with this lack of reliability, the IEC 61850 standard defines a
transmission mechanism to reduce the impact of frame losses.
This mechanism sends the same GOOSE message with pro-
gressively longer time intervals until a new event happens
or it reaches the retransmission limit. The IED calculates
the time intervals based on an equation, such as a geometric
progression. This method is defined by the equipment sup-
plier, and the minimal value in which it starts depending on
the IED’s function. Whenever a new event occurs, the time
intervals are set to the minimal value, and it is gradually
increased over time following the chosen method. Figure 2
shows an example of the behavior for the GOOSE message
retransmission intervals on a timeline. In this figure, TO is the
retransmission limit under stable conditions. During (T0) an
event occurs. After that, T1, T2 and T3 are the time intervals
being increased until reaching TO again.

Transmission time

‘ TO | (T0) |T1‘T1‘ T2 | T3 | TO |

T—- Occurrence of an event

FIGURE 2. GOOSE message transmission intervals, adapted from [16].

Each GOOSE message contains a parameter called timeAl-
lowedToLive, informing to the destination the maximum time
until the next retransmission. If the next retransmission is
not received until the maximum time ends, the destination
assumes that there was a problem in the communication.

The IEC 61850 standard also defines a mechanism to
provide priority to GOOSE messages based on IEEE 802.1Q.
This mechanism enables the use of Virtual Local Area Net-
work (VLAN) between the IEDs with different associated
priorities.

Finally, IEC 61850 Part 90-5 defines Routable GOOSE
(R-GOOSE), allowing GOOSE communication over the
transport layer, enabling to route these messages to other
networks, such as facilitating communication between
substations.

2) SV

The purpose of SV messages is to send digitized current and
voltage samples to IEDs. The SV communication is unilateral
and can be done in two ways: the first one is done through
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merging units, which are analog to digital signal converters
and also merging devices; or through optical current and
potential transformers that already send the digitized SV
samples to IEDs.

The SV protocol has critical time constraints for generating
and sending messages. For this reason, the communication is
done via Ethernet. However, the SV protocol does not have
a retransmission mechanism such as GOOSE, that is, in case
of communication error, the message will not be received by
the recipient.

In addition to standardizing the methods for communi-
cating voltage and current values, the SV protocol specifies
different sampling rates for protection and measurement
applications. Each Ethernet SV frame contains four voltage
samples and four current samples. For protection applica-
tions, each sample must reach its destination quickly. There-
fore, 80 samples are generated and packed in 80 messages per
cycle (16,6 ms in a network using 60Hz cycles). For measure-
ment applications, 256 samples are accomplished per cycle.
However, the samples are grouped into 8 sets and sent at a rate
of 32 messages per cycle. This rate is lower because the trans-
mission time is less important for measurement applications.

The IEC 61850 standard defines the structure for the
MAC address used by the SV protocol in a similar way
to GOOSE. However, the value of ethertype field is 88BA
in hexadecimal and the range of the multicast addresses is
between 01-0C-CD-04-00-00 and 01-0C-CD-04-01-FF. Like
GOOSE, the first four octets are fixed. The IEC 61850 SV
standard also supports multiple priorities based on IEEE
802.1Q.

IEC 61850 Part 90-5 also defines Routable SV (R-SV),
allowing SV communication over the transport layer,
enabling to route these messages to other networks, such as
facilitating communication between substations.

3) MMS

The Manufacturing Message Specification (MMS) is a pro-
tocol projected for communication between programmable
devices in an environment of Computer Integrated Manufac-
turing [17]. This protocol is standardized by ISO 9506 [18],
developed and maintained by Technical Committee ISO 184.
MMS protocol was incorporated into the IEC 61850 standard
in order to carry out the control and supervision functions
of the automation devices of the electrical system. Thus, not
only the supervision of the devices is done through the MMS
protocol, but also the commands are carried out from the
supervisory (local and remote).

MMS protocol may be deployed over Transmission Con-
trol Protocol (TCP) or over the Open System Interconnection
(OSI) transport standards depending on the application. Usu-
ally, MMS serves the Supervisory Control And Data Acqui-
sition (SCADA) system. This protocol is connection-oriented
and the exchange of information between devices follows the
client-server model and with object oriented modeling.

Usually, control centers and monitoring systems like
SCADA are defined as MMS clients. MMS servers run on
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substation devices, such as IEDs and provide the objects that
an MMS client can access. Note that the devices involved in
communication can perform the client and server functions
simultaneously. Examples are local supervisors (gateways).
These supervisors establish a connection to the control center
and request information from several devices in the substation
at the same time.

The MMS operations carried out by the entities are defined
as services. The devices do not need to support all the mecha-
nisms defined by the IEC 61850 standard but there is a subset
of required services. The most used MMS services are [15]:

« Initiate: to initiate the communication between client
and server.

o Identify: to inform the device identification including
the model, vendor, and firmware.

« Read: to read IEC 61850 objects, including Datasets or
the data itself.

o Write: to change the attribute values.

o Get: to get a map of objects that there are on the device.
This process is called Self-Description.

« Information Report: to send a report on changing vari-
able values.

« Conclude: to end the connection.

C. TELEPROTECTION SCHEMES

Improvements in power system protection might consider
communication assisted protection functions, also called
teleprotection. In such schemes, a communication network
is used to compare the system conditions at the terminals of
the protected equipment, providing selective high-speed fault
clearance [19].

A guide for protection functions and teleprotection
schemes that must be used for each type of protected
equipment is presented in [20]. For instance, for transmis-
sion line protection, some protection functions that must be
used include distance protection for phase and ground ele-
ments (21/21N), ground directional overcurrent (67N), loss
of potential, switch onto fault, breaker failure (S0BF), among
others.

Teleprotection schemes are Direct Underreaching Trans-
fer Trip (DUTT), Permissive Underreaching Transfer Trip
(PUTT), Permissive Overreaching Transfer Trip (POTT),
Directional Comparison Blocking (DCB), and Directional
Comparison Unblocking (DCUB) [21]. These schemes estab-
lish a communication channel between IEDs, allowing trip
schemes to be interconnected through the exchange of infor-
mation on the IEDs’ logical states, enabling the comparison
of their responses and determination of the correct sense of
the fault. This results in a considerable reduction in the fault
extinction time [22].

Electric utilities better perform on transmission line pro-
tection implementing teleprotection schemes such as Direct
Transfer Trip (DTT) and POTT, thus providing safety and
reliability to the power grid. The DTT technique consists
of sending/receiving trip signals via a communication link
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FIGURE 3. Direct Transfer Trip Scheme. TX means transmit, and RX means
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between substations [23], which can be achieved using the
GOOSE protocol. When a fault is detected by the local IED,
it sends a trip signal to its respective circuit-breaker and
to the circuit-breaker located at the remote bus, as shown
in Figure 3. As it is not a permissive scheme when the remote
circuit-breaker receives the trip signal via a communication
channel, it opens instantaneously. The most common protec-
tion functions associated with DTT are distance protection
using zone 1, overcurrent protection, breaker failure, and
series capacitor bank protection.

lIl. RELATED WORK

This section discusses the existing academic and commercial
tools, that aim to enable the performance testing and commu-
nication monitoring of IEC 61850-based networks. Specifi-
cally, we present a brief overview and compare the related
tools that support GOOSE, SV, and MMS protocols. Note
that while some discussed tools support traffic generation,
others are designed for data capturing and analysis purposes
only. While traffic analysis is essential for evaluating the
IEC 61850-based testbed behavior, tools focused on traffic
generation may be used in place of real equipment to reduce
deployment costs.

First, we survey the related work and then focus on the
tools capable of generating IEC 61850-compliant traffic. As a
metric for comparing these tools, we use the following crite-
ria: (1) it allows changing the message payload, e.g., sending
messages with a field value True, then sending them with the
value False; (2) it allows the remote management of different
hosts, e.g., starting a GOOSE traffic at host 1 and stopping an
SV traffic at host 2; (3) it allows test automation, e.g., sending
messages with a value True for 10 seconds, then changing
this value to False; and (4) it allows emulating different hosts
in a single host, e.g., starting two GOOSE traffic flows with
different source addresses and diverse datasets.

A. ACADEMIC TOOLS

The GEESE 2.0 [24] packet generator consists of a desktop
implementation based on a Python monolithic application
designed for the Linux operating system. It was developed
for academic purposes and has an intuitive graphical inter-
face, allowing a quick configuration of a set of parameters
(e.g., GOOSE DataSets, Physical Device, output network
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interface) to support the GOOSE traffic generation. However,
this tool does not allow setting important network information
such as the source and destination MAC addresses, as well as
the flow priority. The generation of SV and MMS traffic is
not supported by GEESE 2.0.

IEDExplorer [25] is an monolithic open-source tool writ-
ten in C# programming language. It was developed for aca-
demic purposes, aiming at supporting communication tests
involving IEDs based on the IEC 61850 standard. Currently,
at version 0.79Kk, this tool is only supported by the Windows
operating system. Besides the GOOSE traffic generation and
capturing features, the IEDExplorer also supports the emula-
tion of an MMS client that is able to communicate through
MMS services with IEDs running an MMS server. Among
the IEDExplorer functionalities, an interesting feature is
the capability of Substation Configuration Language (SCL)
import, which is a file that describes the communication
traffics of a smart grid. This allows the creation of GOOSE
messages according to the real substation configuration. The
manual creation of GOOSE messages for injection into the
network is also possible, allowing it to generate several traffic
flows emulating different sources.

libIEC618507 is an open-source library written in C pro-
gramming language. Its goal is to provide a portable solution
for implementing MMS, GOOSE, and SV protocols into
embedded systems and micro-controllers, supporting Win-
dows, MacOS and Linux operating system. Each protocol
can be implemented and compiled as a standalone client or
server, but there is no native solution for remotely managing
each traffic generation instance. It is licensed under GPLv3,
meaning it might be used freely for academic purposes but
has to be bought for commercial use. As libIEC61850 is a
library, the traffic generation must be coded and compiled to
meet the user’s goal. Also, a Graphical User Interface (GUI)
is out of scope for the libIEC61850.

B. COMMERCIAL TOOLS

SimulGOOSE [10] is a commercial tool designed by a
Brazillian company called Conprove Engenharia to allow
publishing (injection) and subscribing (capture) of GOOSE
messages in the network in order to test equipment com-
patible with IEC 61850. In addition to viewing the mes-
sage data on the computer screen, it is also possible to
generate GOOSE traffic to send DataObjects, which had
their attributes extracted from previously captured GOOSE
messages. It allows generating several traffic flows emulating
different sources. The creation of GOOSE messages can be
done either manually, by specifying their DataSets, or by
importing SCD files. SimulGOOSE is a monolithic tool and
it runs over the Windows operating system.

IEDScout [9] is a commercial tool designed by an Aus-
trian company called OMICRON to allow capturing MMS
and GOOSE messages, importing SCL files, and visualizing
message data captured between IEDs. The tool is intended

2By MZ Automation, available at https://libiec61850.com/libiec61850.
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TABLE 2. IEC 61850-compliant traffic generation (Gen.) and analysis (Ana.) tools comparison.

. . Traffic Supported Protocols

Tool Platform License of Use Architecture Gen. Ama. MMS GOOSE SV
GEESE 2.0 [24] Linux Academic Monolithic Yes No No Yes No
IEDExplorer [25] Windows Academic Monolithic Yes Yes Yes Yes No
libIEC61850 Multiplat. ‘G240 ponolihic  Yes  No  Yes Yes  Yes

ommercial
SimulGOOSE [10] Windows Commercial Monolithic Yes Yes No Yes No
IEDScout [9] Windows Commercial Monolithic Yes Yes Yes Yes No
SVScout [8] Windows Commercial Monolithic No Yes No No Yes
ITT600 SA Explorer [7] Windows Commercial Monolithic No Yes Yes Yes Yes
61850 TesT Software [6] Windows Commercial Monolithic Yes Yes Yes Yes Yes
Triangle Test Suite Pro [S] ~ Multi-plat. Commercial Monolithic Yes Yes Yes Yes Yes
SmartGridware [4] Multi-plat. Commercial Monolithic Yes No Yes Yes Yes
TITAN Multi-plat. ACcademlc a}nd Microservices  Yes No Yes Yes Yes

ommercial

for testing and commissioning and allows the emulation of
an IED according to the information based on the imported
file. In addition, it allows changing the attributes of DataOb-
jects. With a friendly graphical interface, it is possible to
observe electrical measurements, including phasors visual-
ization. IEDScout is also a monolithic tool and it runs over
the Windows operating system.

SVScout [8] is a commercial tool also designed by OMI-
CRON to allow capturing and analysis of SV messages. It is
possible to observe through its graphical interface waveforms
obtained from the samples sent in the payload of SV mes-
sages. The voltage and current measurements can be visual-
ized through a phasor diagram with the effective value of each
phase, or in the form of a table. SVScout is a monolithic tool
that runs on the Windows operating system.

ITT600 SA Explorer [7] is a commercial tool designed by
a Swedish company called ABB for easy diagnosis and trou-
bleshooting of IEC 61850 compliant substation automation
systems and applications. It is capable of importing IED con-
figurations from SCL files and showing this information in a
friendly way. It also supports capturing GOOSE, MMS, and
SV messages. Similar to SVScout, the ITT600 has features
related to SV messages for visualizing phasor and waveform
data from the captured data. ITT600 is a monolithic tool that
runs on the Windows operating system and is focused on data
analysis, not supporting traffic generation.

61850 TesT Software [6] is a tool designed by an American
company called DOBLE Engineering to simulate, monitor,
and test IEC 61850 compliant devices. The tool emulates the
Client/Server communication to exchange MMS messages.
In addition, it allows capturing GOOSE and SV messages
as well as importing SCL files. IED data is shown in a tree
structure and in a table view. Through scripts, 61850 TesT
Software allows test automation for more complex testing
scenarios, for example, generating GOOSE traffic according
to what the host is reading from another IEDs. It is also a
monolithic commercial tool that runs on the Windows oper-
ating system.

Triangle Test Suite Pro [5] is a commercial tool designed
by an the American company called Triangle MicroWorks
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for testing IEDs in the lab, performing troubleshooting, and
assisting in the commissioning process. It supports SCL
file import, GOOSE publishing and subscribing operations,
SV tracking, and data visualization, as well full capabili-
ties of MMS (Client/Server). It facilitates test automation
through scripts or setting changes periodically and also allows
emulating several traffic flows with different sources. Tri-
angle Test Suite Pro is a monolithic commercial tool that
runs on multiple operating systems. Specifically, there is
an ANSI-C Library designed for development of Windows
based applications, a C++ Library designed for creating
IEC 61850 applications on multiple platforms, and an ANSI-
C Library designed for high performance embedded IEDs or
clients that are built on Real Time OS, Linux or Windows.
SmartGridware IED Simulator [4] is a commercial tool
designed by an American company called Monfox to allow
the simulation of IEDs. It provides support for MMS
client/server as well as GOOSE profile and SV. It comprises
a monolithic multi-platform application developed in Java
that runs as a web server on the local system and provides
a browser based graphical user interface for the simulation
of IEC 61850 Server instances. By running as a web server,
the host becomes accessible remotely, facilitating the man-
agement of several traffic generators from a single host.

C. TOOL COMPARISON AND DISCUSSION
As shown in Table 2, most existing tools are designed
with commercial purposes and support only the Windows
operating system. Some academic tools do not fully sup-
port IEC 61850 capabilities (i.e., supporting MMS, SV, and
GOOSE protocols simultaneously). In particular, SV protocol
is only supported by libIEC61850 and other commercial
tools. Most of the surveyed tools are single-platform. Even
though support for an open-source operating system, such
as Linux, may be desirable because it potentially decreases
deployment costs, the ability to run on several different plat-
forms is more important [26].

Most IEC 61850 compliant tools use monolithic archi-
tecture. Even though a monolithic tool may be easier to
install and manage, the user is required to install all the
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TABLE 3. 1EC 61850-compliant traffic generation tools functionalities.

Tool Payload Remote Test Different
Modification = Management Automation  Sources
GEESE 2.0 [24] No No No No
IEDExplorer [25] Yes No No Yes
libIEC61850 Yes No Yes Yes
SimulGOOSE [10] Yes No No Yes
IEDScout [9] Yes No No No
61850 TesT [6] Yes No Yes No
Triangle Test Suite Pro [5] Yes No Yes Yes
SmartGridware [4] Yes Yes No Yes
TITAN Yes Yes Yes Yes

functionalities as a single piece of software instead of
installing/running only the necessary features for each device
in the testbed. That implies excessive disk and sometimes
unnecessary CPU usage.

Table 3 compiles the features of the tools capable of gener-
ating IEC 61850 traffic. Modifying the messages’ payload is
essential to adjust the traffic generator to better fit the desired
scenario.

With the increasing number of people working from home,
full remote access to the testbed and its software is desired.
Only SmartGridware and TITAN allow remote management
of the traffic generators. Test automation is another desired
feature. As the testbed scales, automation facilitates test
reproducibility. Finally, the capability of emulating several
traffic sources using a single host is desired as it reduces the
testbed deployment costs.

TITAN stands out by being multi-platform and supporting
the generation and transmission of MMS, GOOSE, and SV
traffic. libIEC61850 might be the solution that closer achieves
TITAN’s goal but still misses two important aspects: a GUI
for users with no programming knowledge; and remote man-
agement for several spread instances of traffic generation.
Our proposal takes advantage of the microservices architec-
ture to ensure a better scalability in traffic generation and
also facilitating test automation. More details are provided in
Section I'V.

IV. TITAN - TRAFFIC GENERATOR FOR IEC-61850 524
TELECOMMUNICATION AUTOMATION

NETWORKS

As described in Section II, IEC 61850 comprises three very
specific communication protocols. In that sense, there is
no reason for a communication tool compliant with the
IEC 61850 to be a single piece of software. On the other hand,
there is no much coherence in developing 3 different tools
from scratch with the same objective in mind: emulating a
IEC 61850-based communication testbed.

Previous traffic generators are either built as a protocol-
specific or general-purpose piece of software. Either way, it is
quite complex to build a communication testbed using those
software. When dealing with protocol-specific tools, there is
the need to manage different software, each for emulating a
specific protocol as needed. Then again, for general-purpose
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FIGURE 4. The same conceptual testbed but with different deployments
of TITAN.

tools, there is the need to embedded all protocols in each
device, which might not be advisable for low-end equipment.

A. APPLICATIONS

A tool for emulating the communication on an IEC 61850
testbed may be used in several different scenarios, such as
for academic researching, teaching, and testing purposes.
TITAN can be used for: teaching the IEC 61850 standard
and concepts, researching novel teleprotection philosophies;
testing the communication network; testing real equip-
ment; and researching novel smart grid proposals based on
IEC 61850 altogether. Figure 4 shows one conceptual testbed
with real equipment being replaced by TITAN.

Preparing IEDs for a particular scenario may not be sim-
ple. Each IED supplier has its own proprietary software for
configuring it, meaning the user has to have some experience
with each proprietary software. As the traffic generated by
each IED is virtually the same,? by using TITAN, the user
would need experience with only one software. So research-
ing, teaching, and testing becomes straightforward.

By using TITAN, it is effortless to test novel teleprotection
philosophies, while legacy IED is not capable of interacting
with novel teleprotection solutions, TITAN may emulate any
necessary traffic to research new scenarios.

With TITAN, testing the network becomes an easy task.
Instead of forcing several IEDs to avalanche the network,*

3Based on IEC 61850.
4Forcing several new events on each IED.
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TITAN facilitates this process by allowing the user to create
a considerable number of messages using a single device.
This is very important when a network is being designed for
teleprotection with GOOSE messages being time restricted to
3 milliseconds. As TITAN generates real messages, it can be
integrated with a ns-3 simulation using TAP, which creates
a bridge between real hosts and the simulated network. The
same is true for OMNeT++ using OverSim.° Finally, TITAN
may be used directly with Mininet, a network emulator.

Remote access to the testbed and its devices are worth-
while, even more now with the increasing number people
working from home. In spite of IEDs having means to
remotely manage their behavior, it is usually done through
proprietary software and may not allow managing more than
one at the same time. Another issue arises when dealing
with IEDs from different suppliers, where the user has to use
several software, one for each IED supplier. With TITAN,
the user can easily manage all devices running its microser-
vices from a single GUL

Note that using TITAN in place of real IEDs (sensors
or actuators) lower the testbed’s deployment cost — saving
thousands of dollars — for the purposes previously listed,
although it does not mean that TITAN should replace real
equipment under real power grid scenarios.

B. ARCHITECTURE

Taking those matters into account, we propose the Traffic
Generator for IEC-61850 Telecommunication Automation
Networks (TITAN), a microservice-oriented tool as seen
in Figure 5.

TITAN

W
K Graphical User Interface (GUI)

User Interface

Application Programming Interface (API)

‘ GOOSE H sv H MMS ‘

Microservice
Network Card Network Network
Interface Simulator Emulator
(NIC)
Network
Components

FIGURE 5. TITAN's Architecture.

Even though a monolithic tool may be easier to install and
manage, the user is required to install all the functionalities
as a single piece of software instead of installing/running
only the necessary features for each device in the testbed.

5 Avaliable at https://www.nsnam.org/docs/models/html/tap.html
6 Available at https://omnetpp.org/download-items/OverSim.html
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That implies excessive disk and sometimes unnecessary CPU
usage. A microservice-oriented tool enables the user to install
only the essential service in each device of a testbed while
also allowing the remote control of these services by a unified
GUI through an Application Programming Interface (API).

Our proposal takes advantage of the microservices archi-
tecture to ensure a better scalability in traffic generation
and also facilitating test automation. Our tool consists of
three microservices related to IEC 61850 communication
protocols, and a centralized GUI. These microservices are
independent, meaning they should be able to run alone in
a single device, but might also communicate with the GUI
through an APIL

The user may manipulate the data model and traffic gen-
eration through a user-friendly interface. The GUI enables
the user to model logical devices and datasets, but also to
manage TITAN’s microservices. Each microservice receives
a pre-processed data and is told what to do with it. The
microservice parses the data according to the protocol and
sends the emulated traffic directly to the network components
—e.g., a network emulator or even a Network Interface Card
(NIC) connected to a testbed.

The SV microservice is used to emulate the communi-
cation of sensed data, such as voltage and current values.
It receives a data structure followed by their values and nec-
essary information to emulate the data frame, such as source
and destination addresses.

The GOOSE microservice is used to emulate the com-
munication of sensed events, such as teleprotection data.
It receives a data structure followed by their values and nec-
essary information to emulate the data frame, such as source
and destination addresses.

Finally, the MMS microservice is used to emulate the
data acquisition process, such as reading data from IEDs.
It receives information of which type of data to acquire —e.g.,
the identification of an IED, its data structure, or one specific
attribute.

C. IMPLEMENTATION

In this section, we present the implementation aspects of
TITAN, as well as its components. Although GOOSE and
SV protocols are designed to meet different goals, they have
similar implementation requirements and restrictions. There-
fore, we describe the traffic generation for both protocols
together. Then, we introduce our MMS traffic generator.
Finally, we present the implementation details regarding the
graphical interface.

1) TITAN's GOOSE AND SV MICROSERVICES

The IEC 61850 standard establishes hard temporal con-
straints to GOOSE and SV protocols. Therefore, a suit-
able programming language should be used to achieve high
performance. In our previous work [11], we performed an
assessment considering both Python and C languages to traf-
fic generation. As expected, the C programming language
outperformed Python. Thus, based on this analysis, C was
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TABLE 4. GOOSE and SV endpoints.

Functionality Method Input Output
Create Create parameters . .
GOOSE/SV flow Post (see Table 5) Flow identifier
GO(S)tgggt\?%ow Post Flow identifier Flow status

chosen to be used in the GOOSE and SV microservices.
Besides, the frames are built following the Abstract Syntax
Notation One (ASN.1) [27] standard (i.e., GOOSE and SV
data structures are defined and compiled by an ASN.1 com-
piler). This design decision allows the message structures
to be defined regardless of the programming language used.
Moreover, other encodings to the same definition may be sup-
ported in future releases through ASN.1 libraries. The imple-
mented GOOSE and SV microservices communicate to the
GUI through a Representational State Transfer (REST) APL
In particular, each microservice has a create and start/stop
endpoint.

According to the Table 4, the create functionalities require
create parameters as input for building GOOSE/SV flows.
These parameters are listed in Table 5. There are common
parameters in both protocols, such as source and destina-
tion addresses, application identifier, and frame identifier.
Besides, each protocol has its own specific parameters. In SV
protocol, there are also optional parameters such as frame
identifier and sending the reference time flag. A flow iden-
tifier is returned as output to create requests. Once created,
flows can be started or stopped.

The start and stop functionalities require the flow identifier
as input. When the traffic generation is started, the output
interface and port must be also informed. Those information
are used together with the parameters of Table 5 to generate
the traffic. As return, the flow status is given. Whenever a
flow is started, the respective microservice triggers the traffic
generation procedure. This generates GOOSE/SV traffic and
transmits it through the network interface.

2) TITAN's MMS MICROSERVICE

In contrast to GOOSE and SV, MMS messages are not time-
critical. Moreover, unlike GOOSE and SV, the MMS protocol
is implemented over TCP. Therefore, Python 3.7 was chosen
as the programming language to implement the MMS gener-
ation because there are native Python libraries that simplify
TCP communication. Both client and server are implemented
in our tool. The client-side implementation aims at generating
requests to communicate with a real IED. The server-side
includes the report service, as well as the response for the
initiate and identify services.

Similarly to the GOOSE and SV microservices, the MMS
microservice also communicates to the GUI through the
implemented REST API. However, due to its higher com-
plexity, MMS protocol has more endpoints implemented.
The Flask library [28] was used to develop the API for the
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MMS microservice. The client-side endpoints functionalities,
methods, input and output parameters are shown in Table 6.

To initialize an MMS connection, the IP address is required
as input. A connection identifier and connection status
are provided as output. To require equipment identification
through MMS, the identifier is required. The output data are
the IED’s manufacture, model, and revision. The description
of the data model configured on the MMS equipment requires
the connection identifier. As output, the whole data structure
of the IED is given (similar to Figure 1). To perform reading
operations, the connection identifier and path of the attribute
to be read must be provided. The output for this endpoint is
the value of the read attribute. To perform writing operations,
the connection identifier, path of the attribute to be written
(or structure), and the data to be written must be provided.
The output for this endpoint is the sending status. Finally,
to terminate an MMS connection, the connection identifier
must be provided. The connection status is given as output.

The server-side endpoints are shown in Table 7. To initial-
ize the server, the IP address and the port number are required
as input. The server status is returned as output. The report
sending requires the port identification and the data to be
sent (i.e., the structure of reported values and types) as input.
Buffer (i.e., waiting time before sending a report) and interval
(i.e., interval between reports) are optional parameters. The
output data is the report status. All aforementioned methods
are post-based. For Get methods (list report, verify server
status, and stop the server), no inputs are required. The output
of List Report is a list containing all client identifiers. In order
to list the reports, this endpoint receives a request using the
Get method. The output data is a list of identifiers. The verify
server status and stop the server endpoints output the server
status.

3) TITAN’s GRAPHICAL USER INTERFACE

The GUI modelling is illustrated in Figure 6. It is a Model-
View-Controller architecture implemented with JavaFX.
Thus, it can be supported by different platforms. The GUI
communicates with GOOSE, SV, and MMS microservices
via REST API. All graphical components are implemented at
the View layer. It is composed by the Main Pane, Common,
GOOSE Pane, MMS Pane, SV Pane, Dataset Pane, Logi-
calDevice Pane, and IED Pane.

The Main Pane component is the base for the other compo-
nents of the View layer. It implements the menu functionali-
ties and the loading window. Two important functionalities
also implemented on Main Pane are the Save Project and
Open Project buttons. These features enable the user to persist
and recover protocol flows in TITAN. The Common com-
ponent consists of functions of the graphical interface that
have the same implementation for the different components
of the View layer (e.g., the interface language and dialog
implementation).

GOOSE, MMS, and SV panes implement the graphi-
cal components and data structures for flow manipulating
and showing. For each protocol, the generated traffic flows
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TABLE 5. Parameters received from the REST API to generate GOOSE and SV traffic.

Attribute Description GOOSE protocol SV protocol
MACsrc Source MAC address Yes Yes
MACdst Destination MAC address Yes Yes
APPID Application Identifier Yes Yes
ASDU List of ASDU’s in the frame Not applicable Yes
gocbRef Reference object path Yes Not applicable
timeAllowedtoLive ~ Maximum waiting time Yes Not applicable
datSet Dataset name Yes Yes
golD/svID Application identifier Yes Optional
stNum Event number Yes Not applicable
test Test message Yes Not applicable
confRev Configuration version number Yes Yes
ndsCom Commissioning required Yes Not applicable
RefrTmEnable Enable the sending time of reference Not applicable Optional
smpSynch Defines sync signal: non-existent, local or global Not applicable Yes
smpRate Sampling rate Not applicable Yes
smpMod Sets the mode of operation of the sample rate Not applicable Yes
allData Content of selected dataset Yes Not applicable
TABLE 6. MMS client endpoints.
Functionality Method Input Output
Initialize connection Post IP adress Connection status, identifier
Equipment identification Post Connection identifier Manufacture, model, revision
Self-description Post Connection identifier The IED’s data structure
Read data Post Connection identifier, path Value of the read data
Write data Post Connection identifier, path, data Sending status
Finalize the connection Post Connection identifier Connection status

7]
<<component>>
JavaFX Application
—
View
— — — Send response
Main Pane Common MMSPane | [N 7TTTTTTTTTTTTTTTTTY
Call microservices
,,,,,,,,,,,,, .
GOOSE Pane SV Pane Dataset Pane ) i
—— i
Gateway
LogicalDevice Pane IED Pane
E i Getmodel Notify user
Notify changes ! 1 information interf:ctions
v i
——— ;
Model =
Controller
—1 1
GOOSE sV | [
Change
— — model status
MMS Common

FIGURE 6. Implementation of the JavaFx Application.

are displayed in tables generated by their respective pane.
Figure 7 shows the screen of MMS flows as an example.” The
MMS Pane has more functions implemented than the GOOSE

7Please, refer to http://bit.ly/TITAN_SneakPeek for more screen captures.
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TABLE 7. MMS server endpoints.

Functionality Method Input Output

Initialize the server Post IP address, Server status
port
Report ID,
Send a report Post data Report status
List report Get - List of identifiers

Verify server status Get - Server status
Stop the server Get - Server status

and SV Panes, including the connection establishment, and
the Identify, Read, Self-Description, and Write services. The
Dataset Pane enables the user to define and associate the
DataSets to the IEDs.

The View layer notifies the user interactions to the Con-
troller component. From notifications of user changes in the
View layer, the Controller updates the Model. Similarly, when
the Model is changed, the View layer is notified to keep
its consistency. Another important component in Figure 6 is
the Gateway. This component contains the list of microser-
vices information, including IP address and port. Therefore,
it works as an interface between the microservices and the
client application.

V. PRACTICAL EXPERIMENTS
In order to evaluate TITAN, first we assess the performance
of both SV and GOOSE microservices, and then we assess the
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FIGURE 7. MMS flows interface.

usage of all microservices in two different DTT teleprotection
scenarios. The goal of the following tests is to show the
feasibility of building a testbed with TITAN.

A. PERFORMANCE

As a first experiment, we evaluated the performance of both
GOOSE and SV microservices, as they are the most time sen-
sitive protocols as seen in Table 1. In this experiment, we used
a computer with both the GOOSE and SV microservices and
with the following configuration: Linux Ubuntu operating
system version 18.04.1, 17-7700 CPU @ 3.60GHz (4 Cores),
16 GiB of RAM and NIC NetXtreme BCM5719 Gigabit
Ethernet (1 Gbit/s).

1) GOOSE MICROSERVICE

As explained in Section II-B1 and shown in Figure 2, once
a new event happens, GOOSE frames are sent respecting
a progression formula, starting at T1 and increasing after
every new frame until it reaches TO, which is the highest
time interval between frames. Thus, we ran two different
scenarios: firstly we evaluated the minimum frame interval
(T1); then we evaluated the interval progression once a new
event occurs.

In the first experiment, we assessed the minimum interval
between GOOSE frames (T1), sending each frame as fast
as possible. The GOOSE microservice was left running for
four different durations: 250 milliseconds; 500 milliseconds;
1 second; and 2 seconds. For all durations, as seen in Figure 8,
the GOOSE frame median interval was always 4 microsec-
onds, and the highest interval was below 30 microseconds.

In the second experiment, we assessed the interval pro-
gression by changing the value of a boolean variable, trig-
gering a new status number (a new event). Figure 9 shows
the sequence number progression through time, which is
restarted once a new event occurs.
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FIGURE 9. GOOSE microservice frame interval progression.

The boolean value starts as False. From second O to second
1, the frame interval starts small and is duplicated after each
frame. The frame interval from second 1 to 2 is one second,
and from second 2 to 4 it reaches TO which is 2 seconds.

The next frame would be sent on second 6, but an event was
triggered (the boolean value was changed to True) on second
5, restarting the interval progression as seen in Figure 9.

2) SV MICROSERVICE

The SV microservice works in both 50 Hz (European util-
ity frequency) and 60 Hz (American utility frequency).
This means that the traffic generator has to be able
to send 4,000 frames per second under 50 Hz fre-
quency, or 4,800 frames per second under 60 Hz fre-
quency. That is, 250 microseconds between frames (50 Hz),
or 208.333 microseconds between frames (60 Hz).

The SV microservice has to be able to maintain the defined
frequency to work properly, thus we stressed the computer
by instantiating several SV microservices in parallel working
under 60 Hz (Figure 10) and assessed the frequency of frames
being sent.

As shown in Figure 10, the frame interval starts to produce
outliers after 7 instances, e.g., with 7 instances we see the
frame interval increase up to 1 millisecond second (around
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FIGURE 11. 6 instances of the SV microservice running in parallel (60 Hz).

5 times slower than expected) and with 10 instances the frame
interval peaks at 27 milliseconds (around 130 times slower
than expected). In other words, with 7 SV microservices
instances, the IED would be expecting to receive at least
4 frames under 1 millisecond, but it would receive only 1 in
that time window.

Figure 11 shows the same experiment, but with 6 SV
microservices instances only. The frame interval does not
exceed 220 microseconds up to 5 instances, meaning the [IED
will receive the frames in the expected time window. With
6 instances, the microservice might work for most of the time,
but sometimes it might take too long which would trigger the
IED’s alarm warning the SV stream was momentarily lost.
The outliers below 208 microseconds represent the microser-
vice adapting to the CPU’s concurrency, indicating that if it
took too much time to send previous frames, the next one shall
be sent faster.

3) DTT WITH THE GOOSE MICROSERVICE
This experiment’s scenario is based on the testbed shown

in Figure 12, created using real IEC 61850 equipment and
TITAN.
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FIGURE 12. DTT with the GOOSE microservice network topology.
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FIGURE 13. DTT scheme using TITAN's GOOSE microservice.

The computer replaces the need for a real protection
IED. This computer uses the GOOSE microservice to oper-
ate as a sensor and has the following configuration: Linux
Ubuntu operating system version 18.04.1, i7-7700 CPU @
3.60GHz (4 Cores), 16 GiB of RAM and NIC NetXtreme
BCMS5719 Gigabit Ethernet (1 Gbit/s). The protection IEDs
is a SEL 421-7 revision R406 with GOOSE publication and
subscription capabilities. The PTP Clock is a SEL 2488 revi-
sion R102-VO used to locally synchronize all the devices
(IED and computer) using the Precision Time Protocol
(PTP). Finally, the switch is a traditional gigabit Ethernet
switch.

Figure 13 shows the traffic flow of this experiment.
Basically, the GOOSE microservice is used to emulate a
DTT with a real IED. The GOOSE microservice sends a
boolean value representing the trip signal, true for trip, false
for the opposite. The IED was configured to subscribe to
TITAN’s GOOSE frames and assign the received value (trip
or no trip) to VBOOI. If the VBOOI is set to true, the IED
trips.

We use the AcSELerator QuickSet version 6.9.0.2, a pro-
prietary software to directly acquire information from SEL’s
IEDs. Before starting the experiment, the IED reports the
error code TTL EXPIRED, which means that it is not receiv-
ing the GOOSE frames it is expecting, as seen in Figure 14a.
After starting the GOOSE traffic, the IED reports no error
code and the status and sequence number increases continu-
ally, as seen in Figure 14b.
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FIGURE 14. IED’s GOOSE Report. (a) The traffic is off. (b) The traffic is on.
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Sequential Events Recorder

Relay 1 Date: 09/30/2020 Time: 19:41:17.630
Station A Serial Number: 1200870465
FID=SEL-421-7-R406-V1-Z104002-D201%1210

# DATE TIME ELEMENT STATE

1 09/30/2020 1%:41:05.3498 VB0OO1 DEASSERTED

2 09/30/2020 19:41:05.3498 TRIP DEASSERTED

3 05/30/2020 15:41:00.3322 VBOO1 ASSERTED

4 09/30/2020 19:41:00.3322 TIRIP ASSERTED

FIGURE 16. IED’s sequential events recorder.

The GOOSE traffic is started sending frames with trip set
to false. After 5 seconds, a fault is emulated by setting the
trip value to true. Finally, after 5 seconds it is changed back
to false. During the 5 seconds of fault, the IED’s trip led lights
up as seen in Figure 15.

It is also possible to validate the expected behavior by
checking the sequence of events of the IED. Once the
microservice starts sending GOOSE frames with the boolean
value set to true (trip), the IED’s VBOOI is asserted, conse-
quently the IED trips as seen in Figure 16. After 5 seconds,
the GOOSE microservice changes the value back to false,
which can also be seen in Figure 16.

Thus we conclude that the testbed built using TITAN’s
GOOSE microservice is working as intended, and could be
used for teaching, testing or even researching.
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FIGURE 17. DTT with the SV and MMS microservices network topology.

4) DTT WITH THE SV AND MMS MICROSERVICES

This experiment’s scenario is based on the testbed shown
in Figure 17, created using real IEC 61850 equipment and
TITAN.

Computers #1 and #2 have the same configuration: Linux
Ubuntu operating system version 18.04.1, i7-7700 CPU @
3.60GHz (4 Cores), 16 GiB of RAM and NIC NetXtreme
BCMS5719 Gigabit Ethernet (1 Gbit/s). Computer #3 is con-
nected to the testbed through the Internet and has the follow-
ing configuration: Linux Ubuntu operating system version
20.04.1, 15-9300H CPU @ 2.40GHz (4 Cores) and 8 GiB of
RAM.

Computer #1 has the SV microservice installed to operate
as a sensor, while Computer #2 has the MMS microservice
installed to operate as a SCADA system. Computer #3 has
the TITAN’s GUI installed to manage the microservices as
needed, note that Computer #3 is connected to the network
through the Internet, enabling remote control over Comput-
ers #1 and #2 through TITAN’s GUIL. Computer #1 replaces
the need for a real IED, while Computer #2 replaces the need
for a real SCADA system.

IEDs #1 and #2 are a SEL 421-7 revision R406, the only
difference between them is that IED #1 has the SV sub-
scription capability. Both IEDs have GOOSE publication
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FIGURE 18. DTT scheme using the SV and MMS microservices.

and subscription capabilities, and are also MMS servers.
The PTP Clock is a SEL 2488 revision R102-VO0 used to
locally synchronize all the devices (IEDs and computers)
using PTP. Finally, the switch is a traditional gigabit Ethernet
switch.

Computer #1 replaces a real non-conventional instrument
transformer® and Computer #2 replaces a real local SCADA
system. Both IEDs are set to work at 50 Hz. The SV microser-
vice emulates the current sensing and sends the sampled
values as SV frames to IED #1. This IED is configured with
a protection mechanism (instantaneous overcurrent) to trip if
the received current is over a defined threshold. This same
IED sends GOOSE frames (DTT) to IED #2. The IED #2 was
configured to subscribe to the IED #1’s GOOSE frames and
assign the received value (trip or no trip) to VB0OOI. If the
VBOOI is set to true, the IED #2 trips as well.

In this scenario, the MMS microservice is used as a
SCADA to acquire data from both IEDs. The IEC 61850 traf-
fic takes place in a local network. However, the GUI connects
to the MMS microservice using its API over the Internet.
Figure 18 shows the traffic flow of this experiment.

We use the AcSELerator QuickSet version 6.9.0.2, a pro-
prietary software to directly acquire information from SEL’s
IEDs. Before starting the experiment, IED #1 reports the error
code SV STREAM LOST, which means that it is not receiving
the SV frames it is expecting, as seen in Figure 19a. After
starting the SV traffic, the IED reports no error code and the
smpSynch changes to 1, meaning the SV stream is locally
synchronized, as seen in Figure 19b.

The SV microservice is configured to send three-phase
current samples with 1,800 amplitude. Each phase is set at
120 degree angle of each other. It is possible to validate
the expected behavior by checking the phase components
and fundamental metering of IED #1. Figure 20a shows
that the IED phase C is sensing around 1,272 amperes
(Root mean square (RMS) current) and is set at 120 degree
angle as expected. Figure 20b shows virtually the same
readings, thus it shows the correct behavior of the SV
microservice.

8Similar to an instrument transformer, but with an internal analog-to-
digital conversor and embedded network card IEC 61850 ready.
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FIGURE 19. IED #1’s SV Report. (a) The traffic is off. (b) The traffic is on.

In order to assess the correct behavior of the MMS
microservice, the SV microservice is kept running and
the MMS microservice is used to read the values of the
METMMXU 1 logical node, which gathers information about
the sensed current and voltage. Figure 21 shows IED #1°s
response with the data for the requested logical node.
Phase C stores around 1,272 amperes (RMS current) and
120 degree angle as expected, virtually the same readings as
in Figure 20. Thus, it shows the correct behavior of the MMS
microservice.

The small difference in the data shown in Figures 20 and 21
is due to the data not being captured at the same time as there
was no way to automate the data collection process through
the IED’s proprietary software.

The SV microservice was configured to send 2 differ-
ent sampling profiles: (1) pre-fault, which represents the
expected behavior of the hypothetical grid; and (2) fault,
which represents the overcurrent scenario of the hypothetical
grid. During the pre-fault, the microservice sends samples
representing 1,800 amperes, and 38,000 amperes during the
fault.

Figure 22a shows the moment IED #1’s overcurrent pro-
tection was activated. After 1 second the traffic was turned
off, thus the protection was no longer detecting a fault. Fig-
ure 22b shows that the DTT was carried to IED #2 through
the configured GOOSE.

Note that the information shown in Figure 22 was
acquired using the IED’s proprietary software. This data
might also be acquired using the MMS standard as
shown in Figure 23. By using the MMS microser-
vice, it is possible to check the value of the received
GOOSE, by reading the VBGGIO1 logical node; and check
whether the IED tripped or not, reading the TRIPPTRC]
logical node.
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FIGURE 21. IED #1's MMS readings of the logical node METMMXU1
TITAN's GUL.

using

Sequential Events Recorder (a)

Relay 1 Date: 05/28/2020 Time: 17:05:09.97¢
Station A Serial Number: 1200870466
FID=SEL-421-7-R406-V1-Z104002-D20191210

# DATE TIME ELEMENT STATE

1 09/29/2020 17:00:05.2199 50P1 DEASSERTED

2 09/29/2020 17:00:04.2049 TRIP ASSERTED

3 09/29/2020 17:00:04.204% 50P1 ASSERTED

Sequential Events Recorder ()

Relay 1 Date: 08/29/2020 Time: 17:02:53.8&9
Station A Serial Number: 1200870465
FID=5EL-421-7-R406-V1-Z104002-D201581210

# DATE TIME ELEMENT STATE

1 09/29/2020 17:00:04.2095 VBOO1 ASSERTED

2 09/29/2020 17:00:04.2095 TRIP ASSERTED

FIGURE 22. Sequential Events Recorder. (a) Trip recorded in IED #1.
(b) Trip recorded in IED #2.

Finally, Figures 24 and 25 show, respectively, the oscillog-
raphy registered in IED #1, containing the current in amperes
and whether the overcurrent protection (50P1) and trip was
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A B c 3P
P (MW) 449.37 445.29 449.32 1347.58
Q (MVAR) 0.00 -0.03 0.02 0.00
5 (MVA) 449.37 446.29 449.32 1347.98
POWER FRCTOR 1.00 1.00 1.00 1.00
LAG LEAD LAG LAG
FREQ (Hz) 50.00
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FIGURE 23. IED #2's MMS readings of the logical nodes VBGGIOT and
TRIPPTRC] using TITAN's GUL.

activated; and the SV and GOOSE frames captured in the
network, containing the current in amperes (SV frames) and
the DTT value (GOOSE frames).

The oscillography was downloaded using the AcSEL-
erator QuickSet and plotted using SEL SynchroWAVE
Event version 1.6.0.523. The SV and GOOSE frames
were captured during the experiment using tcpdump
version 4.9.3 and plotted using Python version 3.8.5.
The current wave registered in IED #1, as shown in
Figure 24, is equivalent to the generated wave shown in
Figure 25, which validates the expected behavior of the
microservice.

Thus we conclude that the testbed built using TITAN’s SV
and MMS microservices is working as intended, and could be
used for teaching, testing or even researching.
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FIGURE 25. SV and GOOSE frames captured in the network.

VI. CONCLUSION

A key challenge for academic researching purposes is the
elevated cost of real electronic devices, such as current
and potential transformers, or even Intelligent Electronic
Devices (IEDs). In this article, we presented Traffic Genera-
tor for IEC-61850 Telecommunication Automation Networks
(TITAN), a novel tool to support the evaluation of automation
systems’ communication network. TITAN enables the emula-
tion of IEC 61850 communication, ranging from data sensing
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(GOOSE and SV) to data acquisition (MMS), thus supporting
extensive research and development on this particular smart
grid domain. This tool can interact with virtual or real ele-
ments, such as IEDs.

Most existing tools are designed with commercial purposes
and support only the Windows operating system. In contrast,
TITAN is multi-platform and supports traffic generation and
transmission of MMS, GOOSE, and SV traffic. Another key
difference is that our proposed tool is microservice-oriented,
thus supporting multiple instances running in both the same
machine or multiple ones. This architecture facilitates the
scalability for traffic generation.

This article introduced TITAN’s microservice architec-
ture, applications, and presented a real case teleprotection
communication scenario with two different ways of building
a testbed for this scenario replacing real equipment with
TITAN. As stated previously, our main contributions were:
(1) a novel IEC 61850-compliant power system automation
and communication emulation scheme; (ii) TITAN, a tool
with distributed microservices architecture to execute com-
munication traffic generation tasks; (iii) a user-friendly inter-
face to integrate and manage all components; and (iv) a
proof of concept testbed using TITAN and real teleprotection
devices. Real case studies using TITAN revealed its feasibil-
ity in supporting low-cost testbeds for research, teaching, and
testing purposes in sensing and acquisition for automation
systems.

Our experiment results showed that the GOOSE microser-
vice was capable of sending frames under a 30 microseconds
interval, whilst respecting the progression of the time inter-
val between frames. The SV microservice was capable of
sending 5 different samples of current and voltage in parallel,
for systems working under both 50 Hz and 60 Hz. Finally,
TITAN was successfully used in a testbed emulating a Direct
Transfer Trip (DTT) scheme, interacting with real IEC 61850
devices.

As future work we intend to keep on improving TITAN
features and adding new functionalities, such as adding sup-
port for routable GOOSE and SV, providing temporal syn-
chronization, developing microservices for SV and GOOSE
subscribing, and a microservice for an MMS server. This
would allow building a fully emulated testbed, with no need
for real IEDs, that could be used for teaching and researching.
These new microservices may allow new possibilities for
mixed-testbeds as well — only partially emulated. We also
intend to add support for importing SCL files, which would
automatically create the necessary traffic for a testbed, mak-
ing it easier to build new testbeds or even changing old ones.

Finally, we intend to explore and research novel solutions
for different smart grid domains using TITAN, such as:
Advanced Metering Infrastructure (AMI); and smart charging
for electric vehicles. It is quite complex to build a reliable
testbed for both domains, while the first domain requires
several smart devices as hosts, the second one needs mobile
hosts. TITAN seems like a direct solution for AMI testbeds,
while the mobility issue for smart charging can be researched

49803



IEEE Access

A. A. Z. Soares et al.: Enabling Emulation and Evaluation of IEC 61850 Networks With TITAN

by embedding some TITAN microservices into a raspberry
and using wireless communication.
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