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ABSTRACT The Internet of Things (IoT) is a rapidly emerging field of technologies that delivers
numerous cutting-edge solutions in various domains including the critical infrastructures. Thanks to the IoT,
the conventional power system network can be transformed into an effective and smarter energy grid. In this
article, we review the architecture and functionalities of IoT-enabled smart energy grid systems. Specifically,
we focus on different IoT technologies including sensing, communication, computing technologies, and their
standards in relation to smart energy grid. This article also presents a comprehensive overview of existing
studies on IoT applications to the smart grid system. Based on recent surveys and literature, we observe that
the security vulnerabilities related to IoT technologies have been attributed as one of the major concerns
of IoT-enabled energy systems. Therefore, we review the existing threat and attack models for IoT-enabled
energy systems and summarize mitigation techniques for those security vulnerabilities. Finally, we highlight
how advanced technologies (e.g., blockchain, machine learning, and artificial intelligence) can complement
IoT-enabled energy systems to be more resilient and secure and overcome the existing difficulties so that
they become more effective, robust, and reliable in operation. Precisely, this article will help understand
the framework for IoT-enabled smart energy system, associated security vulnerabilities, and prospects of
advanced technologies to improve the effectiveness of smart energy systems.

INDEX TERMS Cybersecurity, IoT, smart grid, smart meter.

I. INTRODUCTION
Electricity is considered to be the heart of modern social
and economic development. Advances in technology tempted
us to use electricity-driven elements in every aspect of our
life from commercial to domestic sector for shaping our
lives to be more comfortable. However new challenges have
arisen where further investigation is necessary on how to
manage the supply-demand balance of electricity more effec-
tively, securely and reliably along with ensuring a coordi-
nated multi-way communication for better monitoring and
control of the network and user assets. Faster, fuel-efficient
and eco-friendly electric transport and smart home setup
have become more available and affordable. The Internet
of Things (IoT) is a rapidly emerging field of technolo-
gies that delivers numerous cutting-edge solutions in various
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application domains [1]. IoT can resolve those unavoidable
challenges by transforming conventional energy grids into
modernized Smart Energy Grid system [2], [3].

The IoT-enabled Smart Energy Grid system equipped with
intelligent two-way data communication can significantly
improve the operation and control of the traditional energy
grid system. These improvements address the reliability, flex-
ibility, efficiency of the conventional grid system. In a smart
grid environment, the systemmust provide services including
the large-scale integration of distributed renewable energy
resources, establishment of live, real-time data communi-
cation between consumers and service providers regarding
tariff information and energy consumption, facility to col-
lect and transfer statistics of system parameters for analysis
and infrastructure to implement necessary actions based on
those analyses. Smart Energy grid generates immense data
and information that needs to be transferred, processed and
stored for intelligent decision making and processing. In this
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situation, the IoT has appeared to be an empowering set of
technologies for the smart energy grid systemwith substantial
perspective due to its multi-dimensional advantages in vari-
ous sectors [5]. The IoT integration introduces extra precision
and competence by the means of intelligent and proactive
features and converts the traditional legacy power grid into
an efficient smart energy grid [2]–[4].

The big challenges of conventional power grid system are
related to the power quality and reliability, which can be
resolved with the assistance of Internet of Things (IoT) by
providing enhanced management of these challenges [6], [7].
AdvancedMetering Infrastructure (AMI) assisted with Smart
Metering (SM) technologies can facilitate the transformation
of conventional power grid system to a smart grid system
by introducing intelligent information processing features
during the electricity flow between the service provider and
consumers [8], [33], [35]. The IoT delivers great prospective
for improving and governing energy consumption through
the incorporation of sensing and actuation systems in the
AMI [12]. This integrated system gathers a huge amount
of data and information regarding different aspects of the
grid system such as energy consumption, voltage reading,
current reading, phase measurement, etc. The cutting-edge
technologies of IoT can trim down those huge data, transmit
and process those data in an intelligent manner to achieve
effective management of the energy grid system.

IoT technologies can bring significant impacts in numer-
ous field of Smart Energy grid System that includes power
generation infrastructure management, SCADA connected
system for managing transmission and distribution operation,
advanced metering infrastructure, carbon footprint and envi-
ronmental monitoring, smart home and smart building system
and so on. Fog computing based advanced edge computing
technology can ensure a local monitoring and control of
distributed energy resources and may provide solutions to the
cyber vulnerabilities of the traditional centralized SCADA
system [15]. The smart home and smart building integrate
sensing, data storage, network adaptability, and computing
abilities into a household or building elements such as bulb,
power outlet, air conditioner, door, window, gas & smoke
detector etc. As a result, these elements can be connected in a
network via which they can be accessed and controlled from
a remote location over the internet [20]. Although IoT has
enabled a much improved and efficient energy system moni-
toring and operation, the deployment of IoT technology also
poses some challenges. For example, within IoT framework,
cyber-adversaries can initiate cyber-attacks which can bring
severe damage like a significant power outage, social security
threats, and massive business loss for the utility providers and
less severe damages like localize outage or physical damage
on consumer end devices [36]. IoT based security vulnerabil-
ities include manipulating energy data analysis [49], energy
theft [52], interrupting the process of transactive energy sys-
tem [53] and energy market [55]. Potential technologies such
as blockchain mechanism [10], [58], [67], machine learning
and artificial intelligence [56], [71] can be used to encounter

those challenges as well as operate the Smart Energy Grid
system more efficiently.

A. RESEARCH MOTIVATION AND CONTRIBUTION
Themotivation of this survey comes from the recent advances
on IoT-enabled Smart Energy Grid system. IoT provides
the necessary structure and protocols for sensing, actuat-
ing, communication and processing technologies essential
for the Smart Energy system. The rapidly growing techno-
logical advancements in different sectors of IoT create new
opportunities for the smooth operation of the Smart Energy
Grid system. This paper will help potential researchers and
stakeholders of this sector to understand the architecture of
IoT-enabled smart grid system, as well as the different appli-
cations of IoT technologies, security vulnerabilities, miti-
gation of those vulnerabilities and potentials of advanced
technologies for smart energy system.

The key contributions of this study are listed as follows:

• We critically review existing survey papers and present
key functionalities of the IoT-enabled smart energy
grid system. We have highlighted the key technological
advancements and compared the essential functional-
ities of the energy system based on a wide selection
of recent surveys and technical works (see Table 1).
We illustrate the architecture and technologies of IoT
and related software parameters and standards for
energy system operation.

• We have analysed and categorized energy grid IoT
security vulnerabilities in details and discussed mitiga-
tion techniques. Specifically, we focus on how a cyber
adversary can take advantage of IoT system vulner-
abilities and launch malicious attacks that can com-
promise the IoT energy system security. Attacks we
have explored include energy theft in smart meter data,
injection attacks in the IoT home automation system,
denial-of-service (DoS) attacks on IoT data analytic,
manipulations attacks on transactive energy systems and
electricity market, etc. Finally, we review prospective
solutions to reduce the threat level, device level vulner-
abilities and investigate potential lightweight intrusion
detection mechanisms for IoT systems.

• We discuss the prospects of blockchain-based dis-
tributed ledger technologies for the end energy users.
We highlight how to ensure data privacy during
peer-to-peer energy trading and information exchang-
ing. Emerging machine learning technologies for
IoT-enabled energy systems have also been discussed
to explore the possible opportunities and applications
within an IoT-environment.

The organization of the paper is exhibited in figure 1.
As illustrated in the figure, motivation towards the adop-
tion of IoT technologies in a smart grid is presented in
Section II. A brief description of IoT technologies is pre-
sented in Section III, where IoT architecture, software stack,
standards and protocols are also summarized. Application
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FIGURE 1. This figure exhibits the organization of this paper.

of the IoT-enabled smart energy system is presented in
Section IV. In this section, the applications have been cate-
gorized based on high voltage SCADA system, low voltage
AMI system and finally smart home/building level appli-
cations. The security aspects of IoT-enabled smart grid are
addressed in Section V. Here, both the security vulnerabilities
and their mitigation approaches are presented. Section VI
demonstrates some potential futuristic research opportunities
considering blockchain, privacy-preserving data sharing, and
advanced data science and artificial intelligence techniques.
Finally, the paper concludes with some brief remarks in
Section VII.

B. COMPARISON WITH EXISTING WORKS
Existing review and survey papers on technologies and
applications of IoT are compared in Table 1. In the table,
we highlighted and compared the essential technologies
and functionalities of an IoT-enabled smart energy system
based on the existing surveys and literature. We compared
how different researches addressed the communication, com-
puting and sensing technologies. We also classified the
research works based on their application in the physi-
cal energy systems, e.g., whether authors considered the
SCADA system, or Advanced Metering Infrastructure or
Smart Home. We also compared how emerging technologies
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TABLE 1. Comparison with existing literature.

like blockchain, privacy-preserving data sharing and machine
learning has been addressed in the existing surveys and lit-
erature. Detailed discussion and review are presented in the
following sections and subsections.

II. MOTIVATION TOWARDS IoT-ENABLED SMART GRID
Smart grid is the modernized power grid equipped with
bi-directional communication capability, the capacity to
coordinate information and utilize analytics for an entirely
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TABLE 2. Benefits of the smart energy grid over traditional energy grid [30].

automated intelligent energy network. Table 2 exhibits some
of the main benefits of smart energy grid as compared to the
traditional energy grid [30].

Some of the major functionalities of smart grid are as
follows [29]:

• Self-healing function that allows smart grid to analyze
and identify the major fault in an intelligent way and
react quickly.

• It provides an interactive platform to transfer informa-
tion between the utility and consumers. Consumers have
the control of their energy usage and selection of tariff.

• Major issues like cyber-attack and physical attack can be
effortlessly resisted in smart power grid system.

• Smart power grid has the prospective to increase the
power quality by maintaining a constant voltage with the
better coordination of monitoring and control.

• Integration of non-conventional renewable power
resources such as solar, wind etc.

IoT can bring a great solution to the recent challenges in
transforming traditional power grid into a modernized smart
grid [31]. For modern smart grid applications in residential
and commercial buildings, adoption of the IoT technologies is
gaining popularity. The implementation of sensors and smart
metering in smart power grid will enable efficient operation
in various stages of power generation, transmission and dis-
tribution issue which eventually solves most of the electricity
industry challenges. Furthermore, it provides a smart option
for the real-time monitoring of power flow throughout the
electricity network. IoT, supported by enormous data analysis
can assist with vital decision-making in relation to the power
sources and end-user demand. Real-time insight analysis can
influence new regulations from policy-makers and power
generation service provider can react easily to market fluc-
tuation on the similar grounds, which involves implementing
a method of when to increase or when to decrease the produc-
tion, thus elevating the energy efficiency. On the other hand,

using these technologies enables the effective analysis of the
collected and stored information for future state estimation.
With the help of mobile devices enabled with IoT technology,
end-user can monitor real-time energy prices and regulate
their power uses effectively.

For self-healing function, an enormous number of sen-
sors and actuators are integrated throughout the grid sys-
tem from power generation to end users for collecting data
or information of the system states. Those data sets need
to be transferred to a control center for further processing
and outcomes are presented to a utility provider or user
for further actions. To achieve efficient self-healing, data
collection and transmission of this huge amount of data
should be accomplished in a coordinated manner without
any significant delay. Interactive platforms to represent this
data creates bridges between devices, consumers and utility
providers. The network operators can monitor their system
from those gathered information such as voltage reading,
current reading, system states and phase angle measurement
and regulate various elements of the grid on the basis of the
variations of those parameters. As a result, power quality and
reliability can be improved. Customers get information about
their energy usage and bill so that they can adjust their usage
according to electricity prices. This process also involves
a huge amount of bi-directional data transmission between
parties in an efficient and reliable manner. For the above
discussed scenarios, IoT can play a significant role towards
efficient grid automation and control.

Recently, cyber security has become a big factor for every
Internet-enabled system as new threats arise which are diffi-
cult to counteract [19]. So it is important to make a mitigation
plan for such cyber-attacks. This mitigation plan involves
prevention and detection methods, including access control,
communication encryption, authentication process, intrusion
detection systems and so on together with huge data analysis
and processing. Physical attacks can also be identified with
the help of advanced sensing technologies and data analytics.
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Compared to the conventional power grid, smart grid
requires more robust intelligent infrastructure to process the
enormous data and information effectively. It can become a
hindrance to the deployment of the smart grid if an appro-
priate platform is not provided for bi-directional commu-
nication. In these circumstances, the IoT has appeared to
be an empowering technologies for the smart energy grid
system due to its multi-faceted advantages in various grounds.
Figure 2 exhibits the key features of IoT technology, which
can benefit the development of smart energy grid. The key
features include scalability, heterogeneity, energy-efficiency,
dynamic nature and its capability for distributed detection of
cyber-attacks through edge computing. The IoT empowers
end-devices with real-time operating systems to ease the
constraints on huge data transfer requirements and enables
powerful intelligent infrastructure to process those data effi-
ciently through edge computing, while being close to the
sensing source. IoT integration introduces extra precision and
competence by the means of intelligent and proactive features
and converts the traditional legacy power grid into an efficient
smart energy grid [16].

FIGURE 2. This figure exhibits the key features of IoT technology.

III. A BRIEF DESCRIPTION OF IoT TECHNOLOGIES
In this section, we will discuss about the IoT system archi-
tecture which is comprised of various advanced cutting-edge
technologies. The software and standard of the technologies
will also be discussed in the following sections.

A. ARCHITECTURE
The architecture fully depends on the functionality of the
corresponding IoT system, which is connecting components
using diverse technologies located in different geographical
locations. The architecture is usually distributed on a layer
basis and different layers have different requirements [20].

In this paper, we demonstrated a three-layer architecture
suitable for the integration to the smart power grid, as shown
in figure 3. Such kind of three-layered architecture is more
relevant from the application viewpoint of IoT, as well as
compliance with the requirements of energy systems [20].
This three-layer of IoT architecture for smart grid consists of,

• Data collection layer,
• Data communication layer and
• Data processing layer.

The data or information collection layer is responsible for
sensing and collecting records and information. The data
communication layer controls the transportation of those
information collected at the data collection layer. Data com-
munication layer is the combination of various communica-
tion infrastructure, that’s why it is the most vital part of this
architecture. Finally, the data processing layer is the upper
layer where data is processed and presented to end user and/or
service provider. It also stores real-time data for forecast and
other decision making.

Various cutting-edge technologies are available for each
layer of this architecture [20]. Some key enabling technolo-
gies and the state-of-the art standards/protocols are deliber-
ated in the following.

1) DATA COLLECTION LAYER
The data collection layer is in charge of collecting the infor-
mation from the physical devices with the help of advanced
sensing actuation technologies [20]. A sensor can be defined
as an element that measures/detects a variation in physical
condition or event such as heat, light, sound, pressure, mag-
netism, motion, etc. and then indicates or react by generating
an electronic signal [12]. On the other hand, an actuator can
be described as an element that converts an electrical gesture
into the act or controls some external device, for example,
movement. The output signal of the sensor could be converted
to motion by actuator or show in any readable display or
transmitted over the network for further processing [12]. This
data collection layer is mostly supported by the following
attributes:
Sensors and Actuators: The idea behind the ‘smart’ grid is

that it will take action on real time data, to do so, it requires
sensors to provide those real-time information. Data sensing
process in smart energy grid involves sensing, detecting mea-
sures of various factors, for instance, voltage reading, current
reading, temperature, phase and continuity measurement etc.
Numerous elements of the grid are adjusted based on the
variabilities of these parameters. On the other hand, data
sensing in the smart home involves factors like temperature &
heat, luminous level detection, smoke and gas detection, air
quality, movement occupancy to regulate heating, ventilation
and air conditioning system (HVAC), metering, security and
safety.

Actuators are tools that get input as electrical signal from
the energy management system and convert that signal in
action and act on machines to control them. Actuators are
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FIGURE 3. This figure shows the three-layer IoT architecture combined with the power grid. The figure is comprised
with two-part, the upper part is the three-layer IoT system and the lower part is the power grid. The concept is
partially adopted from [20].

classified based on their energy sources, below listed are
the kinds of actuators based on the energy source to create
motion [13]:
• Pneumatic actuators, they utilize compressed air for cre-
ating motion.

• Hydraulic actuators, this type of actuator utilizes
hydraulic power to create motion.

• Thermal actuators, they convert thermal energy into
kinetic energy, that is, they use heat to create motion.

• Electric actuators, this type of actuator use electricity to
create motion, they use external energy source such as
battery for the electricity.

Wireless Sensor Networks (WSN): A wireless sensor net-
work (WSN) comprises a diverse class of sensing devices to
monitor environmental or physical parameters and to trans-
mit those data through the data communication channel to
a remote location for further processing and actions. The
scalable characteristics and dynamic reconfiguration features
of WSN allow monitoring remotely using sensing and com-
munication technologies among sensor nodes [20].

2) DATA COMMUNICATION LAYER
Data communication layer is responsible for transmitting
the raw information or statistics that is acquired from data
collection section and transfers them to a remotely located
utility for further processing and actions [20]. This can be
defined as network of gateway devices. This network can
be divided into two main regions. The first is Local Area
Network (LAN) which manages the communication between

sensors & actuator devices with the local gateway devices at
user/facilities end. The second region is the Wide area Net-
work (WAN), which is responsible for transmitting those data
from LAN to desired destinations for further processing [8].
For this data communication between networked systems,
two types of technologies are used namely wired and wire-
less. As wireless technology comes with additional advantage
over the wired technology in regards to the future expansion
of IoT [20], we discuss some key wireless technologies in this
paper.
Local Area Network (LAN): Major components of LAN

includes:
Bluetooth: Bluetooth is the short distance communica-

tion technology for data transmission between devices over
the air interface. Bluetooth 5.2 is the latest version of
this technology which comes with new features mainly
focused on IoT technology. Improved features of this ver-
sion are Low-Energy (LE) power control, LE Isochronous
channels, Enhanced Attribute Protocol (EATT), improved
audio etc. The improved data transfer rate is up to 2Mbps
and range is up to 240 meters. There are several types
of Bluetooth based technologies: Bluetooth Low-Energy
(LE), Bluetooth Basic-Rate/Enhanced-Data-Rate (BR/EDR)
and Bluetooth Mesh [10]. For point-to-point communica-
tion as well as broadcast data in point-to-multipoint situ-
ation, power-efficient Bluetooth LE was introduced [10].
For communicating data over point-to-point connections
between two devices, Bluetooth BR/EDR was designed.
On the other hand Bluetooth Mesh was designed for
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multipoint-to-multipoint connection between a relatively
large number of Bluetooth devices.
NFC: Near-field communication (NFC) is a type of wire-

less technology for communicating between two power elec-
tronic devices over a short distance of 10 cm. NFC devices
can be cast off as electronic-identity document and key-cards.
NFC operates at 13.56MHz frequency with the data transmis-
sion rates from 106 kbps to 424 kbps. It is suitable for WSNs
as it offers low-power and low-cost wireless connectivity [8].
Wi-Fi: For local-area-networking (LAN) between devices,

Wireless Fidelity (Wi-Fi) is another communication technol-
ogy that utilizes radio waves. Nowadays this technology is
widely utilized in commercial and domestic entities in various
devices like mobile phone, tablet, personal computers and
many other daily devices. It uses the frequency of 2.4GHz
Ultra High Frequency and 5GHz Super High Frequency ISM
radio band in the domain of 0-250m at data transmission
rate of 54Mbps. It provides the advantage of scalability with
relatively higher rate of data transmission. It also provides
security advantage with a robust authentication procedure.
Recent developments in Wi-Fi technology can enable appro-
priate hardware to achieve the data transmission rate of up
to 1Gbps. In a smart home environment, many smart electric
appliances are adopting this technology for communication.
UPnP: Universal Plug and Play (UPnP) is another tech-

nology that allows different devices and access points in
the network to seamlessly realize each other’s existence and
create serviceable way for data communication with zero
knowledge of network resources configuration. UPnP was
introduced by Microsoft in early 2000 and now supported
by many vendors. This technology can be applied to con-
trol the small smart home appliances and devices like smart
wall switches, dimmers, thermostats, outlets etc. but typically
regarded as incompatible for utilization in commercial sur-
roundings for the reason of economy, complexity and relia-
bility [10]. However, recent development in this technology
is done to support cloud connectivity and applications.
ZigBee: ZigBee is a cheap, power efficient, short-range

improvised wireless networking technology designed for
short-term communication of 0-100m with low energy intake
as it has ability of creating wireless personal area net-
works (WPANs) with low-power digital radius and small
footprint. Its data transmission rate is approximately 250 kbps
on 2.4GHz frequency [24]. ZigBee supports star, mesh or
cluster tree topology. There are three types of logical devices
in a ZigBee network: Coordinator of the network, network
router and end devices. The coordinator device is in charge
of activating the networks, management and possession of
all the nodes information and data in the network and it is
essentially required for every ZigBee network to contain a
network coordinator [25].
Wide Area Network (WAN): Major components of WAN

includes:
NB-IoT/LTE: Narrow band Internet of Things (NB-IoT)

is a Low Power WAN technology that uses a subset of the
LTE standard with a single narrow-band window of 200 kHz.

It was developed by 3GPP to enable a wide range of cel-
lular services focused on indoor coverage with long bat-
tery life and high density of connected devices. Long-Term
Evolution (LTE) is based on GSM/EDGE and UMTS/HSPA
technologies for wireless broadband communication which
increases the capacity and speed of communication using
different radio interfaces and improved core network. LTE
has been marked as 4G LTE and advanced 4G but it does not
meet the 4G wireless service criteria. It is commonly referred
as 3.95G and widely used in mobile phone communication
industry. This technology has comparatively high power con-
sumption for data transmission.
Sigfox: Sigfox is a narrow or ultra-narrow band technology

that creates device to deviceWAN communication that covers
3-10 km in urban area and 30-50 km rural area with frequency
band of 868 to 869 MHz and 902 to 928 MHz and data
transfer rate of 100bps and 600bps depending on regions
[26]. It uses binary phase-shift keying (BPSK) method for
radio transmission. This technology has the advantage of
low power consumption for data transmission as compared
to NB-IoT technology as well as overcome the short-range
limitation of Wi-Fi technology [8].
LoRa/ LoRaWAN: LoRa is the short form of Long-

Range, which is derived from Chirp-Spread-Spectrum (CSS)
technology as a modulation technique of spread spectrum.
This radio frequency technology has a long wireless range,
and power-efficient platform that has turned out to be
an effective technology for Internet of Things (IoT) net-
works. LoRa-WAN is a Low-Power Wide-Area-Networking
(LPWAN) protocol which is based on LoRa Technology.
LoRa-WAN utilizes the unlicensed radio spectrum of the
Industrial, Scientific and Medical (ISM) band. This tech-
nology operates in different frequency bands in different
regions, 915 MHz in USA, 868 MHz in Europe and 865 to
867 MHz, 920 to 923 MHz in Asia. LoRaWAN technology
has maximum data transmission rate of 27 kbps using LoRa
and 50 kbps using FSK with coverage of 2-5 km in city
areas and 10-15 km in countryside areas [27]. Combination of
LoRa devices with LoRaWAN protocol empowers smart IoT
applications that resolves some of the major obstacles such
as energy-management, infrastructure efficiency and more.

3) DATA PROCESSING LAYER
This layer comprises a number of functional modules of the
IoT system which operates the task of data management,
processing and acts as the primary interface for the users
to provide necessary analysis for decision-making tasks.
In this layer, artificial intelligence such as predictive analysis,
machine learning, computer vision can be used for advanced
data analysis. Thus, this segment represents somewidely used
technologies that contribute to different areas for the purpose
of information/data processing and analysis [20].
Cloud Computing: Cloud computing is the on-demand

availability of computer system resources such as servers,
storage, virtualization, and networking, which allows busi-
nesses to build and manage their own applications, data, and
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operating systems. Cloud computing is very essential for
enabling universal, appropriate, on-demand network access
to a distributed group of configurable computing resources
such as networks, servers, storage, applications and services,
which can be automatically provisioned and released with
negligible efforts from service providers. The cloud is com-
monly used to describe data centers distributed over multiple
geographical locations being available to many users over
the internet. The cloud technology provides massive data
storing facility and highly reliable, scalable and autonomous
processing arrangement [9]. In the IoT system, this cloud
is utilized for the purpose of aggregating all statistics and
information acquired from different elements such as sensors,
appliances and other devices, then processing, analyzing and
presenting the outcome to end users (consumer or service
provider) for further insights.
Fog and Edge Computing:
Fog or Edge computing is a type of distributed computing

model that gets data computation and storage closer to the
end device with more improvement in response time and
bandwidth usage with the capability of decision making.
Edge computing advances the localized computation system
by making the edge device capable of making a decision by
locally processed data. Edge device can take action directly
without further analysis from the cloud. Edge computing
makes the system more decentralized and decreases the haz-
ard of single-point failure, brings data analysis and decision
making to the edge of the network [9].

The amount of IoT enabled entities increases network traf-
fic as they need to transmit to the cloud for further processing
and thus require additional bandwidth for the transmission.
Therefore it becomes a bottleneck for the cloud based systems
as fewer development (such as improving CPU processing
power) has been done to increase the bandwidth of data trans-
mission as compared to other technologies [9]. Fog or edge
computing addresses this issue by performing computation
and storing of data closer to the data generating source and
sends the trimmed data to the cloud through the internet.
In this way, fog computing reduces the amount of data sent to
the cloud, improves the system response time and decreases
the network latency. It also has an advantage of preventing
single point of failure situation. If the communication link is
broken, edge device will still collect and process the collected
data from end devices and send them to cloud when the
internet connection is resumed.

B. SOFTWARE PLATFORM
IoT software platform is a collection of components inte-
grated with micro-controller-unit (MCU) that is operating
over diverse communication technologies. There are two
types of devices that are incorporated with this operating
system: end-devices and gateways [9].

End devices with MCU can support short-range low
power communication protocol and are highly energy effi-
cient. Nowadays MCU has become more complex and
powerful that creates opportunities for more features and

security for the end devices. As those end devices are
resource constrained, data collection and transmission pro-
cess should be done simultaneously without any buffering,
this type of operating-system is called real-time oper-
ating system (RTOS) that enables devices to be more
productive [9].

Gateway devices are responsible for connecting many IoT
enabled end devices with the cloud for data communication,
so these devices need to run on more powerful, more pro-
tected and robust operating system that can support differ-
ent communication protocols and secure the network from
external attacks. Some example of real-time IoT operating
systems are RIOT, FreeRTOS, Nano-RK, LiteOS, Apache
Mynewt, Zephyr OS, WindRiver VxWorks, Nucleus RTOS,
ExpressLogic ThreadX [9].

C. STANDARD AND PROTOCOL
The standard of data collection layer depends on the devices
that are used in that layer. There are so many types of sensors
and manufacturers of devices that a number of standards are
created by world-wide organisations like ISO, IEC, IEEE.
For example, in case of RFID, ISO 18047 standard is used
for equipment performance testing, ISO 15459 explains the
identification of specific transportation product [21], ISO
18000 for goods tracking, ISO 11784 regulates the RFID
data structure used in animal tracking [22]. The Sensor Net-
work Reference Architecture (SNRA) for WSN is defined
in ISO/IED 29182 [23]. IEEE802.15.4 represents the com-
munication standard, IEEE 802.15 is the working group for
short-range communication [20].

The IEEE standardized Bluetooth is IEEE 802.15.1, but
now it is maintained by the Bluetooth special interest group
(SIG). NFC is standardized in ECMA-340 and ISO/IEC
18092. Wi-Fi is standardized under IEEE 802.11. The full
list of Wi-Fi standards are 802.11a, 802.11b, 802.11g,
802.11n (Wi-Fi 4), 802.11h, 802.11i, 802.11-2007, 802.11-
2012, 802.11ac (Wi-Fi 5), 802.11ad, 802.11af, 802.11-2016,
802.11ah, 802.11ai, 802.11aj, 802.11aq, 802.11ax (Wi-Fi 6),
802.11ay. UPnP is now standardized by the Open Connec-
tivity Foundation (OCF) and OCF 1.0 specification has been
ratified as an International Standard ISO/IEC 30118. ZigBee
is developed according to the IEEE 802.15.4 standard.

The data communication must follow the protocols which
are compatible with the IoT system. These protocols are stan-
dardized by groups such as IEEE, ETSI, IETF, etc. andwidely
accepted by the industry. Among that diversity of running
protocols, frequently utilized ones are, IPV6, hyper text trans-
fer protocol (HTTP), Message Queuing Telemetry Transport
(MQTT), Constrained Application Protocol (CoAP) etc.

IV. APPLICATION OF IoT FOR SMART ENERGY SYSTEM
IoT has potential applications in various areas of Smart
Energy System, including power generation infrastruc-
ture management, SCADA connected transmission system,
advanced metering infrastructure in the distribution system,
pollution and environmental monitoring, smart home and
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smart building system, etc. Advanced cutting-edge technol-
ogy of IoT such as fog computing provides huge possibilities
for optimizing and managing the SCADA energy transmis-
sion system. In recent years, smart home appliances are auto-
mated entirely based on Internet of Things (IoT) technology.
In this section, we will discuss some of the applications of
IoT technology that supports a smarter energy system.

A. FOG OR EDGE NODE-BASED SCADA SYSTEM
The Supervisory Control and Data Acquisition (SCADA)
systems are vital for controlling and supervising the elec-
trical energy generation, transmission and distribution sys-
tems [15]. The SCADA system collects data and information
from the energy grid system and supervising automation pro-
cedure to control and regulate different system parameters to
run the operation efficiently. The SCADA system has become
more efficient with the incorporation of IoT technology such
as Fog Computing [17]. The fog-based smart energy grid
SCADA system comprises of four major part [15],

• End or terminal devices
• Fog computing devices
• Cloud
• SCADA system

End or terminal devices includes different types of IoT
enabled sensors, actuators, appliances which use Wireless
Sensor Network (WSN) technology to interconnect with each
other for efficient communication. For effective communi-
cation among the fog network devices, Wi-Fi, Bluetooth,
ZigBee technologies are used.

In the IoT-enabled SCADA system, fog or edge comput-
ing devices are comprised of various network devices such
as access point, switches, routers to analyze and process a
huge amount of data generated from the end or terminal
devices [18]. Cloud part is comprised of a cloud data centers,
cloud storage and gateway devices located in different geo-
graphical locations. These cloud data centres are responsible
for aggregating and processing all statistics and information
acquired from the field sensors of the SCADA system.

The SCADA interface system includes SCADA Client and
SCADA Server. This part is responsible for gathering and
analyzing the outcome from cloud analysis. Based on those
results, an automated process or system operator takes control
decision and regulate different parameters of the energy grid.

The overall architecture of the IoT-based smart energy grid
SCADA system is presented in Figure 4.

B. IoT FOR AMI CONNECTED DISTRIBUTION SYSTEM
The advanced metering infrastructure (AMI) is an architec-
ture for programmed, bi-directional communication between
the consumer smart meter (having an IP address for commu-
nication), and service provider. The objective of an AMI is to
deliver real-time statistics regarding power consumption to
the utility service providers. It is expected that in near future
AMI will let the consumers make up-to-date selections about

energy usages based on the real-time tariff. Figure 5 exhibits
the schematic representation of AMI [35].

IoT basedAMI offers boundless prospective for optimizing
and managing of energy consumption via efficient smart
meter communication [16]. AMI includes various types of
appliances (lights, fans, switches, power outlets, etc.) con-
nected with the smart meter, collect and communicate those
in real-time to the utility providers for effective energy man-
agement [12]. Moreover, with the help of the smart meter
in this infrastructure, the consumer can control their devices
remotely thus control their energy utilization effectively. IoT
based AMI has a massive prospect for power grid manage-
ment. The systems become capable of gathering and acting on
live statistics of consumer-side small-scale power generation,
and utilization from consumers connections (data on service
provider’s and end user’s behavior), and supervising distri-
bution mechanism with the objective to improve the consis-
tency, sustainability and efficiency of energy production and
distribution [12].

C. IoT FOR SMART METER, SMART HOME
AND BUILDINGS
Smart Metering system is not only a system that collects
consumers’ energy consumption statistics periodically but
also an integrated system combined with hardware, software
and communication mechanism that creates a two-way com-
munication between energy devices and users and enable
users to observe live data on energy consumption patterns.
Ideally, it can be used for monitoring the status of various
parameters such as voltage reading, current reading, tem-
perature, moisture status etc. and has the ability to adjust
those parameters, energy consumption remotely as per their
requirements. Table 3 exhibits the advantages of using Smart
Meters in different sector of the energy grid [33].

The term Smart home refers to as the modern homes
that have devices and appliances which can be managed
remotely by the owner. As an essential element of the IoT,
smart homes assist consumers efficiently by interconnecting
with numerous advanced devices based on IoT. Smart home
technology based on IoT has improved the quality of social
life by facilitating connectivity to every person regardless of
place and time [34]. Smart web or mobile applications can
be used to control the devices within an IoT-connected smart
home.

Similar to smart home, the Smart building can be referred
as the building in which IoT enabled integration of sensory
devices and actuators are applied to observe and regulate the
various parameters of electrical, mechanical, environmental
and security system applied in those industrial, commercial,
public and residential buildings. In a smart BuildingManage-
ment System (BMS), a computer-oriented mechanism used
to automatically monitor, control and regulate the electrical
and mechanical apparatuses and elements of power systems,
lighting systems, heating, ventilation, and air-conditioning
(HVAC) systems, home security systems and so on. Its prin-
cipal objective is the management of the surroundings within
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FIGURE 4. This figure exhibits the overall architecture of Fog-based smart energy grid SCADA system.
The figure is comprised with four parts of the architecture (from up to down) SCADA system, Cloud,
Fog and End or terminal devices with the energy grid. The concept is adopted from [15].

the building, oversee system parameters, manage and con-
trol those different parameters, and to reduce carbon emis-
sions [12].

IoT oriented elements in smart homes and buildings are
utilized to deliver technology to control and regulate smart
systems and lessen energy waste. These elements increase
productivity and improves power factor whereas preserv-
ing energy efficiency, for example, smart home and build-
ings lighting system offers programmed lighting regulation
through LED lights. These automated structures operate the
actions of the lights (e.g., on and off) to manage energy
efficiently. Lights of IoT elements spontaneously turn off
when occupants left the rooms or leave their homes to curtail
the energy ingesting. Preserving energy in smart homes while

enlightening the lifestyle of inhabitants is a vital matter.
Inhabitants in smart homes use mobile applications to man-
age consumer energy consumption for financial savings and
reduction of expenses. As the temperatures of surrounding
of a buildings are continually varying, and the quantity of
energy consumed can rise at specific times. For instance, air
conditioning systems can adjust the indoor temperature and
provide a comfortable atmosphere with the lowest energy
ingesting according to the events inside using energy control
based on IoT technology [34].

V. SECURITY ISSUES IN IoT BASED ENERGY SYSTEMS
With the assistance of IoT based technologies, the energy
grid systems become more intelligent and more interactive to
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TABLE 3. Advantages of using smart meters in different sectors of energy grid.

FIGURE 5. This figure exhibits the schematic representation of AMI which
includes End-user Devices (Smart Meters), Communication Networks and
Data analysis, storage and management system. The concept is adopted
from [35].

improve the consistency, efficiency and flexibility of the sys-
tem. However, cyber-security vulnerabilities increase as well.
In this section, we will discuss the security vulnerabilities of
IoT connected smart Energy Systems and the corresponding
mitigating strategies.

A. SECURITY VULNERABILITIES OF IoT CONNECTED
SMART ENERGY SYSTEMS
The research on cybersecurity of Smart Energy System has
been done widely to classify cyber-attacks on different sec-
tors of the smart energy system and to recommend security
detection and protection procedures [37]–[40]. Cyber crooks,
terrorists and state enemies [41] may try to interrupt the
energy grid services. An effective cyber-attack may bring
severe damage like significant power failure, social security
threats, and financial loss for the service providers [36].

Most of the Smart Energy System’s security vulnerabilities
are related to the communication and networking systems.

Because of the increasing amount of various types of devices,
appliances and technologies that are integrated into the
grid system, new and unique security and privacy concerns
are occurring [42]. On top of that, the incorporation of
cost-effective, power-effective wireless protocols (such as
LoRaWAN, ZigBee) in the smart energy grid system par-
ticularly in the distribution infrastructure lead to new and
unique types of vulnerabilities [36]. Even more secure pro-
tocols like Wi-Fi can be hacked by intelligent cyber-criminal,
who cracked the supported encryption scheme and initiate
cyber-attacks [43], [44].

As smart energy systems are mostly regulated by SCADA
systems, they are more exposed to security threats [50].
Besides, the internal network of SCADA system, the con-
nectivity path that exists between the energy grid system
and the utility provider’s IT network open opportunities for
cyber-criminals to attack this SCADA system. The number
of smart home appliances and devices is growing day-by-day,
which directly communicates with Smart Meters and there-
fore, increasing the risk of cyber-attack at the low voltage
networks as well [51]. On the other hand, a great number of
renewable energy sources are connected and operated, which
is distributed throughout the network. All those devices and
systems hugely depend on IoT-based technologies to inter-
connect with each other for communication and management
purposes. A successful cyber-injection in any small part can
initiate cyber-attack, consequently failure of the system.

In power generation sector, cyber-attack in generators can
be done by turning open and close of one or more circuit
breakers in a very high-frequency rate within a short time
(Aurora attack [36]) to create desynchronization and physical
damage of the generator which resulting immediate power
failure and generation inefficiency for the long run [45].
On the other hand, attack on the transmission and distribution
system can be done by tripping one or more circuit breakers
in geographically distributed locations creating power failure
in the whole area. This can be done by spreading malware
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FIGURE 6. This figure exhibits different cyber-attack approaches in IoT based Smart Energy System. From right to left,
(a) Cyber-attack at the end-user devices use wireless technology such as Wi-Fi, ZigBee, (b) Cyber-attack at end-user devices/
distributed renewable energy sources through the SCADA system connectivity, (c) at distribution system through the d-SCADA
system, (d) at transmission system through the SCADA system, (e) at power generation end through the SCADA system. The
concept is adopted from [36].

(e.g., Black Energy and KillDisk Malware in Ukrainian
energy industry attack on December 2015 [41], [46]–[48])
using the corporate network and intrude into the private net-
work of SCADA system. Additionally, the cybercriminal may
succeed to stop the authentic update of the original firmware
of the remote terminal units, and intelligent circuit breakers.
Finally, they deactivate the control station’s power back-up
arrangement and wipe out all the data and information with
the help of malware [36]. Figure 6 exhibits cyber-attacks
on IoT connected Smart Energy System. More security vul-
nerabilities of IoT connected Smart Energy Systems will be
discussed in the following sections.

1) SECURITY ISSUES IN ENERGY IoT DATA ANALYTICS
The implementation of AMI in IoT-centric Smart Energy
system will produce enormous energy data with diverse vari-
ety and velocity [49]. The effective operation of this Smart
Energy system relies on the perfect analysis of those enor-
mous data. That grid information and statistics can be cate-
gorised as follows:

• Grid operational status and equipment monitoring
figures

• Energy marketing information
• Energy consumption figures
• Energy management data

All these data must be managed at the same time and in a
distributed method to get valuable and beneficial statistics for
decision making purposes for effective operation. The whole
process of energy data analytics requires an enormous amount
of data collecting, transmitting, storing, distributing, and pro-
cessing. The essential methods include several disciplines,
comprising of signal processing, pattern recognition, data
mining, machine learning, artificial intelligence optimization
and visualization methods.

Security in this critical data analytics has been highlighted
as a major concern. Cyber-criminals can manipulate grid
operational and equipment data, which may create cascading
events of a power outage and leads to entire energy grid
failure. Data manipulation or false data injection in energy
utilization statistics may create deregulation of the equilib-
rium between energy supply and demand thus leading to an
interruption of the electricity and substantial cost upsurge.
In recent years, data-driven techniques are being popular for
smart grid applications. Specifically, IoT-enabled smart grid
control relies on data-driven analysis for decision making.
Authors in [54] shows the impact of adversarial attacks on
the machine learning based analysis tool.

2) ATTACKS ON SMART HOME/AUTOMATION IoT SYSTEM
Authors in [36] show that common security vulnera-
bilities on smart home devices are weak verification
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protocols, unauthenticated update procedure of device
firmware and due to the usages of unencrypted communi-
cations. Moreover, in various remote control applications of
the smart home devices are found with major web-based
vulnerabilities.

A recent report on smart home devices security revealed
a list of just 144 unique user names and password pairs that
have been used for more than 1700 smart home devices for
their remote telnet access purposes. On the other hand, recent
studies shows huge upsurge (280%) in cyber-attacks on smart
home devices using telnet access [36].

The IoT based automation devices can experience a vari-
eties of cyber-attacks, as summarized below.

a: CYBER-ATTACKS ON IoT-ENABLED SMART AUTOMATION
DEVICES RUNNING IN CRITICAL FACILITIES
Cyber-attacks on automation devices installed in critical
facilities can be done to gain below objectives

• To gain initial access, for example, by hacking smart
light get the authentication of Wi-Fi and eventually gain
the control of the Wi-Fi network devices.

• To create indirect service interruption like using a ther-
mostat to gain remote control over the buildings air
conditioning system.

• To gain and leak data. Use a program that hacked smart
devices like smart television to act like off mode and
use the microphone to record conversation around it and
leaks those audio.

• For system misuse like creating light flickering at a
specific frequency that can cause people suffering from
an epileptic seizure.

b: CYBER-ATTACKS ON IoT-ENABLED SMART AUTOMATION
DEVICES RUNNING IN NON-CRITICAL PREMISES
Cyber-attacks can also be done on the IoT enabled devices
installed in a non-critical location such as smart homes. The
purpose behind those attacks are:

• Cyber-attacks on a huge number of smart home devices
to initiate an amplified attack against a critical system

• Cyber-attacks to target a huge number of IoT enable
home automation devices at a very short time period to
disable those smart home automation systems.

In the following sections, we discuss a few attack scenarios
that may be observed in a smart energy grid.

3) ENERGY THEFT
The vast utilization of the IoT assisted AMI in the smart
energy grid makes it possible to transmit a huge amount
of energy data and information in a faster, dependable and
effective way for the management purpose of the smart grid
system. It digitalised and swap the old-fashioned analogue
system of meter reading and data collection. With the aid
of IoT technologies, those enormous amounts of collected
data and information are wirelessly communicated for fur-
ther processing that considerably lessens labour-intensive

workings. However, the energy grid becomes vulnerable to
energy theft.

Energy theft has to turn out to be a severe concern in
the smart energy grid Sector. It has triggered substantial
financial losses for both energy service providers and energy
consumers. The simplest form of energy theft is to tamper an
energy meter in such a way that it cannot record the actual
energy consumption any longer so that the energy bill can
be manipulated. Energy theft generally involves bypassing
the energy meter so that, energy can be used without being
recorded for billing.

In a smart energy grid system, smart meters are placed at
every distribution point to collect energy consumption data
and generates the energy consumption statement remotely.
Energy theft methods involve hacking the smart meters
through other smart household appliances [52] and commu-
nication network. Energy theft is also done by tampering
the smart energy meter’s operating system, programming
and manipulating records on the cloud. Hence, the cyber-
criminal can reduce or increase individual’s energy consump-
tion records by hacking and manipulating the consumer’s
smart meters records. Consequently, it affects the billing of
the consumers. Figure 7 exhibits energy theft scenario in an
energy grid system.

4) CYBER-ATTACKS ON TRANSACTIVE ENERGY SYSTEM
The transactive energy system is a framework that is a com-
bination of the economic strategies and power system control
mechanism, used to regulate the flow or transaction of the
energy within the existing energy grid system in respect to
the commercial and market-centric standard values of the
energy. The transactive energy system uses this combined
concept of economic and operational mechanism to maintain
the demand and supply equilibrium dynamically through the
grid system and improve the efficiency and reliability of
the energy grid system [53]. The transactive energy control
mechanism hugely depends on the cyber system of distributed
edge-computing and IoT technologies for decision making
and demand response. This system requires an extensive data
exchange between diverse market mechanisms like demand
requests, capacity availability monitoring, and marketplace
statistics. The transactive energy system comprises of several
mechanisms, for example, central marketplace mechanism
controller, source regulator, communication systems and pro-
sumers. The source regulator at end-point will respond on
the tariff information sent by the transactive marketplace and
automatically reply data such as bidding price. Information
interchange between the prosumers and the immediate mar-
ketplace negotiators need to be protected. Robust, secure and
dependable communication system needs to be unsured as
any physical or cyber-attack can threaten the entire man-
agement of the transactive energy system. The transactive
structure is vulnerable to the diversity of threats, targeting at
various attack surfaces. These potential attacks can target ser-
vice operation, marketplace negotiators, the communication
setup, discussed as follows.
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FIGURE 7. This figure exhibits different energy theft situation, (a) energy theft by bypass connection, in this case,
substation meter shows more reading than a home level meter, therefore service provider face financial loss, (b) energy
theft by hacking smart metering system, in this situation victim consumers face financial loss from manipulated energy
consumption. The concept is partially adopted from [52].

a: CYBER-ATTACKS TARGETED AT SERVICE OPERATION
AND DEVICES
• Malware injection in the system can create severe power
failure or/and data theft.

• Devices such as smart meters can be damaged by
cyber-criminals.

• A cyber-attacker can manipulate the control signals of
the relay and circuit breaker at the system and create
disruption in the transactive system.

b: COMMUNICATION STRUCTURE CENTRIC ATTACKS
• A cyber-criminal can get into the unprotected network
of the transactive energy system and modify different
parameters such as voltage, current, frequency reading
which create rapid fluctuation in those systems and leads
to physical destruction to the smart devices and cause a
power outage. That cyber-criminal can also manipulate
the bidding price and sent to the utilities to gain financial
benefits.

• A denial of service attack can be targeted to the utilities
and agents that creates unavailability of information,
updates, tariff and resource information.

• Spoofing can be done by sending manipulated price
signals to agents which increase the locational marginal
price as energy sells at much higher expense than
proposed.

5) CYBER-ATTACKS ON WHOLESALE ELECTRICITY MARKET
Power system operators attempt to utilize resources in a
proficient way to achieve the highest social satisfaction

while maintaining the network constraints. For this mission,
the energy system practicesmarketmechanisms like auctions.
In an auction, the authority first collects bidding prices from
different agents, which require the trades that is approved by
the agents. Auctions decidemarginal estimation andmarginal
cost functions of energy customers and energy producers,
respectively. Therefore, each bid provides figures about the
profit that each agent gets from the business. In the next step,
the auctioneer decides the market balances, that is, the deal-
ings that maximize the system productivity andminimizes the
cost. Electricity markets usually follow social welfare con-
cept, the accumulated profit for all parties. The competitive
markets incentivize efficient dispatch that maximizes social
welfare because energy generators must offer energy at prices
close to their marginal costs. Thus, the demand is attended
with the lowest price [55]. If we notice carefully, the whole
auction and market settlement procedure is dependent on the
effective information exchange among multiple parties. The
transformation of the market infrastructure and the introduc-
tion of industrial IoT technologies open new threats for the
energy grid system. Cyber-criminals can attack the electricity
market by manipulating the demand statistics, which creates
distortion in demand and supply equilibrium and lessen the
effectiveness of the energy system operation. By injecting
false bidding price in auction procedure, cyber-criminal cre-
ates chaos in the whole process and interrupt the attempt
of maximizing the social welfare. False injection attack for
SCADA system has been well addressed that shows that
energy market can be manipulated using stealthy injection
attacks [63]. Similar type of data integrity attack is possible
for an IoT-enabled smart grid.
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B. MITIGATING IoT-ENABLED CYBER-ATTACKS
The aforementioned analysis of security vulnerabilities
demonstrate that some of the cyber-attack patterns are sim-
ilar in various region, whereas some other cyber-attacks are
specific to a particular area. Generally, the lack of improved
logical and physical access control in IoT enabled elements
increases the vulnerabilities and unguarded the system to
threats. In this section, we will discuss some security controls
to mitigate the risk factors of the system and later we discuss
some detection mechanism.

1) CONTROLLING THE CYBER-THREAT
The objective of these controls is to improve the access
and awareness. Execution of these system control parameters
generally depends on the system administrators as the threat
level are based on the specification of the system settings.
Some of the measures are discussed below [36]:

• Limit the Physical Access to the IoT Devices: IoT
enabled devices should be installed in such places where
unauthorised persons cannot access or apply appropriate
physical protection to avoid unauthorised access.

• Monitor Physical Access to the Devices: IoT devices
should be monitored by a surveillance system, particu-
larly which are installed in a location that can be acces-
sible by unauthorised visitors.

• Avoid Connecting IoT Devices to the Internet Directly:
IoT devices should not be configured with public IP
address directly if it is not required essentially. IoT
devices should connect to the internet indirectly using
private IP address through a gateway or firewall with an
appropriate protection scheme.

• Implement Proxy-Based System Access: Access should
be done through proxy-based access system as those
systems offer better authorization and authentication
facilities.

• Secure Remote Access Mechanism: Secure verification
and encryption policies should be applied to protect the
remote access of IoT enabled devices. Strong authen-
tication control protocols such as SSL, SSH or VPN
protocol should be used while accessing through the
internet.

• Application of Additional Security for Link Layer: IoT
devices located in critical systems should be applied
with the highest level of security available in the protocol
used in the respective link layer.

• Regularly Access Logs of Audit Devices: IoT devices
should be regularly logged in and inspect the access log
for potential intrusion detection.

2) REDUCING IoT DEVICE LEVEL VULNERABILITIES
The objective of these measures is to lessen the existing secu-
rity vulnerabilities of IoT enabled devices. Themanufacturers
are responsible to implement such controls on devices to
reduce vulnerabilities. Regulator authorities can set up poli-
cies to impose those controls on devices. Sometimes proper

configuration on the devices can lessen security vulnerabili-
ties, discussed below [36].

• Tamper Detection and Prevention Mechanism: The IoT
enabled devices should be facilitated with any kind of
alteration detection and prevention mechanism. If an
intruder tries to tamper the device, it must detect it and
temporarily or permanently disable the access of the
intruder.

• ImplementedWith Secured and EmbeddedCryptoMech-
anism: These mechanisms should be implemented on
the devices to protect against man-in-the-middle or
replay attack.

• Side-Channel Protection: Hardware security control
should be implemented on devices to protect them from
side-channel attacks such as attacks for acquiring sensi-
tive data from the system.

• Firmware Protection: Mechanism should be applied to
protect the firmware of the devices from unauthorized
tampering using methods such as obfuscation, encryp-
tion, etc.

• Secure Update Procedure of Device Firmware: The
device firmware update procedure should be in a secure
and authentic way. Device mechanism should prevent
any other unauthentic update process.

• Secure Operating System: It is not possible to update
the operating system of the devices regularly so the
operating system architecture should be minimized with
least required features and with less exposure to the
forthcoming vulnerabilities.

• Secure Application Programming Interface: Only
well-secured and authenticated application program-
ming interfaces should be used while developing the
application software of the device and developed soft-
ware should be tested with known vulnerabilities.

• Network Security Protocol Supported Mechanism: The
devices should be implemented with a mechanism that
supports the highest available network security protocol
to their corresponding layers.

• Periodical Security Testing Mechanism: Devices should
be implemented with a mechanism that periodically ini-
tiates the testing of various security parameters of the
device.

3) REDUCING THE POSSIBLE IMPACT OF ATTACK
CONNECTIVITY PATHS
In most cases of IoT enabled attacks in the critical area are
induced from the devices and spread through the connectivity,
we analyse the security control that detects and eliminate
the secret and potential ways of cyber-attacks. The following
assessment may help to identify and mitigate the possible
impact during an IoT attack [36].

• Detection and Documentation of IoT Dependencies:
Detection and documentation of the dependencies such
as communication, control mechanism between IoT
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enabled devices and the systems should be done in a
systematic approach to reduce possible attack path.

• Avoid Excessive Physical Vicinity: IoT devices should
not be installed near-critical systems if it is not neces-
sary. If it requires to install physically near the critical
components, it is needed to ensure that the IoT device
does not create any indirect attack path.

• Avoiding Cascading Impact With the Utilization of Seg-
mented Network: Network segmentation needs to be
satisfied while designing the network of IoT devices to
avoid spreading of cyber-attack like malware injection.

• Implement Diverse Technologies: Single unified
technology-based system combined of multiple devices
and networks can lead to cascading failure with a single
self-spreading cyber-attack. So diverse authenticate IoT
technologies should be implemented to avoid this type
of vulnerabilities.

4) LIGHTWEIGHT INTRUSION DETECTION SYSTEM
An intrusion detection system (IDS) plays a major role
towards security protection for the IoT technology. The fea-
tures of IoT systems bound the design of an IDS to be
lightweight still competent enough to protect the system from
potential cyber-attacks. The definition of lightweight means
that the system should have the capabilities to execute its
tasks with the existing amount of properties in the sensor
nodes of the network so that it can satisfy the real-time
or near real-time operational requirements. A lightweight
IDS is considerably small, robust and flexible enough to be
utilized for the system security arrangement. A lightweight
structure targets at saving energy and analytical resources.
A lightweight system can describe as one which can execute
its operation with limited energy and computation resources
irrespective of simplicity. A lightweight attack recognition
approach employing a controlled machine learning-based
support vector machine (SVM) to detect injection attack into
the IoT network has been proposed and evaluated in [56].

5) FOG-AIDED SDN CONTROLLED ANOMALY
DETECTION SYSTEM
Distributed fog computing based system provides efficient
intrusion detection and protection system against numerous
cyber-attacks in near real-time for effective threat detection.
The SDN-enabled fog computing can control the process
in a distributed manner. Fog based computational arrange-
ments are beneficial to convey computing facilities as near
as possible to the edge devices to facilitate latency-sensitive
data analytic applications. On the other hand, the Software-
Defined Networking (SDN) is an emergent innovative net-
working standard that dictates parting of the controller plane
from data plane of a network.

Edge or Fog computing can get a significant advantage
from software-defined networking. The whole system of fog
aided anomaly detection structure for an IoT network is
restructured with the aid of SDN model. This mechanism
influences themitigation of identified anomalies bymounting

suitable flow rules for the altered data plane that separates
and removes undesirable attack traffic from normal traffic
within the IoT network. Edge computing delivers the nec-
essary computational resources for machine learning-centric
anomaly detection structure. Location of this computational
concentrated structure over the edge is critical. In some sit-
uation, the structure functions from a distant location like
cloud, resulting delay in mitigation of anomaly becomes
unreasonable. To mitigate detected anomalies, edge comput-
ing requires the SDN control which separates normal traffic
from attack traffic for an efficient mitigation process [57].

VI. POTENTIAL OPPORTUNITIES
With the integration of IoT based technologies, the smart
energy grid becomesmore reliable, robust and efficient. How-
ever, IoT technologies bring new challenges for the smart
energy grid system such as security vulnerabilities. Such kind
of challenges can be overcome with the assistance of some
new technologies like blockchain, machine intelligence and
high performance computing and distributed frameworks.
In the following sections, we will discuss some potential
opportunities for IoT to improve the overall system perfor-
mance and security of the smart energy grid.

A. BLOCKCHAIN
Blockchain is a new standard concerning distributed data
and storage management, which is based on the concept
of a shared, secured, and distributed register that stores
and keeps transactions without any centralized administra-
tion [59]. In the perspective of IoT, blockchain allows two
elements to interconnect and interchange data, information
and resources in a distributed peer-to-peer (P2P) network.
Blockchain offers a transparent structure in which probabil-
ities of any intruder access is minimum because any infor-
mation is broadcasted to the entire network, and any acute
judgement is approved with a majority votes from the peers
on the basis of a consensus algorithm instead of a particular
central administrator or server [58].

In the same way, blockchain centric IoT systems are pro-
tected from cyber-criminal, who targeted to hack the cen-
tralized control server to acquire vital information and/or
control the entire system. Surely, the additional expenditure
requires for the security surveillance of IoT servers can easily
be curtailed utilizing blockchain technology [60]. Moreover,
blockchain technology stores IoT elements information in a
manner that, in the situation of any data conflict, they can be
easily backtracked.

One key feature of blockchain technology for data dis-
tribution of IoT elements is encryption. In a P2P network
system, each of the communication is equipped with the
cryptographic keys exchangemechanism [61]. The process of
cryptographic key encryption guarantees the security inside a
blockchain system and prevent any intruder to interfere with
the information exchange illegally. IoT blockchain appli-
cations facilitate with a distributed, reliable and protected
information-sharing framework in which data can effortlessly
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be outlined and backtracked and therefore, the overall opera-
tion of IoT enabled smart grid is improved. In the following
section, we briefly discuss some key functionalities of the
block chain system that can significantly benefit the IoT
integrated smart energy system.

• Distributed Nature: The distributed nature of block
chain-centric IoT structures will eliminate certain con-
cerns of centralized architecture, for example, central-
ized failure point [62]. This distributed operation will
work in a faster, reliable and efficient way.

• Security:The interchange of data and information of IoT
elements will keep protected, as all the communications
are protected using cryptographic encryption [64].

• Reliability:The irreversible nature of blockchain-centric
IoT systems improves the confidence of participants,
as they can backtrack and authenticate any transaction
without any possibility of altering [65]. Furthermore,
this facility also improves the traceability of IoT sensors’
data.

• Identity: Data from any devices in the blockchain aided
IoT system can be traced effortlessly, because of unique
identifiers for each of the devices are used. In the
same way, reliable distributed approval and verification
facilities can also be delivered using blockchain in IoT
structures [66].

B. PRIVACY-PRESERVING DATA SHARING
A crucial component of the smart energy grid is the advanced
metering infrastructure (AMI), which hugely depends on the
smart meters for the two-way power transaction and commu-
nication process. The bulk integration of smart meters deliver
substantial assistance for the management of energy supply
and demand for both power service providers and consumers.
However, the incorporation of IoT solution increases the
threats of privacy violations of enormous data sharing by
those smart meters. In the following section, we discuss some
potential approaches proposed by the researchers to preserve
the privacy of data sharing in a smart energy grid system.

To mitigate the potential privacy leakage of smart meters,
information protection schemes like data anonymization and
data aggregation can be used [68]. Data anonymization elimi-
nates any attribute information from the meter measurements
to hide the private and sensitive information. It depends
on a third party as a middle man to pseudonymize meter
readings. However, those pseudonymized measurements can
still be linked with the home unit that generates those data.
On the other hand, data aggregation technique targets to
decrease the volume of critical data that can be disclosed.
The privacy-preserving aggregation depends on the features
of the cryptographic computation [68]. These techniques
mainly aim to tackle the processing overhead and storing
procedure of the enormous amount of generated informa-
tion. The aforementioned schemes are planned from the
service provider’s viewpoint. However, IoT privacy chal-
lenges go further than these orthodox approaches in those

diverse participants, for example, service providers and con-
sumers. Therefore, consumer-centric resolutions are needed
to accommodate separate privacy preferences. One approach
to attain consumer-centric privacy protection is done by data
perturbation. For example, smart meter readings can be dis-
turbed by inserting arbitrary noise or applying data compres-
sion methods [68]. These techniques are known differential
private smart meter data analysis. The trade-off between
the measured data accuracy and arbitrary noise needs to be
analysed. However, altering with smart meter measurements
before communications to the service provider may decrease
their significance for billing purposes. Another method that
uses data perturbation to modify the genuine energy utiliza-
tion is presented in [68]. The privacy analysis considering
renewable energy source or with the assistance of an energy
storage system at the consumer locations is addressed in [68].

Network Traffic confidentiality attack is one where
cyber-criminals intercept the information traffic from or to
the gateway of the smart home system and monitor con-
sumer’s usage characteristics over the digital traces. Existing
cryptographic techniques may not work effectively because
of the effectiveness of cyber-criminals machine learning
algorithms in organizing encrypted data flow. Therefore an
approach is proposed with a privacy-preserving data flow
obfuscation structure to satisfy the privacy objective [69].
To be precise, the approach influences the network sys-
tem of wirelessly interconnected smart homes and delib-
erately transfer each smart home’s information data flow
to another smart home’s gateway before transmitting over
the Internet. The scheme jointly contemplates the sys-
tem energy utilization and the resource limitations in IoT
devices, while succeeding resilient differential privacy assur-
ance so that cyber-criminal cannot trace any data flow to
an exact smart home device. Moreover, the method con-
siders a smart community network system and develop
protected multi-hop transmitting protocols to ensure the
source/destination non-link facility and fulfil each con-
sumer’s personalized privacy requirements [69].

In another approach, authors proposed an enhanced
energy-proficient, protected, and privacy-preserving infor-
mation transmission protocol for the smart home system [70].
In that work, information communication within the smart
home systems is protected by asymmetric encryption with
secret keys which are created using chaotic system theories.
Authors integrate message verification codes to their pro-
posed scheme to assure information reliability and genuine-
ness. Authors also deliver in-depth security exploration and
performance assessment in terms of computational complex-
ities, resource budget, and data transmission overhead [70].

C. MACHINE LEARNING AND ARTIFICIAL INTELLIGENCE
Massive amount of data and information are generated in
the IoT enabled smart energy grid system [72], [73]. In the
existence of such volumes of immense and complex data, it is
challenging to accurately select the most precise and critical
information. The best conceivable analysis of this huge data
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can be done by using progressive techniques like Artificial
intelligence (AI), Machine learning (ML), and Deep Rein-
forcement Learning (DRL) to get an optimum while scalable
output [71], [74], [75]. Those techniques can bring the best
probable or approximate optimum control decisions [76]. The
accurateness of the these techniques can be more improved
by increasing the volume of training samples to reinforce
their learning abilities and therefore the improve automatic
decision process [77].

The big data is playing an important role in moderniz-
ing the functioning structure of a smart energy grid system
with efficient energy utilization [78]. In a smart energy grid
system, the massive amount of data arrives from diverse
sources that needs to be efficiently analysed and presented
for suitable administration and operational purposes. Those
data and information analytics also requires to satisfy the
security goal of power grids [79]. Machine learning based
techniques can be used for fault analysis, transient stability
analysis, load estimation, valuation of different power gen-
eration measurements, and energy grid administration [80].
Researchers proposed a prototype that considers distributed
energy resources and ML-based systems as an integrated part
of the smart grid system that helps in the complex decision
making based on measurement data and information [81].
The ML-based prototype maintains the system performance
in an efficient way and navigates the power to critical loads
during hostile and unfavourable situations [71].

In an IoT-enabled smart grid, majority of the information
is produced by Cloud-centric IoT elements that executes a
dynamic role in diverse applications of smart energy grid
system. Appropriate use of AI, ML, and DRL techniques can
overcome existing challenges of confirming privacy and pro-
tection of information, preservation of networks against any
potential cyber-attack and encourage developed and account-
able data share culture and reliable decision making.

VII. CONCLUSION
IoT deployment of energy systems has opened up tremen-
dous opportunities. However, security vulnerabilities in IoT
systems are considered one of the fundamental problems
hindering large-scale deployment and application of IoT tech-
nologies to the smart energy grid.

In this paper, we review the available IoT technologies and
their applications that can solve key issues of a smart energy
grid system. In addition, we have highlighted and made a
comparison of the existing surveys and literature addressed
the computing, sensing and communication technologies to
ensure an IoT-connected smart energy system. Next, IoT
technologies and their applications to the energy system have
been reviewed. We have addressed the key challenges and
demonstrated that cybersecurity is a major concern. We ana-
lyze and present a comprehensive survey about existing and
potential vulnerabilities of IoT enabled smart grid system
and discussed the potential mitigation techniques of those
vulnerabilities. We also present potential opportunities intro-
duced from the rapid advancement of technologies such as

blockchain, machine learning and artificial intelligence to
encounter those challenges towards a more effective energy
grid operation. Despite these challenges, the utilization of
the Internet of Things (IoT) can significantly benefit towards
the development of the conventional present grid system to
transform in to a smarter grid. Therefore, it is necessary
to emphasize security vulnerabilities and the prospects of
advance technologies while planning, employing and incor-
porating of IoT technologies within the smart energy grid
system.
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