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ABSTRACT With the development of quantum technology, an arising researching point is to solve some
new cipher problems with quantum technology to ensure their security. As we know, the sequential signature
means to sign a contract or adocument by many signers one by one. It has been widely used to realize layered
authentication. In this paper, we propose a quantum sequential signature protocol with a set of strongly
nonlocal orthogonal product (Y-SNOP) states. It is proved that the present protocol is secure, i.e., anyone
cannot deny or forge a valid signature even some of them conspire. Compared with the existing quantum multi
signature with some nonlocal orthogonal product (NOP) states, the present protocol seems more efficient
and easier to be realized in Noisy Intermediate-Scale Quantum (NISQ) device as no entangled resources are

required.

INDEX TERMS Quantum sequential signature, strongly nonlocal orthogonal product, collusion attack.

I. INTRODUCTION

Digital signature is a basic method to authorize the data
in modern cryptography, which has been widely used in
e-commerce and other related fields [1]-[3]. As we know,
the applied classical digital signature protocols depend on
some difficult mathematical problems. However, with the
development of quantum computing algorithms, especially
Shor algorithm and Grover algorithm, classic signature pro-
tocols have to deal with potential security vulnerabilities.
In order to ensure their security under the condition of quan-
tum computing, the topic — quantum signature was pro-
posed whose security based on quantum properties. Zeng and
Keitel [4] first proposed a framework of quantum signature.
Since then, the research of quantum signature has been devel-
oped rapidly [5]-[7]. Among them, quantum multi-party
signature is an important aspect [8]-[13]. However, the
communication efficiency of multi-party signature will
decrease with more signers. In order to improve the effi-
ciency, in 2018 Liang et al. [14] first proposed a multi-party
quantum blind signature scheme based on graph states whose
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signature length does not grow longer when more signers are
referred.

In the present multi-party signatures, each of the signers is
supposed to sign the messages and send them to the receiver
respectively. Since there is no information exchange between
multiple signers, it is essentially similar to execute two-party
signatures process multiple times. In practice, especially in
the network, there is a more common multi-party authenti-
cation situation, that is, multiple signers sign a contract or a
document one by one, and then conduct one-time verification.
The process is called sequential signature, which can be
widely used in the layered authentication. In 2008, Wen and
Yun [15] proposed a quantum sequential signature protocol
for the first time. In their protocol, each signer is not only
the verifier of the previous signature, but also the signer of
the next signature. In other words, their multi-party sequential
signature is similar to multi-party sequential authentication.
Therefore, its efficiency and the application scenarios cannot
be so sufficient. In this case, we will discuss a practical case
of quantum sequential signature. The last signer gives the
document to the verifier for verification when all signers sign
the same document in sequence. Furthermore, the security of
existing sequential signature protocols is controversial. In this
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paper, we propose a secure quantum sequential signature
protocol for the first time. A secure quantum sequential sig-
nature protocol should meet some requirements, i.e., anyone
cannot deny or forge a valid signature even some of them
conspire.

The research of nonlocal orthogonal product (NOP) states
is one of hot spots in quantum information. Essentially,
the part of the orthogonal product state can be prepared
locally, but the whole state is nonlocal. Since no entangled
resources are required, the proposed protocol may be easier
to be realized in Noisy Intermediate-Scale Quantum (NISQ)
device. Moreover, different particles of the orthogonal prod-
uct state can be transformed separately. It means that only
a part of the NOP states is transmitted each time, and the
attacker cannot determine the accurate whole state even if
he gets this transferred part from quantum channel. In this
situation, if the private messages are encoded into NOP
states, the security of the private messages will be ensured.
This idea could be applied in quantum cryptography such
as data hiding [16]-[19], quantum secret sharing [20] and
quantum voting scheme [21]. In recent years, Xu et al. [22]—
[27] designed some quantum cipher protocols with some
NOP states. Specially, a quantum multi-party signature with
some NOP states of C> ® C?> ® C?> ® C? is designed
in 2019 [24].

Recently, Halder er al. [28] first proposed strong quantum
nonlocality without entanglement, and presented two explicit
strongly nonlocal sets of quantum states in C> ® C3® C> and
C* ® C* ® C* quantum system, respectively. For the sake
of simplicity, we define these states as SNOP states. Com-
pared with the NOP states, SNOP states have strong quantum
nonlocality for tripartite, i.e., they are locally irreduccible in
every bipartition. In 2020, Yuan et al. [29] presented a new
set of strongly nonlocal orthogonal product states (Y-SNOP)
and proved these states are strongly nonlocal. They found
and demonstrated that a smaller number of SNOP states have
strong quantum nonlocality without entanglement in C* ®
C3? ® C3. Combining with these Y-SNOP states, we propose
a new quantum sequential signature protocol. Furthermore,
the presented protocol does not only solve the problem to
sign a message sequentially for several signers, but also give
a potential application of NOP states.

The rest of the paper is arranged as follows. In Section.
II, some preliminary theories are introduced. In Section.
II, we describe the quantum sequential signature proto-
col including initializing phase, signing phase and verifying
phase. The security analysis and further discussion of our
protocol are proposed in Section. IV and V. Finally, a short
conclusion is given in Section. VL.

Il. PRELIMINARIES

In this section, we will firstly describe an encryption algo-
rithm — Key-Controlled-‘T"QOTP to generate signature.
Then, a set of Y-SNOP states are introduced to encode the
send messages. These necessary preliminaries are proposed
as follows.
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TABLE 1. Corresponding encryption operators in “Key-Controlled-‘I’
QOTP".

KiKop—it1 encryption operator
00 Woo = %(Uz +02)
01 Wo1 = %(Uy +02)
10 Wio = (I +ioy —ioy +i02)
11 W11 = 5(I +iog +ioy +i02)

A. KEY-CONTROLLED-'I'QOTP

Encryption algorithm is an important way to generate quan-
tum signature. Compared with One Time Pad in clas-
sical encryption, the corresponding Quantum One Time
Pad (QOTP) was proposed in 2003 [30]. With the develop-
ment of arbitrated quantum signature (AQS), QOTP is widely
used in the design of AQS protocols [1], [4], [31]. However,
Gao et al. [32] pointed out that there exist some security
problems in these protocols. In the previous security analysis
of AQS protocols, one of the most basic assumptions is that
the signature is generated by encrypting bitwise messages.
In this case, the receiver may forge a legal signature by
performing a corresponding operator to the signature and
message without secret keys.

In order to solve this problem, Zhang et al. [33] pro-
vided a series of encryption algorithms to improve the secu-
rity of AQS protocols. Here, we briefly introduce one of a
series of encryption algorithms — Key-Controlled-‘T’QOTP
in Ref [33].

Firstly, a set W with four Clifford operators is introduced
to encrypt the message |P}) to get |S). And the two bits K; and
K>,—iy1 in the shared key string K are appointed to determine
the corresponding encryption operators in Table 1. Secondly,
the message |P;) is encrypted into |S) in the form of Eq.(1).

o koj
1S) = ®?:10§21012 IWKiKzn—iﬂ |P:> ()

Zhang et al. proved that this encryption algorithm can be
applied to generate signature which cannot be forged by the
receiver. Therefore, in order to ensure the security, the Key-
Controlled-‘T"QOTP will be used in the following quantum
sequential signature protocol.

B. Y-SNOP STATES

Recently, Yuan et al. [29] presented a new set of strongly
nonlocal orthogonal product (Y-SNOP) states and proved
these states are strongly nonlocal. The specific forms can be
seen as follows.

[0)2)[0 £ 4), 8|0 £ 2)]0), [0 % )[0)[0)
[0 £4), N0 £, 10£D[D)]) (@)

where 1 < i,j < d — 1 and i # j. Yuan et al. proved that
these states are locally irreducible. Since local irreducibility
is a sufficient condition for strongly nonlocal, these states are
strongly nonlocal.
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FIGURE 1. Process of the sequential signature protocol. (The solid line
represents the quantum channel, and the dotted line represents the
classical channel).

In quantum signature protocol, we encode the message into
Y-SNOP states. In this case, attacker will not be able to restore
all the information even he gets two particles of Y-SNOP
states. In other words, forgery will not be possible even if
any two parties conspire. In order to simply our quantum
sequential signature, specific form of C3 ® C3® C3 of Eq.(2)
is given in Eq.(3).

[0} 10 £ 1), [1)]0 £ 1)[0), [0+ DI0)T)
[0)12)10 £ 2), 12)|0 £2)|0). |0+ 2)|0)|2)
MI2)I0 £ 1), 12)[0 £ 1)[1), [0+ 1)[1)[2)
[2)I1)[0£2), [DH0£2)[2), [0£2)12)[1)  (3)

IIl. QUANTUM SEQUENTIAL SIGNATURE WITH Y-SNOP
STATES

In this section, a new quantum sequential signature with
Y-SNOP states is proposed. This protocol includes three
phases: initializing phase, signing phase and verifying phase.

Previously, there exist five roles in our protocol:

(1) Bob is the applicant;

(2) Py is the first signer;

(3) P» is the second signer;

(4) P5 is the last signer;

(5) Trent is the arbitrator.

Bob wants to get an authorization of a document
which should be signed by three levels of signers Pj,
P> and P3 in sequence. The specific process is shown
in Fig. 1.

A. INITIALIZING PHASE

Step 11 (Secret Key Assignment): Trent shares three pri-
vate key sequences Krp,, K7p,, Kpr with Py, P>, Bob
respectively. Bob shares private key sequence Kgp, with Pj3.
This can be achieved by quantum key distribution (QKD)
protocol [34]-[36].

Step 12 (Message Encoding): The sending message M is
divided into n groups M = M ||M3|| - - - |M},, here M; is cho-
sen from a set {0000, 0001, 0010, 0100, 1000, 1001, 1010,
1100, 0011, 0101, 0110, 0111, 1011, 1101, 1110, 1111},
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TABLE 2. Y-SNOP states used to encrypt messages.

message state
M =0000 1) =[0)[1)]0+ 1)
M, = 0001 |ps) = |0)|2)]0 + 2)
My =0010  |p3) = [1)[2)|0+ 1)
My =0100  |p4) =[2)[1)]0 +2)
M =1000  |p5) = |0+ 1)|0)[1)
M; =1001  |pe) = |0+ 2)|0)[2)
My =1010  |p7) = |0+ 1)[1)]2)
My =1100  |ps) = |0+ 2)[2)[1)
My =1111  |pg) = [0)[1)[0 — 1)
My =1110  |p10) = [0)[2)|0 — 2)
My =1101  [p11) = |1)[2)[0 = 1)
My =1011  |p12) = [2)[1)|0 —2)
My =0111  |p13) = [0 —1)|0)[1)
My =0110  |p14) = |0 — 2)|0)[2)
My =0101  |@15) = [0 —1)|1)[2)
My =0011  |p16) = |0 — 2)[2)[1)

TABLE 3. Y-SNOP states used to detect eavesdropping.

detected eavesdropping state

lp17) =[1)|0 + 1)[1)
|p18) = [1)|0 — 1)[1)
le19) = 12)|0 + 2)|0)
|p20) = [2)|0 — 2)|0)
|p21) =12)|0 + 1)[1)
|p22) = [2)]0 — 1)|1)
|p23) = [1)[0 +2)[2)
lp24) = [1)]0 — 2)|2)
wheret = 1,2, 3, --- , n. Bob encodes each M; to a quantum

sequence |S) with the 16 states in Table 2, the remaining
8 states are used for eavesdropping detection in Table 3.

Step 13 (Generating Quantum Sequence): Bob generates
two identical sequences |S), where the first sequence is
denoted by |S%) and the other is denoted by |S?). By picking
out the i-th particle of each |S%) (1SY), the corresponding
quantum sequences |S7) (|Sl.b)) are generated, where i =
1,2, 3.

Step 14 (Sending Sequence): Bob first inserts the detected
eavesdropping states randomly in sequences to get |Sf,>,
1S7Y, 18¢), 185), 1S¢), 1S%). Then he sends |S¥), |SY)
to Pi, |S{), ISY) to P> and [S§), ISY) to Ps. Finally,
he encrypts the message M with Kpr to get C and sends C to
Trent.

C = Ek,, (M} 4)

Step 15 (Detect Eavesdropping): After P; i = 1,2,3)
announces that he has received the sequences |S;1/), |Sf7/>,
Bob tells P; the positions and the initial states of the decoy
particles. Then, P; measures each of the decoy particles
with the corresponding basis and compares the measurement
outcome with its initial state to check eavesdropping. If the
error probability is within a certain threshold, P; will recover
the sequences |S}"), |S{’ ); otherwise, he will abort the proto-
col. (The subsequent detection of eavesdropping is the same
as this step).
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TABLE 4. The encryption process to generate signature.

sequence signature
ST Brrp, {151}
I51)  Expp, 15T}
IS)  Brpp, (ST}
1SY)  Expp {I1SY)}
55)  Exrp, {155}
153)  Brpp, {159}
1S8')  Brepp, {I1S5)}
158)  Brpp, S}
1S5)  Expp, {1550}

TABLE 5. The transmission process of signature.

signer signature send signature receiver
e [ —
Py ERNEH) BT Ist) Py
T A= O N
Py 155). 159). 158) SE). 1Y) 5518 m
Say 1Gay gan 1o Gal\ abr\ 1Galy 1ab\ raaly 1ab
P3 I5§).155).155).185) 157, 1S7"). 155 ). 15 ). [S3). 1S5 )~ Bob

B. SIGNING PHASE

Step S1 (P}s Signature): Py inserts the detected eavesdrop-
ping states randomly in |S f’) to get |S{’,). Then he encrypts
the sequences with K7p, to get |F) and |Sb/) as P’ s sig-
nature. Finally he inserts the detected eavesdroppmg states
randomly in his signature to get |S“ ) |Sb ) and sends them
to P».

Step S2 ( P/2s Signature): When P, has received the
sequences, he will detect eavesdropping as Step I5. If it
passes, he will insert the detected eavesdropping states ran-
domly in |Sé’) to get |S§’ ).lhen he encrypts the |S7), |S§7 )
|F) with Kzp, to get |W) |Sb/) |§;1) as P)s signature. Finally
he inserts the detected eavesdroppmg states randomly in his
signature and |Sb) to get |S2 ) |52 ) |S“ )s |Sb ) and sends
them to Pj.

Step S3 (P4s Signature): After eavesdropping detection, P3
inserts the detected eavesdropping states randomly n |S3) to
get |SY). Then he encrypts |5), |sb ), I1S9), |S%) with the key
Kgp, to get |S“) |Sb/) |S”) |S“) as Pjs signature. Finally
P53 inserts the detected eavesdropplng states randomly in his
s1gnature and |s”) |sb ) to get |sa ), |Sb’ ), 159, |Sb’ ), 159,

|Sf ) and sends them to Bob.
The generation process and specific form of signatures are
shown in Table 4 and Table 5.

C. VERIFICATION PHASE

Step VI (Bob's Detect Eavesdropping): Through eavesdrop-
ping detect, Bob recovers the quantum sequences |@), |S§'),
|.§§‘) |S§’/) |.S/'?‘) |S b/) Then he decrypts the sequences with
Kpy to get [S$), 1S5, 153). IS5, 1), S7). For |85, Bob
removes the decoy particles and gets |S3)
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Step V2 (Bob's Verification): Bob verifies whether [S%)
is equal to |S§’ ) with swap operation [37]-[39]. Here Vp
represents the measurement result of swap operation.

b
VB:{L 15§) = IS2)

5
0, IS§) #159) ©

If Vg = 0, he will reject the quantum signature directly;
otherwise, he will send D to Trent.

D = Eky, {159), 159), 12, 15%), 1SY)} (6)

Step V3 (Trent's Decryption): Trent decrypts D, C with
Kpr to get the sequences [S5), |S_§), |S§/), |§i’), IS{’/) and
message M. Then he decrypts the sequences with K7p, and
K7p, to get |S{), |Sb ), 185), |S2 ). Similarly, Trent removes
the decoy particles and gets |S ), |Sb ).

Step V4 (Trent's Verification of the First Stage): Similarly,
Trent verifies whether |S¢) (]S9)) is equal to [S?) (]S5)) and
generates V7.

Vv — {1, IS§) = 187).185) = 1S3)
T = a b a b )
0, [ST) # IS7)or[S5) # 1S7)

If V7 = 0, he will reject the quantum signature directly;
otherwise, the |§) will be recovered by [S{), |S5), |S5).

Step V5 (Trent's Verification of the Second Stage): Trent
measures |S) by the following rules in Table 6 to get M.
If M = M, he will announce that the signature is valid;
otherwise, the signature will be invalid.

D. BRIEF SUMMARY

Encryption algorithm is an important method to generate
quantum signature. In our protocol, the quantum signa-
ture is also generated by quantum encryption algorithm
based on the shared keys. Therefore, the efficiency of
QKD determines the practical efficiency of our protocol to
some extent. To date, real-time quantum key generation has
been realized with over Gbps speed and security guarantees
[40], [41]. In this view, the presented can be realized in the
near future.

In our protocol, the Key-Controlled-T"QOTP is used to
generate signature. Encrypting a qubit requires two secret
keys, therefore, encrypting n qubits requires 2n secret keys.
The quantum communication efficiency and local computing
efficiency of our protocol are summarized in Table 7 and
Table 8. It is worth noting that quantum communication
efficiency does not include the stage of sharing secret
key.

IV. SECURITY ANALYSIS

As mentioned above, a secure quantum signature protocol
has to meet at least two requirements, i.e., non-forgery, non-
repudiation. In our protocol, Trent is the honest arbitrator who
will perform authentication when dispute happens. In this
case, the security of our protocol is shown, i.e., anyone cannot
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TABLE 6. Trent's measurement rules.

message basis

Mg = 0000 — |@1) = |0)[1)[0 + 1) {100, 11 12) 1
My = 1111 = |pg) = [0)[1)|0 — 1) {10), 1), [2)}2

{lO + 1>’ |0 - 1>7 ‘2>}3
My = 0001 — |p2) = [0)[2)0 +2) {10, 1) 12) 1
My = 1110 = |10) = |0)[2)]0 — 2) {10,11),12) }2
My = 0010 — |p3) = [1)[2)[0 + 1) {100, 1) 120 1
Mg = 1101 = |p11) = [1)[2)[0 — 1) 110), 1), [2)}2
My = 0100 — |pa) = [2)[1)|0 +2) 110, 1) 12) 1
M = 1011 — |p12) = [2)[1)]0 — 2) {10), 1), [2)}2

{10+2),10-2),[1)}s

My = 1000 — [g5) = [0+ DI0)[1)  {]0+1),]0 - 1),[2)}1
My = 0111 = |p13) = [0 = 1)|0)[1) 110, 1), [2)}2
{10), 1), 12)}s

My = 1001 = |p6) = [0+2)[0)[2) ~ {|0+2),]0 = 2),[1)}1
My = 0110 — |p14) = |0 — 2)|0)[2) {10, 1), [2)}2
{10), 1), 12)}5

My = 1010 |e7) = [0+ D)[D)[2)  {[0+1),]0 - 1), |2}
My = 0101 = |p15) = [0 = 1)[1)2) £10),11),12)}2
{10), 1), 12)}s

My = 1100 = |os) = [0 +2)[2)[1)  {[0+2),]0 - 2),[1)}1
M¢ = 0011 > [16) = [0 — 2)[2)]1) {10, [1).12)}2
{10),11),12)}s

TABLE 7. The efficiency of quantum communication for the presented
protocol.

Communication efficiency  Quantum bits

Step 14 6n
Step S1 2n
Step S2 4n
Step S3 6n
Step V2 5n

TABLE 8. The efficiency of local computing for the presented protocol.

Computing efficiency Maximum  Minimum
Signature phase 12n 4n
Verification phase 12n 4n

deny or forge a valid signature even if any two participants
conspire. The specific analysis is described as follows.

A. NON-FORGERY

1) OUTSIDE ATTACK

For the external attacker Eve, he wants to forge a signature
and evades Trent’s authentication. As a rational attacker,
he can only choose to intercept the signature through the
channel of quantum transmission and replace it. For the
classical channel is transmitted by broadcast, the attacker is
not able to determine the message without secret key. Here,
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we will describe Eve’s supposable attack strategies in the
following steps.

a: EVE INTERCEPTS SEQUENCES IN STEP 14

Eve intercepts the Y-SNOP states and performs joint mea-
surements of quantum sequences based on Eq.(3). He wants
to send the fake quantum sequences to P;, trying to get P;
to sign on the fake message. Since the quantum sequences
which Bob sends to P; in Step 14 are inserted with two types of
Y-SNOP states, he cannot distinguish the intercepted quan-
tum states used to encode message or detect eavesdropping.
If he changes the quantum sequence and sends it to P;, there
will be an error in Step 15. Even though he is lucky to modify
the quantum states used to encode message and sends to P;,
he would not succeed. Because the classic message M was
sent to Trent from Bob by secret key Kpr in the initial stage,
he will be found in Trent’s verification phase as M # M.

b: EVE FORGES SIGNATURE OF P;

With the/ example of Pj, Eve intercepts sequences
|S_1“/), IS ]b/ ) in Step S1. Since the encryption algorithm —
Key-Controlled-‘T"QOTP is applied to generate signature
in our protocol, Eve may perform forgery attacks in the
following ways.

i) Eve attempts to eavesdrop the K7p, distributed between
signers and verifiers. However, the original keys are shared
with QKD protocol, it is impossible for him to succeed.

it) Eve attempts to modify P}s signature to make |S{),
|S{’ ) are still equal after his modification. Similarly, due to
insetting detected eavesdropping states in P} s signature, Eve
cannot distinguish the intercepted quantum states used to
encode message or detect eavesdropping. Furthermore, Key-
Controlled-‘T"QOTP is used to generate signature, he is not
able to identify the forms of encryption operators without key
Krp, . For detailed analysis, it can be seen in Bob’s attack.

c: EVE INTERCEPTS SEQUENCES IN STEP V2

Similar to the analysis above, Eve cannot know the secret key
Kpr. If he changes one of the four sequences |§f), |S{’/), |S_§),
|S§’,) in D, Trent will find errors in Step V3. If he changes |S5),
there will be an error in Step V5 as M # M. Therefore, Eve’s
forgery will be discovered by Trent once he just changes only
a small part of D.

2) PARTICIPANT'S ATTACK-INDIVIDUAL ATTACK
For individual attacker, the attacker may be Bob or one of the
signers.

a: BOB’S FORGERY

i)BOB FORGES SIGNATURE OF P, /P,

Without loss of generality, Bob attempts to forge a signature
of P;. If Bob chooses to attack in Step S2, the situation will
be the same as an external attacker. According to the analysis
above, the attack strategy is infeasible. Therefore, he has to
forge a signature in Step V2. In order to achieve this goal,
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TABLE 9. The possible of encrytion and decryption in“Key-Controlled-I'
QOTP".

encryption decryption
I w/Qw;
o WJr 0:Qo W,
O WT 0:Q0g Wl
oy WTcry QoyW,

TABLE 10. Attacker’s successful forgery attack in “Key-Controlled-'I'
QOTP".

operation signature
00011011
oz 0, Og Oy Oz
Oz Oy 0z 0z 0x
oy Oz Oy Og Oy

he should preform a corresponding operator to the signature
and message. However, the Key-Controlled-‘T’QOTP is used

to generate signature |S_f/), |S {’,/) directly, he cannot identify
the forms of encryption operators except for P; and Trent,
and this can be shown in Table 9. Here W; is selected from
the set W.

From Table 10, it is shown that if Bob wants to forge the
one qubit of P} signature with o, or gy, he should perform
Pauli operation randomly, the successful probability will be
1 . And the probability will be 5 if the forgery operation is 0.
Furthermore if he wants to forge m qubits of the message to
satisfy his needs, the probability Pp of his successful forgery
will be shown as:

_ lk 1 m—k
Pp=(3)(3) ®)

here k(0 < k < m,0 < m < n) represents the total
number of qubits he wants to forge the sequence by o, and
oy, and (m — k) represents the number of qubits forged by
o,. With this encryption algorithm, he cannot successfully
achieve forgery attack without introducing the errors in the
Trent’s verification phase.

i) BOB FORGES SIGNATURE OF P

It is different from forging a signature of P/ P, because Bob
has secret key Kpp, with P3. Similarly, he has to replace the
1S§) with |S§”) in Step V2. However, the classic message M
was sent to Trent in the initial stage. Therefore, it will be
found by Trent in Step V5 as M # M. So it is impossible
for him to succeed.

b: P;'S FORGERY

i)P, /P, FORGES SIGNATURE OF P, /P

Without loss of generality, we take P; forge signature of P;
as an example. According to the analysis above, P should
perform attack in Step S2. Since we use Key-Controlled-
‘T’QOTP, under this encryption algorithm, he cannot suc-
cessfully achieve forgery attack. Furthermore, since P; insets
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TABLE 11. The possible measurement results for the attacker.

sate  [0) 1) [2) J04+1) [0—1) [0+2) [0—2)
Bl 1 1 1 0 0 0 0
B2 0 0 1 1 1 0 0
B3 0 1 0 0 0 1 1

detected eavesdropprng states in hrs srgnature If Py intercepts

and replaces |S“ ), |Sb ) with |S“ ) |Sb ), he will be found
in Step V4 as |S§) # |Sb)

ii)P5 FORGES SIGNATURE OF Py /P,

Differently, P3 does not need to intercept the sequences
because he has secret key Kgp, with Bob and sends all
quantum sequences to Bob in Step S3. He wants to forge
a signature of Py in Step S3. Based on the analysis above,
the Key-Controlled-‘I"QOTP is used in our protocol and P
insets detected eavesdroppmg states in his signature. If P3

replaces |S“> |Sb/> with |S“ ) |Sb, ), he will be found in the
Trent’s verification phase. It is as P3 forges P} signature.

3) PARTICIPANT'S ATTACK—-COLLUSION ATTACK

Previously, we guarantee that at least half of the participants
are honest except for the arbitrator. This assumption is sat-
isfied with the actual situation. In fact, if more than half of
the participants are dishonest, the protocol will be insecure
and impractical. Here, we will discuss the dishonest collusion
of any two participants. Specifically, they want to forge a
signature and evade Trent’s authentication.

a: BOB AND P; COLLUSION ATTACK
Without loss of generality, Bob and P; conspire to forge
signature of P;. Similarly, they should perform attack in Step

V2. They want to replace the |S2) |S2 )} with |S2 ) |S2 ).
According to the analysis of the individual attack for Bob,
as the Key-Controlled-‘I"QOTP is used in our protocol, it is
impossible to successfully implement a forgery attack. Fur-
thermore, they cannot know the positions and the initial states
of the decoy states since P, insets detected eavesdropping
states in his signature. Their collusion attack is unlikely to
succeed.

b: P; AND P; COLLUSION ATTACK (i # j)

Based on the analysis above, P1 and P; should restore all the
Y-SNOP states through the sequences in their hands. If they
choose the correct measurement basis, they will determine
the state. It is not difficult to find that there are three possible
cases in Eq.(9). The specific measurement results are shown
in Table 11.

B1 = {]0), [1), |2)}
B2 ={[0+1),]0—-1),2)}
B3 = {|0+2),]0—2),|1)} ©))
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They can only choose the measurement basis randomly.
In other words, their probability of choosing any basis is %
From table 11, we can deduce that the probability that they
choose the correct measurement basis and get one bit as:

—1><1—1 —1><2—2 —1><2—2

pr=gxl=g p=sx2=7p3=3x2=7

1 ! 1 1 ] 1 1 ] 1

= — X = -, = — X = -, = — X = -

p4 3 3 ps 3 3[76 3 3
1 1

p1 =3 X 3 (10)

According to our protocol, the 16 states of Y-SNOP are
used to encode message. The probability P which they get
one state is:

_Pitp2+p3stpatpstpstpr 3 (11
16 16
If the length of the quantum sequence is n, the probability
of getting the P’ sequence is:

P

3
P=pP"= (—16)" (12)
If n = 1000, we have
3
P/ PlOOO ( 16)1000 (13)

The number is too small to imagine. So they will not attack
successfully.

B. NON-REPUDIATION

The denial of the signer is also a very important issue which
needs to be discussed in signature protocol. In our protocol,
the denial of P3 is different from Py and P;. The specific
analysis is described.

1) THE DENIAL OF P; (THE SAME AS P,)

Py attempts to deny that his signature |S_f), |S{’/). In fact,
Py encrypts the quantum sequences [SY), |S{7 ) with K7p,.
Therefore, he cannot deny that he has generated the signature
|S_f), ISf/) since no one knows the key K7p, except Trent and
P1. Moreover, we use Key-Controlled-‘I"QOTP, no one can
find the corresponding location without knowing the K7p,.
If [S7) = |S{’), it is impossible for P; to deny success.

2) THE DENIAL OF Py

P3 attempts to deny that his signature |g), |S é’ ' ). In our proto-
col, only Bob and P3 share the secret key Kpp,. According to
the analysis of the individual attack for Bob, if Bob attempts
to modify the signature of P3, Trent will be found in Step
V5. Therefore, if M = M, P3 will not be able to deny his
signature.

V. FURTHER DISCUSSION

As a topic of quantum multi-party signature, quantum
sequential signature requires the messages can be signed
sequentially by more than one signer. However, the protocol
flow and security requirement of each multi-party signature

VOLUME 9, 2021

TABLE 12. The efficiency of some different quantum multi-party
signature protocols.

Quantum resource  Efficiency
Wen et al. [15] GHZ state 60.00%
Liang et al. [14] Graph state 61.54%
Xu et al. [24] NOP states 64.29%
Our scheme Y-SNOP states 75.76%

protocol are different. Therefore, we compare efficiency from
the perspective of resource consumption with Eq.(14) in
Ref. [42]-[48] as:

by

qr + b:
where ¢; is the number of the qubits exchanged in the protocol
(the qubits used for checking eavesdropping are not counted),
b; is the number of classical bits exchanged for decoding
the message and by is the total number of the transmitted
message bits. In our protocol, there are three signers who
would like to sign a message with n bits. In the initializing
phase, the number of shared secret keys is 8n, the classical
bits transmitted is 2n, the quantum bits transmitted is 6n; in
the signing phase, the number of quantum bits transmitted
is 12n; and in the verifying phase, the number of quantum
bits transmitted is 5n (These are summarized in Table 7).
It means that b; = 10n, by = 25n and ¢; = 23n. Therefore,
the efficiency of our quantum sequential signature is:

25n
~ 10n+23n

It is worth mentioning that we take three signers as an
example to compare the efficiency of multi-party signa-
ture with Refs. [14], [15]. The specific results are shown
in Table 12.

Moreover, compared with the multi-party signature proto-
col based on NOP states proposed by Xu et al., the applicant
Bob’s function has been added to make him more involved
in verification of our protocol. It reduces the participation of
arbitration in the protocol.

We propose a secure sequential quantum signature protocol
for the first time since the idea was pointed out. In the pre-
sented protocol, the messages can be signed sequentially by
several signers. The function has widely applications in prac-
tical management. According to our analysis, the protocol is
immune to the attacks from inside and outside. Furthermore,
in the process of protocol, the Y-SNOP states of C?®C3®C3
have been applied to ensure its security. In this view, we give
a potential application for the Y-SNOP states proposed by
Yuan et al. and put forward a series of ideas for the security
proof of quantum signature. It may promote the application of
quantum information theory in security information, and it is
a new topic of quantum cryptography which requires further
research. Moreover, this paper has also left some interesting
questions for further works, such as how to design other quan-
tum cryptography protocols under the premise of ensuring
efficiency and security according to the different properties

1 (14)

1 =75.76% (15)
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of NOP states, and the implementation of physical system
is still a problem which needs further attention. We believe
that the NOP states must have better application scenarios in
future.

VI. CONCLUSION

In this paper, we discuss the situation of quantum signa-
ture to sign a document with several signers in sequence.
By introducing the Y-SNOP states, a novel quantum sequen-
tial signature protocol has been designed. Security analy-
sis shows that no one can deny or forge a valid signature,
whether the attackers are from outside or inside (independent
or joint). Furthermore, compared with the existing quantum
multi signature with some NOP states, the present protocol
is more efficient and easier to be realized in NISQ device
as no entangled resources are required. Finally, we hope that
our results will be instructive to the further research of other
quantum cryptographic protocols.
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