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ABSTRACT Unmanned aerial vehicle (UAV) relay can effectively improve the coverage and performance
of land communications, which makes it prospective to be deployed in various applications. However,
there exist some practical challenges we have to face in UAV-enabled communication system designing,
such as secrecy and wiretapping threats due to the air-to-ground line-of-sight communication link, and
energy consumption issues because of the limitation in energy-constraint. To deal with these two key issues,
we develop a novel UAV swarm assisted multi-hop mobile relay system which can be applied in special
scenarios with severe blockage or long distance to enhance communication performance. An effective
cooperative transmission scheme is proposed to address the security issues in a physical layer security per-
spective, where several UAVs serve as multi-hop relays forwarding information between ground users and the
other UAVs are employed as friendly jammers confusing the ground eavesdroppers. The minimum secrecy
energy efficiency (MSEE), namely the minimum achievable secrecy rate per energy consumption unit over
legitimate links, is designed as the performance indicator to quantify the secure and energy-efficient trans-
mission. Subject to information-causality, transmit power, and mobility constraints, the UAV swarm assisted
MSEE maximization transmission scheme is formulated into a complicated non-convex problem. To solve
the non-convex fractional optimization problem, we decouple the original problem into sub-problems and
further propose an efficient algorithm by applying the block coordinate descent method, successive convex
approximation (SCA) techniques, and Dinkelbach method. Numerical results demonstrate that the proposed

scheme achieves considerable performance enhancement on MSEE compared with benchmark schemes.

INDEX TERMS UAV swarm, multi-hop relay, energy efficiency, physical layer security.

I. INTRODUCTION

Recently, unmanned aerial vehicles (UAVs) communication
has attracted more and more attention and become a new
hot spot in wireless communication fields, due to its unique
advantages, such as high flexibility, on-demand deployment,
quick networking, line-of-sight (LOS) information trans-
mission, etc [1]. These valuable characteristics make the
UAV-enabled communication system have a great prospect in
various application requirements [2], e.g., disaster recovery,
data collecting in Internet of Things (IoT), aerial imaging,
and industrial monitoring. Moreover, with the evolution of
the 5G/6G terrestrial networks, UAV-enabled wireless sys-
tem, as non-terrestrial network for necessary compensation,
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will play an essential role in providing ubiquitous access for
some special scenarios where terrestrial infrastructures are
not available for users [3]. In the UAV-enabled communica-
tion system, UAVs can not only be employed as mobile base
stations to serve a group of ground users for better wireless
coverage [4], [5] but also act as mobile relays for information
forwarding between ground users where direct links are not
available for them [6], [7]. The authors in [4] propose a
polynomial-time algorithm for optimal UAV placement to
minimize the number of UAVs required for covering all the
ground terminals. The study in [5] is to maximize system
throughput, and an iterative algorithm is proposed based on
joint optimization of UAV’s trajectory and transmit power.
Reference [6] maximizes the throughput of a UAV-enabled
relay system by jointly optimizing the UAV’s trajectory and
transmit power, and the works in [7] examine the mobile
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TABLE 1. Summary to references [11]-[16].

Reference Density, Type and Type and Location Density and Location Deployment  Objective Optimization
Mobility of UAV of Ground Users of Eavesdroppers Environment Methods
Transmitter

Zhou et al.[11] Single UAV/Base Multiple Multiple Not Special ~ Maximizing the Minimum BCD and
Station/Mobile GUs/Exactly GEs/Exactly Average Secrecy Rate SCA

Lietal.[12] Single UAV/Base Single Multiple Not Special ~ Maximizing the Worst-case BCD and
Station/Mobile GU/Exactly GEs/Inexactly Secrecy Rate SCA

Lietal.[13] Two UAVs/Base Multiple Multiple Special Maximizing the Minimum BCD and
Station/Mobile GUs/Exactly GEs/Exactly (with NFZ) Average Secrecy Rate SCA

Tang et al.[14] N/A Two Multiple Suburban Analyzing the System Sec- Monte Carlo

GUs/Exactly UEs/BPP ure Connection Probability Trial

Ma et al.[15] Multiple UAVs/ Two Multiple Not Special ~ Analyzing the System Sec- Monte Carlo
Relay/Fixed GUs/Exactly GEs/PPP recy Outage Probability Trial

Zhang et al.[16] Single UAV/Base Multiple Multiple Urban Maximizing the System CAA-
Station/Mobile GUs/Exactly GEs/Exactly Secrecy Capacity MADDPG

GU = Ground User, GE= Ground Eavesdropper, UE = UAV Eavesdropper; NFZ = No-Fly-Zone, BCD = Block Coordinate Descent.

relay system reliability performance which is represented by
outage probability.

A. RELATED WORK AND MOTIVATION
Although great progress has been made in the UAV-enabled
wireless system from different requirements and perspec-
tives, including better coverage, throughput maximization,
communication reliability, etc, there still exist many issues
waiting to be solved. For example, the physical layer security
problem including passive eavesdropping and active eaves-
dropping is tricky due to the high probability of LOS air-to-
ground channel. Specifically, on one hand, the information
transmission is insecure and likely to be wiretapped by the
undesired receivers, which leads to a risk of information
leakage. On the other hand, legitimate links are vulnerable to
malicious jamming attacks. By optimizing the UAV’s trajec-
tory, [8] maximizes the average secrecy rates of both the UAV-
to-ground and ground-to-UAV transmissions. And the block
coordinate descent method and successive convex approx-
imation techniques are applied to handle the non-convex
problem. A millimeter-Wave simultaneous wireless informa-
tion and power transfer (SWIPT) UAV network based on
nonorthogonal multiple access (NOMA) is studied in [9],
the antenna selection of directional modulation is optimized
via applying adaptive genetic simulated annealing algorithm
to improve the system security performance. Reference [10]
investigates a two-tier UAV network consisting of multiple
UAV transmitters and receivers, and proposes a matching
algorithm and overlapping coalition formation algorithm to
provide secure communication for multiple legitimate links.
For further improvement on the system secrecy per-
formance, [11]-[16] introduce a friendly jammer UAV to
confuse the eavesdropping link. However, when the jam-
mer UAV flies closer to legitimate users, the confiden-
tial information transmission is vulnerable to be destroyed.
Therefore, the design on the jammer UAV trajectory and
power is required in UAV-assisted wireless communication.
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Especially, [11] shows that a UAV as a jammer can improve
the average secrecy rate over all receivers by jointly optimiz-
ing trajectory and transmit power in a UAV-enabled base sta-
tion system. Reference [12] explores a similar system where
the position information is unknown, aiming at maximizing
the worst-case secrecy rate of the system. To achieve a higher
rate in secure communications, multi-purpose UAV base sta-
tions are adopted in [13], where the sub-carrier allocation and
UAV trajectory are jointly optimized. The works [11]-[13]
optimize the objective in a similar method by decoupling
the original problem into several sub-problems and solving
them in an iterative manner. However, [14] considers a novel
situation with multiple UAV eavesdroppers (UEs) of inexact
position, and analyzes the system secure connection proba-
bility by Monte Carlo trial. An opportunistic relay selection
scheme is investigated in a millimeter wave communication
system where exists multiple randomly distributed ground
eavesdroppers [15]. Reference [16] designs a UAV trajectory
3D space optimization scheme and proposes a continuous
action attention multi-agent deep deterministic policy gradi-
ent (CAA-MADDPG) method to maximize the system secure
capacity. For reader convenience, the crucial parameters and
optimization methods of reviewed works [11]-[16] are pro-
vided in Table 1.

Apart from security issues, the UAV’s working time is
restricted by the limited onboard energy, which poses a
bottleneck for system performance. Therefore, much research
has been conducted on UAV energy consumption. Refer-
ence [17] derives a propulsion energy consumption model of
fixed-wing UAV based on the UAV’s flying speed, direction,
and acceleration and optimizes the UAV trajectory by jointly
considering the communication throughput and energy con-
sumption, while the works in [18] minimize the rotary-wing
UAV energy consumption, including both propulsion energy
consumption and communication-related consumption.
The study in [19] maximizes the system secrecy energy
efficiency by jointly optimizing the UAV trajectory, transmit
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power, and user scheduling via applying the block coor-
dinate descent method and Dinkelbach method in combi-
nation with successive convex approximation techniques.
However, the innovation works in [19] are only limited to
the UAV-enabled base station system, while a multi-hop UAV
relay system is investigated in this article.

There exists much research to explore the secrecy rate
maximization problem in UAV-enabled mobile relay system
with a cooperative jammer UAV [20]. However, the single
UAV relay model is not applicable in the scenario where
the distance between the source and destination is too long.
Reference [21] shows that multi-hop UAV relay can effec-
tively increase the communication distance and resolve the
link blockage problem caused by obstacles or terrains, but it
does not consider security issues. Therefore, a UAV-assisted
multi-hop relay system with cooperative jammers needs to be
studied to hence the secrecy performance.

In this article, our work sets out to propose a novel UAV
swarm cooperative scheme in the presence of multiple eaves-
droppers to explore the secrecy energy efficiency (SEE)
performance in a multi-hop mobile relay system. In this
swarm, UAVs are allocated into two groups according to
their different tasks: the relay UAVs (RUAVs) for informa-
tion forwarding from source to destination, and the jammer
UAVs (JUAVs) acting as friendly jammers to enhance the
legitimate link secrecy performance by introducing active
interference to eavesdroppers. To enhance the spectrum effi-
ciency, we assume that the JUAVs share the same bandwidth
with all RUAVs, so the JUAVS’ transmit power should be
designed to mitigate the co-channel interference. In a decode-
and-forward (DF) multi-hop relay system, the end-to-end
throughput is limited by the weakest link [21], [22]. There-
fore, we maximize the average minimum secrecy energy
efficiency (MSEE) via jointly optimizing the UAV trajectory
and transmit power with an efficient iterative algorithm. Until
now no existing studies have been reported in current litera-
tures on the minimum secrecy energy efficiency maximiza-
tion for UAV swarm assisted multi-hop mobile relay system.
Therefore, we carry out this research work and try to push
forward the field for a new step.

B. CONTRIBUTION
The main contributions of our work are as follows:

o This article presents a novel UAV swarm assisted
multi-hop relay model to improve the secrecy and energy
efficiency performance for deployment in a severe
blockage and long distance scenario. In this model,
the RUAVs are deployed as multi-hop relays for coop-
erative information forwarding, while the JUAVs acting
as friendly jammers confuse the eavesdroppers to ensure
confidential information transmission. Then, We formu-
late a minimum secrecy energy efficiency MSEE) max-
imization problem by jointly optimizing the swarm’s
flight trajectory and transmit power over all time slots,
subject to the constraints of UAV mobility, transmit
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power, and information-causality. Note that the formu-
lated problem is quite complex and hard to deal with,
because of the non-convexity of objective and con-
straints, fractional form, and tightly coupled optimizing
variables.

« To handle the non-convex fractional optimization prob-
lem, an efficient iterative algorithm is proposed. First,
we decouple the original optimization problem into four
sub-problems to solve them iteratively by applying block
coordinate descent. Next, the successive convex approx-
imation technique is used to transform non-convex
objective functions or constraints into convex forms.
However, the trajectory optimization sub-problems with
fractional object functions are still challenging to han-
dle, and therefore, we apply the Dinkelbach method to
solve it. The solution can be eventually obtained in an
iterative manner until the MSEE increment is below a
threshold, and the convergence of the proposed iterative
algorithm is demonstrated finally.

« Sufficient simulations are conducted to evaluate the
effectiveness of our proposed scheme. We observe the
features of trajectory, velocity, and transmit power at
each time slot, and explore the diversity of trajectory and
MSEE in different schemes. The results show that the
proposed scheme achieves significant improvements on
secrecy energy efficiency performance compared with
another three benchmarks.

The rest of this article is organized as follows. In Section I,
we introduce the UAV swarm assisted multi-hop mobile relay
system model and formulate the SEE optimization problem.
Section III presents an efficient iterative scheme to solve the
formulated complex problem by using the block coordinate
descent method, Dinkelbach method, and SCA techniques,
and the overall algorithm is demonstrated at the end of this
section. In Section IV, the simulation results and discus-
sion are provided to illustrate the superiority of our scheme.
Finally, we conclude this article in Section V.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

A. SYSTEM MODEL

As shown in Figure 1, we consider a UAV swarm-assisted
multi-hop mobile relay system where M > 1 RUAVs are
employed to forward confidential information between a
ground source user (S) and a legitimate ground destination
user (D). To improve secrecy performance in the system,
we introduce L > 1 JUAVs as friendly jammers to combat
against K > 1 passive eavesdroppers. The RUAV, JUAV and
eavesdropper sets are denoted as R, J and &, respectively,
where |R| =M, |J| = L, and |£] = K. We assume that the
users provide their locations for UAV swarm actively, and all
the UAVs fly at a fixed altitude of H, which can be considered
as the minimum altitude to avoid collision by infrastructure
obstacles. Besides, the locations of eavesdroppers can be
detected from the local oscillator power unintentionally leak-
ing from the radio frequency front end [16], [23]. Therefore,
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FIGURE 1. An illustration of UAV swarm assisted multi-hop relay system.

we assume the UAV swarm can exactly know the locations
of S, D, £ and exchange information instantly [11], [16].
The UAVS’ collisions are not considered here, which can
be readily extended by introducing the minimum security
distance constraints.

Without loss of generality, a three-dimensional Cartesian
coordinate system is adopted in this article. The horizontal
coordinate of ground nodes can be denoted by w; = [x;, y,-]T
in meter (m), i € {S,D,&}. The UAV flight period T is
discretized into N equal-length time slots, i.e., T = N§, where
§ denotes the elemental slot length. And we set that the UAV
J flies with the pre-determined initial location qj, and final
location ¢, where j € {R, J}. To simplify the optimization
problem, UAV trajectory over T can be constructed by using
line-segment to connect the optimized N discrete locations
qjln] = [xj (n],y; [n]]T, where j € {R,J},n € N =

{1, ..., N}. The locations of each UAV in adjacent time slots
satisfy the following mobility constraints:
lgj [n+ 11— q; []l1* < (Vimard)* .j € {R. T}, (1)

n=1,...,N—1,
qi[11=4qj,, q; [Nl =qjz,j € {R, T},
)

where V)8 is the maximum horizontal distance that UAV
can fly within one time slot under its maximum flight speed
Vinax In m/s.

The communication links in the UAV assisted multi-hop
relay system are classified and handled as follows: 1) Legit-
imate link: S-to-R, R-to-R, and R-to-D, where confidential
information can be transmitted; 2) Eavesdropping link: R-to-
E, where the ground eavesdropper E; wiretaps the RUAVSs;
3) Jamming link: J-to-E, J-to-R, and J-to-D, where the sig-
nals transmitted by the JUAVs are regarded as noise for
other terminals, i.e., R, D. According to the node position
of each link [2], the S-to-R, J-to-D/E and R-to-D/E link can
be regarded as air-to-ground (A2G) channel, and R-to-R and
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J-to-R are air-to-air (A2A) channel links. In general, the A2G
channel includes both line-of-sight (LOS) and non-line-of-
sight (NLOS) paths, due to the ground reflection, building
scattering, and so on. It is still a challenge to model the
complex effects, and the probabilistic LOS model is used
in [24], [25]. In contrast, the A2A channel with few obstacles
has higher probability of LOS link, but larger Doppler effect
caused by higher relative velocity. To draw most essential
insights and for ease of exposition, we assume that both A2G
and A2A communications are dominated by LOS links [26],
and the Doppler effect caused by UAV’s mobility is also
assumed to be perfectly compensated. Therefore, we adopt
free-space path loss model as used in [4], [8], [27] to model
each link. The power gain of the A2G channel at time slot n
can be written as

£0 n
llg; [n] — w; [n]l|> + H?’

hyilnl = pod; [ [n] = €N,

3)

where po denotes the channel power at reference distance
dy = Ilm,and j € {R,J},i € {S,D,&}, sod;; and h;;
denote the distance and the channel gain from RUAV R, or
JUAV J; to the ground terminal S, D or eavesdropper Ej,
respectively.

Similarly, the power gain of the A2A channel at time slot
n can be written as

£0
g [n] — g« [n]]1>

hyjo [n] = pod;  [n] = neN, @
where j,j* € {R, J}, so dj = and h; » denote the distance
and the channel gain from RUAV R,, to another RUAV R,
or JUAV J; respectively.

Since we only consider the energy consumption of UAV
swarm, the transmit power of S can be fixed by Ps. The
transmit power of RUAV m and JUAV [ is denoted as Pg,
and Py, respectively, subject to maximum transmit power
constraints as follows

0 <Pg,[n] <P, neN,meM, 5)
0<Pjyn<Py, . .neN,leL. (6)

The maximum transmit power constraint of UAV at each time
slot is related to the limitation of the real-time transmit power
of the device.

By assuming that all the UAVs are equipped with a data
buffer of sufficiently large size and operate in a frequency
division duplexing (FDD) mode with equal bandwidth allo-
cated for each legitimate link. The achievable rates of S-to-R;
link and Rj;-to-D link in bit/second/Hz (bps/Hz) at slot n can
be expressed as

Psh
+— shsRy [n] ) )
Y1 Py [nl g, [n]+1
Pg,, gy, p [n]

i)
Y =i Py [nlhyp[n] + 1

Rsg, [n] = log, (1

Rgyp [n] = log, (1 +
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where fljj* [n] |2,j Jooe (R.JY.] #

Yo
! larl-a ]
j*’n € N’ h/l[n] = ”q n] W ”2 H27.] € {R \7} l S

{S,D, &}, neN,y= J— and o2 denotes the noise power.
Similarly, the achievable rate of R,-to-R,+1 link in bps/Hz
at time slot n can be expressed as

Pr,,[nlhg,,,, (7] )
i Py [nlhyg,, 1 +1)
M—1,neN, )

RRmRm+l [n] = 10g2 (1 +
m=1,...,

and the achievable rate of eavesdropping link R-to-Ej in
bps/Hz at time slot n can be written as

Pg [nlh
Rg, &, [n] = log, (1 + Ll ] )
Zl:l PJ[ [}’l] hJ[Ek [}’l] +1
meM,lelkeK,neN. (10)

We assume that the processing duration at RUAV is one
slot [6], and following the information-causality constraint
for RUAV, only the data received can be forwarded. There-
fore, the rate of RUAV at each slot n should satisfy the
constraints as follows

n n
Y Rrig, i1 <) Rog, lil,n=2,....N, (11a)
i=2 i=1
n n
ZRRmRm-H [l] S ZRRm—lRm [l]’
i=2 i=1
n=2...,Nm=2,...,M—1, (l1lb)
n n
> Reyplil <Y Ry gy liln=2,....N. (llc)
i=2 i=1

The secrecy rate in a DF multi-hop relay system depends on
the weakest link. Therefore, we measure the system secrecy
performance by minimum achievable secrecy rate (MASR),
which denotes the minimum secrecy throughput among relay
links over N slots

N N

MASR = min 1Y "R [n]. > Rsg, [n] } (12)

€
" n=1 n=1

where Ry denotes the secrecy rate of Ry -to-Ry41 link or
Ryr-to-D lmk at time slot n given by

[RR,Rpiy (1] — RR,,E [n]]+ ,
m=1,....M —1,

[Rryp (] — Ry [n]]+ ,
m=M,

Ry [n] = (13)

with the operation [x]* £ max(x, 0).

In general, UAV energy consumption is composed of two
main components, namely communication-related energy
and propulsion energy. Note that in practice, UAV energy
consumption caused by communications is much lower than
that caused by propulsion. So, the communication energy
consumption of UAV can be ignored compared with UAV
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propulsion energy consumption. As derived in [17], denote
the velocity of UAV j at time slot n as V;[n] = (qj[n + 1] —
qj[n])/8, wherej € {7,R},n=1,---, N—1.Then the total
propulsion energy consumption (PSE) [18] of rotary-wing
RUAV or JUAV over N time slots can be given by

2
B = ZP (1 + 2 ) + 3 drpsIVs Ll

tip

1
V. 4 A7 2\ 2

N . Il j[Z]” N ][’;]H (14
4vy 2v;

where Pg and P; are two constants representing the blade pro-
file power and induced power in hovering status, respectively,
Usip denotes the tip speed of the rotor blade, vy denotes the
mean rotor induced velocity in hover, d, and s are the fuselage
drag ratio and rotor solidity, respectively.

B. PROBLEM FORMULATION

Taking the mobility constraints, power constraints, and
information-causality constraints into account, we aim to
maximize the minimum secrecy energy efficiency (MSEE)
by optimizing the flight trajectory and transmit power of the
UAV swarm over all time slots. The optimization problem is
formulated as

P1):
MASR
(15)
QRQJ PRP/ZI lEjl—‘rZ —1 Er,,
st g+ 11— g [nl* < (Vinad),
je{R,J},n=1,...,N —1, (16a)
q;[1] = qj;. q; [N] = qj.,j € {R, T}, (16b)
0 < Pg, [n] <Pg,,.nEN,meM, (17a)
0<Pynl<Py,.neN,leLl, (17b)
n n
Y Rrigy [l < ) Reg, [ill,i=2,...,N, (18)
=2 i=1
n n
D RRuRyy 1<) Re, i, L],
i=2 i=1
i=2,...,.Nm=2,...,M—1, (18b)
n n
D Rryp 1<) Rry_ry [il.i=2,....N. (18¢)
i=2 i=1

It is challenging to solve problem (P1) due to the following
four main reasons. First, the operator [-]* in (13) makes the
objective function non-smooth at zero value. Second, both
the numerator and the denominator of the objective function
are non-concave with respect to Qg, Qy, Pg or P;, which
leads to a non-convex fractional objective function. Third,
the information-causality constraint is still a non-convex con-
straint with respect to all the variables, which makes our prob-
lem even more difficult to tackle. Last, both the numerator
and the denominator of the fractions in R+ and R;; have the
trajectory and transmit power optimizing variables, which
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are tightly coupled. Therefore, problem (P1) is a non-convex
fractional optimization problem, which is difficult to be opti-
mally solved in general.

ill. PROPOSED SOLUTION FOR (P1)

In this section, we propose a novel algorithm to solve the non-
convex, tightly coupled and complicated optimization prob-
lem (P1) by applying block coordinate descent, successive
convex approximation techniques, and Dinkelbach method.
Firstly, the operation [-]* in (13) can be omitted by setting
Pg,[n] = 0,m € M, and then problem (P1) is decoupled
into four sub-problems: the JUAV’s trajectory Q; design,
the RUAV’s trajectory Qg design, JUAV’s transmit power
P; control and RUAV’s transmit power Pg control. Finally,
the problem (P1) can be solved alternately in an iterative

manner until the algorithm converges.

A. OPTIMIZING JUAV'S TRAJECTORY Q,

Since the work aims to maximize the minimum secrecy
energy efficiency, the objective function and constraints in
trajectory optimization problem are more complex compared
with the previous schemes. For the given RUAV’s trajec-
tory Qr and the transmit power of UAV swarm P;, Pg,
we can derive the following JUAV’s trajectory Q; optimiza-
tion sub-problem (P2):

MASR
(P2) : max =yt (19)
Qy Zl : EJ/ + Etotal
s.t. (11),
la, [+ 11— qy (1111 < (Vo). 1 € L,
n=1,...,N—1, (20a)
qy, [1] =qu,- 9 [N]=qj[F,l eLl. (20b)

First, in the complicated fractional objective function (19),
the denominator is non-convex due to the third term of Ej,.
By introducing auxiliary variables ¢;[n] = {¢;[nl,n =
1,---,N — 1,1 € L}, we have the following equation
Gl = \J1+ IVl /4vg — IV [n112/203, which is
equivalent to gojlz[n] = @j[n] + IV [nlI*/vG, so Ej; can
be equivalently written as expression (21) with additional
constraint (22) as follows

. 311 Vy, [
Ej = ZP (1+ I’J +2drps||vj,[n]||

tip
+ Pigy [n], 1)
5,7 [n] < 3, [n] + llay [n + 11 — gy [n]1*/v5.
lefLin=1,---,N—1. (22)
By introducing slack variables {n, z[n]={z,[n], }, T'[n] =
{Tlnl}, S = {51 [n] = llas, (]
—wpll> + H?},V = (v [n] = |lqy, [n] — gg, [7]]*}, U =

{ur i [n] = llay, [n] — wg, 1> + H*}}, where | € L,

VOLUME 9, 2021

me M,k € K,n € N, problem (P2.1) can be expressed
as

P2.1) :
max + (23)
Q.gsnalnl. Y1 Ej + ER!
I'(n],S,V,U
s.t. (20)(22)
n < sz[nl Tulnl, Vm, n, (24)
Zm [i] <ZR?,$1[1],n=2,~-- N, (25a)
i= 1
sz[il < sz_l[i], n=2-- N,
i=2 i=1
m=2,--,M, (25b)
Zmln] < R,%LR L Vnm=1, M1, (26)
zuln] < R plnl. Vo, (26b)
| . [n]>R R [n],Vm, k,n, 27
st[nl = llqy, [n] = wpl|* = H* < 0,Vn, [, (28)
lay, (] — WE I + H> — ug i [n] <0,
v, 1, k, (29)
vt [n] = llay, [n] — qg,, [2]lI* <0,
vn,l, m, (30)
Qy _ CSn
where RSRl [n] = log, (1 + 5, le[n]yo/vl,z[nHl) ,
Qs _ Cm,n _
Rk 1 = 1022 (1 + s pp i ) o m =
Qs - - Mam
Lo M = 1R i) = logs (14 )
Qy _ €m,k,n
R g In] = logy (1+ i) Vi, k., and

csn = Pshsg,[nl,cmn = Pr,[nlhg,R, [0l cun =
Py [nlhgy,plnl, emik.n = Pr,[nlhg, g (0], Ym, k, n.

It can be verified that at the optimal solution to problem
(P2), constraints (28)-(30) must hold with equality. If not,
u; x[n] can be further decreased to improve the objective
value and then s;[n], v, /[n] can also be increased to relax
constraints (28) and (30), which means (P2.1) can be further
optimized. The optimal value of (P2) is lower bounded by that
of (P2.1) owing to slack variable n. However, (P2.1) is still a
non-convex optimization problem due to the non-convexity
of R,% E and the right-hand side of (22). Next, the successive
convex approximation technique (SCA) is employed to tackle
the non-convexity in (22), (27), (28) and (30). Define Q;l =
{q;l [nl,ne N } as a given initial trajectory of JUAV [ in the

r+-1-th iteration, Rg,,g,[n] can be replaced by its respective
concave upper bound at a given local point [28] as follows

0y €m,k,n
RY _[n]=log, |14+ ———mkn
RiEi 2 L Pylnn
Zl:l u[lk [n] + 1
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Z otk ] (i 0] = ] () + X, [n]

QJ(Mb)

= RR - Ex [n], 3D
where
W’ _ €m,k nPJ[ [nlyo

m,l,k [n] - P J][n]VO P]l [njyo ’
”lk [n] ZL u Pz +1+emk.n ZL +1
€m,k, _
Xoanl = logy | 1+ —jqig— |» upilnl = llgj,[n] —
L u;‘k[nJ

wg, ||? 4+ H?. Similarly, constraints (28) and (30) can be
rewritten as

lwpl?
(32)

silnl + g, [n]]1? —wp)" qylnl -

—H?<0,Vn,1,

2 (qj, ]
Vi a[n] + 1, (111 = 2 (,[n] — qg,,[n])" qy,[n]

— |IqRr,, [Vl]||2 <0,Vn,l, m. (33)

For right-hand side of (22), the Taylor expansion of multi-
variable function is leveraged to obtain a global lower bound,
s0 (22) can be replaced by

5,2 n] < @} 2] + 295, [n] (¢, [n] — @}, [n))
— Nl [ + 11— a, [n11% /3 + 2 (), [n + 11 — g, [n]) "
(a[n+ 11— q[n1) /v5. (34)

From the above mathematical transformation, (P2.1) is
rewritten as

(P22):  max —— (35)
Q gslnlnzlnl. Y By, 4 ER
I'[n],S,V,U
s.t. (20), (24) — (26), (29), (32) — (34),
T[] = RSP [n] Y. k.n.  (36)

It can be observed that (P2.2) is a fractional maximization
problem with a linear numerator and convex denominator,
as well as all convex constraints, which can be solved by
Dinkelbach method. Define 7 as the maximum MSEE and
Eiwwal = Zleﬁj, + E¥@ By referring to [29], [30],
we have the theorem that the optimal solutions of problem
(P2.2) achieve the maximum MSEE value if and only if

max — W*Em = 0. For a given MSEE
Qy.¢s,n,2[n],I'[n],8,V,U

Wy, we can formulate an optimization problem derived from
(P2.2) as

(P2.3) : max 1 — 1£*Eroral (37)
Qy.¢s,n,2[n],I'[1],S,V,U
s.t. (20), (24) — (26), (29), (32) — (34), (36).

(P2.3) is a convex optimization problem which can be effi-
ciently solved by CVX [31]. Thus, (P2.1) can be solved by
an iterative algorithm based on SCA and Dinkelbach method,
which is summarized in Algorithm 1.
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Algorithm 1 Proposed Iterative Algorithm Based on SCA
and Dinkelbach Method for (P2.1)

1: Initialize the maximum tolerance ¢, current secrecy
energy efficiency ratio u, UAV’s trajectory Q; ,j €
{TJ,R}.

2: repeat

3:  Solve problem (P2.2) with a given u, Q; , denote

[Q;f? @7, n*, 2% [n],T*[n],S*, V¥, U*} as obtained
optimal solutions.

4 if n* — uEa < € then
5: Convergence=true.
6: Output{u*,Q;",w}*,n*,z* [n],T* [n],S*,V*,U*}
7. else .
8: Set u* = =1 S = pF,
Etotal
9: Convergence=False
10:  end if

11: until Convergence=true.

B. OPTIMIZING RUAV’S TRAJECTORY Qg

For given JUAV’s trajectory Q; and transmit power Pg, Py,
we can derive the following sub-problem on the RUAV’s
trajectory (P3):

MASR

(P3) : rr(l):;x ST e+ e (38)
st. (11),
”qu [n41]— qr,, [I’l]” < (Vinax$ ) me M,
n=1,....N—1, (392)
qr, [11 = qr,,- 4, [N] = @&, .m € M. (39b)

Then, introducing ¢p = {(pRm [nl,n=1,...,N,
m € M}, we rewrite Eg_ in (38) as (40) with additional
constraint (41).

N—-1 2
301 Vg, 2117 | 1 3
=Y P (1 + U—2) + 5drpslI Vi, (]l

n=1 ap
+ Pigr,,[nl, (40)
ox_n] < ¢k, [n] + lqg,[n + 11— qg,, (7117 /v5.
meM,n=1,--- ,N — 1. 41
However, (P3) is still a non-convex problem with

non-concave objective function and non-convex con-
straint (11). In particular, the RUAV’s trajectory Qg exists in
both numerator and denominator of the secrecy rate function,
which makes our problem (P3) hard to tackle.

First, we introduce slack variables {z[n] = {z;;[n]}, ['[n]
= {Twnl}.Xs = {xnl,neN}, Yy = {ynl},.Xg =
{xg,[n1} . Yr = {yr,[n]}.{Sre = Smilnl} }, where n €
N,m e M, k € K. Then, we reformulate (P3) as

(P3.1) :
Ui
1 ER + Etotal

ma (42)
Qungzin. Tin, Y M
X, Xz.Y,, YR
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s.t. (39), (41),

n= izm[n] — Dmlnl, Vm, n, (43)
n=1
gm[i] < Z::ﬁ (e[l = ysliD)
n=2,---,N, (44a)
Zn:zm[i] < Xn:zm—l[i],n =2,---,N,
ni1=2: 2, ,11\;], (44b)
Zmln] < L (xR, [n] = YR, [n1) . Vn, m,

In2
(44¢)

L
PSilSRl [n]+ZPJ] [n]ilJIRI [n]+1 > ex.r[n]’
=1
(45a)

L
Pr,[n1hg, R, [M)+Y _ Prynlhyg,,,, [n]+1
=1
>l m=1,...,M—1,
L
Pry, [nlhgy,pln] + Y Pylnlhyplnl + 1
=1

(45b)

> Ml (45¢)
L
> Pylnlhyg, n]+1 <M, (45d)
=1
L
[—15pt] ZP‘II [n]h-]/Rm+l[n] +1 < eyRm[n]’
=1
m=1,...M —1, (45e)
L
S Pylnlhyolnl + 1 < b, @sh)
=1
Pg,[nlyo
Iypn] =log, | 1+ z
" 2\ foon (H? + Splnl)
Vm, k, n, (46a)
Smkln] < llar,,[n] — we, 1%, Vm, k, n,
(46b)
h _ PJ] [”]VU 1
where fikn = 2.1 g, farwg, e + 1

After transformation, the problem (P3.1) is still a
non-convex problem with non-convex constraints (41), (45)
and (46b). Similar to the analysis in (P2), (45) and (46) must
hold with equality at the optimal solution and the objective
value of (P3.1) gives a lower bound to that of the problem
(P3). To handle the non-convex constraints, we define Qfe,,l =

{q,’em [nl,ne N } as a given initial trajectory of RUAV m in

the r+I-th iteration.
By applying the first-order Taylor expansion at a given
local point ||q§m — Wg, |2, constraint (46b) can be replaced

VOLUME 9, 2021

by convex constraint (47).

Smlnl <l [n1—we, 12 +2 (df [n]—wg,)"

(ar, (1 —dg, [n]) . (47)

Meanwhile, constraint (41) can be replaced by (48).

or In] <gp *[n]+ 20 [n] (gr,[n] — ¢f, [n])
— llag, [n + 11— qf, [n]]1% /v
+2 (g, [n+ 11— qf [n])"

(qr,[n + 11— qg,, [n]) /v (48)

It can be seen that }Asz Aln] is a convex function of the
corresponding norm term |qg, — qa |2, where A can be
replaced by S, D, J;, or Ry+. Thus, the first-order Taylor
expansion can be applied to constraints (45a)-(45c), and then
the convex lower bound of ilRm Aln] can be expressed as

L 71b
>h
lqg, [n] — wsll> + H> ~ sk, 7]

_ 2yo
I, 1] — ws P + H?

o (llag, [n] — wslI* + H?)

2 9
(IIq;,1 [n] — ws|2 + Hz)
Yo 2l
>h [n]
”qu [l’l] - qu+l [l’l] ”2 RinRint1
_ 2y0
lag,, [n] —ak, . [n]lI?

0 (llgr, [7] = G,y 011%)
2 b

hsg, [n] =

(49a)

ilRmRmH [n] =

(49b)

(lag, 171 — g, 1P
Y0
lar,[n] — qy[n
_ 2y
g, [n] — q (0112
10 (lgr,. 1] = @y, [n111%)

2 b
(g, 171 — ayL112)
b Y0 ~Ib
h = >h
Rl = il — wp P+ 12 = el
_ 2y0
lag,, [n] — wpl> + H?
o (llary [n] = wpl* + H?)

(lag,, 1] = woll? + H?)

hyr,[n] = e WP [

(49¢)

(49d)

Combining (49) with constants in the original inequalities,
we can rewrite (45a)-(45c¢) as

L
Pshlly (n]1+ > Py [nlhlbg [n] + 1
=1
> exx[n]’

(50a)
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Pg, [nlh g . ]+ Z Py[nhg  [n]+1
=1

> =1,...,M -1, (50b)
L
Py, [y, plnl + > Py (A [n] + 1
=1
> emlnl (50¢)

Here, constraint (50) is jointly concave with respect to opti-
mization variables qg,, [1], xs[n] and xg, [n]. By introducing
slack variables 2 = {(,()ijl [n] = llqr, [n] — qu, [n]||2,

l e L,me M,n e N}, we can transform constraints (45d)-
(45e) into the following inequalities.

P
_Pylnl +1<entn, (51a)
=1 a)Rl.]l[n]
lar, [n] — qu, 111> — wg,s, >0, (51b)
L
P !
o3 Al < i 510)
=1 me+1J[[n]
IQr,,, [n]—ai[nI? —wg,. .7, =0,m=1,...,M—1. (51d)

At the optimal value of (P3.1), (51b) and (51d) must hold
with equality. Besides, wg,,j, can be increased to relax con-
straints (51a) and (51c), which will further relax original con-
straints (45d)-(45e). However, though (45d)-(45e) has been
transformed, (51) and (45f) are still non-convex. We apply
successive convex approximation technique utilizing the fol-
lowing inequalities.

Paln) g o o0 (3] =y m1 4 1), (520)
= ORI [n]
L
yol; wRP]]—l[Z][n] + 1= (yg, [n] — v [n])
+em™ =1, M1,
(52b)
OZ Ty e e B P
— My, (52¢)
R, (M1 <2 (af, [n] — q[n])"
(ar,,[n] — gk, [n])
+ lag, [n] — qu 1. (52d)

According to the above transformation, the constraints in
(P3.1) can be replaced by transformed convex constraints and
(P3.1) is therefore reformulated as

n
(P3.2) : max =
T Zln‘le ER}H —"_ E}Otal

s.t. (39), (43), (44), (46a), (47), (48), (50), (52),

Where T = {QR’ n5 (pRyz[n]’ F[n]9 XS9 XR9 YS’YR’ Q}‘
It can be seen that (P3.2) is a fractional maximization problem

(53)
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with a linear numerator and convex denominator, as well as
all convex constraints. We define 1}, as the maximum MSEE
and Ejpq = Z%:l Eg, +E }"’“l , and then, we can formulate
an optimization problem derived from (P3.2) as

(P3.3) : max n — g (54)
s.t. (39), (43), (44), (46a), (47), (48), (50), (52),

After the above approximation, (P3.3) is a convex opti-
mization problem which can be efficiently solved by CVX.
Thus, (P3.1) can be solved by an iterative algorithm based
on SCA and Dinkelbach method, which is similar to
Algorithm 1.

C. Optimizing JUAV'S TRANSMIT POWER P,

Knowing the JUAV’s trajectory Qy, the RUAV’s trajectory
Qg and the RUAV’s transmit power Pg, we can formulate the
sub-problem (P4) as

MASR
(P4) : max o (55)

, Etotal
s.t. (4) 9),

where E@! =Y E; + "M | Eg . Since the propulsion
energy of UAV is independent of the UAV’s transmit power,
E'l i a constant and (P4) is easier to solve compared with
the previous sub-problems. Therefore, we introduce slack
variables {n, I'[n] = {I',[n]}} and reformulate problem (P4)
as

(P4.1): max —1! (56)

Py, I-[n]Etolal
s.t. (6),

N
P
n<Y Reg  [nl—=Tplnl,
n=1

m=1,...,M —1,Vn, (57a)
N

n <> Ry plnl = Tylnl. vn, (57b)
n=1

n

Py .
_ZRS]JQI[Z:L’/Z:Z’”' ’N7

i=1

ZRRle

(58a)
n
R Rm-H ZR m IRm .
=2
n=2--- N, m:2 ..M —1, (58b)
n
P
ZRRLD[Z ZRRM 1Ry L]
i=2
n=2,---,N, (58¢)
Ty [n] > RRJE,\ [n],Vm, k, n. (59)

(P4.1) is still a non-convex problem with non-convex con-
straints (57) and (58), and (P4.1) serves as a lower bound to
the original problem (P4) owing to slack variable n. Then,
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we focus on solving the non-convex constraints in (P4.1).
In the following formulation, we denote P;[ [n] as the result of
JUAV [ transmit power after r-th iteration at the time slot 7.
We appl; successive convex approximation technique on
SRI [n], Rg! Rpyy 1], and R R’ R, 1] to obtain the convex
lower bounds.

cSy,
S [n] =log, [ 1+ —
g ( b, Py, [l g, [n] + 1

L
> Y " Af[nl (Py[n] = Pj,[n]) + B'[n]

=1

Rglgf“’)[ 1, (60a)

P Cm,n
R [n] = log
Rlan 2
! ZL Py, [n) hyg, [ + 1

L
> Y ¢/ ,Inl (Py,[n] — P}, [n]) + D}, [n]
1=

>a

1
=RYY) [mlom=1,....M—1,

Ryt

(60b)

REY =1 1+ M.n
RMD[n] 08 ( Z;‘zl PJI [I’l] hle[n] T 1)
> Y " Cf yln] (Pyy[n] = P}, [n]) + Djyln]

(60c)

—csniLJIRl [n]/1n2
(320 P9, gy y U1 esn ) (X2, Py, Uty [nl+1)

where A"[n] =

B’ = lo 1 # R
[n] 2 < + AT
—Cmahr, 1)

Cr [n]_ G 1 ,
Im 1“2<ZL h;,RmH[nHlJrcm n)(ZL Jl hJ,RmH[nHl)

Dr n — 10 Cm,n , C n —
ml] g2< R 7 hJIR,,H_]["] ) Z’M[ I

—cpt.nhypln]

- , Dylnl =
ln2(ZLP’ h,,D[n]+1+LM,,)(ZLP;,[n]h,lD[n]H)

log, (1 4+ —— 0
{1+ > P, Inlhyplnl+1

reformulated as

) , then the problem (P4.1) can be

n
(P4.2)Pjr’r;fll§[n]W (61)
s.t. (6) (59)
n < Z Ry e, 7] = Tl
m:l,...,M—l,Vn, (62a)
N
n< Y R P[] — Tylnl, Vo, (62b)
n=1
n
P;(Ib) .
ZRRIRZ i1< Y Rep M,
i=1
n=2,-~-,N, (63a)
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Py (Ib)
RmR [l] = ZR Rin— lRm

=2

n=2 .-, Nm=2~~ M1, (63b)
ZR? plil < ZRQX}”’I)RM i,

n=2,~-~,N. (63¢)

By the aforementioned approximation with first-order Tay-
lor expansion, (P4.2) is a convex problem which can be
efficiently solved by CVX. It can be seen that the objective
value of (P4.1) with the solution obtained by solving (P4.2)
is always no less than that with any P, and the optimal value
of (P4.2) serves as lower bound for the original problem (P4).

D. OPTIMIZING RUAV’'S TRANSMIT POWER Pg
For given Qy, Qg, and Py, the original problem (P1) can be
equivalently rewritten as

MASR
(PS) H}l)aRX Etotal

s.t.(5) (11).

(64)

It is similar to subsection-C that we introduce slack vari-
ables {n, I'[n] = I';y[n], Vm, n} to solve the non-concave
object function, and reformulate (P5) as

n
P5.1) : PRn%aF L E0 — o] (65)

s.t. (),

N
n <Y Refp  [n]—Tylnl,
n—=

m=1,...,M —1,Vn, (66a)
n< ZRPRD[n T,ulnl, Vo, (66b)
Z Ry, ] Z R L],
n=2--- (67a)
n
ZRR Rt 11 S ) RRE g T,
i=1
n—2 S Nm=2,--- ,M—1, (67b)
n
ZRQZDU] < YRR Tl
i—2 i=1
n=2,- N, (67¢)
F [n] = RR Ek [n] k) Vm’ ka nv (68)

where RP [n] is independent with Ppg, so it is a constant.
And RpF RmH[n] = log, (1+ amaPr,n). REE pln] =

10g2 (1 +fnPRM [I’l]), Rgank [n] = 10g2 (1 + bm‘k,nPRm [n]),
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hRmRm_H [n]
R ZL le[n hJ[Rm+l[’1]+l R
hry,plnl hRyEy (1]

Y ie1 Py [nlhyplnl+1 Soiey Pyl (n]4+1°

It can be seen that the optimal value of (P5.1) is a lower
bound of (P5) owing to slack variable 1. However, (P5.1)
is still a non-convex problem due to non-convex constraints
(67) and (68), which can be solved by the successive convex
approximation technique. The given initial transmit power
of RUAV m in the r+I-th iteration is defined as P’ =

{P;em [n], Vmm,nt, and then Rli}‘mlR [n], RRMD[n] RR EL [n]
can be replaced by respective convex upper bounds as follows

= 1,...,

M -1, f

Vm, k, n.

Am,n

s bm,k,n =

QZR»HA [n] = 10g2 (1 + am’nPRm [n])

< Gy,[n] (Pg,,[n] — Py [n]) + I},[n]

gM,g‘;’fl [n], (692)

RRM o [n] = log, (1 + fuPr, [n])
< Gy[n] (Pry [n] — Pk, [n]) + Iy [n]

= R [n], (69b)

10g2 (1 + bm,k,nPRm [I’l])
< F,[nl (Pg,,[n] — Pk, [nl) + M,,[n]

R Ek [n] =

P b
Rﬁ%’ )], (69¢)
where G";l[n] = W, I,;[n] =10g2 (1 +am,n P;em)’

[
m=1,...,M =1, Gyln] = Jn

In 2(1 Py, [n]) ’

bmkn r r r
kn ] =1 (1 P ) M =
ln2(l+bmvkvnp;em[n]) ] ogy (1 +/uPp, i 1]

Frilnl =

log, <1+bm,k,nP§m . we can combine (69a)-(69c) and
rewrite (P5.1) as

Ui
P5.2): — 70
( )PRI,Irl)?lZ([n] Etotal ( )
s.t. (5), (66),,
n n
SRR <Y Rsgylil.n=2,--- N, (T1a)
= i=1
n
R wh)
>Rl < ZR R 1R
i=2
n=2 .-, Nm=2~-- M1, (71b)
ZRPM(ub) [i] < ZRQ% 1RM
n=2,---,N, (71c)
Ty [n] > R”“””) [n] ., ¥m, k,n, (72)

(P5.2) is a convex problem with concave objective function
and convex constraints, and can be solved by CVX.

E. OVERALL ALGORITHM
Based on the solutions presented in the previous four sub-
sections, we proposed an overall iterative algorithm to solve
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Algorithm 2 Proposed Iterative Algorithm RJPQ for (P1)

1: Initialize JUAV’s trajectory Q(J), RUAV’s trajectory QY,
JUAV’s transmit power PU, RUAV’s transmit power
P%, the minimum threshold value € and iteration
times r = 0.

2: repeat

33 Setr=r+1.

4. Given feasible solution (Q;_I,Q;,_I,P;_I,P;_l ,
solve problem (P2.3) with Algorithm 1 and obtain
corresponding optimal solution Q7, 1.

5. Given feasible solution (Qg, Q;;l, P;*I, Plre*l),
solve problem (P3.3) with Algorithm 2 and obtain
corresponding optimal solution Qp, g.

6:  Given feasible solution ( Q7. Qk, P;fl , P;(I), solve
problem (P4.2) and obtain corresponding optimal
solution P’,.

7. Given feasible solution Q;,Q}e,P;,P;e_l), solve
problem (P5.2) and obtain corresponding optimal
solution P.

8:  Calculate and update objective value in (P1) with cur-
rent optimal solution.

9: until the increase of the objective value in (P1) is less

than threshold €.

(P1) by applying the block coordinate descent method [32].
Specifically, we divide the optimization variables of the orig-
inal problem into four blocks, including JUAV’s trajectory
Q,, RUAV’s trajectory Qg, JUAV’s transmit power P; and
RUAV’s transmit power Pgr. Then, we optimize them by
solving (P2.3), (P3.3), (P4.2) and (P5.2) alternately, while
keeping the other three variable blocks fixed. Furthermore,
the obtained solution in each iteration is used in the next
iteration. The details of this algorithm are summarized in
Algorithm 2. However, it is worth noting that (P2.3), (P3.3),
(P4.2) and (P5.2) are the approximate problems of the sub-
problems. Thus, the convergence analysis for the classical
coordinate descent method cannot be applied directly, so we
prove the convergence of Algorithm 2 as follows.
Define
r(lb) r

xq, (Qu.Qr.Ps.PR)=xq,

Xa(,ib) (Qs. Qr, Py, PR) = X(),.

Xpﬁlb) (Qs, Qr. Py, Pg) = xp,

X{),(alb) (Qs, Qr, Py, PR) = xp,

where X(’)j, X(r)R, X{,j and XIr’R are objective values of prob-
lems (P2.3), (P3.3), (P4.2), and (P5.2) based on Qy, Qg, Py,
and Pg. First, in step 4 of Algorithm 2, it follows

(@) b
% (Q). Q. P PR) 2 50" Q). Qk. P Pp)

r(lb) (Qr—H Q%,P;,P%)
(©)

(b)
< x (Q’+1 Qr P).Fy).  (73)
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where (a) holds since the first-order Taylor expansions in
(31)-(34) are tight at the given local points, respectively,
which means that problem (P2.2) at Q; has the same objective
value as problem (P2); (b) holds since in step 4 of Algo-
rithm 2 with given Qj, P, and P, problem (P2.3) is solved
optimally with solution Q’Jrl (c) holds since the objective
value of problem (P2.3) is the lower bound of its original
problem (P2) at Q;“. The inequality in (73) suggests that
although only an approximate optimization problem (P2.2) is
solved for obtaining the JUAV s trajectory, the objective value
of problem (P2) is still non-decreasing after each iteration.

Second, for given QrH, P}, and Py in step 5 of
Algorithm 2, it follows

(Qr+1 Q;g, PS’ P;e) (d_) r(lb) <Qr+1 Q;a, P;, P;e)

’(”7) (Qr-i-l Qr+1 P;,P;e)
<Qr+l Qr+l Pr Pr) (74)
J>*R)>

where (d) holds since the first-order Taylor expansions in
(47)-(49) and (52) are tight at given local points, respectively,
which means that problem (P3.2) at Q) has the same objec-
tive value as problem (P3) (e) holds since in step 5 of Algo-
rithm 2 with given Q' "', P, and P}, problem (P3.3) is solved
optimally with solution QrJrl ) holds since the objective
value of problem (P3.3) is the lower bound of its original
problem (P3) at Qr‘H The inequality in (74) suggests that
although only an approximate optimization problem (P3.2)
is solved for obtaining the RUAV’s trajectory, the objective
value of problem (P3) is still non decreasing after each iter-
ation. Next, for the given Q" ; Q , and P} in step 6 of
Algorithm 2, it follows

<Qr+l Qr+1 Pj,P;)
_ li;(lb) (Qr—H Qr+l Pr r)
J
ler)ﬁlh)( r41 Qr+l’P‘1}+17P§>
(Qr+1 Qr+1 P;H’P;e)' (75)

Then, for given Q) + Q?‘l, and P;H in step 7 of Algo-
rithm 2, it follows

( r+1 Qr+1 Pr+1,P§)
_Xl;;lb) (Qr+1 Qr+1 Pr+1,P§>
r(lb) (Qr+1 Qr+1 Pr+1 Pr—H)
<Qr+l Qr+1 Pr+1 Pr-H) (76)
Based on (73)-(76), we obtain
X (QﬁQkPﬁ,Pﬁ) < X( r+1 Qr+1 Pr+l Pr+1>, 77)

which indicates that the objective value of the problem (P1)
is non-decreasing after each iteration r of Algorithm 2. Since
the objective value of the problem (P1) is upper bounded
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by a finite value, the proposed Algorithm 2 is guaranteed
to converge. Simulation results in Section IV show that the
proposed algorithm converges quickly for our considered
setup.

In Algorithm 2, each sub-problem can be approximated as
a linear problem by taking first-order Taylor expansion. Then
the problem (P4) and (P5) can be solved by interior point

method with computational complexity O (\/]TV log %),

where N denotes the decision variables [19], and (¢ denotes
iterative accuracy [32]. Similarly, the computational com-
plexity of problem (P2) and (P3) are O (C \/ﬁ log ;—0> where
C denotes the iteration numbers for updating p in Algo-
rithm 1. Thus, the overall computational complexity of Algo-
rithm 2 is O(C(/(K +3)L + (L +2)M)N + 1log %)) +
o

(V({(6+L)M +2)N + 1log %)) +OW(L+M)N +1

log %) + O(V2MN + 1log %).

IV. SIMULATIONS
In this section, we provide numerical results to demon-
strate the effectiveness of the proposed scheme. This article
attempts to investigate the effectiveness of the cooperative
UAV swarm scheme to improve the secrecy energy efficiency
performance in a multi-hop mobile relay system, and we
therefore choose a basic system model to study the novel
scheme, where M = 2,J = 1, and K = 1. However,
the proposed scheme and algorithm can be applied to a more
complex case with multiple JUAVs or eavesdroppers. The
initial locations and final locations of the UAV swarm are
set as qr,, = [350,5001", qr, = [450,5001", qr,, =
[350, —5001", qr,, = [450, —=500]", q;, = [200, 500", q ,
= [200, —500]”. The UAVs’ initial UAV trajectories in the
proposed and benchmark schemes consist of line-segments
connecting their initial locations to final locations. The max-
imum flying speed of UAV is set as V,,e = 20m/s. The
flight altitude is set as H = 50m. Furthermore, locations
of ground legitimate users are set as wg = [0, 017 and
wp = [600,0]7, and the location of the eavesdropper
(denoted by E afterwards) is wg = [300, —10017. The
receiver noise power is 02 = —110dBm while the channel
power gain is pg = —60dB at the reference distance dy = 1m.
Therefore, the channel gain-to-noise at the reference distance
is yp = 80dB. The maximum transmit power of the source
node is set as P = 30dBm, and the maximum transmit
power of both RUAV and JUAV is assumed as Pg,, =
20dBm and Pj,, = 20dBm, respectively. The threshold
& in Algorithm 2 is set as 107*. And other parameters on
propulsion energy consumption are referred to [18].
Simulation results demonstrate the effectiveness of the pro-
posed scheme named joint power and trajectory optimization
for RUAV and JUAV (denoted by RJPQ). Besides, we intro-
duce the following three benchmark schemes for compari-
son: trajectory optimization for RUAV and JUAV with fixed
transmit power (denoted by RJQ), joint power and trajectory
optimization for RUAV with fixed JUAV’s trajectory and
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power (denoted by RPQ), joint power and trajectory opti-
mization on RUAV without friendly jammer UAV (RPQ/NIJ).
Especially, inRJQ, we set Py, . = Py, = 20dBm and solve
(P2.3) and (P3.3) iteratively to optimize flight trajectory of
the UAV swarm until convergence. In RPQ, (P3.3) and (P5.2)
are solved iteratively until convergence, where the JUAV’s
trajectory and power are set as the initial settings in the RIPQ
scheme. In RPQ/NJ, we set P; = 0 and then solve (P3) and
(P5) iteratively until convergence.

Fig.2 shows the convergence behavior of the proposed
Algorithm 2 under 7 = 90s. From Fig.2, it can be observed
that the minimum secrecy energy efficiency increases rapidly
with the times of iterations increased, and the algorithm
converges after about 16 iterations.

In Fig.3, we illustrate the optimized UAV swarm trajec-
tory obtained by the proposed RJIPQ scheme with different
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FIGURE 2. Convergence performance of the proposed algorithm 2 with
T=90s.
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FIGURE 3. Trajectory comparison for the proposed algorithm with
different periods T.

37796

periods T. The S, D, and E nodes are marked by green dot,
orange dot and blue hexagon, respectively. We adopt T = 60s
and T = 120s in our simulations to represent insufficient
and sufficient mission time, respectively. It can be drawn that
the minimum flight period is 7=50s, where all UAVs fly in
similar trajectories from their initial points to the final points
straightly. It can be observed that the RUAVs move closer to
receivers while the JUAV fly closer to the eavesdropper in
different time mission cases. When 7' = 60s, all RUAVs fly
towards their receivers in arc path and then return to the final
positions in the mission time. Meanwhile, the JUAV keeps
away from the RUAV1 to reduce the interference and flies to
a point near to the eavesdropper. When 7' = 120s, the RUAVs
and JUAV have more sufficient time to get closer to receivers
and eavesdropper. It is worth noting that the JUAV flies close
to the eavesdropper straightly to save propulsion energy when
T = 120s, which is significantly different from the behavior
in the case of T = 60s. Comparing the two cases with differ-
ent periods, we can find that the larger period T is enabled,
the more degrees of freedom for UAV trajectory optimization
can be available, and thus the better system performance can
be achieved.

Fig.4 demonstrates the trajectories of UAV swarm obtained
by RIPQ, RPQ, RJQ and RPQ-NJ schemes with the UAV
flight duration 7 = 90s. It can be observed that the trajec-
tories of RUAV?2 obtained by the four schemes are similar.
Specifically, the RUAV?2 flies to the final location in an arc
path and thus get close to the destination for better LOS
link quality. It can also be observed that the trajectories of
RUAVTI in the RPQ and RJQ schemes are similar to our
proposed RIPQ scheme with longer flight distance. However,
RUAV1 flies along a small arc path to be closer to source user
in RPQ-NJ scheme. For the trajectory of JUAV, the simulation
result in RJQ scheme without power optimization has a dis-
tinct difference from the proposed RJPQ scheme. The JUAV
flies away from RUAVs and the destination over all time
slots to reduce the interference for legitimate link. Therefore,
the proposed RIPQ scheme improves the effectiveness of a
friendly jammer while mitigating the interference to legiti-
mate links with the shortest flight trajectory, which leads to a
significant enhancement on system secrecy energy efficiency
performance.

Fig.5 and Fig.6 present the MSEE and MASR performance
versus UAV mission time 7 in different schemes, respectively.
From these simulation results, we can see that the proposed
RJPQ scheme achieves better performance by joint trajectory
and transmit power optimization compared with RPQ and
RJQ schemes, and therefore is a more effective method for
system performance improvement. It is worth noting that the
scheme without JUAV (RPQ-NJ) achieves an excellent SEE
performance preceded only by RJPQ scheme, but the worst
secrecy rate performance. The result reveals that introducing
cooperative jammer UAV can greatly improve the system
secrecy performance, although it will bring additional energy
consumption. Besides, the MASR of all schemes grows up
with the increasing of period 7, while the MSEE has less
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different schemes.

improvement after 7" increases to a certain value, due to the
increasing of UAV propulsion energy consumption. There-
fore, it is useless to increase the period 7 blindly for the MSEE
improvement, and we can find an optimal mission time for
UAV swarm in the practical scenarios with the consideration
on MSEE maximization.

In Fig.7, we can get the details of UAV swarm flight in
different schemes by observing the speed of all UAVs at
each time slot. We divide each UAV trajectory into three
stages: 1) flying to their quasi-stationary areas at high speed;
2) flying near to the E node or corresponding receivers at low
speed; 3) flying to their final locations at high speed. Specifi-
cally, the JUAV’s flight speed in RJPQ varies on a larger scale
compared with that in RJQ because of effective power con-
trol. Since the receiver of RUAV1 is mobile, RUAV1 keeps
a relatively stable medium speed in all schemes. Besides,
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we can observe that the RUAV?2 speed in all schemes varies in
an area from zero to maximum speed, because RUAV2 tends
to prolong the time flying near the destination to get better
channel gain.

The transmit power of UAV swarm versus time is plot-
ted in Fig.8. For RJPQ scheme, it can be observed that,
at any time instant, the power of JUAV is lower than that
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of RUAV to avoid excessive interference on legitimate links.
Besides, when RUAVs are getting closer to their corre-
sponding legitimate receivers, they tend to increase trans-
mit power to improve achievable rates. In the RPQ scheme,
all the RUAVs transmit information with lower power, due
to the fixed track of JUAV. However, for RPQ-NJ scheme,
the RUAV transmit power maintains a small value to avoid
wiretapping. Without power control, communication inter-
ference is merely mitigated by optimizing the trajectory of
UAV swarm. Consequently, a joint power control and tra-
jectory design can provide more degrees of freedom to mit-
igate legitimate link interference and thus achieves higher
SEE performance.

V. CONCLUSION

This article has studied the secrecy and energy efficiency
issue in a UAV swarm assisted multi-hop mobile relay sys-
tem. A novel cooperative scheme with RUAV and JUAV has
been proposed to improve the system secrecy performance.
By exploiting the UAV’s high mobility, we have maximized
the secrecy energy efficiency by jointly optimizing the tra-
jectory and transmit power of RUAV and JUAYV, subject to
the constraints of UAV mobility, maximum transmit power
and information-causality. By means of the successive con-
vex optimization techniques, Dinkelbach method and block
coordinate descent method, an efficient iterative algorithm
has been proposed to solve the formulated non-convex frac-
tional optimization problem, which is guaranteed to converge.
Extensive simulations and numerical results demonstrate that
compared with the benchmark schemes, the proposed joint
optimization scheme can achieve significant improvement
on secrecy rate and energy efficiency. Moreover, the novel
cooperative UAV swarm scheme can be further extended by
considering the different channel models, unknown nodes’
locations, real-time communications, etc., which will be left
as future work.
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