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ABSTRACT The scarcity of the planet’s water resources is a concern of several international entities
and governments. Smart solutions for water quality monitoring are gaining prominence with advances in
communication technology. This work’s primary goal is to develop a new online system to monitor and
manage water resources, called Internet of Water Things (IoWT). The proposed system’s objective would
be to control and manage raw water resources. Thus, it has developed a platform based on the server-less
architecture and Internet of Things Architectural Reference Model, in which it is applied in a simulation
environment, considering several electronic devices to validate its performance. For this research, there is
a system for capturing raw water from tubular wells. Each well has a level sensor, a temperature sensor
and a rain gauge. The data is collected every minute by an electronic device and sent every hour to the
IoWT system. From data analysis, the amount of memory allocated to functions minimally interferes with
efficiency. The IoWT system, applied in a real case, consists of connecting a device installed in a water well
to the platform, where the data is transmitted through a 3G network and then processed. Thus, the proposed
approach has great potential to be considered a complementary tool in monitoring raw water and assisting
in decision-making for the management of water resources.

INDEX TERMS Automation and control, raw water, sensors, water resources.

I. INTRODUCTION
The United Nations (UN) and the United Nations for Educa-
tion, Science and Culture (UNESC) have been intervening
with the shortage of hydrological resources of the planet
and its catastrophic effect upon agriculture and human con-
sumption [1]. Researchers have examined the Internet of
Things (IoT), considering that it is an infrastructure of the
global red and is highly adjustable based on communica-
tion protocols in which the physical things have a virtual
identity as well as intelligent interphases capable of binding
with other information systems [2], [3]. Combining with
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approving it for publication was Jenny Mahoney.

other computer techniques such as Big Data, Artificial Intel-
ligence and Machine Learning [4]–[6], IoT has been pre-
sented as a very promising alternative for divers types of
application such as the tracking of environmental and rural
resources [7]–[9], urban [10]–[13], industrials [14]–[16] and
of health [17]–[19].

The authors in [20] designed one prototype in such a way
that it can monitor the number of pollutants in the water.
Multiple sensors are used to measure various parameters to
assess the quality of water from water bodies. Other research
focuses on developing an automation system on a Water
Treatment Plant (WTP) using the Raspberry Pi and adafruit.io
cloud server as the MQTT server. In this proposed system,
Raspberry Pi has a function to facilitate the computational
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process and communication connection to the internet net-
work [21]. In [22] proposes a prototype system design, imple-
mentation and description of required tools and technologies
to develop IoT-based water level monitoring system which
can be implemented in future smart villages. It is necessary
to manage water quality to fulfil the sustainability of water
functions as a natural resource. They create an integrated sys-
tem based on IoT to measure the water quality by developing
environmental water management monitoring system using
sensors [23]. This research presents a detailed overview of
recent works carried out in the field of smart water qual-
ity monitoring. Also, a power efficient, simpler solution for
in-pipe water quality monitoring is based on IoT technol-
ogy is presented. The model developed is used for testing
water samples and the data uploaded over the Internet are
analyzed [24].

Since IoT is a technology that is being increasingly
adapted, we are seeing an increasing number of devices,
software, and services designed to meet the demand of IoT
usage.

There is a great effort in the research and development of
hardware, software and protocols used to develop products
or services that are intrusive in the IoT paradigm, but that
still need to be refined, such as protocols [25]–[28], secu-
rity [29]–[31], energy consumption [32], [33] and architec-
tural patterns [34], which correspond to the vital part of an
information system.

Given the abovementioned situation and combining the
capacity to carry out themassive acquisition of data, the IoT is
an alternative for the environmental control of water, as a tool
to support decision making, resource management, risk man-
agement, analysis environmental behavior of the user. For
instance, the control of resources to evaluate the quantity and
quantity of water in aquifers [35], the monitoring of infras-
tructure [36], disaster forecasting, forecasting the demand
and consumption of water resources [37]. Fortino et al. [38]
had proposed a model and a simulation system for differ-
ent IoT infrastructures successfully applied and validated in
water monitoring. However, few studies are found in the liter-
ature that propose to build an Internet of Things system based
on a standardized architecture, as well as a set of requirements
created thinking of such a system and using a simulation
methodology or tests capable of guaranteeing performance
of the IoT application for efficient management of water
resources.

Within the scope of global water scarcity, this work
aims to model, build and simulate an IoT-based com-
puter system to control and manage water resources (raw
water) by monitoring ‘‘smart’’ objects (smart devices).
This system is named as the Internet of Things of
Water (IoTW).

In the early stages of this work, a series of questions
were asked that could answer how IoT technology can be
used for water management. The research questions are then
predicted.

RQ01 How is an IoT architecture model to monitor the
water resources developed that can minimally sat-
isfy the requirements of this type of application?

RQ02 What components of IoT reference architecture
should be used for the development of an IoTW
system?

RQ03 Which architectural evaluationmethods can be used
to evaluate the architecture of an IoT system devel-
oped for water management?

RQ04 What technologies can be used to develop the pro-
totype of this system?

RQ05 Does the Component x Technologies meet a basic
number of requirements for IoT systems? And can
you evaluate this same set using architectural eval-
uation methods?

To answer the questions mentioned above, this work used
the DSR (Design Science Research) methods [39]. The
present work follows the cycle of said methodology, as shown
in Figure 1, where the problem presented and the possible
solutions for it were investigated at the beginning. Among
them, a candidate solution to the problem was identified
and an analysis was carried out before the implementation
phase. After evaluating the solution, the proposed solution
was implemented and tested.

This article is organized as followed. In Section 2, the
experimental methods and procedures are presented. The
results and discussion are presented in Section 3. Finally,
Section 4 presents the conclusions on the proposed system,
the contributions to research, the limitations and future work.

II. METHODOLOGY
The investigation presented was based on the DSR method-
ology, as illustrated in Figure 1, which was developed in five
different stages:

1) Investigation of the problem, handled in
sections II-A, II-B; 2) Design of the solution, managed
in section II-C; 3) Validation of solutions, handled in
section II-E1; 4) Implementation of the solution, handled in
sections II-D, II-E and 5) The Evaluation of the solution,
discussed in section III.

In this work, the initial research for the development of this
project is developed. For the purposes of this work, we will
treat our problem as a system for capturing raw water from
tubular wells. Each well has a level sensor, a temperature
sensor and a water meter. The data is collected every minute
by an electronic device and sent every hour. A premise used
by the current monitoring body which we think is appropriate
to use in this article. The idea is that for the sake of saving
data on traffic and as a result of the price for operating the
system, the devices only sent data every hour and not every
minute. To the IoTW system, water resources in the region are
processed and stored, as can be seen in figure 2. The system
called IoTW is the main objective of study of this work. In
the following points, it is explained how the proposed system
was developed.
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FIGURE 1. Cycle of design science research.

FIGURE 2. High level IoWT architecture.

A. REQUIREMENTS
The main requirements gathering activities were carried out
on the basis of the specialized literature. Common require-
ments were raised for systems that use the IoT paradigm
and from these, the most relevant ones were chosen for
our research. Table 1 shows the number of requirements
found in [3]. This table also classifies the functional and
non-functional requirements as already indicated in the afore-
mentioned table and which will form a part of the main needs
of our system.

B. ENABLING TECHNOLOGIES
Based on the context and requirements presented above,
we move on to the system design phase. The system must
be completely built with a cloud-oriented architecture and
IoT, which can scale the number of devices, with processing
capacity and data storage in the back-end.

TABLE 1. List of requirements.

1) COMMUNICATION
It is important that the communication between the devices
and the servers where the information is processed and stored.
It follows a device standard in the cloud, where these com-
munication devices are intermediary with the cloud through
the Internet. Here IoTW must encapsulate everything in the
described layers. in IoT-ARM. For our use case, packets with
sensor data will be sent from the IoTW devices.

2) PROTOCOLS
All of the devices, physical and simulated, communicate
using the Message Queuing Telemetry Transport Protocol
(MQTT). This has been widely used in IoT applications. It
is a protocol that requires a message agent provided by the
communication means mentioned above. The system will
also use security protocols for data transmission through
MQTT. Transport Layer Security (TLS) will be used for data
encryption and JavaScript object notation web algorithms
(JSON Web Algorithm (RFC 7518)) for authentication based
on public/private keys.

C. IOWT- HIGH-LEVEL IOWT ARCHITECTURE
From the data collected with previous data, IoTW was
designed. Based on the identified requirements, we map what
the necessary requirements for our context are and which
layers of the reference model would meet these requirements.
This assignment is shown in Table 2.

The set of elements that interact with each other is called
the reference architecture of the IoTW system here. Still in
Table 2, the column is directly connected to the requirements
of the functional layer. Each layer is standardized by the
architecture reference and in this way, we hope to give the
certainty that the developed architectural framework is based
on the main architecture reference.

The functional architecture of IoTW has new layers in
which each component is contained inside these layers. The
architecture, as you can see, is based in the architecture of
IoT-ARM. The only difference is the interface that access the
layer of serviced in IO and virtual entity. In our architecture,
both layers can only be accessed hierarchically. The architec-
ture can be seen in figure 3.
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FIGURE 3. Internet of water things architecture.

The description of layers and components refers to respec-
tively to the same IoT-ARM and the instance of system to be
built later, the latter, we will take care of in time. For now,
it is necessary understand that when the system is developed,
it develops only the components they sought to fulfill the
requirements raised.

D. IMPLEMENTATION
If we check again the reference architecture, an instance
creation of our IoTW system was developed. The application
development platform was chosen. What is sought with this
is an infrastructure that can be scaled automatically and that
meets the satisfaction of the cloud computing approaches.
Therefore, the IoTW was implemented using the middleware
infrastructure,1 the use of the tools offered by this platform
meets the proposed requirements.

The IoTW prototype is the implementation of the reference
architecture using middleware resources. Next, two functions
are developed. One of them implements a layer service called
IoT service. This function receives a notification from the
communication layer and performs data storage. This has
been called IoTService:RecebeTemetria.

The Virtual Entity layer was also implemented using
a serverless function (VirtualEntity:RecuperaDados) that
through a request for layer process makes a call to the data
retrieval function and thus we can access the telemetry data
from the sensors. A high-level view of the system to be
developed can be seen in Figure 4. In the figure that represents
our use case, the devices perform continuous measurements
of the water parameters that are sent to the middleware, where
the data is processed and they store, and can be viewed from
there by an application.

E. VALIDATION
1) ARCHITECTURE EVALUATION METHODS
There are several methods to evaluate the software archi-
tectures proposed in the literature [27], these are grouped
according to the objectives, the quality requirements, the

1Google IoT Core

phase of the project where the method is applied and what
artifacts are necessary to carry out the analysis of the method.

The choice of the method used in this work was cho-
sen based on the context of our application. In this work,
we will validate the architecture using the Scenario-Based
Architecture Reengineering (SBAR) method. This was cho-
sen for the advantages that it is already used in teleme-
try systems and also for the purpose of evaluating multiple
requirements.

In this way, we can validate the architecture using
a method that I use in the requirements mentioned in
section IIA. The SBAR method consists of three activities:
(1) Scenario definition, (2) Architecture analysis and (3)
Summary of results. These activities can be carried out inter-
actively and an implemented system, prototype, simulation
or mathematical model is required for the execution of the
methods.

2) PROTOTYPES VALIDATION
The prototype was validated according to the evaluation
methods discussed in the previous section. In this order,
a model was developed that simulates the context for which
the prototypewas developed. Themodel will not be validated,
since it is not the objective of this work. Nor does it intend to
fully fill the possible scenarios of watermanagement systems,
but rather it is realistic enough to validate the prototype of our
architecture.

The simulated context obeys algorithm 1 that creates sev-
eral tasks on the computer. Each created task performs an
algorithm that simulates a device as can be seen in algo-
rithm 2. Each simulated device connects and sends randomly
generated data to the prototype of the IoTW system. Due to
the repetitive nature of our algorithms, they have a complexity
of θ(n2).

Algorithm 1Multitasking Algorithm
input : Number of messages per MSG device,

Number of devices D,
number of messages m

output: File F with published data and errors

//Initialization of variables;
MSG = 600;
D = 500;

for i← 1 to D do
Simulation (i, MSG);

3) DATA ACQUISITION AND TREATMENT
Each message sent by the simulated device generates an
event. This event triggers the processing of the mes-
sage, which consists of keeping the simulated values
of the sensors in the database. The IoW system reg-
isters the execution time of each event for subsequent
analysis.
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TABLE 2. IoWT architecture.

FIGURE 4. IoWT domain model.

The execution time of each event was the variable studied
here. This time can vary for a number of reasons. Each of
these reasons can be studied separately. In this work, we are
interested in whether the system can carry out all events
without errors or if the IoTW system will give indications
that it will not support a greater workload.

After the data was acquired, these were summarized.
We present the minimum, maximum, the means calculated
with equation 1, the standard deviation calculated according

to equation 2, the median calculated according to equa-
tion 3 and the first and third quartiles. Calculated with the
equation 4 and 5.

x̄ =

∑n
i=1 xi
n
; (1)

s =

√√√√ n∑
i=1

(xi − x̄)2

n− 1
; (2)

35794 VOLUME 9, 2021



A. C. Da Silva Júnior et al.: IoWT: Remote Raw Water Monitoring and Control System

Algorithm 2 Simulation
input : Connection data to server A,

Device identification d,
number of messages MSG.

output: Error prone message error

//Variable initialization;

d ← Connect (A);
if !(d is conected) then

return error ;
for j← 1 to m do

payload([j])← RandomData ();
F ← F ‖Publish (di, payload([j]));

else
CloseConnect

(d);

FIGURE 5. Used devices a) Raspberry, b) Modem, c) sensor.

x =

x(n+1)/2 if n is even
1
2
(xn/2 + x(n/(2+1)) if n for is odd

(3)

Q1 = x x
4
; (4)

Q3 = x 3x
4
; (5)

As explained by a high value of the studied variable,
it could indicate a fragility of the system, generating errors in
unexpected telemetry events, which would result in data loss.
In this way, we decided to extract and analyze the outliers
of our data. For the extraction of outliers, the interquartis
amplitude formula 6 was used where IIA is the amplitude
given by IIA = Q3 − Q1. Since we are concerned with only
the timeout of the function here, we focus on higher outliers
only.

upper outliers = Q3 + 1, 5 ∗ IIA; (6)

4) USE CASE METHODS
We tested the prototype in a real environment and used a
Raspberry Pi 3 device as shown in Figure 5 a) with the same
algorithm adopted in the simulation. A 3G Modem from the
company Elsys2 was also included to provide Internet access
to the proposal Figure 5 b).

To finalize, in Figure 6, we can see a schematic of how the
system was prepared for the evaluation.

2https://www.elsys.com.br/

FIGURE 6. Schematic use case.

III. RESULTS AND DISCUSSION
In this section, the results obtained from the analysis is car-
ried out on the architecture and prototype of the solution as
described in section II will be discussed. We evaluated the
architecture according to the SBAR method described above
and the prototype had its evaluated performance of based on
memory used by serverless functions.

The architecture analysis was performed analyzing each
requirement and examined whether it is being satisfied by
the prototype. The results of the evaluation of the artifact
architecture can be seen in Table 5.
Here, it was evaluated that the code administration require-

ment partially meets. The simulation software used did not
allow the IoTW prototype to have this proven functionality.
This functionality should be tested in a real environment,
because this will be done in future work.

The prototype was subjected to the events generated by the
algorithm presented in section II. The algorithm was run on
an Intel i7 8 GB memory computer, Windows 10 operating
system. An explanatory table with the different experiments
can be seen in the Table 6.
For the experiments performed and discussed here,

no errors in event processing of any kind were detected. NO
errors have been detected, such as processing time limit or
device connectivity errors, so they will not be part of this
discussion.

The variables studied were summarized in Table 3. The
data described in the table were the minimum, maximum,
mean, median, first quartile, and third quartile standard devi-
ation (SD) values. In this table, we can see that expression
number 01 obtained the highest processing time values for the
same data, but the location measurements as the variability
measurements presented higher values than the others.

Variation in processing time was expected. but it can
also be seen in the same table that the values of the other
experiments were little changed. Corroborating the values
of experiment number 02 is enough to satisfactorily sat-
isfy our context. Table 4 shows the outliers of all the
experiments. In this table we observe an absolute num-
ber of outliers during the experiments and the percentage
in relation to the number of messages sent to the IoWT
system.
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TABLE 3. Results summary.

FIGURE 7. Configuration performance evaluation a) 1, b) 2, c) 3, d) 4, e) 5.

It is observed that there is a certain constancy in the per-
centages of outliers that our method identified, corroborating
only the fact that regardless of the memory used in our sys-
tem, it can meet the requirements for the number of devices
and data expected in our context.

Since all the experiments presented a similar amount
of outliers, the experiments were extracted and presented,
already without the outliers in figure 8 as a graph. Here,
the box-type graph was chosen, and it may be possible to
check the maximums, minimums, medians, and the first and
third quartiles of the data. The performance indextextco is
the time required to process the events (30000 events per
device) sent to the server. The changed variable is only the
memory for processing and the measured variable was the
execution time in milliseconds for processing each event.

The use of the box-type graph helped to visually check the
average, maximum and minimum values of each experiment.

This graph represents well what was said previously.
Experiment 01 is remarkably distant from the others. Here
is a visual similarity between experiments 03, 04, and 05.
All events were placed on the dot plot shown in Figure 7.
In these charts, there is a general take of the execution time
of all events processed by the system. Here, the distortions of
each graph were marked with a red circle.

The points in graphs (a) and (b) are widely scattered at the
base of the graph, which is expected because they have the
highest standard deviation values between experiments. They
also have the highest maximum run time values (also marked
in red). Although technically not a problem of any kind, it is
a strong indication of a possible system scalability problem.
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TABLE 4. Outliers in the processing of experiments.

FIGURE 8. Experiments performance evaluation.

TABLE 5. Software evaluation.

TABLE 6. Experiments summary.

The other experiments have little or no advantage over
each other. Although experiment number 03 presented several
observations along its graph (in red), the data from this exper-
iment does not show any significant disadvantage compared
to experiments 04 and 05, including having better minimum
and maximum values than experiment 05.

Even though a variation in processing time is normal for
any computer system, we observe a very large variance here
in all experiments. This variation occurs primarily due to a
property of systems that use serverless architectures called
cold-start.

Cold-start is a property of Function-as-a-ServiceFaaS
where, for various reasons, instances of new instances of
created functions are created. These new functions are instan-
tiated when we first run it in our experiments and when the
FaaS provider scales due to the number of events started.

Therefore, although this behavior may cause the function
execution timeout to be observed and the processing may
fail, this behavior is what guarantees great scalability for our
system. For the IoTW system, where data is sent periodically

FIGURE 9. Developed prototype in a real environment.

and there is no need for real-time data processing, this specific
behavior is not a system limit.

For other specific systems or for a system that has a larger
amount of data, this statement may not be entirely true and is
not part of the study conducted here.

A. CASE STUDY
The prototype was tested in a monitoring system of deep
tubular wells installed in protective tubes (Figure 9) where
water levels are measured and stored in electronic equipment
every hour. The sensor used was a piezoelectric level sensor,
a data storage device and a 3G communication modem.

The data that resulted from this last experiment are the
values of the levels measured and processed by the developed
prototype and can be seen in the Figure 10 and Figure 11. The
first graph shows a month of data transmitted to the system
in its entirety. The graphs show the distance from the top of
the well to the water depth. You can see that there is a cut at
the top of the graph and another at the bottom. The constancy
in this cut shows what the sensor is getting out of the water
due to the lowering of the well and the cut at the bottom of
the graph shows the dynamic level of the well.

In the daily graph (Figure 11), it is easier to check the
dynamic level of the well, which varies with time. We found
that the cut at the top of the graph is constant, due to the
level sensor being out of the water for a more accurate
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FIGURE 10. Well monthly graph.

FIGURE 11. Well daily graph.

measurement. In this way, it would be necessary to lower
the sensor closer to the water. There were no processing
failures in the developed prototype, although it may have
occurred between the device and the system prototype due
to the communication failures of the 3G network.

This system can be used for data acquisition for monitoring
purposes, decision-making regarding the use of water, pre-
diction of levels or even use of water and any others that
require data collected as input parameters. As shown in the
article, there is an optimum amount of resources for using
the system. This amount of resources refers to the memory
used for processing, a key parameter for making the price of
this type of solution. The use of this architecture can be then
used with a low cost of implementation and operation.

The results presented here show that the architecture devel-
oped on the basis of the reference architecture is sufficient to
satisfy most of the basic requirements of the studied context.
The results of the evaluation of our implemented artifact
acting in our context have demonstrated that within this,
our architecture requires few hardware resources and can be
rapidly developed using market tools.

The main contribution of this work is to demonstrate that
IoT computational systems can be developed to help the
management of water resources reliably, using a standard-
ized reference architecture that can be understood by several
researchers and developers, in addition to presenting a cheap
and efficient alternative. We hope that the system as shown
here can be used by researchers and by society as an alter-
native and inexpensive way of acquiring data, and with this,
assist these institutions to predict water scarcity in a region,
verify losses, fraud, guarantee quality water, and so on.

IV. CONCLUSION
This work developed and tested architecture for IoT sys-
tems for efficient and scalable monitoring of water resources.
For validation purposes, we used the architecture validation

methods and developed an algorithm that simulates the data
sent to test the architecture prototype. This has been tested in
various scenarios. The contributions of the work are derived
directly from the answers obtained for the research questions
listed above.

The contributions of the work come directly from the
answers obtained for the research questions listed above.

RQ01 How to develop an IoT architecture model to mon-
itor water resources that can meet a minimum
range of requirements? To define this architecture,
we identify a set of architectures, along with some
requirements and from there we built our architec-
ture. The validation of this stage of the work was
given by the criteria adopted in section II-C.

RQ02 Should the components of an IoT reference archi-
tecture be used for the development of an IoWT
system? We present the components of the archi-
tecture developed in accordance with the proposed
research. In each section II, we raise the hardware
and software components for the development of
the IoWT system.

RQ03 What architectural evaluation methods can be used
to evaluate the architecture of an IoT system devel-
oped for water management? No satisfactorymeth-
ods were found for evaluating a specific IoT sys-
tem. Analogous methods were then used and had to
be adapted to evaluate the architecture, as seen in
section II-E1.

RQ04 What technologies can be used to deflect the pro-
totype of this system? In the section II-D, a series
of technologies used for the development of the
system prototype were presented.

RQ05 Does the x Technologies component pair meet a
basic number of requirements for IoT systems? And
can this same set be evaluated using architectural
evaluation methods? The requirements were suc-
cessfully met and assessment method architectures
can be used with warnings.

It’s also worth mentioning that the prototype could be
tested more extensively. Although the simulated number of
sensors for the presented context was sufficient, it would not
be sufficient to monitor the measurement of a treated water
supply system in a city with millions of inhabitants.

Analyzing only the processing time of the functions may
also have introduced a method bias and this has masked the
need to evaluate other requirements. An example of this could
have been security tests on the system for security breaches.
Due to the complexity of this type of tests, this effort will be
reserved for exclusive works for this purpose.

The architecture that was tested in this experiment can be
used as a simple means to monitor water resources of any
nature, but the simulation and case study were built with
groundwater monitoring in mind. A prototype was designed
which was validated according to the proposed architecture.
It was observed that some of the experiments showed very

35798 VOLUME 9, 2021



A. C. Da Silva Júnior et al.: IoWT: Remote Raw Water Monitoring and Control System

little variation in the processing time. The results presented
here demonstrate that the architecture developed on the basis
of the reference architecture is sufficient to satisfy most of the
basic requirements of the context studied.

As a future project, we intend to implement the system for
operation in a real environment, using real physical devices
and not just simulations. In this manner, we would be able
to verify the operation of the system in production using
real data over a long period of time. With the real data from
the environment, we hope to develop an algorithm that can
predict demand and consumption needs.
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