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ABSTRACT The importance of image security in the field of medical imaging is challenging. Several
research works have been conducted to secure medical healthcare images. Encryption, not risking loss of
data, is the right solution for image confidentiality. Due to data size limitations, redundancy, and capacity,
traditional encryption techniques cannot be applied directly to e-health data, especially when patient data
are transferred over the open channels. Therefore, patients may lose the privacy of data contents since
images are different from the text because of their two particular factors of loss of data and confidentiality.
Researchers have identified such security threats and have proposed several image encryption techniques
to mitigate the security problem. However, the study has found that the existing proposed techniques still
face application-specific several security problems. Therefore, this paper presents an efficient, lightweight
encryption algorithm to develop a secure image encryption technique for the healthcare industry. The
proposed lightweight encryption technique employs two permutation techniques to secure medical images.
The proposed technique is analyzed, evaluated, and then compared to conventionally encrypted ones in
security and execution time. Numerous test images have been used to determine the performance of the
proposed algorithm. Several experiments show that the proposed algorithm for image cryptosystems provides
better efficiency than conventional techniques.

INDEX TERMS Internet of Medical Things, medical image encryption, lightweight encryption.

I. INTRODUCTION

The Internet of Things (IoT) defines the concept of con-
nected devices and objects of all types over the internet,
wireless, or wired. The concept’s popularity has increased
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over the years since these technologies are used for various
objectives such as transportation, communication, business
development, and education. IoT created hyper-connectivity
shows that individuals and organizations could communicate
with each other effortlessly from their remote locations [1].
Approximately 26.66 billion IoT devices are present in the
current world. This mass IoT utility exploration began in 2011
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with home automation, smart energy meters, and wearable
devices [2]. The investigation of IoT has helped organiza-
tions in various ways, such as improving business strategies,
blockchain for transactions recording and tracking of assets,
and market research. [oT has also enhanced the lifestyle of
individuals through the introduction of automated services.
Nonetheless, the uncontrolled exploration of these technolo-
gies has been posing security and privacy challenges.

The lack of device updates, unconscious use of the devices
without realizing the associated consequences, and changing
of passwords have increased the cybersecurity access and
risks to malicious applications of sensitive data on IoT sys-
tems. The inappropriate security mechanisms increase the
possibility of a data breach, among other threats. Further,
most security experts consider that IoT devices provide vul-
nerable points for cyber-attacks because of weak security
policies and protocols [2]. Despite the several security mecha-
nisms that have been developed and put in place to protect [oT
devices from cyber-attacks, guidelines on emerging security
challenges are yet to be adequately documented. This means
that the end-user cannot use protective measures to avert
the attacks on data. Hackers have created various malware
forms to infect IoT systems since 2008 [3]. They have devel-
oped different phishing mechanisms to provoke individuals
or employees to share sensitive information and data. Hence,
personal devices and corporate workstations face violations
of privacy because of attacks on high-profile enterprise enti-
ties. If the security experts and device producers assess the
cyber threats accurately, they could create efficient protective
methods to counteract and prevent cyber threats. It is crucial
to have experts to overcome various threat concerns and cre-
ate comprehensive security policies and measures to protect
business assets by enabling service stability and continuity.

Every day new technologies, energy, or modifications are
added to the existing ones. For instance, the latest progres-
sions from 1G to 5G networks play an important role in
the IoT applications and systems [4], [5], [6]. This concept
attracts researchers’ curiosity and attention about the possible
privacy and security risks, particularly with high bandwidth
and frequency [7]. The short wavelength is likely to change
the infrastructure, creating a need for more base stations serv-
ing the same region covered by the other wireless mechanism.
The new structure could impose more threats, such as an
increase in fake base stations.

Healthcare organizations and hospitals should balance the
advantages of the Internet of Medical Things (IoMT) are
providing while ensuring that they have the right protocols
and policies for security challenges imposed. The different
types of IoMT include consumer health monitory innovation
such as Nike Fuel band, Fit Bit, or Withings that monitor
the health of an individual or particular workout plan and
connect to various mobile systems using Bluetooth innova-
tion [3]. Another type is the internally-embed medical devices
such as pacemakers or physically implanted procedures on
a person but communicates wirelessly through Bluetooth or
proprietary protocols. External medical devices or wearable
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are equipment such as mobile insulin pumps. Such devices
utilize proprietary wireless protocols to send data and cru-
cial information to doctors and patients. Stationary medical
devices could include hospital-based chemotherapy systems
or homecare cardio-monitoring stations. These systems use
traditional wireless networks such as Wi-Fi networks to trans-
fer data. Lastly, legacy medical equipment and medical pro-
cedures have been in use for more than 15 years [8]. Exam-
ples include X-ray systems, PACs, or CAT scan equipment
currently utilized by health systems and hospitals. Although
the devices cannot host modern Endpoint Detection and
Response (EDR) systems, they still face similar security and
privacy issues.

Managing IoMT-enabled security considers three consid-
erations. First, recognize the devices as connected to a net-
work. Second, determine and enforce what other systems,
applications, and tools communicate. Lastly, ensure that
these IoMT devices have interfered with other devices in
the network or the organizations if something goes wrong.
The accessibility of IoMT applications allows to make a
diagnosis, make copies, data and retrieve a large number
of digital images around the world. It often results in the
production of illegitimate copies or unauthorized use in con-
cern [9], [10], [11], [12], [13]. Therefore, to protect images,
many researchers have focused on developing techniques for
image security in the IoMT applications [6], [9]. Therefore,
encryption is one of the effective ways to protect medical
images.

The existing encryption techniques have been utilized
the data encryption standard, advanced encryption standard,
and Rivest-Shamir—Adleman algorithms for resolving the
challenges for the circumstances of low-level efficiency
though considering the low of size data as well as
high redundancy [14], [15], [16], [16]. Therefore, these
algorithms are hard enough to handle and ensure the
appropriate encryption for medical images in the IoMT
framework [9], [17], [18], [19]. Various image encryp-
tion algorithms or methods for converting, substituting,
and inverting images different reversal methods have been
reported. In a transposing mechanism, the plain image had
been used applying the random rearrangement [18]. Permu-
tation can be conducted for bits, pixel density, otherwise
blocks [17]. Replacement, also attributed to as significance
approaches have been explored, maps each element in the
plain image to some other attribute in the cipher image [19].
Transcription methodologies are a hybrid of different basic
particles which are position permutation and pixel value
diffusion [15].

This paper’s main contribution is a new lightweight
encryption technique proposed to protect the privacy of the
patients’ medical image. We have considered the 256 bits
for encryption for the image in the proposed lightweight
encryption algorithm and then calculated the corresponding
image’s binary value by making 16 sub-blocks of 16 bits.
The proposed technique guarantees the privacy and security
of medical data being disseminated to healthcare centers. The
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proposed technique is investigated. The safety is divided into
three phases taking into account the 256-bit key value for
logical operation.

The remaining part of this article is structured as follows:
the related algorithms, techniques, and methods are discussed
in section II. Security measurement and proposed lightweight
encryption algorithm is presented in Section III. Section IV
presents the experimental evaluation of the proposed tech-
nique. Finally, section V concluded the paper.

Il. RELATED WORK

The ToMT has benefited hospitals and healthcare organiza-
tions tremendously. However, advancement in technology
imposes security and privacy challenges to organizations
using this innovation—the concern on the security and pri-
vacy issues common in the IoMT. Medical systems pose a
risk to each other regarding confidentiality, integrity, and data
and information availability. Security problems could disrupt
availability, compromise integrity, and affect confidentiality.

Further, medical data could be used for fraud or identity
theft and discover medical prescriptions; hence, it enables
hackers to order drugs online. Hackers might also engage
in blackmail and extortion of people with specific illnesses
they do not want to disclose. These aspects of confidentiality,
integrity, and availability of loMT-enabled wellbeing such as
fitness trackers are also prominent. Another security issue
is access control and authorization. In essence, exercising
access control over the ToMT network is essential. It is crucial
to establish if the user, once recognized and validated, has
permission to access the demanded resources. Access control
needs communication between software entities to request
and gives access. Nonetheless, effective access control on the
internet of medical things is challenging.

Identity management and authentication is another
challenge to security and privacy in the IoMT. Identity
management involves the unique objects’ identification,
and authentication then validates the identity relationship
between parties. Authentication with IoT is crucial since
confidentiality, integrity, and availability could be compro-
mised without it. If an adversary could authenticate as a
legitimate entity, they would have access to any data, hence
compromising confidentiality, integrity, and availability [1].
Identification and authentication of users in the IoMT is
a significant issue. Password and username pairs are the
common forms of identification and authentication of par-
ties in electronic systems. Other methods include biometric
credentials, shared keys, and digital certificates. The high rate
of heterogeneity and the large scale of IoMT systems would
increase security threats to the current internet. Heterogeneity
greatly influences network and protocol security services
applied to IoMT [3]. Security solutions need to cope with
various hardware specifications and need to offer autho-
rization and authentication of IoT systems. Other security
issues include physical restrictions of communications and
devices. IoMT devices are embedded with low area and
low power processors, and it is necessary to apply Internet
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Protocols even to the smallest devices. The limitations of
IoMT devices restrict the ability to process information with
more incredible speed [19]. This means there is a restricted
memory, CPU, and energy budget. The challenging security
forms are needed to satisfy the competing objectives of
minimal resource consumption and robust performance. The
restriction in power and size influences the efforts to maintain
integrity and confidentiality in [oMT systems.

The use of security analytics could significantly decrease
the vulnerability issues on the Internet of Medical Things
applications. Security analytics involves gathering, correlat-
ing, and evaluating data from various sources that could
help IoMT security providers to recognize potential threats
and eliminate them. Apart from monitoring the [oMT gate-
way, multi-dimensional security analytics is necessary. Sus-
picious and malicious anomalies could be recognized by
comparing data from multiple domains. This enables the
security experts to gather anomalies and prevent them.
Another solution is the use of critical public infrastruc-
ture [20]. Public key infrastructure refers to a set of hard-
ware/software, policies, and procedures needed to develop,
manage, and distribute digital resources. The security pro-
cess has been proven as an efficient solution to IoT
security challenges. Public Key infrastructure ensures data
encryption through symmetric and asymmetric encryption
procedures.

Therefore, the protection of electronic health-related
images has attracted much attention recently, particularly
when these pictures are sent through correspondence net-
works. An image encryption method tries to transform a
picture into some other picture hard to realize. Security mech-
anisms deployed in present digital healthcare image methods
are mainly based on traditional encryption methods like DES,
AES, IDEA, and RSA [16]. It is appealing to create an effec-
tive healthcare image encryption scheme, particularly for
real-time teleradiology or any other internet remote examina-
tions, where big electronic medical pictures are transmitted
more than public networks. Digital images have many uses
in healthcare diagnostics such instance, computed tomogra-
phy, and magnetic resonance imaging. Additionally, you can
find many techniques, which are employed with electronic
pictures including sound detection, watermarking, image
segmentation, feature extraction, noise deletion, and pic-
ture compression [17]. For analysis and investigation needs,
medical images, as probably the most essential component
of health details. These images are often transmitted and
exchanged using mobile communications and the internet
between the research institutions and hospitals worldwide.
Medical image storage and analysis are nowadays cloud-
based, providing preconditions for effective coordination of
full sharing and remote diagnosis of scientific investigation
resources [18]. The patient information is private and should
not be disclosed publicly. Doctors are transmitting the patient
info via a public community in the form of a picture to consult
professional doctors. Thus, security plays a crucial part in
sending information through the Internet network system.
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FIGURE 1. Representations of loMT framework (a) And the Image security
paradigm of loM (b) [4].

Nowadays, the IoMT is advanced in evolving high-tech
applications using medical data, and patient images are trans-
ferred globally through cloud servers. The patient data are
primarily stored as a cloud server in the hospital and then used
from various remote locations.

Therefore, the patient personal information, hospital data,
and medical images need to be protected in such IoMT-
enabled infrastructure [3], [4]. The conceptual framework for
the medical images in IoMT infrastructure with the security
paradigm is presented in Figure 1 [4]. Indeed, the structure
it should have been made sure for the safe transmission
and compelling stockpiling of clinical pictures interleaved
with quiet data. An alternate disorganized framework in the
phases of perplexity and dissemination has been dissected
by choosing a complex disordered guide to additionally
upgrade the intricacy of the calculation, thus improving the
security [9], [13]-[15], and [19]-[23]. The representations of
IoMT framework (a) and the Image security paradigm of [oM
(b) are shown in Fig 1. The picture encryption calculation
named Shuffle Encryption Algorithm (SEA) had exhibited
a nonlinear byte-substitution arrange by utilizing an s-box
with the assistance of a mixed activity [19]. The calculation in
states by utilizing a query table (s-box) to play out the nonlin-
ear byte substitution activity. Mostly, savage power assaults
and factual assaults are discussed. In any case, different
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kinds of assaults irrelevant to the measurable or beast power
assaults can likewise be conceivable to process with the
technique. Another picture encryption calculation encodes
just the touchy pieces of the pictures for the time-delicate
applications. Similarly, the encryption of images dependent
on the calculated guide utilizing bedlam based input cryp-
tographic procedure had been executed with the thought of
an outer mystery key of 256-piece long [20]. Besides, a
half-breed advancement with cryptography encryption for
clinical pictures in the [oMT system has been introduced [21].
The appropriate key will be chosen using hybrid swarm opti-
mization, i.e., grasshopper optimization and particle swarm
optimization in elliptic curve cryptography, to improve the
security level of the encryption and decryption process.
Because of this process, in the IoMT system, the medical
images are protected. This section will summarize the exist-
ing research done by other researchers.

A hybrid model of the modified genetic algorithm (MGA)
and the coupled map lattices medical image encryption
method is proposed in [17]. The proposed method applies
to the MGA to increase the cipher images’ entropy and
reduce the algorithm computational period. Experimental
computer and results simulations all suggest which the pro-
posed technique, which contains a hybrid algorithm, works
with high-quality encryption and can also fight various typi-
cal attacks. Table 1 shows work related to [oMT.

Based on the encryption and decryption process,
Hongjun et. al., [22] have proposed an asymmetric encryption
program for encryption of color pathological picture accord-
ing to the Dadras complicated hyperactive chaotic system.
The original problems for the chaotic device are produced
by taking 512 bits of protected hash algorithm (SHA) worth
of the basic image. The system seems to have a key size
big enough to fight the brute force attack and also received
great sensitivity to the key used. Do the similar work medical
image encryption algorithm proposed by [23], the Proposed
a healthcare image encryption algorithm dependent on con-
fusion and also diffusion operation carried out by using
Arnold’s transformation and 2 chaotic methods, Logistic
chart and also Henon map.

The Logistic chart is utilized to produce the original
problems for the Henon chart and Arnold’s transformation
is being used for creating a scrambled healthcare picture.
The Henon map is utilized to produce the XOR’s chaotic
sequence with the scrambled healthcare picture, produc-
ing the cipher image. Several medical image encryption
techniques are proposed in [24]-[26] and [27]-[40]. M.
Mukhedkar at el in [27] suggested that the image encryption
was accomplished utilizing Blowfish Algorithm due to its
excellent execution and delivery time. The method applied
the Least Significant Bit (LSB) method for concealing the
images. To provide substantial protection, a hybrid approach
continues to be recommended that use a combination of
image encryption plus image encryption plus image hid-
ing. PSNR and MSE have been used for estimating the
dynamics.
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The 2D Zaslavsky chaotic map and the 2D Logistic map
were used in reference [40] to encrypt real-time wireless
capsule endoscopes (WCE). The Logisticsine chart was used
in suggested [47] to encrypt medical images combined with
mod service on a software platform and in combination with
XOR. The MSB-based reversible data encryption approach
was presented in reference [48], and the encrypt domain-
based dual-image reversible hiding technology, which could
also recover the database’s lossless cover. The linear chaotic
map and the logistic map were merged about [49] com-
bined with DNA computation to encrypt medical images,
incorporating patient information in the screening domain.
In reference to [50], there is a method where the basic
medical images are covered directly in the cover images.
However, the patients images are not encrypted themselves.
When a hacker learns, the knowledge is concealed in the
cover image, and therefore it is possible to retrieve a medical
image specifically. Since multi-scale transformations were
compressed in medical pictures, various encryption technolo-
gies were employed, such as RSA [51], Blowfish, Concept,
and RCS5 [52]. There has been suggested a three-layer encryp-
tion system for medical files that can be used for encrypting
watermarks, images, and file embedding [53].

Ill. SECURITY MEASUREMENT AND PROPOSED
LIGHTWEIGHT ENCRYPTION ALGORITHM

Security implementation is a significant issue in the advanced
world, cryptography calculations are one of the approaches
to guarantee security [41]-[43]. Focusing on the picture
encryption issue in clinical pictures of [oMT application in
IoMT based structure [44]. The entropy highlight is upgraded
through a proficient encryption calculation and the rela-
tionship between two pixels can be diminished with the
equivalent [45]. With the assistance of entropy and cor-
responded the worth. So the effectiveness can increment.
Besides, we change the procedure that has been discovered
complex in an investigation. The productivity of a calculation
is registered based on entropy and connection. In strategy 1,
we have presented a square-based change design to build the
encoded pictures’ security level. Then again, the unscram-
bled content must be equivalent to the first content. In any
case, this prerequisite is not essential for picture informa-
tion. Because of the Characteristic of human discernment,
a decoded picture containing little expression is ordinar-
ily satisfactory. Besides, picture-based information requires
more exertion during encryption and decryption. A change
procedure dependent on the mix of picture stage and a
recently evolved encryption calculation called ‘“Hyper Image
Encryption Algorithm (HIEA)” presented [14], [19], [46].
From the chose picture, we will utilize the twofold worth
squares, which will be reworked into a permuted picture
using a change procedure, and afterward, the produced pic-
ture will be encoded utilizing the ‘“Hyper Image Encryption
Algorithm (HIEA)” calculation. All the current strategies
utilizing the reasonable client characterized key is created
with a similar goal. Likewise, separate between them with a
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proposed calculation utilized for encryption and decryption.
For entropy esteem, connection worth, and execution time of
the known cryptographic calculation with proposed cryptog-
raphy calculations.

The proposed lightweight encryption algorithm focused on
the efficiency and security of the medical images on IoMT
application. The proposed algorithm considered the perfor-
mance matric of entropy, as well as correlation. The detail is
discussed below:

A. ENTROPY
The entropy is a measure of the similarity between the orig-
inal image and the encrypted-image. The results show that
the cover image’s entropy and the encrypted image are very
closed or similar, which means that the proposed method
has a very good visual quality. A plain image does have a
value of "zero’ entropy. Consequently, by contraction, such a
method of "zero entropy’ image can indeed be modified it into
a smaller file size. On the other hand, a high entropy image
(i.e., a moon image of intensely derived areas) with a large
pixel density cannot be compacted into a smaller image as
better as a close to zero image a dissimilar image. Therefore,
the entropy can be represented in Eqn. (1) [6], [7].
§—1
E=-Y P(n)logP(n) (1)
N=0

E denotes entropy, gray value of the input image present by S
(0... 255), and P (n). The possibility of symbol S. parameter
is also used to analyze the cover image and image encryption.
This test measures proportions of the details, and it is usually
presented as bits in units. A more significant entropy value
indicates a higher level of security when applied to evaluate
image encryption. Usually, an entropy value that is very close
to an absolute value of 8 means it is safe from a brute force
attack. Table 4 shows the information entropy of encrypted
data. The results show that the proposed technique achieves
entropy near to value 8. Thus, it provides a high level of
security.

B. CORRELATION

The University of South Carolina pioneered the development
and growth of the digital image correlation (DIC) technique
that has been updated and enhanced in recent decades. DIC is
based on the extension of a correlation coefficient that can be
defined by analyzing the pixel strength array sub-set on sev-
eral image-related images and eliminating the deformation
mapping function that equates to the images. A repeated strat-
egy is applied to the use of nonlinear modeling strategies to
decrease the 2D correlation coefficient. This feature confirms
that the suggested encryption algorithm is effective against
statistical attacks [6]. The cross-correlation coefficient (;;)
can be defined as in Eqn. (2) [6], [7].

y = nY ab—>Yad b

ny (@)= (@)
DNCOONCY)

@
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FIGURE 2. The working procedure of the proposed encryption and
decryption system (a), and the flowchart for the encryption/decryption
system (b).

where the correlation is denoted by 7, number of pairs of
data is denoted by n; Xab the sum of the products of just
the data series; Xa the sum of data, Xb the amount of
squared data; and £b? the aggregate of the squared b data [5].
Some of the key performance depend on encryption quality,
crypto-analysis, memory requirement, execution time [4],
[81, [32], [33], [34]. In the underlying phase of the pro-
posed picture encryption strategy and documents required to
cover. It used the encoding module and extrication module,
shown in Figure 2. It has been used the visual.net structure
for image cryptosystem [3], [4]. Medical image security must
follow the encryption method that should be secured that
used encryption-decryption computationally and has no prob-
lem with the system performance. The proposed encryption
techniques are classified into two techniques, which pro-
cesses are illustrated in Figure 3. The existing technique is
adopted and enhanced as follows.
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o Estimating the pixel block = image width/10 at

horizontal

« Estimate the pixel block = image height/10 at the verti-

cal. Follows the estimation of the number of pixel blocks
(pixel blocks =horizontal pixel block * vertical pixel
block). Then the number of pixel blocks will be checked
by:

If pixel blocks | 2! = 0O, then set number of pixel blocks
= number of pixel blocks + extra pixel block.

1. Split the pixel blocks into sub-blocks (SB1, SB2...)

2. Then select variables / = 0and R = 0

(R => random variable).
While (I < SB1. R = random number between
(0, Sub-Blockl-1))
3. Set the new location of block R <= pixel-block
I=1+1
End While.
4. Likewise for SB2. I =0 and R=10
While (I < SB2.R = random number between
(0, SB2-1) R <= pixel-block).
I=1+1
End While.

5. Finally, we get the new location of pixels block in
SB1 and SB2 [6].

The suggested encryption algorithm is designed with a
three-phase process. In phase one, the transition mecha-
nism’s output passed as an input, and the output of step one
passed as an input to phase two, eventually transferring the
output of phase two as an input to phase three. Shuffled
with 256-bit key value using logical operation in the whole
process. The proposed system architecture is shown in Fig-
ure 3. The proposed techniques procedure is maintained as
below:

1. At first, we configure the parameters

2. Then Appling Key for the brain images.

3. Start Key nomination and Image nomination process

4. The compute and apply:

o Block-based Image encryption Transformation
o The proposed lightweight Image encryption algo-
rithm

5. Check for the computed best data

IV. EXPERIMENTAL EVALUATION OF PROPOSED
TECHNIQUE

The performance of the proposed encryption technique was
evaluated using an experimental approach. The encryption
technique uses three stages to encrypt the image considering
256 bits key value for logical operation. The experimental
evaluation was made using the 8th Gen, Intel(R) Core(TM)
17-8550U CPU @ 1.80GHz 1.99 GHz, Microsoft Win-
dows 10, 1TB HDD, Borland Delphi 7.0, Matlab 2016 and
Windows10 64bit tools. For the experiment, 4 images
such as image 1.jpeg, image 2.jpeg, image 3.jpeg, and
image 4.jpeg have been considered where the image quality
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FIGURE 4. Sample images for the proposed technique.

image 3.jpeg

was 512 x 512 pixels as well as 8 bits per pixel (bpp) in
the grayscale image, which has 256 different colors in it
or 256 shades. The entropy’s value and the execution time
of a known cryptography algorithm with the recommended
cryptography algorithm selected 32-byte/256 bits key length.
The image is decomposed into 10 pixels x 10 pixels blocks.
Moreover, this key has been applied to various chosen images
(shown in Figure 4).

The proposed new lightweight encryption technique mech-
anism considers the following steps:

= Select one image of 256 bits for encryption

s Calculate the binary value of the corresponding image
to make 16 sub-blocks of 16 bits.

= Repeat the process until the end of the file

» Select the 256 bits key and creates the 16 sub-blocks
of 16 bits

s From the transformation, the table choose 64 bits and
build 4 blocks of 16 bits

= Use XOR operation concerning with initial 8 block of a
particular image and 8 blocks of the selected key

= Again using the XOR operation between the last
4 blocks of the correspondence image and 4 blocks of the
transformation table. Then the outcome will be stored in
the image blocks

= Apply circular shift operation on the last 4 blocks of the
applied key and the last 4 blocks of the particular image

= The XOR operation is applied between selected image
with the key to achieve the output. Therefore the result
is stored in the image.

The result comparison is presented in Table 2, Table 3, and
Table 4 and graphical representation for technique one (1)
and technique two (2). Table 2 describes the first tech-
nique in terms of execution time. Table 3 for the second
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FIGURE 5. Encryption time comparison between the existing (a) And
proposed algorithm (b).

technique compares existing algorithms with the proposed
algorithm in terms of the original image’s entropy. In contrast,
Table 4 expresses the entropy of encrypted image and com-
pares the traditional algorithm with the proposed algorithm.
The entropy be determined by the algorithm’s complexity,
key, and images that have definite impacts on algorithm
performance.

Figure 5 and Figure 6 demonstrate the computed data of
the existing and the proposed technique.

A hybrid of block-based image transformation and pro-
posed encryption is the proposed lightweight method for
medical image protection. In this approach, the block density
and correlation work oppositely, varying the entropy. The
technique is then compared with commonly used existing
algorithms. The proposed algorithm is secured and straight-
forward with higher efficiency that can produce the stronger
cipher symmetric key.

The effectiveness of the proposed encryption method’s
time can determine the subsequent system to encode and
unscramble the data execution quickly. The adaptability of the
proposed encryption procedure is exceptionally high that can
be presented in Figure 6. Using Table 3, Figure 6, displayed
the Comparison of the execution time between the existing
and proposed algorithm, (a) entropy of the original image
(b) entropy of the encrypted image. Figure 7 presented the
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TABLE 1. Related work.

Methods and
Models
Genetic algorithms

Author, year Evaluation Approach

Pareek et al.
[16]2016

Nematzadeh at
el. [17]12018

Gray scale image security

MATLAB 2013 on a
laptop with an Intel Core
i7, 2.3 GHz CPU, 8 GB
memory and 500 GB hard
disk with a Windows 8
operating system

hybrid model of the
modified genetic
algorithm  (MGA)
coupled map lattices

Dai atel. [23] | chaos encryption bit-plane decomposition

2016
Avudaiappan Dual Encryption Oppositional Based
et al. [24] 2018 Optimization Algorithm

the chaos-based pseudorandom matrix

Kanso at el. image  encryption
[25]2015 scheme
Lima atel. the cosine number | Matlab  and  images
[26] 2015 transform complying  with  the
Digital Imaging and
Communications in
Medicine (DICOM)
standard
Mukhedkar at cryptography & Blowfish Algorithm
el. [27] 2016 Steganography (LSB technique)
Liu atel. [28] | Asymmetric color | complex hyperchaotic
2016 pathological image | system
encryption
Laiphrakpam ElGamal encryption Koblitz encoding
etal. [29]12017 | technique. technique
Cao etal. [30] edge maps binary bit-plane
2017 decomposition
Gupta at al. chaotic map The encryption is done by
[31]2018 using 256bit long external
secret key
Hamza at.al chaos-based Zaslavsky chaotic map
[47] encryption and the 2D Logistic map
2020 cryptosystem
HuaZ, YiS, scrambling and the pixel adaptive
Zhou Y [48] pixel adaptive diffusion: bitwise
(2018) diffusion XOR and modulo
arithmetic
Ke G, Wang H, MSB-based dual-image reversible
Zhou S, Zhang reversible data hiding technology
H 49[](2019) encryption
Khond S, Chaos and Dna reversible data hiding
Vijayakumar B encryption technology

[501 (2019)

visual medical
image encryption

Visually biometric

Priya S, Santhi authentication

B[51](2019)

Raja SP [52] Joint medical image multiscale transform-
(2019) compression— based

encryption image compression
encoding techniques
Raja SP [53] Multiscale
(2019) transform symmetric key

cryptography and ebcot
encoding technique

Salama AS, triple-layer
Mokhtar MA, encryption- multi-level  encryption-
Tayel MB [54] watermarking based technique
(2019) technique

Comparison between the current and proposed algorithm,(a)
entropy of the original image (b) entropy of the encrypted
image, respectively..

The proof of the improvement of effectiveness was accom-
plished between our ‘““proposed calculation” and ““picture
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TABLE 2. Encryption/decryption time (in second (S)) comparison of
various image encryption algorithm with proposed algorithm.

Image Block-Based Combination  of  Proposed
Transformation (S) Technique (S) Algorithm
®)
imagel 0:00:04 0:00:12 0:00:01
Image2 0:00:02 0:00:06 0:00:02
Image3 0:00:04 0:00:09 0:00:03
Image4 0:00:05 0:00:15 0:00:05
Image Block-Based Combination of Proposed
Transformation (S)  Technique (S) Algorithm
®
imagel 0:00:03 0:00:09 0:00:03
Image2 0:00:03 0:00:09 0:00:03
Image3 0:00:03 0:00:09 0:00:03
Image4 0:00:04 0:00:12 0:00:04

TABLE 3. Comparison of the proposed and traditional algorithms in
terms of the entropy of original image.

Image Block-Based Combination  of  Proposed
Transformation Technique (S) Algorithm
S S)
imagel 36 31 33
Image2 60 49 19
Image3 25 20 17
Image4 37 33 21
Image Block-Based Combination of Proposed
Transformation Technique Algorithm
imagel 17 17.9 18
image2 39 46 41
image3 15 18 13
image4 23 46 21

9 <6

encryption utilizing square-based change calculation,” “‘a
picture encryption approach utilizing a mix of stage pro-
cedures followed by encryption.” Besides, the encryption
calculation offered here is a straightforward and direct map-
ping calculation that uses the festal structure and a couple of
legitimate activities. This kind of measure conveys almost no
entropy, and along these lines, it cannot be actualized during
the time spent the encryption of the classified message. The
proposed estimate would be helpful to solve the security and
proficiency issues.

Finally, the discussions on the results obtained from the
proposed algorithm recommend that it is significant to get
a greater entropy of encrypted images than the conventional
method. For this justification, it has integrated into any phase
of encrypting any image. The computational complexity is
not so much the main factor of entropy implications.

The key and the images just have that impact on it.
Besides, based on the results shown in Table 5, the proposed
method outperformed state-of-the-art encryption [41]. The
proposed method achieved higher MSE than state-of-the-art
encryption. The average MSE for the proposed method was
229.6, while for existing methods achieved about 224.4. The
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FIGURE 6. Comparison between existing and proposed algorithm, (a)
Entropy of the original image (b) Entropy of the encrypted image.

TABLE 4. Entropy of encrypted image comparison of various algorithm
with proposed.

Cover Cover Block-Based Combination  Proposed
Images Image Transformation  of Technique  Algorithm
Entropy
Image 1 7.98 6.5069 7.1763 7.98
Image 2 7.98 6.3389 6.9828 7.98
Image 3 7.98 6.5953 6.2105 7.98
Image 4 7.98 6.48037 6.78987 7.98
Cover Block-Based Combination of Proposed
Image Transformation Technique Algorithm
image 1 3.21281.8 6.80750.9 7.8
image 2 6.01113.4 5.90030.1 7.8
image 3 5.61346.7 6.81041.8 7.8
image 4 4.37681.9 4.80971.6 7.8

proposed method shows that the PSNR and MSE are most
effective than the previous method
The Peak-Signal-to-Noise Ratio (PSNR) functions to
assess the quality of an image [55]. A low value of PSNR
reflects a promising image encryption method. Mathemati-
cally, this quality of the encrypted image can estimate based
on PSNR as formulated in Eqn. (3).
2557
PSNR = 10——, 3)
MSE
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FIGURE 7. Comparison between existing and proposed algorithm,
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FIGURE 8. The MSE and PSNR, the performance of proposed and existing
algorithm.

where MSE denotes the mean square error between the
ground truth image and the encrypted image [56]. It calcu-
lated MSE using Eqn. (4)

N M - .2

[P (17 J) _C(L J)]
MSE = —_— 4
L2 @

i=1 j=1

where P (i, j) is the pixel value of the original image, and
C(i,j) The pixel value of the encrypted image, N and
M, is row and column of the image, subsequently. ij are
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TABLE 5. MSE and PSNR for existing encryption and proposed algorithm.

Image Existing encryption [56] Proposed Algorithm
PSNR MSE PSNR MSE
Image 1 25.58 179.65 27 181
Image 2 22.56 352.72 25 360
Image 3 62.64 140.96 65 148
Average 36.92 224.4 39 229.6

TABLE 6. Encryption speed for the proposed algorithm.

Techniques Encryption Experimental
Speed MB/s System

Configuration
Proposed 0.1 8"  Gen, Intel(R)
scheme Core (TM) i7-
8550U CPU @
1.80GHz 1.99
GHz, Microsoft
Windows 10,

MATLAB 16
Block based 3 Pentium IV 3.2GHz
transformation PC with 8GB RAM,

Using Borland C++
builder software

subscripted variables. Table 5 tabulates MSE and PSNR for
different images consecutively. The results show that there is
a minimum pixel bit match between original and encrypted
of MSE generates. Thus, a high value of MSE generates.
Further, MSE and PSNR are inversely proportional to each
other. Therefore, a low value of PSNR achieves. The higher
value of MSE and lower PSNR are the desired features of the
appropriate encryption algorithm.

Complexity points are units of measure based on relative
sizing. It is used to estimate development work in terms of
complexity and size instead of traditional time-based methods
that attempt to measure the duration of time required to
complete some work unit. Therefore, searching complexity
becomes reducing to (n), the proposed algorithm linearly
searches the original data value in the image size lookup
table, which generates complexity of O(n), where n denotes
the size of the image (M X N), and I is the iteration. The
time complexity of the proposed algorithm thus becomes
O(MNI). The computational speed of the proposed algorithm
is estimated by referring to Table 6. The encryption speed
is measured in MB/s for various 512 x 512 images, and
the mean speed is calculated, which is compared with other
existing schemes in Table 6.

From the data presented above, it is clear that the exist-
ing algorithm still has limitations in terms of encryp-
tion/decryption time, entropy and complexity. However,
the proposed algorithm has shown high performance in terms
of encryption and lower decryption time, encrypted entropy,
encryption speed, and low complexity.
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V. CONCLUSION

This paper has proposed a secure, lightweight algorithm
encryption technology to protect patients’ medical images’
privacy. This paper also included different security measure-
ments, encounter parts, and techniques for medical image
encryption. This paper also discussed the various existing
encryption techniques, using encryption quality, memory
requirement, and execution time. The study has found that the
current methods generated key based unsystematic sequence
number that creates an enormous computation time. In com-
parison, it is evident from the result that the proposed algo-
rithm has a small computation. Therefore, to secure the
medical image, the proposed algorithm is designed carefully
to get optimum security. The encryption technique uses three
stages to encrypt the image considering 256 bits key value for
logical operation. This study has used the 8th Gen, Intel(R)
Core (TM) i7-8550U CPU 1.80GHz 1.99 GHz, MATLAB
16, 1TB HDD, Borland Delphi 7.0, MATLAB 2016, and
Windows10 64bit tools are used to evaluate and analyze the
performance. Each image quality has been 512 x 512 pixels
and 8 bits per pixel, or 256 intensity levels. The experi-
ment was conducted at the cybersecurity laboratory with
the system, as mentioned earlier, to analyze the proposed
and existing algorithms. From the experiment results and
the comparison, the proposed technique achieves better effi-
ciency than conventional methods in terms of execution time
for the medical image encryption.
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