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ABSTRACT There is an increasing interest in the use of various digital technologies for interacting with
passengers at smart airports. However, there is a need to identify and address the privacy issues that may
threaten passenger’s digital information during their interactions with smart airports applications. This study
applies a systematic literature review method and reports the passenger’s digital information privacy issues
that arise during different stages of their travel journey in smart airports. This research identified a set
of 324 studies, which were then reviewed to obtain a final set of 31 relevant studies to address the research
questions in hand. The review results were organized into five major categories: passenger travel journey
through smart airports applications; elements involved (people, process, information, and technology) in
the journey; passenger’s digital information privacy challenges; current solutions for identified challenges;
passenger’s information standards and privacy regulations. These results are further analyzed to report
important insights and future research directions about the privacy of passenger’s digital information in smart
airports. This study will aid researchers and practitioners in obtaining a better understanding of the privacy
concerns when dealing with the passenger’s digital information at the digitally enabled smart airports.

INDEX TERMS Smart airport, digital information privacy, smart airport applications, enabling technology,
automated system, privacy standards, privacy regulation.

I. INTRODUCTION
The continuous development in the airport industry is a result
of the progressive growth in global passenger traffic. In 2018,
passenger services demand rose 7.4%, exceeding the 5%
long-run industry average rate [1]. Air travellers are projected
to hit 8.2 billion by 2037 [2]. Accordingly, a massive pressure
on existing airports facilities requires airport operators to
rethink their traditional structures with a view to optimise
their operations, increase capacity, expand revenues, and
improve passenger experience while ensuring physical safety
and digital security [3]. As such, digital technology enabled
cooperation between airports facilities, data and applications
to help personalising customer experiences. This leads to
emergence of smart airport concept. The contemporary smart
airports use a range of digital technologies such as self-
service, flight information systems, baggage tracking, and
smart parking.

A typical smart airport passenger journey comprises of five
stages, which begins with the check-in. This stage involves
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capturing of identity and travel documents, which are used
to create a single token for travel. Check-in is followed
by bag drop, security control, border control, and board-
ing stages [4]. During this whole journey, different types of
passenger’s digital information elements are collected and
handled. These include identity (biographic or biometric) and
travel information.

Airports collect massive volumes of confidential and
proprietary information about passengers. According to
Leonard [5], dealing with the collection, storage, and use of
such information may require addressing privacy concerns.
Furthermore, such information would be an attractive target
for cyber-attacks for various purposes such as fraud or sabo-
tage that could cause disorder in airborne systems including
aircrafts and airports [6].

Digital transformation of airports requires the need for
understanding of passenger’s information privacy concerns
during their entire travel journey. To the best of our knowl-
edge, no such recent academic studies are available that
address this critical research need. Consequently, this study
aims to fill this research gap by conducting a systematic liter-
ature review (SLR) to identify and synthesise the passenger’s
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digital information privacy challenges. SLR is a type of study,
which involves the identification, evaluation and analysis
of systematically selected studies that relate to a specific
research problem or field [7]. Hence, this study focuses on
following research questions:

RQ1: What are the stages of passenger travel journey
involving smart airport applications?

RQ2: What are the underpinning elements of the journey
(people, process, information, and technology)?

RQ3: What are the passenger’s digital information privacy
challenges within each stage of their journey?

RQ4: What are the available current solutions for passen-
ger’s digital information privacy challenges?

RQ5: What are the relevant privacy standards, policies
regulations in the aviation industry?

The main aspects and contributions of this paper are:

• We review and analyse various articles published in
well-known academic databases during the last five
years, including smart airports, information privacy, pri-
vacy regulations and standards.

• We use the Customer Journey Mapping framework
(CJM) as a theoretical lens to identify the key elements
of passenger’s travel journey in smart airports.

• We use the Concerns for Information Privacy framework
(CFIP) as a theoretical lens to identify and classify the
privacy challenges of passenger’s digital information in
smart airports. Based on CFIP, we categorise privacy
challenges into four types: collection, error, unautho-
rised use, and improper access.

• We identify the current proposed solutions and map
them with the identified information privacy challenges.

• We cover the passenger’s information standards and pri-
vacy regulations that relevant to aviation industry.

• We also provide future research directions about passen-
ger’s digital information challenges.

This paper is organised as follows. Firstly, it provides the
research background. Secondly, it discusses the SLR research
method. Thirdly, it describes the data extraction and synthe-
sis. Fourthly, it presents SLR results. Finally, it discusses
results, study limitations and future directions for further
work in this important area of research.

II. BACKGROUND
There are several definitions of smart city, which can
be distinguished based on their purpose and perspectives.
Some of them focus on the importance of ICT infrastruc-
ture, while others emphasised on the social, economics,
and the behavioural aspects of a smart city. For instance,
IBM established a paradigm as a definition of smart cities.
This paradigm calls ‘‘IN3’’ and consists of three dimen-
sions: ‘‘instrumented, interconnected, and intelligent’’ [8],
[9]. According to Giffinger, et al. [10], smart city is
defined as a combination of six smart characteristics: econ-
omy, people, living, government, environment, and mobil-
ity. Kirimtat, et al. [11] focus on the importance of using

information and communication technology (ICT) infrastruc-
ture to support smart city applications with a view to enhance
the quality of life. The Office of the Government Chief Infor-
mation Officer [12] discussed the integration of ICT, big data,
and innovation for establishing smart cities.

Smart airport can be considered as a subsystem of smart
city system or system of systems [13]. Thus, it is impor-
tant to review important definitions related to smart airports
within the context of smart city. According to the European
Union Agency for Cybersecurity (ENISA), smart airport uses
the capabilities of networked data-driven response and auto-
mated services in order to provide a better experience for pas-
sengers during their journey [14]. According to The Aviation
Valuables Inside Information Technology [15], smart airport
is defined as an ecosystem that implements efficient solutions
for its components such as passengers, airlines, airport, and
cargo [16].

The digital transformation of airport industry includes the
use of emerging self-service, big data, and open data tech-
nologies [3]. Rajapaksha and Jayasuriya [17] discussed the
evolution of airport industry in terms of four levels: Air-
port 1.0, 2.0, 3.0, and 4.0 (Figure 1). Firstly, Airport 1.0
(Basic airport operation) refers to the traditional airport that
relies on manual operations and basic IT solutions. Secondly,
Airport 2.0 (Agile airport) are the early adopters of digital
technologies, mainly partial self-service facilities like Wi-Fi
and check-in process. Thirdly, Airport 3.0 (Smart airport)
involves the adoption of self-service at all levels of passen-
ger services, including automated operations and mobility.
Finally, Airport 4.0 (Smart airport) uses open and big data
technologies to create value from real-time passenger infor-
mation flow and profile analysis.

It has been indicated that enabling technologies are integral
part of smart airports intending to enhance operational busi-
ness efficiency and passenger services [18]. Examples of such
enabling technologies in the context of smart airports are:
Internet of Things (IoT), Artificial Intelligence (AI), Virtual
Reality, Biometric, and Cloud Computing. These technolo-
gies can be used in many applications in order to enhance
passenger’s convenience during their travel journey. Accord-
ing to Rajapaksha and Jayasuriya [17] and Karakuş, et al.
[19], smart airport application types include smart check-in;
self- baggage services, biometric services, automated border
control, and mobile applications for airports. Passengers can
use the smart airports applications and services during both
departure and arrival stages of their travel journey.

Passenger digital information is used during their travel
journey in smart airports. This includes Passenger data
comprises of Advance Passenger Information (API) and Pas-
senger Name Records (PNR) [20]. Presently, besides this
information, biometric data such as facial, and fingerprint
recognition are also handled through smart airport applica-
tions [21]. Airlines and governments collect and share pas-
senger digital information for identification purposes [22].

Privacy of information is defined as the individual’s right
about how their information is handled [23]–[25]. According
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FIGURE 1. Airports digital transformation evolution levels.

to Solove [26], information privacy dimensions consists of:
collect, process, publish, and violate the information. Further,
it has been noted by Smith, et al. [27] that there is a need to
identify the secondary usage and unauthorised access when
dealing with privacy of information. Digital information pri-
vacy is a relevant concern, which can be linked to both
smart airports and underpinning technology. In the context of
information privacy, digital information privacy refers to an
individual’s right in deciding how their digital information
is collected, shared and used. This draws our attention to
the need for identifying the passenger’s digital information
privacy challenges in the context of smart cities and smart
airports [28], [29].

In summary, passenger’s digital information can be col-
lected, processed, stored, and shared through smart airport
applications during their travel journey. Such information
is subject to privacy concerns. This study aims to address
this vital need and reports the passenger information privacy
concerns and challenges using the well-known SLR method,
which is discussed in the following section.

III. RESEARCH METHOD
We followed a well-known SLR method guidelines to per-
form this study [7]. The structure of this SLR study is as
follows: (1) study inclusion and exclusion criteria, (2) data
source and search strategies, (3) study selection process, and
(4) quality assessment.

A. INCLUSION AND EXCLUSION CRITERIA
Inclusion and exclusion are organised in two stages. The
initial research stage included articles with following factors:
(a) peer-reviewed; (b) English language; (c) search terms
in Table 1 are included; (d) date between 2015 and 2020;
(e) academic studies (journal articles, conference papers,
book chapters). In this stage, duplicate results, non-academic
documents such as magazines, reports, courses, tutorials, and
notes, and grey literature were excluded. In the next search

TABLE 1. Search categories and keywords.

stage, the following inclusion criteria items were applied
based on the research problem in hand.

• The article describes at least one stage of the passenger
travel journey.

• The article discusses privacy challenges related to pas-
senger digital information in the smart airport context.
In addition, it discusses any existing solutions for the
identified challenges aswell as information privacy stan-
dards and regulations.

B. DATA SOURCE AND SEARCH STRING
Based on the identified research questions, we used the
search string ‘‘smart airport’’, ‘‘enabling technology’’, and
‘‘privacy of passenger’s information’’ to identify the relevant
studies. Firstly, we searched the category ‘‘smart airport’’ in
all selected databases. Then, we combined each item from
first category ‘‘smart airport’’ with each item from second
category ‘‘enabling technology’’ and then each item from
third category ‘‘privacy of passenger’s data’’ using the oper-
ator ‘‘AND’’. In each category, we combined similar terms
using ‘‘OR’’ operator to achieve maximum coverage. Table 1
highlights search categories and terms used in performing the
initial search.

VOLUME 9, 2021 33771



M. I. Alabsi, A. Q. Gill: A Review of Passenger Digital Information Privacy Concerns in Smart Airports

FIGURE 2. Study selection process.

TABLE 2. Summary of filtration stages.

The following electronic databases were used in this
review. These well-known databases are expected to provide
sufficient literature coverage for this SLR study.

• Scopus(www.scopus.com/)
• IEEE Xplore (www.ieexplore.ieee.org/Xplore/)
• ACM (dl.acm.org/)
• ScienceDirect(www.sciencedirect.com)
• SpringerLink (www.springerlink.com/)
• ProQuest(www.proquest.com)

C. STUDY SELECTION PROCESS
EndNote was used to store the relevant references from each
stage, and then they were exported to Excel sheet to analyse
and record inclusion/exclusion decisions. In stage 1, we got
324 studies after applying the initial search strategy and
the first phase inclusion and exclusion criteria (as discussed
earlier). In stage 2, 129 studies were included based on the
review of their title and keywords related to our search terms.
In stage 3, studies were included if their abstract and con-
clusion met the second stage criteria, and the result was a
set of 53 relevant studies. Finally, in stage 4, 31 studies were
included based on their content review. Further, study quality
was assessed using the pre-determined assessment criteria
(Table 4). Summary of each filtration stage is shown in
Table 2. Table 3 and Figure 2 include the number of selected
studies from each database at each stage.

D. QUALITY ASSESSMENT
The final set of selected studies were evaluated by tailoring
and using the quality assessment checklist [7]. This was done
to ensure the relevance and quality of the final selected set
of studies. The quality assessment criteria items are shown
below:

1. Does the context of the study address the related research
appropriately?

2. Is the aim of the study specified?
3. Was the research method suitable for the study aims?

TABLE 3. Number of selected studies in each stage.

TABLE 4. Selected studies based on assessment quality criteria.

4. Does the study provide the relevant findings?
5. Is the future direction provided in the study?
The score of each criterion was either ‘‘1’’ or ‘‘0’’. The

selected studies were assigned a score (1 to 5) based on
the number of assessment criteria, which is 5. The study
quality has been rated based on its overall score, which means
the study quality is acceptable when the overall score is 3
or above. All studies got score 1 in the research column,
as all selected studies were from academic sources. Three
of the selected studies did not have a clear statement of
aim. For the context column, several selected studies did
not include details about research methods. The majority
number of studies mentioned the finding and future research
direction. Overall, it shows that the quality of selected studies
is acceptable (3 or more) as indicated in the total column of
Table 4.
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TABLE 5. Costumer journey map (CJM) for passenger travel journey in smart airports.

IV. DATA EXTRACTION AND SYNTHESIS
We analysed and synthesised the results of this SLR using the
Customer Journey Mapping framework (CJM) as a theoreti-
cal lens [30]. CJM is a visual representation of the sequence of
activities and actions that are widely applied by organisations
for understanding the customer interactions and experience
[30]. We chose CJM to identify and understand the passenger
travel journey stages, information and enabling technology as
shown in Table 5. Further, we used the Concerns for Infor-
mation Privacy framework (CFIP) [31] as a theatrical lens
to identify and categorise the passenger digital information
privacy challenges (Figure 3). CFIP is a framework, which
can be used to address individual information privacy con-
cerns. For example, in e-commerce, CFIP is used to measure
consumer privacy concerns in order to improve the online
shopping experience [31]. CFIP framework is a multidimen-
sional structure that consists of four dimensions: collection,
error, unauthorised use, improper access [31]. Each dimen-
sion covers individual concerns related to collecting, storing,
accessing and protecting information. Thus, CFIP has been
used in this research to capture and report results, which are
presented in the following section.

V. RESULT
In this section, we analysed the final selected studies (see
Appendix A) in order to answer identified research questions.
It is important to note here that 17 of the 31 selected studies

FIGURE 3. CFIP Framework- Identify and categorise information privacy
challenges.

were found in the conference sources, while the rest were
from academic journals.

In order to address the research questions of this SLR,
the results were analysed using CJM and CFIP frameworks,
and reported based on the following categories: (1) passenger
travel journey involving smart airport applications; (2) ele-
ments (people, process, information, technology) in the jour-
ney; (3) passenger’s digital information privacy challenges;
(4) current solutions; (5) standards and regulations.

A. PASSENGER TRAVEL JOURNEY THROUGH SMART
AIRPORT APPLICATIONS
For RQ1, it has been found that only 48% of the selected
studies discuss the stages of passenger travel journey (sup-
ported by smart airport applications), as shown in Table 6.
Overall, passengers pass through several stages during their
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FIGURE 4. The stages of passenger journey.

travel journey, which begins before arriving at the airport as
outlined in Figure 4 [32].

After booking a flight, actual interaction between pas-
senger and smart airport applications begins at the check-
in stage. At this stage, passenger utilises smart check-in
applications through self-service kiosk, website or mobile
devices to obtain the boarding pass and bag tags. Most
recently, it has been noted that biometric services are used for
check-in such as at Brisbane andHamad international airports
[33]. This stage also includes the smart baggage handling
applications that can be used to finalise the baggage check-in
and drop-in through an automated system

Security control stage involves the verification of the travel
documents and screening of the passengers and their carry-
on bags. Since 2014, International Air Transport Associa-
tion (IATA) and Airport Council International (ACI) have
introduced the smart security control initiative, which aims to
implement an end-to-end self-service by 2020. It is important
to make security control checkpoint more secure and con-
venient for passengers [34]. In the meantime, airports still
widely use the conventional process in this stage. However,
it has been noted that biometric service has been adopted by
Custom and Border Protection (CBP) at Hartsfield-Jackson
Atlanta International (ATL) airport in USA [35].

It can be observed from Table 6, 29% of the selected
studies discussed the Automated Border Control (ABC) at
the border control stage. It has been found that smart border
control applications (including self-service and biometric ser-
vice) are mainly used at the departure and arrival to accelerate
the identity verification at the border control stage. Finally,
at the boarding stage, 6% of selected studies explained how
smart boarding applications empower passengers to board on
to the aircraft by using self-service.

Beside the above mentioned applications, the smart airport
applications formobile devices arewidely used by passengers
to assist and guide them during their travel journey [36]. For
instance, they provide information about locations and status
of counter numbers, flight update, boarding time, shops and
other utilities. Further, they can be used for tracking luggage,
checking the waiting queue, and finding of available parking
spots.

B. ELEMENTS INVOLVED IN PASSENGER JOURNEY
RQ2 is related to the identification of elements that are
involved in the journey (people, information, process, and
technology). In order to address RQ2, we have identified
some key stages of passenger journey through this SLR

TABLE 6. Passenger journey in smart airports.

TABLE 7. People involves in passenger’s travel journey.

study. We further analysed the studies, and identified the
underlying people (such as passengers, carriers, and govern-
ments), process (for explaining passenger’s activity in each
stage), information (e.g. passenger digital information) and
technology (use to source and handle the passenger digital
information through the applications) elements relevant to
passenger travel journey in the context of smart airports.
Here, we used CFIP framework as a theoretical lens to cap-
ture four dimensions of passenger digital information privacy
concerns.

1) PEOPLE
In Table 7, 13% of reviewed studies discussed the handling
of passenger’s digital information during their travel journey.
This information is collected and shared by various stake-
holders: airlines, airports, and governments agencies (such
as border controller authority) during departure and arrival.
Further, information at the check-in stage is handled by
airlines to check tickets, passengers and travel documents.
Later, government agencies need the passenger’s information
as it plays an essential role in airport security control and
border control stages. Airports use passenger’s information
to improve their services and passenger experience.

2) PROCESS
In Table 8, 10% of selected studies describe how passen-
gers can finalise their check-in process by using self-service
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TABLE 8. Smart airports process for passengers.

kiosks (either common one or the intelligent one), or online
systems (by using smart devices) to print the boarding pass.
One of the studies (S27) discussed using the biometric tech-
nology for smart check-in. Confirmation of passenger’s infor-
mation including biometric data are key to check-in process.
During smart baggage handling process, passenger scan their
passport and boarding pass to print out and affix the baggage
tag, then put them in the automated bag drop area.

Smart security control process includes the following
items: (1) passenger scans the passport and boarding pass;
(2) system verifies the passenger’s name in both documents;
(3) passenger’s photo is captured to confirm the match
between the taken photo and the one in the passport; (4) If the
passenger’s biometric identity is matched to the one stored
in government database, passenger’s details will be sent to
the tablet of security officer to proceed with the security
screening.

As shown in Table 8, 13% of selected studies outline
the process of using smart border control application. This
process starts and ends through automated gate (e-gate),
and includes scanning passenger’s e-passport, verifying their
taken photo (biometric data) by camera, and finalising this
stage after confirming the matching between e-passport and
biometric data. Before entering the aircraft, passenger goes
through smart boarding application to scan their boarding
pass, then the automated gate will open to let them enter
the aircraft.

TABLE 9. Passenger’s digital information that is handled through their
journey.

3) INFORMATION
Based on this review, the passenger information was men-
tioned in only 26% of selected studies as shown in Table 9.
It has been found that passenger’s information is classified
into biographic and biometric data. Biographic data is usu-
ally located on the second page of the passport document.
It includes passenger’s name, nationality, place and date of
birth, signature, photograph, passport number, date of issues,
and expiry date. Biometric data refers to information about
the biological characteristics of an individual that are cap-
tured using scanners or cameras [37]. Based on our review,
the passenger’s biometrics data such as fingerprint, facial,
and iris are closely related to smart airports and collected
in check-in, security control and border control stages. As
indicated in Table 9, 16% of the selected studies described
the e-passport as an example of e-travel document that is
commonly used in smart airports. According to ICAO [38],
an e-passport is a booklet that stores passenger’s biographical
information and biometric sample (such as fingerprint, face
image) on an electronic chip. A unique digital signature
protects this type of e-documents for each country.

Further, two types of passenger’s information records are
discussed in 6% of the selected studies as shown in Table 9.
The first type is the advance passenger information (API),
which contains passenger’s ID number, nationality, name,
date of birth, and boarding pass (such as flight number and
time, boarding time, seat number, airline name, and departure
time). The other type is the passenger name record (PNR),
which has passenger’s contact number, address, credit card
details. These information records are generated during book-
ing and check-in stages by airlines and passengers them-
selves. In most cases, airlines are required to share such
information records with the border control authority located
in different destinations before the flight’s arrival time [22].

4) TECHNOLOGY
In smart airport context, smart applications mainly rely on
the use of underlying technologies that enable them. Based
on our review, we classified the smart airport technologies
items into five groups, as shown in Table 10: Internet of
Things (IoT), radio frequency identification (RFID), mobile
devices, autonomous system like intelligent check-in kiosk
(KATE), kiosk, Artificial Intelligent (AI), machine learning,
biometric technology, automated systems, and cloud com-
puting. Sensor technology is an example of IoT, which is
widely used in smart airport applications within each stage.
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TABLE 10. Enabling technology that used to enable smart airports
applications.

It is observed that smart airport applications are implemented
by a combination of two or more enabling technologies. For
example, sensors and RFID, beside biometric technology,
and automated systems, are utilised in smart boarder control
and smart security control applications in order to increase
the efficiency and security of the passenger identification
process. The RFID and automated drop off machines are vital
in smart baggage handling applications. They are used by
passengers in printing baggage tags and self-drop-off their
baggage. Mobile devices are commonly adopted by passen-
gers for using smart airport mobile apps. About 6% of the
selected studies discussed the importance of adopting artifi-
cial intelligence (IA) and machining learning technologies,
beside biometric technology and automated system, in the
security control application in order to improve the security
level and passenger experience. On the other hand, 6% of
the reviewed studies mentioned the importance of the inte-
gration between IoT and cloud technology in processing and
analysing the collected information from passengers during
their journey.

C. PASSENGER’S DIGITAL INFORMATION PRIVACY
CHALLENGES
RQ3 is about the identification of passenger’s digital infor-
mation privacy challenges.

We used CFIP [31] framework to identify and categorise
passenger’s privacy challenges that may affect their digital
information in smart airports. In Table 11, we identified 7
challenges, which are grouped into following categories: col-
lection, error, unauthorised use, improper access. As shown
in Table 11, 10% of the reviewed studies, highlighted the
information privacy challenges within the collection cate-
gory (C1). They include: (1) collection and transfer of PNR
between airlines and countries, and also between countries
as well, (2) collecting and storing big data without proper
supervision may increase the privacy-preserving challenge.

Under the error category (C2), 10% of the reviewed studies
identified the privacy challenges that occur due to accidental
or intentional errors. They mainly caused by: (1) manipulat-
ing the stored information in cloud servers; (2) modifying the

TABLE 11. Privacy challenges of passenger’s information.

stored big data, which may affect the analysis result; and (3)
modifying and altering the information by authorised persons
in edge and fog computing.

Unauthorised use category (C3) appeared in 16% of the
selected studies. Our review discovered the secondary usage
of information and data leakage under this category. The
secondary usage could occur when the database owner or
cloud service provider reuse the stored information without
passenger’s consent or permission. Whereas data leakage
occurs due to the use of RFID chip for storing passenger’s
information in the e-passport. Furthermore, the use of edge
and fog computing, in smart airport infrastructure, may lead
to the leakage of data to third parties.

Improper access (C4) is the last category and includes
unauthorised access challenge. Based on our review, 3% of
the selected studies pointed-out the unauthorised access to
the stored information in cloud servers by the cloud service
provider.

D. CURRENT SOLUTION
RQ4 is about the identification of current solutions for pas-
senger’s information privacy challenges.

In addition to information privacy challenges, we carefully
reviewed the selected studies in order to identify the possible
privacy solutions. Based on our review, we identified 6 solu-
tions, which are extracted from 23% of the selected studies
(Table 12 maps the challenges with relevant solutions).

In Table 12, 3 types of the identified solutions were
related to cryptography. For instance, Public key infrastruc-
ture (PKI) cryptographic method is proposed in order to pre-
vent unauthorised access (C4) and securing the sharing (C1)
of the information stored in e-passport, while AES algo-
rithm is proposed to encrypt the information and biometric
data in QR code in order to address the current data leak-
age challenge (C3) when using FRID chip in e-passports.
The multi-dimensional encryption algorithm is proposed for
challenge (C1) to ensure the security of shared information
within the System Wide Information Management (SWIM).
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TABLE 12. Current solutions.

In order to address the challenges (C1, C2) related to big
data technology, security as a service framework is proposed
to monitor the data, and protect it from errors with a view
to guarantee the correctness of the data and analysis result.
The main idea of this framework is focused on OpenSSL
authentication and attributes authorisation.

Fog and multi-access edge paradigm (FMEC) is proposed
as a solution for information privacy challenges in cloud
servers, which are: the secondary use of stored informa-
tion (C3), unauthorised access to the stored information (C4),
and modifying the stored information (C2).

As shown in Table 12, 6% of the reviewed studies dis-
cussed the European Union (EU) agreements that outline
the role of PNR transfer between EU and other countries.
The EU agreements considered as a solution for sharing
passenger’s information (C1). Since 2011, the EU agreements
were signed in September between EU and Australia, and
in December between EU and USA [39]. However, a new
agreement between EU and Canada was launched in 2018,
and it was under negotiation as mentioned in [39].

E. PASSENGER’S INFORMATION STANDARDS AND
PRIVACY REGULATIONS
Privacy administrative and constitutional laws, besides
polices, play a vital role to address the privacy concerns [40].

TABLE 13. Standards for passenger’s information in the aviation industry.

We identified and extracted the standards and policies rele-
vant to passenger’s information in aviation industry from 26%
of the selected studies. In Table 13, the biometric data needs to
be adhered to standards (ISO/IEC 29794 & ISO/IEC 19794)
to ensure the quality of the collected biometric data. Based
on our review, 19% of the selected studies mentioned the
role of International Civil Aviation Organization (ICAO) in
developing standards for biometric/biographic information,
and e-passport, while 3% mentioned that the European Bor-
der and Coast Guard Agency (Frontex), and National Insti-
tute of Standards and Technology (NIST) also contribute to
formulating standards for biometric information in the e-gate
context. A list of relevant standards to the aviation industry is
stated in 10% of the reviewed studies.

We also performed a manual search to identify and include
the recent relevant known information privacy regulations
to complement this academic SLR study. We focused on
the most recent general Data Protection Regulation (GDPR),
which was adopted by the EU in 2018 and included its princi-
ple for processing personal information [41]. Also, Australian
privacy principle (APPs), which are set out in the Privacy Act
1988(Act) to govern the use of PII [42]. Table 14 includes
details about these two important regulations in the context of
smart airports. It is worth noting here that the manual research
results were used to cover information privacy regulations in
smart airports and were not critically analysed. Thus, those
results are not included in the total number of the selected
studies.

VI. DISCUSSION
This study discussed a number of important aspects relevant
to the passenger’s digital information privacy in smart air-
ports. It used SLR method to capture the passenger’s travel
journey and the underpinning elements of people, process,
information and technology. It also identified privacy chal-
lenges of passenger’s digital information and relevant pos-
sible solutions. To provide a broader coverage, this study
also included privacy regulations and standards related to
passenger’s information in the context of aviation industry.

The results of this SLR indicate that there is an increas-
ing interest in the topics related to smart airports and the
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TABLE 14. GDPR And APPs privacy regulation in Australian and European
airports.

privacy challenges of passenger’s digital information. About
324 studies were selected from well-known selected database
in the initial stage of this study, then final 31 relevant studies
were reviewed and evaluated in order to address the research
questions in hand.

A. FINDINGS AND FUTURE DIRECTION
The privacy and security issues of using several tech-
nologies such as RFID, IoT, and cloud and fog comput-
ing has been investigated in the literature. According to
Ohkubo, et al. [46], Ayoade [47], using FRID could affect
personal privacy as the collected information can be leaked
without users knowledge and can also be used for other
purposes. Furthermore, the use of IoT devices in handling
personal information may cause a number of security and
privacy issues [48], [49]. Imine, et al. [50] mentioned that
privacy is becoming one of the major concerns when personal
information is shared through cloud and fog computing. This
is because that there is a possibility of personal information
leakage and activity tracking such as travel journey. Based on
Table 10, our findings reveal that the majority of the reviewed
studies (62%) focused on enabling technologies, which are
used to support smart airport applications without consid-
ering the privacy issues that may arise when using those
technologies. However, only one study proposed a framework
to encrypt passenger’s information, which is stored in e-
passport using QR code as a countermeasure of the current
security issues when using RFID chip. Since the protection of
passenger’s digital information is essential, future research is
needed to address the implications of enabling technologies
in terms of privacy of passenger information in smart airports.

Passenger’s digital information is collected and shared
among several stakeholders (airlines, airports and govern-
ment agencies) Agrawal [51] defined the digital information
as an invisible piece of information that needs to be visible
by using hardware and software technologies. The charac-
teristics of digital information are also described as follows:
‘‘dependency, multipliable, dynamic, economic, modular,

and delicate’’. Our notable findings in Table 7, to the best
of our knowledge, the reviewed selected studies have not
outlined how the stakeholders handle passenger’s information
that is collected during their travel journey. As a result, there
are concerns of using the collected information for other
purposes without passengers’ consent. On the other hand,
there is no standardised system to verify the mechanism of
sharing passenger’s digital information between airlines and
governments (border control authorities). Considering the
above, there is a need for developing a trusted framework for
sharing passenger information among multiple stakeholders.
This should consider passenger’s consent and control over
the access of their information. This draws our attention to
another important future research direction.

There is an increasing interest among academic com-
munity in information privacy concerns. According to
Choi, et al. [52], the majority of literature discussed informa-
tion privacy concerns based on the Concerns for Information
Privacy framework (CFIP) – provided by Van Slyke, et al.
[31], or the Internet Users’ Information Privacy Concerns
(IUIPC) - provided by Malhotra, et al. [53]. In this study, we
used CFIP framework in order to identify and categorise the
passenger’s digital information privacy in the selected studies
in the specific context of smart airports. As noted in Table 11,
a number of information privacy challenges were identified.
However, the reviewed studies did not provide any concrete
or explicit guidance on linking the privacy challenges to the
stages of passenger travel journey. It appears to be still an area
of further research.

In Table 12, although, we identified current solutions for
the mentioned privacy concerns in Table 11. However, it
can be observed that there is a lack of knowledge about the
implementation of solutions for protecting passenger’s infor-
mation. Furthermore, it has been observed that, to the best
of our knowledge, three of the mentioned privacy challenges
in this study have remained unsolved. Those challenges
are secondary use of information stored in government’s
database, the data leakage and data modification challenges
in fog computing. Based on Table 12, most proposed solu-
tions are about encryption methods. Encryption, biometrics,
anonymity, and access control solutions have been proposed
(be implemented) to preserve the individual privacy in smart
city [8], [49], [54]. However, Cui, et al. [55] stated that
such encryption methods are not sufficient for the current
context of smart environment. Similarly, Labati, et al. [56]
mentioned that conventional cryptographic methods are not
suitable for biometric data. The authors proposed ad-hoc
methods (to be used) for protecting diametric data. It is thus
necessary to investigate and develop more relevant solutions
involving privacy enhancing technologies (PETs) and meth-
ods (e.g. Blockchain) to ensure passenger’s digital informa-
tion privacy in smart airports.

There is also a lack of published academic studies or
results related to the implementation and impact of infor-
mation privacy regulations and standards in the context
of smart airports. For instance, based on Table 13, only
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TABLE 15. Final selected studies.
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19% of the selected studies briefly mentioned the ICAO
standards, policies and recommendations for biometric and
biographic/passport information. Thus, there is clearly an
increasing need and scope for academic research in this
important area of privacy regulation and standards for ensur-
ing passenger’s information privacy in smart airports.

B. LIMITATION
Like any other SLR, this work has some limitations. Firstly,
it is important to mention that we selected six well-known
databased in conducting this SLR. This was done to ensure
that the research topic is sufficiently addressed; however, the
selected studies are limited to only these databases. Secondly,
the keywords and search terms were generated based on the
research questions and tested across several databases. Also,
the multistage process was reviewed to ensure the coverage
of the research topic before the documentation stage. The
quality assessment criteria were reviewed and revised many
times to avoid the researcher bias and ensure the relevance
and quality of final selected studies. Nevertheless, research is
an ongoing process, and we did our best to ensure that our
search methodology has not caused any omission of relevant
studies on purpose. Furthermore, in order to minimise the
possibility of human error, when conducting and applying
research method, fortnightly review meetings were held with
the senior researcher and author of this study to ensure that
the selected studies and results are of a good quality.

VII. CONCLUSION
Smart airport is undoubtedly a key part of the smart city con-
cept that will not only help personalise passenger experiences
but also help airport operators in managing their operations
more efficiently while ensuring cost-effectiveness. However,
several passenger’s digital information privacy concerns need
to be addressed as highlighted in this SLR study. This study
synthesised and analysed the results using customer journey
map (CJM) and concerns for privacy information (CFIP)
as theoretical lens. Based on CFIP framework, 7 types of
passenger’s digital information privacy challenges were iden-
tified and categorised into collection, error, unauthorised use,
and improper access. Furthermore, we mapped the identified
challenges to the current solutions, which were extracted
from selected studies. Finally, we identified the relevant stan-
dards and policies related to passenger’s information, and
investigated the information privacy regulations from Europe
and Australia. Based on our findings, it can be suggested that
contemporary solutions for digital information privacy chal-
lenges are needed to improve the privacy level of passenger’s
digital information in smart airports. This SLR can benefit
researchers to get a better understanding of passenger’s infor-
mation privacy in smart airports and provides foundations for
further work in this important area of research. This research
provided a foundation and rationale for the development of a
trusted and privacy-preserving passenger digital information
sharing framework for the specific context of smart airports.

APPENDIX A
See Table 15.
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