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ABSTRACT Light field images have emerged as an important advance in the representation of visual data; at
the same time, dealing with such images has brought new challenges related to multimedia transmission and
security. In this article, we introduce a robust and blind scheme to watermark lenslet light field images.
The method, which is based on quantization index modulation, allows to recover the watermark even
after the image is submitted to compression in the 4D-DCT (four-dimensional discrete cosine transform)
domain or other attacks. To achieve this, an empirical strategy for scanning the coefficients in the referred
domain is also proposed; we demonstrate that, in general, such a strategy outperforms state-of-the-art
methods whose purpose is to exploit the energy compacting property of the 4D-DCT. The introduced
watermarking scheme has been evaluated using 30 light field images and several embedding / extracting
parameters. The obtained results indicate that the watermark is satisfactorily imperceptible and confirm its
robustness against various attacks.

INDEX TERMS 4D-DCT, light fields, quantization index modulation, watermarking.

I. INTRODUCTION
Light field imaging allows to capture more visual information
than conventional 2D imaging methods. This fact, associated
with advances in hardware and software for signal processing,
has attracted the attention of academia and industry to this
kind of images [1]–[11]. Light field images are formed from
the plenoptic function, which describes the light in a scene as
a function of position, angle, wavelength, and time [2]. This
approach provides benefits and supports improvements in
operations such as segmentation [12], [13], synthetic aperture
imaging [14], classification [15], [16], recognition [17], depth
estimation [18], etc.

At the same time that several possibilities associated with
the light field technology are investigated, techniques for
protecting digital objects generated from imaging proce-
dures continue to be developed [19]–[22]. In this context,
watermarking techniques deserve special attention, being
important tools to monitor unauthorized distribution and
modification of digital content. Digital watermarking appli-
cations can be classified into two main categories: (i) pro-
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tection of intellectual property rights and (ii) content veri-
fication. In the first, the watermark has to be robust against
modifications, thus allowing its correct recovery and identifi-
cation. This includes copyright protection applications [23],
digital printing [24] and tracking of unauthorized content
distribution [25], for example. In the context of content ver-
ification, the digital watermarking process indicates whether
there has been any change in the content; in some cases,
it is also possible to know the type of change applied to
the object as well as the part of the object to which it was
applied. Examples of typical applications in this context are
authentication [26], [27] and integrity checking [28]. The
requirements that a watermark is expected to fulfill depend on
its application context, but they are usually related to robust-
ness, imperceptibility, embedding capacity and security [29].

The use of light field images as a cover object for digital
watermarking involves different possibilities and depends
on the object one desires to protect. To be more specific,
the object of interest can be the rendered image (usually
displayed as a video), the image depth information, or the
raw information (that is, the light field image itself) [30], for
instance. In particular, when the purpose is to protect a raw
light field image, the number of views results in a variety
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of possibilities for embedding the watermark; all the views
can be considered or just a subset of them. Additionally,
the redundancy present in the different views, which is intrin-
sic to the acquisition method, can be exploited to obtain a
better performance of the watermarking technique.

Most watermarking techniques for light field images have
been developed in the context of protection when displaying
rendered images on the so-called free-view television (FVT).
In this context, the viewer can freely select the position and
the angle of the view through the image-based rendering
application in a multi-view video (MVV). These works aim
to protect copyright and avoid illegal copying, considering
that the viewer can record the transmitted video after select-
ing a specific view and angle. In the paper authored by
Koz et al. [31], published in 2006, the scenario of images
generated by light field rendering in an MVV is considered.
The position and the rotation of the chosen rendered view
are known and the four-dimensional representation of a light
field image is interpreted as an array of 2D images, where the
watermark is embedded; the technique is applied in the spatial
domain. One year later, as an extension of the above referred
work, the same authors presented a technique in which the
chosen rendered view can be located at an arbitrary position
and angle [32].

In 2008, two schemes based on the approach used in [32]
were presented [33], [34]; however, in such papers, the assess-
ment was made with rendering by bilinear interpolation
instead of nearest neighbors. Subsequently, another technique
considering a similar context was published: in [35]. The
detector analyzes and estimates variations in the watermark
pattern to complete the extraction. A watermarking scheme
based on spectral spreading for FVT was presented in [36];
the watermark is embedded in all views and its detection is
performed by exploring the coefficients of the discrete cosine
transform (DCT) calculated from the rendered view. In 2015,
Paudyal et al. proposed a method in which all views of the
light field image are reorganized into a sequence of views
in order to form a single image [30]. The watermark is then
embedded into the Haar’s wavelet transform coefficients of
this single image. Besides, the degradation of the depth map
was evaluated, after embedding the watermark, to identify
its quality when changing the light field’s focus. In [37],
a semi-blind watermarking technique in the 2D-DCT domain
was proposed; such a method considers the context of raw
information protection for light field images. Eachwatermark
bit is embedded into a 2D image formed by pixels arbitrar-
ily selected from different views of the light field. In [38],
the authors proposed a modified version of the semi-blind
method presented in [37]. More specifically, a 4D discrete
wavelet transform (4D-DWT) is included in the scheme.
Apparently, such a modification leads to an improvement of
the results previously obtained in [37], when considering the
performance in terms of the watermark robustness; on the
other hand, the embedding capacity is reduced.

In general, the above cited papers propose to adapt 2D
image watermarking techniques in order to apply them to

light field images. However, the most natural representation
of a light field appears to be through a four-dimensional
structure, with two dimensions for the view plane and two
for the spatial plane of the image. In [39], for example,
the authors demonstrate that using the 4D-DCT allows to
explore more efficiently the redundancy present in the struc-
ture of a lenslet light field image than using its 2D version.
This fact has been employed to support the development of
native 4D CODECs for lenslet light field images using the
4D-DCT, exploiting the high correlation between views and
the spatial plane [40], [41]. The results presented in these
works suggest the 4D-DCT as a promising alternative for
light field compression.

A. MAIN CONTRIBUTIONS AND PAPER STRUCTURE
In this article, we consider the above described context and
introduce a blindwatermarking technique for raw lenslet light
field images in the 4D-DCT domain. The method is based
on quantization index modulation [42] and provides high
robustness against compression and other attacks. In a more
specificway, our contributions can be summarized as follows:

(i) To the best of our knowledge, the proposed watermark-
ing technique is the first blind method that embeds and
extracts the watermark considering the 4D representa-
tion of light fields.1 As mentioned, this is in line with
recently introduced efficient methods to compress this
type of image;

(ii) Novel coefficient scanning strategies in the 4D-DCT
domain are introduced. The development of such strate-
gies, which are used during the watermarking embed-
ding and extraction processes, takes into account the
behavior, in terms of energy compaction, of 88 light
field images in the referred domain.

(iii) We demonstrate that, in terms of the area under the per-
cent cumulative curve, the performance of the proposed
scanning strategies is better than that of state-of-the-art
techniques for the same purpose [41]; they have also
produced results similar to those of the well-established
JPEG (2D-DCT domain) zig-zag, in terms of the num-
ber of inversions of an ordered sequence. This suggests
that, besides being used in the referred watermarking
operations, the 4D scanning we have presented can be
efficiently used in the scope of light field compression;

(iv) The proposed watermarking scheme has been evaluated
for a total of 30 light field images. The obtained results
have evidenced the imperceptibility of the watermark
as well as its robustness, even after the image is submit-
ted to compression with relatively low percentages of
retained 4D-DCT coefficients and other attacks as well;

(v) Taking into account the extracted watermarks’ bit error
rate, our method generally outperforms those proposed
in [37] and [38], whereas maintaining the quality of the

1The method presented in [38], which was published when we were
finishing writing this article, also exploits the 4D representation of light
fields, but it is semi-blind.
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watermarked light field. The conclusion obtained from
such a comparison is particularly relevant, since the
methods given in the cited papers are semi-blind and,
at first glance, should be more robust than the proposed
(blind) scheme.

The next sections are organized as follows. Section II
presents some of the main aspects regarding light field
images, as well as their representation in the 4D-DCT domain
and the used 4D data structure. Section III presents the
proposed watermark embedding and extracting steps, and a
variation which uses bit replication. Section IV reports the
analysis carried out on the 4D-DCT coefficient scanning
order and provides details regarding the algorithms proposed
for this task. Section V presents the materials and methods
used in the simulations, and Section VI presents the results.
Finally, Section VII presents the conclusion and future works.

II. LIGHT FIELD IMAGES
Light field images are typically acquired by means of two
different techniques [43]. The first method employs a High-
Density Camera Array (HDCA) and produces an array of
images captured by the camera from different views and
angles of the same scene. In the second technique, a single
camera with an array of microlenses captures samples of
light beams emanating from different directions; this results
in the so-called lenslet light field image, which, due to the
capture mechanism, is formed by an array of microimages
(MI) composed of the same point of the scene seen from dif-
ferent angles. Fig. 1a shows an example of this type of image
and a specific region zoomed-in allowing the visualization of
the microimages. Instead of a single two-dimensional image
formed by MIs, even a lenslet light field can be represented
by a two-dimensional array where each element is a two-
dimensional image, as can be seen in Fig. 1b. Note that, in this
representation, all possible views are visualized at once.

Although it is possible to use a 2D array as a data structure
to represent a light field image, it is more convenient to
represent it as a four-dimensional array; in this case, the cap-
tured light rays are parameterized by the coordinates of their
intersection with two planes [2]. The coordinate system is
denoted by (s, t) and (u, v) for the first and the second planes,
respectively; a ray of light L(s, t, u, v) defined in that system
first intersects the st plane, in the (s, t) coordinate, and then
intersects the uv plane, in the (u, v) coordinate. Fig. 2 shows
an example of the coordinate structure in a light field with
s = t = u = v = 3.

A. LIGHT FIELD IMAGE IN 4D-DCT DOMAIN
The DCT has a high capacity to concentrate the energy at
low frequencies. When standard two-dimensional images are
considered, the energy of the 2D-DCT spectrum is concen-
trated in the coefficients located in the upper left corner.
Similarly, in the 4D-DCT domain, the energy is concentrated
in the upper left corner for both the st and the uv planes.
Naturally, this property can be exploited for compression and

FIGURE 1. Representations of a lenslet light field image.

FIGURE 2. Coordinate structure example of a light field image of size
(s, t, u, v ) = (3, 3, 3, 3).

watermarking applications, since it allows to modify several
coefficients and obtaining a low level of degradation in the
reconstructed images.

Due to its separability, we can calculate the 4D-DCT by
computing the one-dimensional DCT for each dimension or,
similarly, we can compute the 2D-DCT for a pair of dimen-
sions and then compute the 2D-DCT for the other pair. So,
considering a light field L of dimensions S×T ×U×V , one
can compute the 4D-DCT by computing the 2D-DCT con-
cerning the uv plane and then computing the 2D-DCT with
respect to the st plane. That is, for each view L(i, j)st , 1 ≤
i ≤ S and 1 ≤ j ≤ T , we calculate

L′(i, j)st = 0uL(i, j)st0vT , (1)
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FIGURE 3. Light field image of size (S, T , U, V ) = (8, 8, 432, 624).

and then, for each viewL′(k, l)uv, 1 ≤ k ≤ U and 1 ≤ l ≤ V ,
we calculate

L̃(k, l)uv = 0sL′(k, l)uv0tT , (2)

where 0n is a DCT matrix of size n× n.
The inverse transform, 4D-IDCT, can be computed, per-

forming the left and right products of all views from L̃ by
0u

T and 0v, respectively,

0u
T L̃(i, j)st0v = 0uT0uL′(i, j)st0vT0v

= L′(i, j)st , (3)

and then compute the left and right products of L′ by 0sT and
0t, respectively,

0s
TL′(k, l)uv0t = 0sT0sL(i, j)uv0tT0t

= L(k, l)uv, (4)

obtaining the original light field image, L.
Fig. 3 presents a light field of size 8 × 8 × 432 × 624,

converted from the RGB color format to YCbCr and repre-
sented as a 2D array of images; only channel Y is shown in
the figure and used in the following examples.

Fig. 4 shows the 4D-DCT coefficients for the light field
shown in Fig. 3, computed using blocks of size 8×8×8×8.
As expected, the 4D-DCT spectrum (viewed in two dimen-
sions) has an aspect similar to that of the 2D-DCT, in the sense
that the coefficients of greater magnitude are concentrated in
the upper left corner of the two-dimensional spectrum. Fig. 4
also shows a zoom-in of one of the views; more specifically
the view in the position s = 1 and t = 1. Note that the
concentration of the coefficients in the upper left corner can
be seen both in the st plane and in the 8× 8 blocks of the uv
plane.

III. PROPOSED WATERMARKING SCHEME
The embedding and extraction procedures related to the
watermarking scheme proposed in this work are described
in the following subsections. In both procedures, pseudo-
random mechanisms are used and must be synchronized in
order to provide the correct watermark recovery. The seed
used to generate pseudo-random sequences is used as the key

FIGURE 4. 4D-DCT spectrum (viewed in two dimensions), of a light field
image, calculated with blocks of size 8× 8× 8× 8 and the view in the
position (s, t) = (1, 1) expanded.

to thewatermarking process. Fig. 5 shows the flow diagram of
the proposed watermarking scheme and includes the embed-
ding and the extraction stages. Each step is described with
more details in what follows.

A. EMBEDDING
Let L be a light field (luminance only) of size S×T ×U ×V
and let W be a binary watermark of size N × N . In order to
embed the watermark W into the light field L, the following
steps are performed:

• Step 1: Scramble the bits of W using the Arnold trans-
form [44] and obtain W′. This decorrelates the water-
mark pixels in the spatial domain. The Arnold trans-
form consists of mapping a point (x, y), where x, y ∈
{1, 2, 3, . . . ,N }, to another point (x ′, y′), where x ′, y′ ∈
{1, 2, 3, . . . ,N }, according to[

x ′

y′

]
=

[
1 1
1 2

] [
x
y

]
(mod N ), (5)

where (x, y) and (x ′, y′) are pixel coordinates of the
original watermark W and its scrambled version W′,
respectively;

• Step 2: For each block B of size s× t × u× v from the
light field L, compute the 4D-DCT and obtain blocks B̃;

• Step 3: Scan the coefficients of each 4D block B̃ and
rearrange it in a 1D array (more details in Section IV);

• Step 4: For each bit b ofW′, perform the modulation of
a coefficient C in B̃, obtaining C̃ according to

C̃ =

{
21× round

( C
21

)
+

1
2 , if b = 1

21× round
( C
21

)
−

1
2 , if b = 0,

(6)
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FIGURE 5. Proposed watermarking scheme flow diagram.

where1 is a user-defined parameter to control thewater-
mark ‘‘strength’’ and round(·) is a rounding function (to
the closest integer). The bits of W′ are embedded in a
specific subset of coefficients in the transform domain
regarding the scanning order mentioned in Step 3. If a
bit of W′ is embedded in a coefficient of a given trans-
formed block, the next bit is embedded in the next block;
the blocks are cyclically taken until all bits of W′ are
embedded. For the sake of safety enhancement, the order
the blocks are taken are secretly scrambled;

• Step 5: Compute the 4D-IDCT of each block, obtaining
the watermarked light field L̃.

B. EXTRACTION
As mentioned before, for the correct watermark extraction,
it is necessary to use the same key employed to generate the
pseudo-random numbers used in the embedding step. In what
follows, we describe the steps for extracting the watermark:

• Step 1: Compute the block-based 4D-DCT of L̃;
• Step 2: Scan the coefficients of each 4D block and rear-
range them into 1D arrays (see Step 3 of the embedding
procedure);

• Step 3: For each modulated coefficient C̃ , extract the
bits of the scrambled watermarkW′, according to

b = argmin
θ∈{0,1}

(|Cθ − C|) , (7)

where

Cθ =

21× round
(
C̃
21

)
+

1
2 , if θ = 1

21× round
(
C̃
21

)
−

1
2 , if θ = 0;

(8)

• Step 4: Apply the inverse Arnold transform to W′,
recovering the original watermarkW:[

x
y

]
=

[
2 −1
−1 −1

] [
x ′

y′

]
(mod N ). (9)

C. WATERMARKING USING BIT REPLICATION
As a possible variation for the proposed watermarking tech-
nique, we consider the replication of the watermark bits
before embedding them. Each bit is replicated c times,
so that the replicated version of a sequence of bits S =
(s1, s2, s3, . . . , sn), corresponds to

S′ =
( c times︷ ︸︸ ︷
s1, s1, . . . , s1,

c times︷ ︸︸ ︷
s2, s2, . . . , s2,

. . . ,

c times︷ ︸︸ ︷
sn, sn, . . . , sn

)
. (10)

In the extraction step, the original sequence is recovered by

si =

{
1, if σ ≥ 0,5
0, otherwise,

∀ i ≤ n, (11)
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where

σ =

c∑
j=1

s(i−1)c+j

c
. (12)

It is important to remark that this variation potentially
increases the robustness against attacks due to the bit replica-
tion but, on the other hand, it decreases the imperceptibility
because it affects more intensely the image being water-
marked. As will be demonstrated, such a tradeoff can be con-
trolled by carefully adjusting the strength of the watermark
during the embedding procedure.

IV. 4D-DCT COEFFICIENTS SCANNING ORDER
At the time this work was being developed, coefficient scan-
ning algorithms in the 4D-DCT domain have not been found
in the literature. This led us to develop the methods described
in this section. Initially, we created an empirical strategy
based on the coefficients’ average magnitude in the transform
domain of a set of light field images. More specifically,
the 4D-DCT was applied in a block basis (8 × 8 × 8 × 8)
to 88 images from the EPFL (École Polytechnique Fédérale
de Lausanne) light field image database [45]. The average
of the absolute value of each coefficient was then computed
according to its position in the blocks. This process resulted
in a single block of size 8×8×8×8 containing the average of
each coefficient in its respective position. The referred single
block was then vectorized, resulting in a sequence of 4096
values. The indexes in such a sequence were then ordered
according to the absolute value of their respective elements
in decreasing order. More specifically, we consider n blocks,
i = 1, . . . , n, of coefficients2. In this case, since each image
has dimension 8× 8× 432× 624 and 88 images were used,
we have n = 370656. From all blocks Bi, the block

B̂ =



∑n
i=1 c

i
1,1

n

∑n
i=1 c

i
1,2

n · · ·

∑n
i=1 c

i
1,64

n∑n
i=1 c

i
2,1

n

∑n
i=1 c

i
2,2

n · · ·

∑n
i=1 c

i
2,64

n
...

...
...

...∑n
i=1 c

i
64,1

n

∑n
i=1 c

i
64,2

n · · ·

∑n
i=1 c

i
64,64

n

 , (13)

containing the average of each coefficient is obtained. The
block B̂ is then vectorized following the lexicographic order
of the indexes of its elements, that is,

V = (̂B1,1, B̂1,2, · · · , B̂1,64,

B̂2,1, B̂2,2, · · · , B̂2,64,

· · · ,

B̂n,1, B̂n,2, · · · , B̂n,64).

(14)

The above coefficients are placed in the descending order of
their absolute value and the final order of their indexes is used
to scan the coefficients of the lexicographic sequence of a 4D-
DCT block. We have provided a file containing de referred

2The blocks Bi are four-dimensional structures and are represented here
in two dimensions as an 8× 8 array of blocks 8× 8.

FIGURE 6. A light field image from the test set called ‘‘Desktop.’’

FIGURE 7. Heat map of desktop’s energy distribution.

final scanning order at https://github.com/
felipebsferreira/4D-DCT-Scanning [46]. From
this point forward, the empirical scanning approach, using the
indexes of the decreasing order of the coefficients’ average
energy in the transform domain, will be referred to as Average
Scanning (AS).

At the EPFL’s database, there are 118 light field images
divided into ten categories such as buildings, grids, light,
nature, among others. In addition to the 88 images used to
generate the scanning order, the remaining 30 were used as
‘‘test’’ images to evaluate the proposed scanning technique.
The choice of test images followed two criteria. The first
criterion is to ensure the maximum number of images in each
category. The second criterion is to include the images that
are part of the JPEG Pleno Call for Proposals on Light Field
Coding [47] test set, since one of the objectives of this work
is to propose a watermarking method robust to compression
in the 4D-DCT domain.

In Fig. 6, we present the image ‘‘Desktop’’, contained in
the test set; in Fig. 7, we present the energy distribution
of its 4D-DCT coefficients. The estimated energy of each
4D-DCT coefficient corresponds to the variance between all
four-dimensional blocks of a light field for each coefficient
position [48].
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FIGURE 8. Estimated energy of the light field image ‘‘desktop’’ presented
on a logarithmic scale for better visualization.

In Fig. 8, the energy distribution is sequentially plotted
according to the lexicographical order of the four coordi-
nates that identify them (Fig. 8a) and according to the above
described AS scan (Fig. 8b). Note that the energy distribution
in Fig. 8b is somewhat concentrated on what would be the
‘‘low frequencies’’ whereas in Fig. 8a the energy looks more
disperse in the sequence. For reference, in Fig. 8c, the energy
distribution is plotted according to an order defined by a
traditional real sorting algorithm (in this case, the quicksort
algorithm [49] is used).

FIGURE 9. Percent cumulative energy of sequences scanned by different
methods.

Fig. 9 shows the percent cumulative energy (PCE) of the
4D-DCT coefficients of ‘‘Desktop’’ image using the lexico-
graphical order, AS and real sorting, according to the scan-
ning order. An energy-compact PCE sequence tends to have
a greater slope and consequently a larger area under it; we
can observe this characteristic in the curve obtained when
the coefficients are scanned using AS, which contrasts with
the curve obtained when the lexicographical order is used.
Comparing the sequence scanned by AS and the sequence
ordered by the real sorting algorithm, we observe that the
former is relatively close to a real ordering.

A. ANALYZING THE AVERAGE SCANNING APPROACH
With the purpose of obtaining some insights about the scan-
ning order provided by AS and investigating the possible cor-
relation between this approach and the energy decay along the
(s, t, u, v) axes of a light field image, the analysis described
in this subsection is performed. Such an analysis gives us
support to propose a systematic scanning method, which is
explained in Section IV-B.

To understand how the coefficients are scanned, a sequence
of images containing a four-dimensional block of size 8 ×
8 × 8 × 8, presented as a 2D block of size 64 × 64, was
created. In the first image, this block is filled with black
pixels (gray level 0) and, in the next image, the position of
the corresponding next coefficient, according to the Average
Scanning, is ‘‘painted’’ in white (gray level 255). In this
manner, it is possible to visualize the formed pattern as the
positions are scanned. Fig. 10 shows some of these images,
where the pattern formed as more coefficients are scanned
can be viewed. Considering a block of size (s, t, u, v) =
(8, 8, 8, 8), the AS scanning leads to the gradual appearance
of a pattern in the inter-frame columns, for each position in
the s coordinate, which grows from left to right and from top
to bottom, as more positions are scanned, until the image is
completely filled in white. Note that this pattern is similar
to the energy distribution plotted in Fig. 7. In total, we have
8 columns of size (8, 64) in s coordinate, that is, considering
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FIGURE 10. Images of blocks 8×8×8×8 where the position of the first n
coefficients (according to the average scanning) are highlighted in white.

a four-dimensional image, the s coordinate is fixed whereas
the others are scanned.

We can see how the energy decays from a column to
the next column in Fig. 11, where the total energy of each
column is plotted. The total energy of each (64, 8) line, when
the t coordinate is fixed and the others are scanned, is also
plotted. Note that the energy decays from left to right and
from top to bottom. Additionally, the energy decays more
quickly along the lines than along the columns, where it has
a higher concentration. This pattern is interesting and can be
used to develop an algorithm to scan 4D-DCT coefficients
for a wide range of lenslet light field images, analogously
to the well-known JPEG zig-zag algorithm used to scan 2D-
DCT coefficients of conventional 2D images. We emphasize
that a similar behavior also occurs for all evaluated light field
images.

B. COLUMN-BASED SCANNING ALGORITHM
In this section, we consider the analysis carried out in
Section IV-A and, exploiting the pattern formed in the
columns of the s coordinate of the 4D-DCT coefficients (see
Fig. 12), we propose a column-based scanning algorithm. The
approach consists of individually scanning each column from
left to right. Thus, instead of scanning a 4D block, we are
scanning multiple 3D blocks, as shown in Fig. 13.
In Algorithm 1, we give the procedure based on the above

mentioned approach, considering a 4D block of dimensions
(s, t, u, v) = (S,T ,U ,V ) . Essentially, the referred approach
is based on a well-defined pattern for scanning the coeffi-
cients on a column. The same pattern is replicated for the

FIGURE 11. Total energy per column in the s coordinate and per line in
the t coordinate. The columns are numbered from 1 to 8 from left to right
and the lines from top to bottom.

FIGURE 12. Energy distribution of the 4D-DCT coefficients of each column
in s coordinate of ‘‘desktop’’ light field.

FIGURE 13. A column represented as a 3D data structure of size
(t, u, v ) = (3, 3, 3).

other columns, which are alternately and cyclically scanned,
from left to right. On line 5, SCAN( ) is a procedure that
receives a three-dimensional block (that is, a column in s
coordinate) and returns its scanned elements. Details of the
referred procedure are given in Algorithm 2 for a single
column; in such an algorithm, which has been identified by
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Algorithm 1 4D array scan according to the column pattern
1: procedure column_scan(block, S,T ,U ,V )
2: scan← [ ]
3: column_scan← [ ]
4: for sin[1, S] do
5: column_scan[s]← SCAN(block[:, s, :, :])

6: column_index ← [

S times︷ ︸︸ ︷
1, 1, 1, . . . , 1 ]

7: s← 1
8: for iin[1, S × T × U × V ] do
9: scan[i]← column_scan[s, column_index[s]]

10: column_index[s]← column_index[s]+ 1
11: s← s+ 1
12: if s > S then
13: s← 1
14: return scan

Algorithm 2 3D Diagonal Column Scan
1: procedure 3d_diagonal_scan(block,T ,U ,V )
2: scan_order ← [ ]
3: sum← T + U + V
4: i← 1
5: for current_sumin[1, sum] do
6: for tin[1,T ] do
7: for vin[1,V ] do
8: for uin[1,U ] do
9: if t + v+ u = current

∑
then

10: scan_order[i]← block[t, v, u]
11: i← i+ 1
12: return scan_order

3D Diagonal Column Scan (C-3DD), the coefficients of a
column are scanned by the diagonals in the order t, v, u of
the coordinates.3

In Fig. 14, we present 8×8×8×8 block images where the
position of the first 2048 coefficients are highlighted in white,
considering the AS and C-3DD scanning. The similarity of
such two images is remarkable.

V. MATERIALS AND METHODS
In this section, we present the materials and methods used
to carry out the simulations of the watermarking technique
and the proposed scanning algorithms. Originally, the light
field images from the EPFL database [45] are 15 × 15 ×
434 × 625. In this work, we used versions of these images
with dimensions 8× 8× 432× 624 (views and pixels in the
central positions have been preserved) so that it is possible to
use blocks of size 8 × 8 × 8 × 8. This has been performed
because the DCT is more efficiently computed, in terms of
the number of arithmetic operations, if dimensions of the

3Throughout the development of this work, we have created other algo-
rithms that could be used to replace the procedure SCAN( ) on line 5 of
Algorithm 1. However, we have decided to document here the C-3DD
scanning only, since it has been the technique providing the best result in
terms of PCE.

FIGURE 14. Images of 8× 8× 8× 8 blocks where the position of the first
2048 coefficients, according to AS and C-3DD scanning, are highlighted in
white.

FIGURE 15. Central view of 10 ‘‘test’’ light field images used in this article
and their respective categories.

form 2n are used. As previously mentioned, the database has
118 images, 88 of which were used to generate the Average
Scanning sequence and 30 were used to test the proposed
algorithms. Fig. 15 shows the central view of 10 test images,
one from each category.

The tested watermarks are shown in Fig. 16. Fig. 16a
was obtained from the Signal and Image Processing Institute
database of the University of Southern California [50]. The
grayscale image Male with size 1024 × 1024 was selected;
it was also scaled to 512 × 512 and 2048 × 2048. These
images were then binarized, resulting in images as those
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FIGURE 16. Watermark images used in tests.

shown in Fig. 16a. Fig. 16b is a binary block of size 8 × 8,
pseudo-randomly generated.

Prior to the watermark embedding, the light field was
converted from RGB to YCbCr, so that all simulations were
performed using only the Y channel. In order to evaluate
the watermark imperceptibility, we computed the average
structural similarity index, SSIMavg, by computing the SSIM
for each view, that is

SSIMavg =
1
ST

S∑
i=1

T∑
j=1

SSIM(i, j), (15)

where

SSIM(i, j) =
(2µIµR + Z1)(2σIR + Z2)

(µ2
I + µ

2
R + Z1)(σ

2
I + σ

2
R + Z2)

(16)

stands for the SSIM of the view (i, j), I and R respectively
correspond to the evaluated and reference images of the view
in question, and Z1 = (0.01 × F)2 and Z2 = (0.03 ×
F)2, where F is the light field dynamic range (e.g., 255 for
8 bpp). Besides SSIMaverage, the average PSNR of each of the
individual views were also calculated for the imperceptibility
evaluation, that is

PSNRaverage =
1
ST

S∑
i=1

T∑
j=1

PSNR(i, j), (17)

where

PSNR(i, j) = 10 log10
2552

MSE(i, j)
, (18)

MSE(i, j) =
1
NM

N∑
k=1

M∑
l=1

(I (k, l)− R(k, l))2 (19)

and I (k, l) and R(k, l) are the k-th pixel of the l-th line of the
original and watermarked view (i, j), respectively.
In order to evaluate the robustness, we have considered the

normalized correlation (NC) and the bit error rate (BER). The
NC is defined as

NC=

∑N
i=1

∑M
j=1 I (i, j)R(i, j)√∑N

i=1
∑M

j=1 I (i, j)2
√∑N

i=1
∑M

j=1 R(i, j)2
, (20)

where N and M are, respectively, the number of rows and
columns of the watermark, and I (i, j) and R(i, j) are the j-
th pixel of the i-th row of the watermark under evaluation
(extracted watermark) and the reference one, respectively.
The BER is defined as the ratio between the number of
bits recovered with error and the total amount of bits in the
watermark.

VI. RESULTS
In the first part of this section, we present the results related
to the scanning algorithms. We then present the results of
our experiments, with respect to the imperceptibility of the
watermark and its robustness against attacks.

A. COMPARISON BETWEEN SCANNING ALGORITHMS
In [41], some scanning methods for four-dimensional blocks
are presented, two of which performed better. The first tech-
nique is a four-dimensional diagonal scanning pattern, iden-
tified here as 4D Diagonal Scanning (4DD Scan); the other
method is a two-dimensional scanning pattern with double
diagonals, one internal at vu coordinates and one external at
ts coordinates. This method is identified here as 2D Double
Diagonal Scan (2DDD Scan). Such scanning algorithms con-
sider the entire 4D block, without performing the separation
by columns. In this subsection, we compare the performance
of the scanning method proposed by us in Section IV-B with
that of the two above referred methods.

To compare the scanning methods, the percent cumula-
tive energy (PCE) curve for the ‘‘Desktop’’ image is shown
in Fig. 17, with the evaluated scanning patterns. The curve
also shows the PCE considering a real ordering procedure
(quicksort) and the Average Scanning for reference. Among
the evaluated methods, the one which obtained the greatest
area under the curve is C-3DD, followed by 4DD. Fig. 18
presents a zoomed-in version of these curves. Note that the
C-3DD and 4DD curves are relatively close to the Average
Scanning curve. Fig. 19 shows a boxplot chart with the area
under the curve considering all 30 test images. As can be
seen, the C-3DDmethod obtained higher median and average
values.

In the percent accumulated energy curve of the C-3DD,
in Fig. 18, although this is the method that has the largest
area under the curve, it is possible to notice that, in the first
coefficients, the curve of the 4DD Scan method has higher
energy compaction. In fact, the C-3DD method starts to
provide higher energy compaction from the 75th coefficient,
which remains higher up to the 4096th coefficient. Thus, for
compression purposes, for example, if we intend to preserve
at least the 75 first coefficients of each 4D block, using the 3D
Diagonal Column Scan would contribute for a higher quality
image reconstruction than using the 4D Diagonal Scan.

It is also possible to compare the degree of ordering
obtained by the proposed scanning methods with the degree
of ordering obtained by a well-established scan for two-
dimensional images, the zigzag used in the JPEG standard.
This can be performed by evaluating the measure of disor-
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FIGURE 17. Percent cumulative energy curve for the desktop image after
scanning the coefficients.

FIGURE 18. Zoomed-in curve of the percent cumulative energy after
scanning the first 1000 coefficients of image desktop.

FIGURE 19. Boxplot chart of the area under the curve (percent cumulative
energy) considering 30 test images. The orange lines mark the median
values and the green triangles mark the average values.

der of a permutation or numerical sequence [51], [52]. The
metric used with this purpose is the number of inversions
(NI) [52]. For a descending order, an inversion can be defined
as follows: let S be a numerical sequence; if i < j and
Si < Sj, then the pair (Si, Sj) is an inversion of S. In this
work, the number of inversions per combination (NIC) was

Algorithm 3 Number of Inversions per Combination
1: procedure NIC(S, n) F S → numerical sequence;

n → length of S.
2: qty_comb← 0
3: qty_inv← 0
4: for iin[1, n− 1] do
5: for jin[i+ 1, n] do
6: if |S[i]| < |S[j]| then
7: qty_inv← qty_inv+ 1
8: qty_comb← qty_comb+ 1
9: return qty_inv÷ qty_comb

TABLE 1. Average and standard deviation of the number of inversions
per combination (NIC).

calculated considering all possible combinations with i < j;
this metric is described in Algorithm 3.

In this work the average NIC was calculated for all 8 × 8
blocks in the 2D-DCT domain for 210 images from the image
database of the Institute of Signal and Image Processing of
the University of Southern California [50] and compared with
the average NIC calculated for all 8 × 8 × 8 × 8 blocks in
the 4D-DCT domain for the 30 test images obtained from
the EPFL‘s database [45], considering the proposed scan-
ning methods and the two methods given in [41]. Table 1
presents the average and standard deviation NIC results; a
completely ordered sequence has a NIC value equals to zero.
The first scanning method is the conventional zigzag used
in the JPEG standard. Note that the methods proposed in
this article produce an average NIC value lower than that
produced by the method used in JPEG. This suggests that the
ordering performed by the proposed methods is satisfactory
in terms of energy compaction at the ‘‘low frequencies’’.
Moreover, the proposed methods obtain better results than
the 4DD and 2DDD scanning methods. The most prominent
scanning modes were the Average Scanning and 3DDiagonal
Column Scan.

B. IMPERCEPTIBILITY
Fig. 20 shows the SSIMavg results according to the ‘‘fre-
quency range’’ used to embed the watermark without bit
replication. For each watermark size, a different range of the
frequency spectrum was used according to the number of
coefficients required for embedding. For the 2048 × 2048
watermark, 995 bits were embedded per block, whereas for
the 1024 × 1024 watermark, it was necessary to change
248 coefficients per block; for the 512 × 512 watermark,
it was necessary to embed 62 bits per block and, for 8 × 8
size watermark, 1 coefficient of 64 different blocks has been
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FIGURE 20. Curve with the SSIMavg values for the light field bikes with
different watermark sizes and different frequency ranges used for
embedding them.

changed.4 An important point is that, in all tests, the DC
component was not modified. For example, for the watermark
of size 2048 × 2048, the first range of coefficients used was
from 2 to 995 (along the vectorized version of the block with
dimensions 8×8×8×8 in the 4D-DCT domain, obtained after
applying the proposed scanning algorithm). As expected,
note that, as higher frequencies are used, the greater are
the SSIMavg results, since these regions have lower energy
concentration and modifying them degrades the light field
with less intensity. The lowest values are obtained when the
coefficient range used to embed the watermark occupies low-
frequency regions. This behavior is more evident in cases
where more bits are embedded per block (such as for water-
marks of sizes 2048 × 2048, 1024 × 1024, and 512 × 512).
For an 8 × 8 watermark, where only 1 bit is embedded in
some blocks, the referred behavior is not so clear; in this
case, the SSIMavg variation is low, ranging from 0.998510 to
0.998532, for example, when the 3D Diagonal Column Scan
is used. The maximum, minimum, and average values are
shown in Table 2. Despite the results obtained when scanning
the coefficients with the AS and C-3DD methods are similar,
we observe that the growth trend of the curve is less oscil-
lating when using the Average Scanning method. The results
presented are for the imageBikes, however, the same behavior
is exhibited, if other light field images are considered.

Fig. 21 presents the PSNRavg results, for the Bikes light
field image, according to the frequency range used to
embed the watermark. The results were obtained using the
same simulation configuration to obtain the SSIMavg results.
As expected, the PSNRavg results behave similarly to the
SSIMavg results. As we use higher frequency bands we get

4Considering a light field image with dimensions 8 × 8 × 432 × 624,
we have 4212 blocks of size 8× 8× 8× 8.

FIGURE 21. Curve with the PSNRavg values for the light field bikes with
different watermark sizes and different frequency ranges used for
embedding them.

higher PSNRavg values. The maximum, minimum, and aver-
age values are shown in Table 2. Similar results are obtained
for the other light field images.

C. ROBUSTNESS TO 4D-DCT-BASED COMPRESSION
We consider a compression process which basically consists
of calculating in a block basis the 4D-DCT of the water-
marked light field and then, for each block, retaining the
P% coefficients of the highest absolute value and zeroing
the other (100 − P)%. In Fig. 22, the NC results of the
original watermark are presented concerning the watermarks
extracted after the light field Black Fence was compressed
with different percentages of retained coefficients for each
watermark size. Observing the color scale, we note the reduc-
tion in the NC value as fewer coefficients are retained. Also,
as we use higher frequency ranges, NC results decrease,
as embedding the watermark at high frequencies makes them
more likely to be degraded by the compression process. The
lowest NC results obtained were 0.62, 0.64, 0.68 and 0.79 for
watermarks of sizes 2048 × 2048, 1024 × 1024, 512 ×
512 and 8× 8, respectively, and with retention of only 1% of
the coefficients. The highest NC results obtained for water-
marks of sizes 2048 × 2048, 512 × 512 and 8 × 8 are 1; for
watermarks of size 1024 × 1024, the value is 0.99. In short,
as fewer coefficients are retained and higher frequency bands
are used, the higher the BER values are, as expected. The
PSNR and SSIM results behave similar to the NC results:
the values of such metrics are higher for higher percentages
of retention and lower frequency ranges. In all cases, similar
results are obtained for the other light field images.

In Fig. 23, the extracted watermarks with the lowest NC
values are shown for each percentage of retained coefficients
(these watermarks were embedded in the higher frequency
range). As expected, the compression process makes difficult
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TABLE 2. Maximum, minimum, and average SSIMavg values obtained when scanning the coefficients with the average scanning (AS) and 3D diagonal
column scan (C-3DD) methods.

TABLE 3. Maximum, minimum, and average PSNRavg values obtained when scanning the coefficients with the average scanning (AS) and 3D diagonal
column scan (C-3DD) methods.

FIGURE 22. Colormap for NC (normalized correlation) values for
watermarks of different sizes, extracted from the light field black fence
after compression with different percentages of retained coefficients. The
NC values are indicated in the sidebar according to the color intensity.

to recover the watermark bits, since zeroed coefficients (of
lower absolute value) tend to concentrate at high frequencies.
The images present noise artifacts that increase in quantity as
fewer coefficients are retained. On the other hand, we observe
that, for images not generated in a pseudo-random way, even
in critical cases, in which only 5%, 3% or 2% of the coeffi-
cients were retained, it is still possible to visually identify the
watermark without difficulties.

D. IMPACT ANALYSIS OF THE WATERMARK EMBEDDING
STRENGTH
In Figures 24, 25, 26 and 27, we show NC results for
extracted watermarks, and SSIMavg for the watermarked
images. We consider the embedding of the watermark in
different frequency ranges and with different embedding
strengths. The higher the strength, the better the quality of the
extracted watermark and the worse the quality of the water-

marked image. A similar tradeoff also exists for the frequency
bands; the higher the frequency range used for embedding,
the worse the quality of the extracted watermark and the
better the quality of the watermarked image. For this reason,
it is important to perform a tradeoff analysis to identify the
range of coefficients and the strength parameters that allow to
meet the specific requirements of the application. In Fig. 24,
for example, where the results for watermarks of size 2048
× 2048 are shown, we note that it is possible to obtain
reasonable NC values (greater than 0.85), evenwith only 20%
of retained coefficients, with the strength parameter equal
to 120. However, this parameter degrades the watermarked
image, leading to SSIMavg less than 0.4.
An alternative would be to use the strength parameter with

a value of 10 and the frequency range limited to 242. With
these values, one can obtain watermarks extracted with NC
values greater than 0.8 when retaining 20% of the coefficients
and greater than 0.9 when retaining 30% or more coeffi-
cients. Remember that, as can be seen in Fig. 23, extracted
watermarks with NC values greater than 0.8 are still easily
visualized. In contrast, with these values, it is possible to
obtain a SSIMavg, for the watermarked image, greater than
0.9, which represents a high degree of similarity with the
original image. The same analysis can be performed for other
watermark sizes (1024 × 1024, 512 × 512, and 8 × 8).
In general, we understand that using the strength parameter
with a value of 40 and performing the embedding in a limited
frequency range between 2 and 240, seems to be adequate for
most cases. The presented figures were obtained using the
Black Fence image, but similar results are obtained for other
images.

E. COMPARATIVE ANALYSIS AND OTHER ATTACKS
In order to evaluate the proposed watermark embedding and
extraction method, we have computed the BER after sim-
ulating several possible attacks that an image could suffer
under different conditions. The simulations were performed
for the 30 test light field images. The proposed method was
evaluated with and without bit replication and the scanning
methods used were Average Scanning (AS) and 3D Diagonal
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FIGURE 23. Watermarks extracted with different percentages of retained coefficients. All of these watermarks were embedded in the last
coefficient range (high frequencies). In the subfigures, RC stands for retained coefficients.

Column Scan (C-3DD). The terms AS 10× and C-3DD 10×
refer to the respective variations of the proposed method
replicating the bits 10 times. The results of these variations
were compared to those obtained using the methods proposed
in [37] and [38], which also aim at watermarking the light
field in the format in which it is captured. At this time,
expanding such a comparison by including other methods is
somewhat unfeasible. This is due to the fact that, although the
literature has archived several light field watermarking tech-
niques, most of these methods consider the image rendering
scenario for Free-View-Television. On the other hand, the lit-
erature is scarce when referring to watermarking light fields
in their native structure; beingmore specific, to the best of our

knowledge, the only technique published in the literature that
applies a 4D transform to the light field before embedding
the watermark is that described in [38]. In any case, it is
important to reiterate that our approach and those proposed
in [37]and [38] lie in different watermark categories. Our
work introduces a blind watermarking scheme; this means
that only the watermarked image and the secret key used to
embed the watermark are needed to perform its extraction.
The cited works lie in the semi-blind watermark category: in
addition to the watermarked image and the secret key, some
additional information is required. In [37] and [38], such an
information is a numerical sequence with the same size of
the embedded watermark. In general, this restricts the scope
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FIGURE 24. Colormap with NC (normalized correlation) values of
extracted watermarks of size 2048 × 2048 and SSIMavg (structural
similarity) of watermarked images for different ranges of coefficients and
strength values. The watermarks were extracted from the light field black
fence after compression with different percentages of retained
coefficients. The values of NC and SSIMavg are indicated in the sidebar
according to the color intensity.

FIGURE 25. Colormap with NC (normalized correlation) values of
extracted watermarks of size 1024 × 1024 and SSIMavg (structural
similarity) of watermarked images for different ranges of coefficients and
strength values. The watermarks were extracted from the light field black
fence after compression with different percentages of retained
coefficients. The values of NC and SSIMavg are indicated in the sidebar
according to the color intensity.

FIGURE 26. Colormap with NC (normalized correlation) values of
extracted watermarks of size 512 × 512 and SSIMavg (structural
similarity) of watermarked images for different ranges of coefficients and
strength values. The watermarks were extracted from the light field black
fence after compression with different percentages of retained
coefficients. The values of NC and SSIMavg are indicated in the sidebar
according to the color intensity.

of possible applications; on the other hand, it can facilitate
the correct extraction of the watermark and consequently
increase the robustness against attacks. Due to a limitation
related to the number of bits that can be embedded, in the
method described in [37], only tests with watermarks of size
8× 8 and 512× 512 were performed. Another characteristic
of this method is that it does not exploit the four-dimensional
information on a light field; the embedding method uses a
scheme based on the 2D-DCT of blocks of pixels randomly

FIGURE 27. Colormap with NC (normalized correlation) values of
extracted watermarks of size 8 × 8 and SSIMavg (structural similarity) of
watermarked images for different ranges of coefficients and strength
values. The watermarks were extracted from the light field black fence
after compression with different percentages of retained coefficients. The
values of NC and SSIMavg are indicated in the sidebar according to the
color intensity.

TABLE 4. Embedding strength values used in simulations for watermarks
of size 8 × 8 and their impact on image quality in terms of PSNR (dB).

TABLE 5. Embedding strength values used in simulations for watermarks
of size 512 × 512 and their impact on image quality in terms of PSNR (dB).

chosen from the entire light field image. In the method
presented in [38], the embedding capacity is reduced even
more. In this case, we were only able to perform tests with
a watermark of size 8 × 8. The method in [38] is similar to
the one in [37] but the former first computes the 4D-DWT to
exploit some of the 4D information and then applies the 2D-
DCT to blocks of randomly chosen 4D-DWT coefficients.

The simulations were carried out for 14 different attacks.
Also, to compare the methods, their embedding strengths
were selected so that their impacts on the watermarked image
are close in terms of PSNR (dB). Tables 4 and 5 show the
embedding strengths used in each method and their impact on
the image quality, in terms of PSNR (dB), after the embedding
process.

The average BER values (containing the average of the
results for 30 images, all attack parameters, and embedding
strengths) are presented in Table 6, for watermarks of size
8 × 8, and in Table 7, for watermarks of size 512 × 512.
In most results, as expected, one verifies an improvement in
the BER results when using the version with bit replication
instead of the version without replication. For watermarks of
size 8 × 8, the method that obtained the best result for most
attacks was the C-3DD 10×, which obtained, on average,
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TABLE 6. Average BER results for watermarks of size 8 × 8 extracted after attacks under different conditions and with variations in the embedding
strength. The simulations were performed in 30 test images. AS refers to average scanning and C-3DD to 3D diagonal column scan; the methods were
applied without and with replication (10×). The best results are highlighted in bold and the second-best results are underlined.

TABLE 7. Average BER results for watermarks of size 512 × 512 extracted after attacks under different conditions and with variations in the embedding
strength. The simulations were performed in 30 test images. The methods were applied with and without bit replication (10×). The best results are
highlighted in bold and the second-best results are underlined.

a lower BER among the others for 11 out of 14 attacks. The
method in [38] obtained the best result in 4 out of 14 attacks.
One of these attacks is the JPEG compression, for which the
method in [37] also produces a result slightly better than those
provided by the proposedmethods; this was predictable, since
the methods given in [37] and [38] embed the watermark in
the coefficients of a 2D transform.

For watermarks of size 512 × 512, the method proposed
in [37] obtained, on average, the lowest BER results in 5 out
of 14 attacks. In any case, the only attack for which it achieves
expressively better results is the sharpening attack (the differ-
ence from the results of the variations of the proposed method
is of order 10−1). In other attacks where Ansari’s first method
achieves a better result, the biggest difference is of order 10−2

(JPEG compression attack). For other attacks, the best results
are almost equally distributed among the variations of the
proposed method. In general, for the evaluated watermark
sizes, even though the proposed method is blind, it obtains
better results, in comparison to Ansari’s methods, which are
semi-blind.

VII. CONCLUSION
Light fields have significantly contributed to the development
of new image capture and visualization technologies, since
they allow the same scene to be viewed under different per-

spectives. The 4D-DCT seems to be a promising candidate
for compression of this type of image, providing the energy
compaction of lenslet light field images in the transform
domain; this is the scenario that has motivated the research
documented in this article. The proposed light field water-
marking technique has demonstrated to meet requirements
of imperceptibility and robustness against to compression
in 4D-DCT domain and many other attacks, suggesting that
the method and, more specifically, the developed coefficient
scanning strategies can be successfully applied to a broad
range of images.

In this context, it is also relevant to emphasize that the pro-
posed scheme is highly flexible and may have its parameters
adjusted so that the imperceptibility-robustness tradeoff of
the algorithm is controlled and its performance is improved.
Besides the possibilities already discussed in the previous
sections, the referred adjustments can be performed by using
error-correcting codes to embed / extract the watermark,
for instance. In this case, we hope that more watermark
bits can be embedded without significant loss of robustness,
when compared to the bit replication procedure described
in Section III-C. We can also try to improve the perfor-
mance of the algorithm by combining the quantization index
modulation technique with other techniques for embedding /
extracting the watermark; we could use, for example, variable
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parameter chaotic mapping to increase the security and the
robustness of the scheme [53], automorphism systems to
scramble the binary image used as watermark [54] and fuzzy
inference systems to model human visual system and also
increase the watermarking robustness [55]. At the same time
we have been evaluating the feasibility of some of the above
mentioned alternatives, we have made efforts to evaluate the
performance of using the proposed scanning procedures in
the scenario of compression of light fields.
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