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ABSTRACT Land mobile satellite communication and physical layer security are considered as the promis-
ing paradigms in beyond 5G networks. In this paper, we establish the multi-relay hybrid satellite-terrestrial
systems (HSTSs) with artificial noise (AN) to investigate the reliability and security, in which the satellite
sends signals to the terrestrial destination through multiple decode-and-forward relays and there exists an
eavesdropper trying to overhear the useful information. In order to improve the overall system performance,
two relay selection (RS) schemes: i) optimal relay-receiver pair selection (ORRPS) and ii) suboptimal relay
selection (SRS) are considered. ORRPS selects an optimal relay-receiver pair and an AN signal to maximize
the corresponding signal-to-interference-plus-noise ratios of Ry — D (Ry — E) and the SRS refers to
selecting a relay that optimize the instantaneous channel gain |th D|2 (|th E |2) among K relays, with the
traditional round-robin selection scheme as a benchmark for comparison. Furthermore, the exact closed-
form analytical expressions of outage probability (OP) and intercept probability (IP) under different RS
schemes are derived for AN and non-AN conditions. To obtain more insights, the asymptotic analysis for
high signal-to-noise-ratio regime is carried out. Based on the asymptotic analysis of OP, the diversity orders
of the HSTSs are obtained. The numerical results and theoretical analysis shown that: i) The reliability of
TRRS scheme is the worst among the three RS schemes, and the reliability of ORRPS scheme is the best;
ii) The AN technology can significantly improve the security of the system, although it has a little adverse
affect on the reliability; iii) Infrequent light shadowing has the best reliability, frequent heavy shadowing has
the worst outage performance, and the change of security is opposite; iv) The OP of SRS and ORRP schemes
decreased with the increase of K, while the IP changed on the contrary, and the reliability and security of
TRRS scheme did not change obviously.

INDEX TERMS Land mobile satellite, beyond 5G, physical layer security, artificial noise, reliability-
security, relay selection.

I. INTRODUCTION

Land mobile satellite (LMS) communication, as the core of
the beyond 5G networks, has attracted a great deal of attention
due to its promising characteristics of seamless coverage and
high date capacity [1], [2], and it mainly solves the commu-
nication tasks of land, sea and between air and ground public
networks [3]-[6]. Although LMS communication system has
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many advantages, it is easy to encounter various security
problems due to its inherent broadcast characteristics and
large coverage area [7], [8].

Generally, the security issues of LMS systems are real-
ized in the upper layer through encryption schemes [9]-[11].
These traditional information security technologies mainly
use authentication and key encryption, which have the
possibility of being cracked [11]. To solve this problem,
the physical layer security (PLS) firstly proposed by Wyner
has become a research focus in the field of information
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security [12]. PLS originated from the perspective of infor-
mation theory and made full use of the various channel
fading characteristics of wireless channels to obtain good
security capacity. Among many PLS technologies, i.e., arti-
ficial noise (AN) [13]-[15], precoding [16], [17] and beam-
forming [18], AN has become a hotspot in current researches
due to its good compatibility. [13] analyzed the secure per-
formance of the ground system in the presence of AN, and
the data information is transmitted from a multi-antenna
transmitter to a legitimate user, and there is a malicious
single antenna eavesdropper trying to overhear the infor-
mation. More recently, the system secure performance of
the temporal and spatial dimensions with AN was studied
in [14], and the analytical expressions of secrecy rate and
average secrecy rate were derived. The authors of [15] firstly
introduced a data carrying AN based on weighted fractional
Fourier transmission to achieve PLS in satellite transmission.
From the former research works, we can know that injecting
AN into the ground communication systems can reduce the
probability of effective information being stolen by potential
eavesdroppers. However, there are very few studies on the
satellite-terrestrial systems about AN. To narrow the research
gap, we establish a PLS model based on satellite-terrestrial
transmission to consider the impact of AN on it.

Satellites can provide wireless coverage for geographic
areas, where the traditional wired or wireless infrastructures
(for example, in the sea) are difficult to deploy. However,
in some cases, it is hard to achieve direct links between
the satellite and the terrestrial nodes due to so-called mask-
ing effects from atmospheric conditions (i.e., clouds, rain,
etc.) and ground obstructions (i.e., receivers in tunnels, etc.).
To combat these negative effects, the cooperative relay-based
hybrid satellite-terrestrial systems (HSTSs) were investi-
gated in literature [19]-[21]. In [19], the future development
direction of satellite-terrestrial systems was outlined. A ser-
vice transmission scheme is proposed that mobile terminals
are allowed to forward the signal received from the satel-
lite in [20]. The performance of satellite-terrestrial systems
has been analyzed for two relay protocols: i) amplify-and-
forward (AF) [22], [23] and ii) decode-and-forward (DF)
[21], [24]. Although the target can obtain diversity order gain
by using AF protocol, the amplification factor must satisfy
the power constraint [25], [26]. Compared with AF, the DF
relay only retransmits the correct signals, the number of error
bits will be reduced. In this paper, the direct link between
the satellite and the ground destination is considered to be
impossible because of the existence of heavy fading, and we
consider using multiple DF relays to decode the signals sent
by the satellite and forward it to the destination.

By sharing the antennas with other mobile users, multi-
ple virtual transmitting antennas can be generated to obtain
corresponding diversity gains and improve the performance
of the mobile cooperative communication system. Whereas,
it generated additional inter-relay interference and energy
consumption. To avoid this defect, a few research works
about relay selection (RS) schemes were studied for the
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HSTSs [27]-[32]. Outage probability (OP) was obtained with
amax-max user-relay selection scheme, where the secure per-
formance was explored for AF relay protocol with both vari-
able and fixed gains [27]. In [28], the PLS performance was
studied for single-relay selection and multi-relay selection
strategies with DF relay protocol. Additionally, the authors
in [29] investigated the applicability of cognitive radio tech-
nology under the integration of relay transmission, and the
exact analytical and asymptotic expressions for OP were
derived. In [30], [31], a partial RS scheme is investigated
and it is used to enhance the system performance by improv-
ing the spatial diversity. Based on satellite communication,
the RS scheme that minimizes the secure outage probability
is proposed in [32]. In order to obtain better quality of service
while using AN technology to improve security, the optimal
relay-receiver pair selection (ORRPS) and suboptimal relay
selection (SRS) [28] schemes are considered in this paper.

A. MOTIVATION AND CONTRIBUTIONS

Inspired by the above discussion, in this paper, the reliability
and security of HSTSs based on multi-DF-relay are investi-
gated in the presence of eavesdropper. To further improve the
security of the system, AN is used to interfere with the eaves-
dropper’s theft of valid information. The main contributions
of this paper are summarized as follows:

o« We establish a general PLS framework based on
satellite-terrestrial systems in the presence of AN,
in which the satellite sends signals to the terrestrial des-
tination through multiple DF terrestrial relays, and there
is an eavesdropper trying to intercept valid effective
information from satellite and relays.

o The reliability and security are investigated
simultaneously for three RS schemes, i.e., ORRPS,
SRS, traditional round-robin selection (TRRS) under
three channel conditions, i.e., frequent heavy shadowing
(FHS), average shadowing (AS) and infrequent light
shadowing (ILS). Herein, ORRPS refers to the selection
of an optimal relay-receiver pair and an aided AN sig-
nal that maximizes the signal-to-interference-plus-noise
ratios (SINRs) from relays to the terrestrial receiver,
and the SRS is selecting a relay to with the optimal
instantaneous channel gain |th1)|2 <|th5|2) of R —
D/E. Additionally, two conditions of AN (in presence
of AN) and non-AN (in absence of AN) are considered,
and the differences in the reliability and security for the
three RS schemes of these two cases are studied.

o« We derive the exact closed-form analytical expres-
sions of OP and intercept probability (IP) for three RS
schemes. To obtain further insights of OP, asymptotic
analytical and diversity orders for the HSTSs both AN
and non-AN conditions are explored.

B. ORGANIZATION
The rest of this paper is organized as follows. In Section II,
we make the description of the HSTSs model, which includes
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8

Eavesdropper

FIGURE 1. Model of multi-relay HSTSs with AN.

the channel model and signal model. Then, the perfor-
mance analysis of reliability and security is investigated in
Section III in terms of OP and IP, respectively. Furthermore,
we validate the theoretical analysis in Section IV. Finally,
the main conclusions are illustrated in Section V.

C. NOTATION

1F1 (-;+;+) is the confluent hypergeometric function of
the first kind [33]. (-)f and I' (-) respectively denote the
Pochhammer symbol and gamma function. f () and F (-)
are the probability density function (PDF) and cumulative
distribution function (CDF), respectively. & {-} is expected
operator; |-| represents the absolute value and Pr{-} depicts
the probability. Otherwise, the v, ~ CN (/Lp, 0[)2) is used to
illustrate the complex additive white Gaussian noise (AWGN)
of mean p,, and variance apz.

Il. LMS SYSTEM DESCRIPTION

As depicted in Fig. 1, a multi-relay hybrid satellite-terrestrial
system is established, which consists of a geosta-
tionary orbit regenerative satellite (S), K DF relays
Ry (ke {l1,2,---,K}), a ground destination (D) and an
eavesdropper (E) surrounding the D and it wants to overhear
the information from S and Ri. In this paper, all nodes
are equipped with a single antenna and they operate in
half duplex mode. We think there is no direct links both
S — D because of the heavy fading and ground obstructions
[30], [34]'. K intermediate nodes are exploited to assist
the signal transmission from S to D. The relay nodes are
divided into two processes: i) select one relay node Ry to
transmit the signal to D and ii) one of the other K — 1 relay
nodes Ry (ne{1,2,--- ,k—1,k+1,---,K}) as carrier
for emitting AN to prevent E to intercept valid information.
To get better system performance, ORRPS and SRS schemes

!In some scenarios, destination may receive information from the source
and relay, simultaneously. We will consider this assumption in our future
work.
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are considered, and TRRS is used as a benchmark for com-
parison.

The entire communication process can be divided into two
phases.

o S transmits its own signal to the Ry;
o Ry decodes and forwards the signal to D or E and one of
the residual relays is used to transmit AN to disturb E.

A. CHANNEL MODEL

1) PHASE |

In this subsection, the statistical characterization of the rel-
evant PDF and CDF is illustrated. Herein, the channels of
S — Ry and S — E experience the independent and
identically distributed (i.i.d.) Shadowed-Rician (SR) fading?.
The channel coefficient from S to Ry /E, g,(z € {SRk, SE})
can be expressed as

8 = 98z (D

where g, represents the channel coefficient following SR
fading; Q, denotes the scaling parameter that measures the
free-space loss (FSL) and on-board beam gain, which is

provided by [36]
gt zgr z
29, 2
“\ KsTB’ @

where @ = A / (47rdz’) denotes the FSL coefficient of one
beam and A = C / fe, C and f, represent the light speed and
frequency, respectively; G; ; and G, , are the antenna gain at
the satellite and the beam gain of the R /E, respectively; dz/ is
the distance of propagation; Kz = 1.380649 x 1023/ / K
and 7 respectively are the Boltman constant and the receive
noise temperature, in which B represents the carrier band-
width.
Based on [37], G; ; can be obtained as
J1(9)

2
436703 (19)> 7

sz

20 93 S

where Gpax is the maximal satellite beam gain and ¢ =
2.07123 sin O / sin 634p, in which 0 is the angle of the corre-
sponding receiver and beam carrier position relative to the S
and 034p is the 3dB angle.

Otherwise, the antenna gain of the earth station for
parabolic antenna can be approximately written as [38]

gt,z = gmax(

g_maX7OO < (p < 10
32 —25logp, 1° < ¢ < 48° @)
—10,48° < ¢ < 180°,

Gr,z (dB) =~

where ¢ represents the angle of off-boresight; Gmax is the
maximum beam gain of the boresight.

2Although different fading channel models are proposed for the illustra-
tion of statistical models of satellite network channels, SR fading model pro-
posed originally by Loo [35] has found wide applications in characterizing
a variety of frequency bands, such as the UHF-band, L-band, S-band and
Ka-band [1].
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According to [39], the PDF of SR fading can be obtained
as

fiap ) = e X (s 1580, x20,  (9)

where g, represents the channel coefficient of § —
Ry /E; o = (szmz/(zbzmz + Qz))mz/(zbz)’ 5, =
Q./(2b; (2b;m; + ) and B, = 1/(2b,); Q. and 2b,
respectively are the average power of line of sight and multi-
ple components; m; is the fading severity parameter. In fact,
the hypergeometric function can be represented via Kum-
mer’s transform [39] as

a—b
1F1(a; by x) =¢* Z
=0

(a — b))%

— (6)
(a=b = 1)1 (b)y

where (b)y =b(b+1)---(b+f — 1) [33]. Thereby, we can
simplify 1 F (mz; 1; 8.x) to represent the PDF f, .2 (X) as

m;—1

fig'z|2 (x) =Qz Z 'Q[fz (k)xke_(lgz_(sz)x. (7)

k=0

The CDF can be obtained by integration as

Flgp @) = /_ g
my;—1
=l—a, Yy Y0 (B —8)""
=0
x4+ 1,8, —38,)x). ®)

By utilizing the I (n,x) =T (n)—Y (n,x) and Y (n, x) =
e
m—=DIL — e > ’%] [33], the CDF can be rewrit-
d=0
ten as (9) at the bottom of next page, where ¥, (f) =
(=D (1 —m), 8L/ ()™

2) PHASE I

Both Ry — D and Ry — E experience Rayleigh fading and
path loss [40], whose CDF and PDF are given, respectively,
as

Flhj|2 =1—exp (—ij), (10)

flhj|2 = Ajexp (—ij), (11)

where A; {j € (RiD, RiE)} is the channel parameter of |h.,~|2

andA; =1/& |hj | 2 . In order to better describe the channel
path loss, A; can be modeled as

(12)

where d; is the link distance from the transmitter to the
receiver; T; (2 <7 < 6) is the path loss exponent.
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B. SIGNAL MODEL

1) PHASE |

In this phase, S transmits the signal to Ry and the legal
information is overheard by E, and the received signals at Ry
and E can be modeled uniformly as

V: = VPsQ:8:x; + vy, (13)

where Pg is the transmit power of the S; x, is the received
signal from S to z, in which £ [Ixz|2] =1.

2) PHASE I
Xg,p 1s sent to D via DF relay Ry, and the received signal can
be expressed as’

YRD = /PR AR DXR,D + /P1,WR,, D + UR,D,  (14)

where Pp, is the transmit power of Ry and here we set Pg, =
Pgs; hg,p is the channel coefficient from Ry to D; xg, p is the
received signal of Ry — D and £ [|ka D|2] =1; P;, denotes
the transmit power of AN and P, = aPpg, , where a represents
the allocation coefficient of AN transmit power; wg D is the
self-interference signal at D [41]. Hence, the self-interfering
signal wg, p represents a complex Gaussian random variable
with mean zero and variance gg 0D where gg 1D is defined as
the self-interfering factor, which is related to CSI when the
number of relays is constant.

Meanwhile, E attempts to overhear the decoded signal
because of the broadcast nature. Similarly, the received signal
at £ can be modeled as

YRE = /PR hR EXRE + /P1,WR, E + URE,  (15)

where hg, g and xg, g respectively are the channel coefficient
and transmit signal of Ry — E with & {|kaE|2} = 1;
wg,, £ represents the AN signal at £ and it is also a complex
Gaussian random variable with mean zero and variance g I E-
ER),E is defined as AN factor, which is also related to CEEs
with the same number of relays.

According to the above modeling analysis, the SINRs
of R, D and E are, respectively, given by

Ps Q2.
= —2 (16)
O'Z
2
Pr, |hr.D
YRD = 1 > | — amn
Py, WRJnD| + oD
2
Pr, |\hr.E
YRE = il ) (18)

2 2
Py, WRJnE| +oRE

Therefore, the channel capacities at R, D and E based on
the Shannon’s theorem can be expressed as

1
Gy = 5log (1+7v)., pe€{SR,SE.RD,RE}. (19)

3In fact, due to the channel estimation errors (CEEs), AN cannot be
designed onto the null space of the vector of main channels exactly, which
results in the impact of the AN on D become imperfect.
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Since the information is transmitted by two time slots,
the penalty factor here is 1/2 [42], [43].

Ill. PERFORMANCE ANALYSIS OF RELIABILITY AND
SECURITY

In this section, we investigate the reliability and security
of the multi-relay HSTSs with DF protocol. The analytical
expressions for OP and IP under three RS schemes i.e., TRRS,
SRS, and ORRPS are derived, which facilitates the study of
effects of different RS schemes and AN.

A. RELIABILITY ANALYSIS

In this subsection, the reliability is investigated and we
derive the exact closed-form analytical expressions of OP.
To obtain further insights, the asymptotic analysis and diver-
sity orders of OP under high signal-to-noise-ratios (SNRs)

Op = 5—’; — o0 ) are studied.
P
Outage Probability: The definition of OP is that the

effective channel capacity of S — D less than threshold
rate Cy, [30] and it can be expressed as

A
Pour = Pr {CRk < Cth}v (20)
where Cg, is the effective capacity of § — D.

1) TRADITIONAL ROUND-ROBIN SELECTION
The i—th relay is randomly selected among K relays,
the effective capacity of S — D can be expressed as

CRi = min (CSRi» CR,-D)- (21)

Based on (20) and (21), the exact closed-form expressions
of OP for TRRS scheme are given by following Theorem 1
with AN and non-AN conditions.

Theorem 1: The exact closed-form analytical expressions
of OP for TRRS scheme are respectively provided in (22) and
(23) under AN and non-AN conditions on the bottom of the
next page.

2 Oy,
where ® = 2% — 1 and A| = TQ"’I'
Proof: See Appendix A. g
To further obtain insights, we study the asymptotic analysis

of OP under high SNR region.

e Non-AN condition

) ARDOTE
—AN, pO0F ),
PZ:):TRRSMY =1— (1 —asg,A1) <1 Py )

i

(25)

Proof: Under high SNR region, the SINRs of S — R;
and R; — D can be expressed as

PSR; —> O - 2
Ysk, = PSR, |2sr|” (26)
00 PR;D—> OO |hR,-D|2
YRD T T (27)

5
a}WRJnD}
Similar to the calculation of OP’s exact closed-form
expressions for TRRS scheme, (24) can be obtained by uti-
lizing the ygp. and yg7,.
Under high SNR region, the Maclaurin series expansion

as e * 201 — z is applied and the asymptotic expressions
>

of PDF and CDF for |§SR,- |2 and |th.D‘2 can be respectively
expressed as

szmz (xX) &~ asr;, (28)
F |O§ZR,-|2 (x) ~ asg,x, (29)
J]Z’D‘z () ~ ArD, (30)
F ﬁ;p‘z (V) ~ AR;DX. (€1

According to (A.1) of Appendix A, the asymptotic expres-
sion of OP for TRRS scheme under non-AN condition can be
obtained as

PNon—AN,asy —1—Pr PS|§SR1'|2 -0
out,TRRS - 2

OSR;
INon—an.1
2
X Pr{w > 6}, (32)
OR.D
Ills’f)":z—AN.Z

where

Ly v =1-F%

Non—AN, |§SR-‘2 (Al) =1- aSR,‘AI’ (33)

Corollary 1: The OP asymptotic expressions of TRRS and
scheme under high SNR region with AN and non-AN condi- s ®c71% D kRiD®GI%, D
tions are res j j il =1-F® , 2 =1 - /%7
pectively given by (24) and (25). Non—AN 2 k| Pr P,
o AN condition (34)
N P/ — (24) Substituting (33) and (34) into (32), (25) can be
’ €R;,D + Ar,pa® obtained. O
m;—1 ¢ /"
Flap () =1 =0z 3 D7~ () (B — 8~ mxlem im0, ©)
t=0 d=0
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For further insight, the diversity order of the system is
explored, which can be defined as [42]

log (Pou)
log pp

d=— lim

Pp—>00

(35)

where p, is the average transmit SNR and Py, represents the
asymptotic expression of OP under high SNR region.
Therefore, according to (24) and (25), we can obtain the
diversity orders of TRRS scheme under AN and non-AN
conditions showing in following Corollary 2.
Corollary 2: The diversity orders of TRRS scheme with AN
and non-AN conditions can be provided by

o AN condition

difes =0, (36)
o Non-AN condition
dpon AN =1, (37)

Proof: Substituting (24) into (35), (36) is equal to 0 due
PAN,asy .
to the fact that out, TRRS 1S @ constant.

By putting (25) into (35), the following calculation process
can be obtained as

asg; O+rr.pO—asr AR, DO
log i i i i

0
Non—AN _ _ q;
drrrs = pll)rgo log p
—_ m log (asg; + Arip — atsr,AR;D®) —log p
T oo log o
=1, (38)

where p = Py / USZRi = Pp, / O'I%iD, and (37) can be obtained.
O

Remark 1: From Theorem 1, Corollary 1 and Corollary 2,

it can be observed that the outage performance of the systems
for TRRS scheme gradually becomes better with the increases
of transmit power, and the OP for AN condition tends to
a constant under high SNR region, that is, there exists an
error floor. Otherwise, we can obtain that when the number
of relays increases, the reliability under TRRS scheme with
AN and non-AN conditions is not affected by the number of

2) SUBOPTIMAL RELAY SELECTION
The b—th relay is selected to maximize the instantaneous
channel gain of Ry — D among K relays, the relative
expressions can be expressed as
2
b =ar max h , 39
gke{1,2,...,1<}| ReD| (39)
CR;, = min (CSR;,a CR;,D)~ (40)

For SRS scheme, the CDF of ‘thD‘z can be obtained as

K
Flp ot ®) = [1 — e—*RbDX] . (41)
b

By taking the derivative of above CDF, the PDF can be
shown as

K—-1 K_1
f|thD‘2 x) =K Z ( I )(_1)11)\RbD€)\RbD(ll+1)x_
=0

(42)

The exact analytical expressions of OP for AN and non-AN
conditions can be provided in Theorem 2 by utilizing (20)
and (40).

Theorem 2: The exact closed-form analytical expressions
of OP for SRS scheme are respectively provided in (43) and
(44) under AN and non-AN conditions on the bottom of the
next page.

® 2
where Ap= P:SRZ”.
Proof: See Appendix B. ]

To further investigate the outage performance for SRS
scheme, the asymptotic analysis of OP are derived as follow-
ing Corollary 3.

Corollary 3: The OP asymptotic expressions for SRS
scheme under high SNR region with AN and non-AN condi-
tions are respectively given by (45) and (46).

o AN condition

K
‘ €R;,D
PAN,my — <K> 1k I s
out SRS llg() I =1 &r;,0 + l1AR,Da®

(45)
e Non-AN condition
PNon—AN,aSy =1 (] — OlSRbAZ)

out,SRS
K
)\.R D@O‘2
«|1= ( b RbD> ) (46)

relays. Pr,
msg;—1 ¢
!
N —(t+1-d) 1! (Bem—8em ) A
P/:m,TRRs =1—|asg, Z ZWSR, (t) (ﬂSRi —8SRI,) EAI o~ (Bsr;—8sr;) A
1=0 d=0 :
AR, DOE 1,
£ Pg. __nr RiD
RnD_ R R , (22)
gRJnDPRi + )\’RiD®PJn
mski—1 ¢ *R;DOR
—AN —(t+1-d) 1! (Ben—se Ay |
Pl rkrs = 1— | ask, Z Z%Ri (®) (Bsr; — Ssr;) EAI LR R (23)
1=0 d=0 :
VOLUME 9, 2021 s
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Proof: The SINRs of S — R}, and R, — D under high
SNR region are similar to (26) and (27).

Similar to the calculation of OP for SRS scheme, (45) can
be obtained.

According the similar asymptotic process of TRRS
scheme, the asymptotic expressions of PDF and CDF for
|3sk,|” and |hg,p| are similar to (28)-(31).

Based on the calculation of Appendix B, the I ., and

Jbvd can be obtained as

Non—AN ,4
Iyon—ans =1=F% 5 (A2) =1—asg, A2, (47)
’ ‘SSR,,\
and
2 2
795 _ 1 poo @O‘RbD 1 kaD@O’RbD
Non—AN ,4 ‘ hryp ‘ 2 PRb —PRb .

(43)

By substitution operations similar to those in Appendix B,
(46) can be obtained. O

Based on (35), the diversity orders of SRS scheme can be
calculated as the following Corollary 4.

Corollary 4: The diversity orders of SRS scheme with AN
and non-AN conditions can be provided by

o AN condition
dihe =0, (49)
o Non-AN condition
dfge—AN =1, (50)

Proof: Since the P’:ﬁ:g}ys is a non-zero constant, (49)
can be obtained by the definition.
Similar to the calculation process of Corollary 2, (50) can
be obtained by using L’Hospital’s rule. O
Remark 2: We found from Theorem 2 and Corollary 3
that the reliability for SRS scheme decreases as K increases.
From (45), the increases of the self-interfering of R, —
D promotes the OP of the systems. In addition, it can be
observed from (43) and (45) that the reliability will be
destroyed when the threshold rate increases. The diversity
order of (50) is one, which indicates that the diversity gain
will not be affected when using SRS scheme.

3) OPTIMAL RELAY-RECEIVER PAIR SELECTION

In this subsection, we consider the scenario where the ORRPS
selects an optimal relay-receiver pair and an AN signal to
maximize the corresponding SINRs of Ry — D. Therefore,
the following expression is obtained as

{o, nx} = arg max max
ie{l, Kyne{l, - i—1,i+1, K}

2
Pr;|hr,:D
X 5 | S (5D
P‘I’l WRJnD‘ +0R[D
CR(, = min (CSR,,, CROD)~ (52)

Based on (20) and (52), we can obtain the closed-form ana-
lytical expressions of OP for ORRPS scheme by considering
AN and non-AN conditions in the following Theorem 3.

Theorem 3: The exact closed-form analytical expressions
of OP for ORRPS scheme are respectively provided in (53)
and (54) under AN and non-AN conditions on the bottom of
the next page.

Proof: See Appendix C. ]

To further study the performance of systems, we derive the
asymptotic expressions of the ORRPS scheme showing in the
following Corollary 5.

Corollary 5: The OP asymptotic expressions for ORRPS
scheme under high SNR region with AN and non-AN condi-
tions are respectively given by (55) and (56).

o AN condition

PAN ,asy -1
out,ORRPS — * —

e Non-AN condition

8RJnD
€Ry;,D + AR,pa®

K
) . (5%

on—AN ,asy
Pi)vuz,ORRPS =1- (1 - O‘SRfAl)

K
ARDOCZ
« 1_<M> . (56)
Pr.

Based (35), the diversity orders of ORRPS scheme can be
calculated as the following Corollary 6.

Corollary 6: The diversity orders of ORRPS scheme with
AN and non-AN conditions can be provided by

mSRb_l t
—(+1—d) ! _ _
Pg%,SRS =1-{oasg, Z ZI/fSR;, (t) (Bsr, — Ssr,) EA2 o~ (Bsr, =85k, ) A2
t=0 d=0 :
K ll)‘RbD@oI% D
x 1= Z K (_1)11 ERJHDPRb eiTh s (43)
[1=0 ll SRJnDPRb + 11 )\RbD®PJn
Non—AN "y —(t41-a) 1! —(Bsr, —3sr,,) A2
Pousrs = 1= | asr, Z ZIﬂSR,, (t) (Bsr, — 8sk,) Sy A2feT R T
t=0 d=0 :
K /x RO
: 1_2(11)(_”% (44)

[1=0
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o AN condition

dORRPS =0, (57)
e Non-AN condition
dpgrps. =1 (58)

Proof: Similar to the calculation of Corollary 3 and
Corollary 4, (55)-(58) can be derived. O
Remark 3: According to the Theorem 3, Corollary 5 and
Corollary 6, it can be seen that when the number of relays
increases, the OP of ORRPS scheme becomes smaller, which
means that the OP’s error floor for AN condition will be lower
as K rises. Finally, we found the diversity order of ORRPS
scheme under non-AN condition is one, which is the same as
for SRS and TRRS scheme.

B. SECURITY ANALYSIS
In this subsection, the security of multi-relay HSTSs with two
conditions of AN and non-AN is investigated. Additionally,
the closed-form analytical expressions of IP are derived by
considering three RS strategies.

Intercept Probability: Based on [42], the IP of the system
is defined that the channel capacity of Ry to E is greater than
threshold rate Cy,, and it can be written as

Py = Pr{Cg > Cy}, (39

where Cg, g is the channel capacity of Ry — E.

1) TRADITIONAL RANDOM RELAY SELECTION

Herein, we randomly select i-relay among K relays, the
maximum reachability capacity received by the eavesdropper
from § and Ry under the assumption of the selection combin-
ing (SC) can be expressed as

Cp = max {Csg, Cre - (60)

According to (59) and (60), the following theorem shows
the exact closed-form analytical expressions of IP for TRRS
strategy under AN and non-AN conditions.

Theorem 4: The exact closed-form analytical expressions
of IP for TRRS strategy are respectively provided in (61) and
(62) under AN and non-AN conditions on the bottom of the

Oc2
where A4=P SE

Proof: See Appendix D-1).

2) SUBOPTIMAL RELAY SELECTION
The c—th relay is selected to optimize the instantaneous
eavesdrop channel gain, and it can be modeled as
c=arg max \thE |2. (63)
k=1,2,-- K
Similar to (60), the eavesdrop capacity for SRS scheme can
be shown as

Cg = max {CSE, CRCE}- (64)

For SRS strategy, the CDF and PDF for
to (41) and (42).

Based on (59) and (64), the IP expressions for SRS strategy
with AN and non-AN conditions are given by Theorem 5.

Theorem 5: The exact closed-form analytical expressions
of IP for SRS strategy are respectively provided in (65) and
(66) under AN and non-AN conditions on the bottom of the
next page.

Proof: See Appendix D-2).

|

3) OPTIMAL RELAY-RECEIVER PAIR SELECTION

The g—rth relay-receiver pair and n’ — th AN signal are
selected to maximize the eavesdrop channel SINR, and cor-
responding expressions can be written as

,n'l = arg  max max
g} gie{],---,K}ne{l,--A,i—l,i-i-l;--,K}
2
Pg;\hR;E
| 2| o (67)
Py, E| +Ogp
C3 = max {Csg, Cr,e}. (68)

According to (59) and (67), the exact closed-form IP
expressions for ORRPS strategy with AN and non-AN con-
ditions can be shown in Theorem 6.

Theorem 6: The exact closed-form analytical expressions
of IP for ORRPS strategy are respectively provided in (69)
and (70) under AN and non-AN conditions on the bottom of
the next page.

next page. Proof: See Appendix D-3). g
g (t+1—d) 1!
41— . — _
Pon orres = 1 — | ask, Z SR, (1) (Bsr, — 8sr,) EAlde (Bsko =35 ) A1
€r,;, PR D%
1= 1 DT R Pr; ’ (53)
k | SR/,IDPR + AR,DOPy,
MsR, t d l' K AR D@‘TR D
—AN (t+1-d) *: - - - ;
Photorres = 1 — | asw, Z ¥sr, (1) (Bsr, — 8sr,) EA]"@ (Bsro=dse) 8 | L1 T [1-¢ "®
t=0 d=0 ’ k=1
(54)
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TABLE 1. System parameters [44]. TABLE 2. Channel parameters [37], [44].
Monte Carlo simulation iteration 10° _
Frequency band f=2GH=z Shadowing Case | m, bs Q2.
Link bandwidth B =15MHz Frequent heavy shadowing (FHS) I 2 0.063 0.0007
Noise temperature T =300°K Frequent heavy shadowing (FHS) | 1I 1.95 | 0.063 | 0.0007
3dB angle Pzap = 0.8° Average shadowing (AS) I 5 0.251 | 0.0007
Maximal beam gain G — 4848 Average sha.dowing (AS) I 495 | 0.251 | 0.0007
Receive gain from satellite to receiver G..—4dB Infrequent light shadowing (ILS) /11 10 0.158 | 1.29
The allocation coefficient of AN factor a=0.1
Relay number K=3
Link distance from transmitter to receiver | d; = 1.5m
Path loss exponent T, =3
Noise power oZ=1 security is the worst; ii) According to (61) and (62), the secu-
Thresholdrate Cin =1 rity for TRRS strategy is not be affected the number of relays;
l;;?iiﬁ;:?fgerfiz?g?%: :nge Zing eDEZ[%, 11} iii) The security for strategies SRS and ORRPS deteriorates

Jn : .

AN factor of Ry, — R, 5 =09 as the K increases.
Fading severity parameter my, =2
Multiple component b, = 0.063
Average power of line of sight » = 0.0007 IV. NUMERICAL RESULTS

In this section, we validate the correctness of theoretical

Remark 4: From Theorem 4, Theorem 5 and Theorem 6, analysis in Section III by simulating some numerical results.
we can obtain that: i) The IP for ORRPS strategy is larger The parameters are shown in Table 1 and Table 2 unless
than the SRS and TRRS strategies, which proves that its otherwise specified.

MSE — 1 ¢
t!
Polmres = 1= | 1=ase Y > s (1) (Bsr — dsp) 170 Al (Pemdseite
=0 d=0
AR,EOTR
& P o ME
(11— T 7 % TRi , (61)
€R;, EPR, + AR, E@PJH
T ! REO%RE
migs = 1= [ 1—ase Z ZWSE (®) (Bse — 8sp) ™+~ d)d AgdemBse=ds)ba | | e Tk . (62)
=0 d=0
msg—1 t
Pitses = 1= | 1=ass 30 " vise 0 (Bsg — dsp) ™+ 0 2 p gl g (Bse—bse) s
t=0 d=0
K _ f?nRCEG)rrl%CE
X Z( ) C 1 ey P, e TR, (65)
Pr.¢r, E +fArEOPy,

f

t fARLEOal% E

=0
msg—1 / K P
e sks. = I —ase Z ZWSE (t) (Bse — 8sp) "+~ d)d Ay e Pse=0sE) M Z (f ) (- e = TR

=0 d=0 =
(66)
msg—1 't "
P orres = 1= | 1=ase 3 3" vise (0 (Bsg — dp)™+170 Lo e —bsonss
=0 d=0
K )»R,EG)UI%_E
ER EPR, = AP
X 1_[ 1-— I PR; , 69)
ol Ry, EPR; + AR; E@Pjn
" s K _REO e
in?,nO_I?IQJIDS =1—-|1—-as Z Z%E (t) (Bsg — 8sp) "+~ d)d Ay e PsEdsE) B 1_[ l—e & . (70)
=0 d=0 bl
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FIGURE 2. Influence of different RS schemes: (a) OP versus p for AN and
non-AN conditions; (b) IP versus p for AN and non-AN conditions.

10" g 10°

Outage Probability
Intercept Probability

TRRS(red),SRS(black),ORRPS(blue)

10" - 10"

1 1 1 1 1 1 1 1 1

00 01 02 03 04 05 06 07 08 09 10
a

FIGURE 3. OP and IP versus a for different RS schemes.

Fig. 2(a) and Fig. 2(b) respectively show the OP and
IP versus p for different RS schemes. In this simulation,
we considering two conditions: i) AN condition: a = 0.1 and
ii) non-AN condition: @ = 0. In Fig. 2(a), these simulated
curves verify our theoretical analysis of OP in Section III,
it is found that the outage performance gradually becomes
stronger as p increases. Through comparison, it is shown that
the outage performance for TRRS scheme is worse than the
SRS scheme when the system exists AN, and the ORRPS
scheme has the best outage performance among three RS
schemes; This situation occurs since that compared with the
TRRS scheme, the system will obtain better transmission
quality of service under other two schemes. However, we can
see from Fig. 2(b) that the IP for TRRS strategy is smaller
than the SRS strategy, and the IP under ORRPS strategy is the
largest and it verifies the correctness of analytical expressions
for IP in Section III. Additionally, the OP and IP under the
SRS and ORRPS strategies do not change significantly when
there is no AN. Furthermore, it can be observed that the OP
of AN condition is higher than non-AN condition and the IP
changes are the opposite. Moreover, there are error floors of
OP for three RS schemes under high SNR region in the pres-
ence of AN, the (36), (49) and (57) in Section III are verified.
When there is no self-interference of R, — D, the slopes
of asymptotic OP are not zero, which verifies the analysis
of (37), (50) and (58) in Section III; This indicates that the
AN has a very negative impact on the outage performance of
the system.

In Fig. 3, the OP and IP versus a € [0, 1] for different
RS schemes are studied, where p = 20dB. We can conclude
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FIGURE 4. Influence of different Cy,: (a) OP versus p under three RS
schemes; (b) IP versus p under three RS schemes.
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FIGURE 5. Influence of different €R, D/R, E* (a) OP versus p under three
n
RS schemes; (b) IP versus p under three RS schemes.

that it will promote OP to become larger when the systems
increases the power allocation coefficient of AN. In contrast,
an enhanced IP is achieved with the decrease of a. This
simulation further verified some of the conclusions in Fig. 2,
i.e., the reliability becomes stronger with TRRS, SRS and
ORRPS, but the security situation is completely the opposite.

Fig. 4(a) and Fig. 4(b) illustrate the OP and IP versus
p for different Cy, = {1, 2, 3}, respectively. In Fig. 4(a),
we can observe that the reliability of systems for three RS
schemes becomes worsen with the increase of threshold rate.
By contrast, the changes in security are robust as the enlarge-
ment of Cy, in Fig. 4(b). The main reason for this is that the
effective channel capacity of S — D is less than its increasing
threshold rate, but the variation of the eavesdrop capacity of
the system is the opposite. Finally, there are error floors of
OP under high SNR region and it is corresponding to Fig. 2.

Fig. 5(a) and Fig. 5(b) investigate the OP and IP
under RS schemes versus p for different (g, p. g, £) =
{(0.1,0.9); (0.2, 0.8); (0.3,0.7)}, respectively. Herein, we
set K = 3. This simulation illustrates that the OPs for three
RS schemes are improved as the self-interfering factor of
R, — D increases and the AN factor of R, — F has a
negative effect on the IPs. We can also draw the conclusion
that by increasing the AN factor can improve the security, but
it will also have a small negative impact on reliability.

Fig. 6(a) and Fig.6(b) respectively present the OP and IP
under RS schemes versus p for different shadowing scenar-
ios, i.e., FHS, AS and ILS, where K = 3. We observe that
the reliability and security are sensitive to the shadowing
condition of satellite-terrestrial channels. Several conclusions
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FIGURE 6. Case lI: Influence of different shadowing: (a) OP versus p
under three RS schemes; (b) IP versus p under three RS schemes.
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10

FIGURE 7. Influence of different K: (a) OP versus p under three RS
schemes; (b) IP versus p under three RS schemes.

can be obtained as: i) FHS will lead to lower reliability of the
system, and ILS of the three shadowing methods will make
the best reliability, since the higher shadowing severities
correspond to worse propagation conditions; ii) The security
changes in the three shadowing conditions are opposite to
the reliability; iii) In high SNR case, OP in the same RS
schemes tends to a fixed error floor, that is, the reliability of
the systems is stable when the SNRs are high enough.

Fig. 7(a) and Fig. 7(b) respectively depict the OP and IP
under RS schemes versus p for different number of the relays
K = {3, 4}. Herein, the other parameters are (m;, b;, Q2;) =
(5,0.251,0.0007) and d; = 2m. Fig. 7(a) shows the whole
reliability becomes better when K rises. Furthermore, it can
be drawn that the systems for ORRPS scheme can achieve
better reliability than that SRS scheme by increasing the num-
ber of relays. Additionally, the security of SRS and ORRPS
schemes is worse with K increases in Fig. 7(b), while it will
gradually stabilize as SNR becomes higher. We can also seen
that the reliability and security for TRRS scheme remain
basically unchanged.

V. CONCLUSION

In this paper, we not only studied the performance difference
for different RS schemes, i.e., TRRS, SRS and ORRPS, but
also investigated the impact of AN on the reliability and
security of the proposed HSTSs. Through further modeling
and analysis, the exact closed-form expressions about OP and
IP based on diverse RS schemes are derived. To obtain more
useful knowledge, we further calculated the expressions of
asymptotic analysis and diversity order for OP under high

34718

SNR region. The numerical results and theoretical analysis
shown that: i) the reliability under TRRS scheme is worse
than SRS scheme, and the reliability of ORRPS scheme is the
best among three RS schemes, and security varies under the
three RS strategies as opposed to reliability; ii) Although the
system may adversely affect the reliability of the system when
using AN technology, it will greatly improve the security
of the system; iii) Reliability in the case of ILS is the best,
but it will cause the worst outage performance when in the
case of FHS, and the change in security is the opposite; iv)
As the number of relays increases, the OP will reduce and
the change of IP is opposite for SRS and ORRPS schemes,
and the changing states of reliability and security for TRRS
scheme are not obvious.

APPENDIX A PROOF OF THEOREM 1
Substituting (21) into (20), the following expression can be
obtained as

pAN PS|§SR,-}2
out,TRRs = 1 —Pr{————>0©
OSR;

I

2
Pg.|\hp.
x Pr Ri R’ZD‘ — >0t (A
P-]n }WRJnD} + o‘R,'D
1)
where
-2
P )
LI =1 —Pr{w* < @} =1 —F‘~ |2(A1)~
USR, gSRl-
(A.2)
Based on (9), I; can be calculated as
msRifl
—(t+1—d
I = asg, Z Vsr, (1) (Bsk; — Ssr;) =0
t=0
t t'
x 3 A e (Bsri—dsk) A (A 3)

and

2
G)Pjnx+(~)oR[D

* T PR,
L=1- X ! dydx.
2 [) f‘wRJnDlz ) /() f‘hRiD|2 ) dy

(A4)
Putting (11) into (A.4), I can be obtained as
AR,DOTE 1,
) Pr, - i
L= Rin D~ Ri TR (AS)

B €r;,0PR; + ARDOP,

According to (A.3) and (A.5), we can derive the (22).
When the allocation coefficient of AN power is 0, that is,
a = 0, (23) can be obtained.
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APPENDIX B PROOF OF THEOREM 2
By utilizing (20), (40) and the similar process of Appendix A,
where

L =1- } |z (A)
mSRbfl
—(t+1—d
= dsR, Z Vsr, (1) (Bsk, — Ssr,) (=
=0
! l! ('3 —$ )
X ZEAZ e~ \PSR, 95K, (B.1)
d=0
and
00 ®P;,x + Oop
IL=1-— F — 7 ) dx.
4 A fWRJnD‘z (x) ey ( Pr, x
(B.2)

Substituting (11) and (42) into (B.2), I4 can be further
obtained as

K
]4 = ]—Z(K>(_])ll lgRJ,,DPRb
1;=0 h €r;,0Pr, + l1AR,DOP;,
xe TR (B.3)

We can get (43) by using (B.1) and (B.3).
When a is equal to zero, (44) can be derived.

APPENDIX C PROOF OF THEOREM 3
Putting (52) into (20), the derivation is similar to Appendix A,
where

I5=1-— F|§SR |2 (A3)
msg,—1
—(t+1—d
= asR, Z Vsr, ) (Bsr, — Osr,) « )
t=0
!
x Zt Al —(Bsr,— 6SRU)Al (C.1)
and
Pg |k
I =1—Pr Ro R;D 5 <0
Py, |WRJnD| +oR,p
Pg,
=1-Pry{. max <0
=12 K Py g, D| +0kp
K ory, x+0aR D
=1 _]_[/ f 2(x)/ D}z (v) dydx.
k=1 0 WRJn Ri
(C2)
Plugging (11) into (C.2), ¢ can be further calculated as
K *R;DOR,
=1-]]|1- k1, DL, e
paliet €Rr;,DPR; + AR, DOP],
(C3)
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Based on the (C.1) and (C.3), (53) can be derived.
(54) can be obtained when a = 0.

APPENDIX D PROOFS OF THEOREM 4, THEOREM 5 AND
THEOREM 6

A. TRADITIONAL ROUND-ROBIN SELECTION

Substituting (60) into (59), we can obtain the following
expression as

Pﬁl];/,TRRS =1-Pr {max {CSE, CR,-E} < Cth}
=1—-Pr{Cs < Cth}Pr{CR,E < Cth},

—_—
I Ig

(D.1)
where

I; = F|§5E|2 (Ag), D.2)

and

o o0
Ig=1-— dydx.
8 /0' f‘WRJ E)Z ()C) OPjn):;OUR E |/’lR F‘2 (y) a4

(D.3)

Similar to calculation of Appendix A, putting (9) and (11)
into (D.3) and (D.1), (61) can be obtained.
(62) can be provided by setting a = 0.

B. SUBOPTIMAL RELAY SELECTION
Similar to Appendix D-1), substituting (64) into (59), the fol-
lowing expression can be obtained as

o0 OP; x + @01% E
Iy = F — | d
9 /() f‘WRJnE‘Z (X) |thE|2 ( PRC X

(D.4)

(65) can be derived by utilizing (D.2), (41) and (42).
When we set a = 0, (66) can be given.

C. OPTIMAL RELAY-RECEIVER PAIR SELECTION

Putting (68) into (59), we can obtain the relative expression
as

2
Pr | x|
Iijp = Pr{ max 3 5
i=1,2,---,K PJn WRJ,,E +JR,—E
K oo . OP;,x + 00} .
ST empee o (R Vg
k=1"0 it Pr;

(D.5)

According to Appendix D-1) and 2), we can obtain
the (69).
(70) can be provided by setting a = 0.
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