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ABSTRACT For real-time industrial wireless edge-enabled cyber-physical systems, this paper proposes
an adaptive secure transmission mechanism under the large scale path loss to fight against randomly
distributed illegal sensing devices. According to changes in the communication environment, the pro-
posed scheme adaptively obtains the corresponding optimal power allocations and wiretap code rates.
Specifically, by injecting artificial noise, an edge controller provides confidential control information
for a legitimate wireless sensing device and achieves non-confidential data service for a service sub-
scriber, simultaneously. Considering whether the secrecy and non-confidential service rate constraints
are met, a dynamic secrecy transmission mechanism is introduced to minimize secrecy outage prob-
ability (SOP) based on random channel realizations. The optimal power allocation for minimizing
the SOP is derived through the efficient alternating optimization algorithm with numerical methods.
Numerical results show that the proposed adaptive secure transmission strategy can efficiently uti-
lize transmit power to achieve non-confidential information traffic without compromising the secrecy
performance.

INDEX TERMS Industrial wireless cyber physical security, adaptive secure transmission, secrecy outage
probability.

I. INTRODUCTION

IN Industry 4.0, cyber-physical systems (CPS) are heavily
utilized to intelligently sense, monitor, and control industrial
processes, especially in harsh industrial environments such
as high temperatures and rotating parts [1], [2]. CPS can be
regarded as the key interconnecting entity to create solid ties
between the virtual world and physical components such as
sensors, actuators, and robotics while processing/exchanging
important and confidential information as shown in Fig. 1 [3].
As replacement of aging wired industrial communication net-
works, industrial wireless CPS largely depend on distributed
sensor networks and make industrial process more connected
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and open, which in turn poses serious security challenges.
Malicious attackers are able to access sensors via the wireless
channel easily. If illegal attackers issue malicious commands
to critical infrastructure controllers, major industrial disasters
may occur and security loss can be costly for manufacturing
plants [4], [5].

All types of cryptographic algorithms such as hybrid
homomorphic encryption [6] and RSA [7] constitute a uni-
versal security protection mechanism to resist any form of
eavesdropping attacks. Nonetheless, attackers can launch var-
ious attacks such as differential cryptanalysis [8], boomerang
attack [9], and zero-correlation linear cryptanalysis [10] to
crack confidential information successfully. Equipped with
low-power microcontrollers, most industrial devices such as
sensors, actuators, and radio frequency identification chips
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FIGURE 1. Layered architecture of CPS.

cannot support encryption methods based on complex calcu-
lation. By taking advantages of its light-weight computation,
physical layer security (PLS) has recently become a key tech-
nology to safeguard data confidentiality against malicious
eavesdroppers while ensuring the information reliability for
many resource-constrained real-time industrial communica-
tion applications [11], [12]. An adaptive probabilistic MIMO
transmission scheme under a noncollaborative game frame-
work was proposed to cope with the smart attacker which can
flexibly use programmable radio devices to launch various
attacks like eavesdropping, jamming and spoofing in adverse
channel conditions [13]. In the presence of a multiple-
antenna-aided passive eavesdropper and a hostile jammer,
authors in [14] investigated a light-weight artificial noise
(AN) injection scheme with physical layer secret key genera-
tion to assure both information confidentiality and transmis-
sion resiliency. In [14], the communication system guarantees
the secure transmission between a pair of single-antenna
half-duplex devices, thus a more complicated synchroniza-
tion process is required. Subsequently, the extension of [14]
is investigated in [15]. The schemes of joint information
theoretic secrecy and covert communication were presented
in [16], [17] to achieve both secure and covert transmis-
sion. Different from the above literatures, this paper focuses
on how to effectively resist passive eavesdropping attacks
using physical layer security schemes due to the concealment
of passive eavesdropping methods and potential destructive
power in industrial environment.

AN was first presented in [18] to disrupt potential eaves-
droppers’ reception without affecting that of the legitimate
user. Subsequently, multi-antenna AN-aided secure designs
have gained much attention in recent studies [19]-[23].
However, these secure transmission schemes only focused
on the confidential signal transmission. For achieving high
spectral efficiency and meeting personalized service cus-
tomization, physical layer service integration technology can
wisely merge multiple services into an integrated service at
the physical layer and achieve a variety of communication
business under the same spectrum transmission [24]-[32].
The secrecy capacity region is achieved when the legitimate
user performs successive interference cancellation to remove
the multicast message [25]-[29], yet this is more suitable
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for the perfect or imperfect channel information scenarios
that the system has obtained from unauthorized user. Based
on instantaneous channel information of the secondary link,
a simple adaptive secure transmission scheme was discussed
in [31]. However, this secure scheme cannot cope with all
communication conditions. In [32], authors considered that
the transmitter simultaneously transmits confidential signal,
AN, and non-confidential signal to provide secret and non-
confidential data traffic. However, they assumed that the
normal user’s power approaches zero, which results in an
inaccurate secrecy analysis result. This paper adopts exact
numerical analysis methods to obtain the optimal transmit
parameter design for the confidential and non-confidential
service integration system. Another issue is that the above ser-
vice integration schemes did not consider the large scale path
loss and eavesdropping node location. To fill this gap, this
paper presents an adaptive secure transmission mechanism
by considering the large scale path loss as well as randomly
located advesaries.

The traditional security application is limited in the
terminal-to-cloud transmission with long-distance multi-
route nodes. Edge computing (EC) in industrial wireless CPS
makes communication transceiver directly connected or sub-
ject to a short-range connection with only one hop or two
hops, while providing a powerful computing platform for
physical layer security methods [33]-[35]. Motivated by the
aforementioned studies, this paper presents that the industrial
edge controller ensures the secure data transmission of a
legitimate wireless sensing device via assisted AN, while
providing data services for another service subscriber.

The main contributions of this paper are summarized as
follows:

(1) Different from [25]-[29], this paper presents an adap-
tive secure transmission mechanism with the optimal
power allocation and wiretap code rates to fight against
any number of randomly located illegal sensing devices
for industrial wireless edge-enabled CPS. Due to the com-
plexity of security scenario, null-space constraint on the
multicast message is imposed. The proposed scheme uses
analytical analysis methods to obtain accurate transmission
strategies, and the related mathematical analysis process is
more challenging. Additionally, more sensing devices can
subscribe to edge services if the proper scheduling policy
is adopted at the industrial edge server.
(2) In this paper, the industrial edge controller (i.e., edge
server) conveys both extremely important control instruc-
tion and broadcast message to different sensors. Mean-
while, AN is adopted at the edge controller to greatly
resist eavesdropping attack. Our proposed adaptive secu-
rity transmission mechanism can be applied to various
industrial communication scenarios such as cooperative
relay and multiple-antenna eavesdroppers.

(3) Secrecy outage probability (SOP) is adopted as the

secrecy metric which effectively supports delay-sensitive

industrial applications. An efficient alternating optimiza-
tion algorithm with the numerical method is proposed to
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obtain exact optimal power parameters. Simulation results

show that a higher number of transmit antennas, a shorter

legal access distance, a smaller non-confidential service
rate threshold, and a high-power area are conducive to
reducing SOP and achieving confidential communication.

This paper is organized as follows. The industrial sys-
tem model, secrecy performance metric, and adaptive secure
transmission formulation are introduced in Section II.
Section III and Section IV discuss multi-service and single-
service secure transmission strategies, respectively. Numer-
ical results are presented in Section V. Finally, Section VI
concludes the paper.

Notation: Boldface upper (lower) case letters denote matri-
ces (column vectors). Standard lowercase and uppercase let-
ters denote scalars. ()7, |-|, and |||, represent conjugate
transpose, absolute value, and Euclidean norm, respectively.
Circularly symmetric complex Gaussian random vector sub-
mits to CA (u, A), with mean p and covariance matrix A.
null(X) denotes the null space of X. Pr(-) is the probability
measure. Ly is the identity matrix of size N x N. Exponential
distribution with parameter A is denoted as E(1). I'(x) denotes
the gamma function. Gamma distribution with shape parame-
ter o and rate parameter S is denoted as I' (¢, 8). The symbol
=> denotes “implies”.

Il. SYSTEM MODEL AND PROBLEM DESCRIPTION

A. INDUSTRIAL SYSTEM MODEL

Sensing data and control commands are frequently exchanged
over industrial wireless networks. Considering an industrial
building, a local network is deployed to connect industrial
wireless sensing devices and robot-controller. Since the net-
work is utilized only for local control, it is isolated from exter-
nal networks. The wireless channel is shared by all industrial
devices within the signal radiation range and it is extremely
difficult to prevent electromagnetic field leakage. Wireless
sensing devices, whether in or outside the building, are very
likely to become attackers. For example, an attacker can
install an eavesdropping module on a mobile phone to steal
key data in the manufacturing process. Generally, the pas-
sive eavesdropper configures single antenna [14] or multiple
antennas [23], [24], [36], and its working mode can be col-
luding [17] or non-colluding [21]. In actual communication
systems, especially in resource-constrained sensor networks,
potential eavesdroppers are often randomly distributed and
more willing to eavesdrop on secret messages by themselves
to avoid the sophisticated process of information sharing.
When the eavesdropper is equipped with multiple anten-
nas, security optimization problems tend to be nonconvex
polynomial-time hard or NP-hard problems which can be
solved by a series of conservative convex approximation
methods. Unfortunately, there is no general theory to prove
the accuracy of the approximate solution and the correspond-
ing computational complexity is relatively high. Therefore,
this paper investigates how to resist randomly located non-
colluding single-antenna eavesdroppers and obtain accurate
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FIGURE 2. Industrial security communication model against
eavesdropping.

analytical solutions of the corresponding security optimiza-
tion problems.

As illustrated in Fig. 2, multiple wireless sensing devices
communicate with the nearest edge controller, namely Alice.
Specifically, Alice is located at the origin with N anten-
nas and intends to transmit confidential control and non-
confidential information to single-antenna end users Bob
and Charlie (e.g., industrial inspection robot), respectively.
Besides, the secure communication link is eavesdropped by
multiple non-colluding adversaries Eves whose locations are
distributed according to a two-dimensional homogeneous
Poisson Point Process (PPP) ®f with density Ag.

All wireless channels are characterized as independent and
identically distributed (i.i.d.) flat Rayleigh fading. Large-
scale path loss governed by a path loss exponent a(ox >
2). (N x 1)-dimensional complex conjugate channel vectors
from Alice to Bob, Charlle and the k-th 111egal terminal are

represented as hb = db Zhy, h = d. *h,, and hk =

dk_ The(k € ®p), respectively. Note that hy, h., and hy are
mutually independent small scale fading channels and the
entries of each channel are i.i.d. obeying CN (0, 1). dp, d.,
and dy respectively represent the distances from Alice to
Bob, Charlie, and k-th illegal terminal. Assume that statistical
channel state informations (CSIs) of adversaries and instan-
taneous CSIs of legitimate sensing devices are available at
the edge server, which is widely-adopted in [31], [32], since
adversaries can be the original service subscribers or other
business subscribers.

Both the security control command receiver Bob and the
non-confidential service subscriber Charlie request access
to the edge side, simultaneously. Then, the edge controller
Alice offers the corresponding service guarantee. For secure
communication from Alice to Bob, the maximum ratio trans-
mission (MRT) beamforming and null space based AN is
adopted. The transmitted signal at Alice can be constructed
as

X =/ ¢pPWpxp + V GcPWex: + V ¢nPLn,, 1

where P is the transmit power of Alice. ¢, € [0, 1], ¢, €
[0, 1] and ¢, € [0, 1] denote the power allocation coeffi-
cients of confidential signal, non-confidential signal, and the
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artificial noise, respectively. It can be easily seen that ¢, +
¢+, = 1dueto energy conservation. x, ~ CA (0, 1) is the
secret information-bearing signal with the secrecy beamform-
ing vector wp = hy/ ||hpllo. ng ~ CN (0, 1/(N — 2)Iy_») is
the AN signal. To avoid affecting legitimate wireless sensing
devices, the weighted matrix Z € CVN*W=2) i5 an orthonor-
mal basis for null ([hy, h.]). The signal x, is not required to
be kept secret from other sensing devices. Besides, the system
conveys non-confidential information as efficiently as pos-
sible to achieve high data rate. Meanwhile, the introduced
signal must not interfere with Bob. Accordingly, the beam-
forming vector of the non-confidential signal can be obtained
by the following optimization problem:

s.t. hi'w. =0. )

2
max P ’hﬁq W,
We

The optimal beamforming vector is given by
-1

(v = b (') ™" 1) b

(1w = 1y (b2/ms) ™" BT ) b

The edge server transmits confidential, non-confidential, and
interference signals in parallel. Accordingly, the received
signals at Bob, Charlie, and the k-th illegal terminal are
respectively expressed as

Vo = \/uPdy * Ihyllyxp + mp, @

Ve = \/@Pdy T Wy, + VBePdr T W Wexe + ne, (5)

Ve = v/ooPd, *h ' wyxy + pePd, > bl wx,
+/uPd; *hl Zn, + ny. 6)

where nj, ~ CN (0, 1), n. ~ CN (0, 1), and nx ~ CN (0, 1)
are the corresponding independent additive thermal noise.

Here, each sensing device only focuses on individ-
ual message of interest. Accordingly, the instantaneous
received signal-to-interference-plus-noise ratios (SINRs) at
Bob, Charlie, and the k-th illegal terminal are respectively
given by

3

W, =

2

Pb = pr, @)
Phfw,|?
po = SNl ®)
d% + ¢pP |hf wy|
¢»P | w |
pr=— oo 9
di +¢0P}hk WC‘ + N2 ”hk Z”

where r = Pd, * ||hb||%. Obviously, all SINRs are the mono-
tonically decreasing function of communication distance and
the monotonically increasing function of transmit power P.
Intuitively, the short accessing distance of the sensing device
is less affected by fading and can achieve high channel gain,
which is benefit to realize the communication purpose of the
transceiver. The instantaneous channel capacity from Alice
to Bob and Charlie are calculated as Cp, = log,(1 4 pp) and
C. = logy(1 + p¢). Suppose that non-colluding adversaries
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independently decode the secret message and the eavesdrop-
ping channel capacity depends on the illegal terminal with
the best channel quality. As such, the eavesdropping channel
capacity is denoted by C, = log,(1 + p.), where p, =

max py.
kE(DE

B. SECRECY OUTAGE PROBABILITY

In the following, we consider the widely-used wiretap code
for secure information transmission [37]. Specifically, there
are two rate parameters, namely, the transmitted codeword
rate R, and the secrecy rate R;. Then, the redundant rate
R. = Rp — R, reflects the cost sacrificed to safeguard secret
information against eavesdropping. If R, > Cp, the unde-
sirable transmission incurs capacity outage. If C, > R,,
this will cause unacceptably secrecy outage. As such, edge
controller sets R, to Cp, since the instantaneous CSI of Bob
is publicly known. The edge controller has no knowledge of
Eves’ instantaneous CSIs. Accordingly, the perfect secrecy
cannot be always achievable. Notably, the physical layer
security level is typically measured by SOP. In this paper,
we adopt SOP as the secrecy performance metric, which is
defined as

Pso =Pr{C, > Cp — R} ,VCp > R;. (10)

The secrecy outage probability implies the fraction of time for
which the legitimate transceiver (i.e., Alice and Bob) cannot
reach a non-zero secrecy rate.

C. ADAPTIVE SECURE TRANSMISSION FORMULATION
The secrecy demand between Alice and Bob is the prioritising
design criterion since important industrial control instruc-
tions are extremely confidential. Once the control informa-
tion is stolen illegally, it will cause serious economic losses to
manufacturing plants. The edge controller should assign the
highest priority to Bob with more stringent secrecy require-
ment. Considering rate constraints for both Bob and Charlie,
the SOP minimization problem can be characterized by the
following combinatorial optimization problem:

(P1) min¢ Py, (11a)
$5:Pb,Pc

s.t. logo(1 4+ pc) > 7, (11b)

Rip < Ry < Cyp, (11¢)

0<¢p+¢:<1,0=¢p, . <1, (11d)

where R, and T are respectively represented as the minimum
achievable secrecy rate and non-confidential service rate. The
change of random channel may lead to the infeasible case of
the secrecy optimization problem P1, which shall severely
degrade the security performance. Charlie will be served in
a more opportunistic manner. That is, the edge controller
refuses to provide non-confidential service to Charlie if either
of the following three situations is encountered: 1) the secrecy
rate R; is less than the threshold Ry; or 2) the secrecy rate Ry is
greater than or equal to the main channel capacity Cp; or 3) the
non-confidential service rate constraint (11b) is not fulfilled,
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FIGURE 3. The proposed adaptive secure transmission strategy.

i.e., C. < t. When the stringent secrecy and non-confidential
service constraints cannot hold, we prioritize the secrecy per-
formance of the Alice-Bob pair. Consequently, only consid-
ering secure transmission, we propose the following secrecy
scheme:

(P2) min Py, (12a)
R, p

s.t. Ry < Ry < Cp, (12b)

$p+dn=10=¢p,pp<1.  (12¢)

In this case, the Alice-Charlie link stops communication,
and Alice uses AN-assisted secure transmission method to
enhance the quality of security service for Bob. If the security
requirements of industrial wireless networks are still not met
in this case, the edge server will use all its power to transmit
broadcast data to Charlie. The proposed adaptive secure trans-
mission strategy is demonstrated in Fig. 3. In the following
two sections, the power allocation and rate parameters of
the secrecy scheme P1 and the secrecy design P2 will be
optimized.

IIl. MULTI-SERVICE SECURE TRANSMISSION SCHEME
In this section, we derive an optimal power allocation scheme
to minimize SOP while satisfying the secrecy and non-
confidential rate constraints.

Lemma 1: If Cp, > R;, the closed-form expression of the
SOP is given by

2
a

o -1

Pnés N
(5w 5) ) "

where = 7agT (1 4 g) Pi ey =(1+gpr2R —1.
Proof: The proof is provided in Appendix A. |
It can be observed that the expression of SOP is a monoton-
ically increasing function with Ag, which means that increas-
ing the number of adversaries per unit area will improve
the risk of information leakage. That is to say, adversaries
effectively utilize the growing spatial degrees of freedom to
crack secret signals. Multiple-antenna technique in the edge
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controller is an efficient way to enhance the physical layer
secrecy. Obviously, multiple antennas deployed at Alice are
beneficial to reduce the SOP of the system.

An alternating optimization method is adopted to solve
the security optimization problem P1. Taking the objective
function (13) into account, we see that the SOP is a mono-
tonically increasing function of the variable R, on the other
parameters being fixed. Thus, minimizing SOP is equivalent
to minimizing secrecy rate. According to secrecy rate con-
straint (11c), we obtain the optimal value of the secrecy rate,
i.e., Rf = Ry,. Notably, as the variable ¢, increases, Cp(dp)
gradually increases. That is, increasing the power allocation
of the confidential signal improves the communication qual-
ity of the main channel. Next, we discuss four cases where a
security interrupt event must occur.

Case 1). If Ry, = Cp(1), the edge controller uses all power
to transmit the secret signal, and the optimal solution for
power allocation is ¢; = 1, which results in P, = 1. This is
mainly because the system security requirement is too high,
triggering a security interrupt.

Case 2). If Ry, > Cp(1), the system cannot construct a
wiretap code in this case, and the edge controller will close
the security service. Based on the above two cases, the system
cannot meet such high security requirement, so the edge
controller can only transmit data service to Charlie.

Case 3). Ry, = Cp(¢p), #p € (0,1) = ¢ min = 28" —
1)/r.If ¢ = Pp.min, the edge controller will stop transmitting
the broadcast signal and resort to the secrecy scheme P2 for
enhancing secrecy performance.

Case 4). We know that the edge controller transmits only
when ¢, > @p min. Note that the feasible region of ¢p iy is
(0,1); otherwise, the edge controller shuts down confidential
communication service and only provides data service to
Charlie as a result of the poor main channel quality.

For a given variable ¢y, accordinzg to the service rate limit

o H
(11b), we derive ¢, > %(? —1) = e min. Obvi-

ously, only when the rate th;esLhold is T = 0, the minimum
power alloction ratio of non-confidential signal is equal to
zero, i.e., Pcmin = 0. The value range of ¢¢ pin is [0,1),
otherwise the non-confidential broadcast service requirement
cannot be met, and the server adopts the security optimization
policy P2 for communication. It is observed from (13) that for
any fixed ¢p, Pso(¢.) is a gradually increasing function with
¢.. Therefore, minimizing the objective function is equivalent
to the following optimization expression:
N-2
) ;o (14)

Pcep Pnéb

maxF(¢)=<1+ )(1+—
¢e ¢ &b ép(N —2)

where &, = (1 + ¢pr)2 R — 1. The first derivative of F(¢.)

is calculated as

N-2

%>

/ _ 8_b 1 —¢p— ¢
F@”_¢b0+'@w—m
ep(dp + Pesp) (1 1 —¢p — ¢
- + -
pe ooV —2)

N-3
5;,) . (15)
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It shows that F’(¢) is a monotonically decreasing function on
¢, which implies that the second-order derivative of F(¢,)
is negative, i.e., F"(¢.) < 0. We can conclude that F(¢,)
is a strictly concave function with respect to (w.r.t.) ¢.. The
minimum SOP can be achieved at the extreme point ¢. o =
(1 — ¢p)/(N — 1). Through the analysis above, the optimal
power allocation of ¢, is given by

¢j = max(¢c,min7 ¢c,0)- (16)

Finally, we analyze the variable ¢;,. The SOP is nonlinearly
coupled with variable ¢,. We find that the secrecy analysis
process W.r.t. ¢, is very complicated and there is no accurate
analytical solution of ¢;. Thus, we resort to one-dimensional
unconstrained optimization algorithm including simulated
annealing algorithm, genetic algorithm, and particle swarm
optimization, to obtain the optimal power allocation ratio
denoted by ¢, ¢. Accordingly, the optimal power allocation
of ¢ can be expressed by

¢, = min(@p,0, 1 — ¢c) N (Gp,min, 1. 7)

According to (16) and (17), it can be found that the optimal
power allocation ¢ is a function of ¢, and ¢} is a function
of ¢., hence there is no definitive closed-form solution for the
secrecy optimization problem (11). In this paper, we propose
an iterative optimization algorithm to iteratively optimize
these two power allocation parameters. The specific process
of solving the secrecy optimization problem (11) can be
summarized in Algorithm 1.

IV. SINGLE-SERVICE SECURE TRANSMISSION STRATEGY
In this scheme, the edge controller adopts AN-aided beam-
forming strategy to enhance secrecy performance of the sens-
ing device Bob, thus ¢, = 0. The transmitted signal at the
edge controller is designed in the form of

P
X =/ OpPWpxp + N 1Wna, (18)

where the AN signal is subject to n, ~ CN (0, Iy_1) and the

weighted matrix W € CV*¥ =D ig an orthonormal basis for

null (hy) to avoid affecting Bob’s received signal quality.
Lemma 2: If C, > R;, the closed-form expression of the

SOP is given by
o Dnés =N
Foo=1=ex ( ’“‘(s) (1 e 1)) ) )
Proof: The proof is similar to the Lemma 1. Here,
we omit the corresponding proof. [ |
Likewise, the objective SOP (19) can get the minimum
value only when R} = Ry,.
Theorem 1: The SOP is a quasi-convex function on ¢y.
Proof: The proof is provided in Appendix B. |
Since the SOP in (19) is a quasi-convex function w.r.t.
¢p, the global optimal solution ¢ that minimizes the SOP
can only be an extreme point or a boundary point of (19).
Equation (36) can be rearranged as

oj + agi + by, + ¢ =0, (20)

R
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Algorithm 1 The Iterative Optimization Algorithm for Solv-
ing Problem (11)

1) Initialize: Given dy, d., A\g, N, P, a, Ry, T, hp, h,, and
§=1075;

2) Calculate: C;'™ = logy(1 + 1), Gpmin = ZR";—*I,
Cmar = logy(1 + Pd= |htlw,|”), and e pn =
dg@2T-1,

Pl w,|*’

1:if Ry, = CJ' or ¢pmin = 1, the edge controller
closes the confidential communication and only pro-
vides public service for Charlie.

2: elseif C"™ < T or ¢ min > 1, non-confidential
service rate cannot be met and the edge controller
adopts the P2 scheme.

3: else the edge controller proceeds with the following

steps:
3) Set: ¢y, € (d)b,mim 11,
a) n=1;

b) calculate ¢ (Eq. (16));
c) utilizing ¢, calculate ¢;; (Eq. (17));
d) calculate P,(n) in the n-th iteration (Eq. (13));
e) n=n+1,¢p = ¢}
f) repeatstepsb)toe) until |Py,(n+1)—Pyo(n)] < 5;
4) Verify: If Ry, > Cp(¢y) or logy(1 + ooy, ¢F)) <
Tor ¢; +¢F ¢ [0, 1], the edge controller adopts the

P2 scheme.
where
1) 1)
a = — ins
(N _ 1)0[ b, min
= _a I—Z—Rth +N—-1 ¢h,min_ +(N —l)a ¢b,mm,
(22)
1+ 2 b7 23)
c= e .
(N _ 1)0[ b,min

The extreme point of (19) is the unique root of the cubic
equation (20), which is calculated as [38]

a
l9=3/)(1+xz+€/xl—xz—§, (24)

where = (é—£)3 2 and —a_¢_ 27
X1 = 3 9 +X2’an X2 = 6 3 54 °

Next, we analyze when the optimal value of ¢, takes the
boundary point 1 or the extreme point #. From (19), we can
conclude that minimizing SOP is equivalent to minimizing
the following function

Q _ P “ 1 Pnéb N 25
w=(5) (raars)

The first derivative of Q2(¢p) is expressed as (26), as shown at
the bottom of the next page. It is clear that the sign of &'(¢p)
depends on the sign of p(¢p) = ¢2 + aqbg + by + c.
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The second derivative of p(¢p) is given by

” _ . 2 —
P (pp) =2 (3¢b + @b, min ((N e 1)) . @27

Through the analysis of the previous system, we know that
0" (¢p) > 0 due to ¢pp > Pp min and —1 < ﬁ —1<0.
Thus, we can conclude that p(¢p) > 0 is a convex function
w.rt. ¢ € (Pbmin, 11. At the two boundary points of the
variable interval, the function values of p(¢;) are p(¢p, min) =

2¢Z,min 2 2 9
_a(l—Z—Rth) < Oand P(l) = (1 —¢b,min) - m(bb,min’

1
m < @Pp.min < 1,
we infer that Q'(¢5) < 0 in this case. As such, ¢ = 1
is the global optimal power allocation, which achieves the
minimum SOP. The edge controller utilizes all the power to
send secret information-bearing signal. If p(1) > 0,1i.e.,0 <

1 . .
in < ————, we obtain that Q first decreases
¢h,mm =1t 0%(1_2_1%) (¢b)

and then increases w.r.t. ¢p. In this case, the extreme point ¢
is the global optimal power allocation parameter. In summary,
the optimal power allocation ration of ¢y, is given by

respectively. If p(1) < 0, i.e.,

L —=—— < $pmin < |
1+, — (1-27Rm)
o
¢y = 1 (28)
ﬁs 0< ¢b,min <

2 -R
T+~ (1 —27Rm)

V. NUMERICAL SIMULATIONS

In this section, we present several representative numerical
results to evaluate the effectiveness of the proposed dynamic
security mechanism. Moreover, to verify the effectiveness
of the proposed adaptive security scheme, the solution that
is obtained by the secrecy transmission strategy P2 is also
provided for performance comparison. Note that one time
random channel realization cannot reflect the effectiveness
of the security scheme. In this section, the results are derived
by averaging over 100 simulation trails and the related results
reflect the overall security performance. The simulation set-
tings are as follows unless otherwise specified: d, = 1 m,
d-=2moa = 2, Ag = 2 nodes/m2, N = 10, Ry, =
2 bps/Hz, and T = 1.2 bps/Hz.

Fig. 4 investigates the effect of the transmit power P. It is
observed that the security performance of the proposed adap-
tive security scheme coincides well with that of the secure
scheme P2 which only focuses on secure transmission. The
optimal power allocation of Bob and the SOP first increase
and then decrease with transmit power P. When the trans-
mit power is less than —2.3 dB, the edge controller gradu-
ally increases the power allocation ratio of the secret signal

1 T 0.5
—+—Adaptive Scheme | —+—Adaptive Scheme
08 +Schgme P2 04 T —*—Sch epml; P2

¢ 06 £ 03]
b ¢ I
0.4 cozp
02 \\_ 0.1 1)

N i

: 0
0-5 0 5 10 15 20 25 30 S5 0 5 10 15 20 25 30
Transmit Power, P (dB) Transmit Power, P (dB)
(a) (b)

1 235
=
—+ Adaptive Scheme s 3 —+—Adaptive Sch
0.8 \ +Schgme P2 5 2.5 +Sc|:lcpmly‘i’2c eme M
< 0.6 \ 3 fﬁ**
5 21sp i
0.4 & 7*7,,7,,¢<‘i,,,
» 1 i i T ;
b4 #
0.2 \ 205 T
0 : 20

S5 0 5 10 15 20 25 30 S5 0 5 10 15 20 25 30
Transmit Power, P (dB) Transmit Power, P (dB)

(c) (@)

FIGURE 4. System performance and optimal power allocation versus the
transmit power P.

to resist eavesdropping attack. Meanwhile, at low transmit
power (i.e., P <= —1.2 dB), it is very likely that nei-
ther secure transmission nor non-confidential transmission
meets the system requirements. That is, both multi-service
secure transmission scheme P1 and single-service secure
transmission scheme P2 are not established. Thus, the edge
controller occasionally uses all the power only to transmit
non-confidential broadcast service content, which is in line
with the third strategy in the adaptive secure transmission
mechanism as shown in Fig. 3. Moreover, when P < 12 dB,
the system cannot fulfill the non-confidential service rate
requirement. Thus, for enhancing security, the edge controller
adopts secure scheme P2 to transmit only confidential signal
and artificial noise. Under high power (e.g. 12 dB < P),
compared with the single-service transmission scheme P2,
the proposed adaptive scheme will provide service for
Charlie without secrecy outage, which significantly boosts
the energy efficiency and saves energy consumption of the
system.

Fig. 5 shows how the optimal system performance is influ-
enced by the number of edge controller’s antennas. It can
be shown that the optimal power allocation of Bob and the
SOP are both monotonically decreasing with the number of
transmit antennas N, which reveals that using more antennas
at the edge controller is beneficial for suppressing the array
gains at the illegal terminal sides. In other words, more trans-
mit antennas will provide greater array gain to resist passive
eavesdropping attack. The service rate of Charlie increases
with the number of transmit antennas. Obviously, the advan-
tages of spatial freedom brought by the large antenna array
can be used to resist eavesdropping attacks as well as can
provide multi-service advantages.

Qpp)=

(1 = 27Rm)Q(¢p) (¢} + ad? + by + ¢)

VOLUME 9, 2021

B3P — Bo.min) (B.min+ (B — Bpmin)( = 27Fm) o)

(26)
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FIGURE 5. System performance and optimal power allocation versus the
transmit antenna N, with P = 10 dB.
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FIGURE 6. System performance and optimal power allocation versus
Bob’s distance dj,.

Fig. 6 depicts the numerical results on Bob’s distance
dp. We find that as the path distance of the main channel
increases, the non-confidential signal power allocation ratio
and data traffic gradually decrease to zero. As expected,
the SOP increases with dj, and the edge controller needs to
increase power investment in confidential service to com-
pensate for security losses caused by large-scale path. How-
ever, extremely poor main channel quality is not sufficient to
ensure secure communication. Therefore, when the distance
dp reaches 5.5 m, security outage definitely occurs.

Fig. 7 describes the impact of the secrecy rate thresh-
old R, on power allocation and service rate. It is observed
that with the increase of the security rate threshold Ry,
the edge controller’s power allocation to the confidential
service subscriber Bob gradually increases, while the service
subscriber Charlie needs to sacrifice his own data transmis-
sion, which reveals the inherent unsecure rate and secure
trade-off between Bob and Charlie. The SOP decreases with
the increase of security rate threshold, which also verifies
the correctness of the previous security analysis process.
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FIGURE 7. System performance and optimal power allocation versus
security threshold Ry, with = = 0.5 bps/Hz, N = 12, and P = 10 dB.

Secrecy rate and secrecy outage probability need to be prop-
erly weighed in this case.

VI. CONCLUSION

In this paper, we investigated an adaptive physical layer
security protection mechanism for industrial wireless edge-
enabled CPS to fight against randomly distributed malicious
sensing devices under the large scale path loss. Introducing
AN, we presented that the optimal power allocation and
wiretap code rates adaptively adjust to meet various security
and data service requirements as well as provided the explicit
transmit design for SOP minimization under different cases.
The simulation results verified that the proposed adaptive
secrecy scheme provides data service for Charlie without
increasing secrecy outage and greatly boosts the energy effi-
ciency at high power transmission range, which caters to the
concept of green and secure communication.

APPENDIX A
PROOF OF LEMMA 1
We obtain that w;, and w,. are mutually independent and

uncorrelated, since the entries of h, and h, are i.i.d. complex
random variables satisfying CN (0, 1). We can conclude that

2 2
X1 = ¢pP |hw,|” ~ E(1), X2 = ¢P [hw|” ~ E(L),
and X3 = 28 |nf'Z)* ~ TV — 2, 23) where 11 = gl
Ay = ,and A3 = N2 2 . We define Y = X; + X3. The

probablllty density functlon (PDF) of the random variable Y
can be derived as

fr
f Fo (6 = ) fs (¥) i

)»2)»13\,7267)‘” y

xN73ef()\3f)»2)xdx

F(NN—ZZ) 0
)»zk —2o—h2y
_12 =2 yN2 =23
= -2
A k 2y PSRy

(29)
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The cumulative distribution function (CDF) of the k-th illegal
terminal is given by

Fp (%)

(a7 )
:Pr < X
dE+ Y

oo px(di+y)
=/0 / o eOfy )i dy

3 L X gox \TN i
_1_( ¢b) <1+¢b<1v—2>) e . GO

where 8 = )Lz)\év_z()@ — A)>Ne *14{X The CDF of Pe 18
given by

Fp,(x)

= Pr{max pp <x
kEE

= Eo, |: IT Pr{px <x}i|

( AE/ (1—Pr{pk<x})>
¢c Pnx N
A 1+ ——
( e m) <+¢b(N—2>)
/oore gz”dr)
0 2
—expl —pgi 2142 _Px )
_exp< ol (” ¢b> <I+¢b<zv—2>> N)

3D

where (a) holds for the probability generating functional
lemma (PGFL) over PPP [39]. Through the above analysis,
SOP is deduced as

Psp = Pr{C, > Cp — R;} = Pr{p, > &5}. (32)

Substituting (31) into (32), it is obtained that Lemma 1 is
established.

APPENDIX B
PROOF OF THEOREM 1
Lemma 3 [40]: The quadratic differentiable function f(x) is

a quasi-convex function on R if and only if
ffx)=0=f"(x) > 0. (33)
According to (19), we have

2 1-N
P§o<¢h)=exp<—u(§:) (1 + %) )T(¢b>,

(34
where

T(¢p)

2_ _
_ 2_#(@)0( 1 2—Rth_1 <1+ ¢n8b )l N
a \ & 813 op(N — 1)

O\, duen \ N2 Rurgl—2Rit
—u| — 1 .
“(eb>< +¢b<1v—1)) e

(35)
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When P, (¢p) = 0, we have T(¢p) = 0. After some

SO
. , .
mathematical operations, P;,(¢») = 0 can be rewritten as

2—thr¢l%— 2 Ry 1 . 22 R _ 1/1+ Dnép )
o _a Ep \ dp(N — 1) .

(36)
The second derivative of the SOP is given by

1-N
P}, () = —exp( <¢b> (H%) )T(¢b)2
¢b @ ¢n8b =N /
+exp <—M<g) (1+qm> > T (é),

(37

where

T'(¢p)

:%(z_l)(@)i‘z<2"*”l—1>2(1+ b )
o\« &b &} ¢p(N — 1)

4u (qsb) 1R 1<1 L b )‘N
o \&p s}% op(N — 1)
—2 Ropgp2 — 2R 4

o

2
+2M <¢h)a_l 2(1 — 2~ Rmyp—Ruy
a \ €&p 82

¢n£b =N
14 b
x ( e - 1>>

LN <¢_b>5<1+ but )IN
N -1 (N — 1)

L2 Riny g2 — 2=Rin 4 1)?
e

o duep \ " 2¢p(1 — 27Rm)
1 . (38
+”< b) ( +¢>b<N—1)> P

It is easily verified that the first two terms on the right-hand
side of (38) are negative and the remaining three terms are
positive. Recalling (36), the first two terms on the right-hand
side of the (38) can be organized into the following form:

2 2R 2 N
2p (2 P\ R =17 Dnéb )
“ZE4) 2 1 .
<Ol+ 817) ey \+¢b(N—1)

X

(39)

According to (36), the fourth term on the right-hand side of
(38) can be rewritten as

_ 4MN (@)éz (27Rth — 1)2/1 N ¢n8b )1 —-N
T a2(N=1\gp et U a1 '

(40)

Through the above analysis, we can conclude that P, (¢5) >
0 if P, (¢p) = 0. Thus, the SOP in (19) is a quasi-convex
function on ¢y,
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