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ABSTRACT In this paper, the secrecy performance in internet of things (IoTs) networks with cooperative
eavesdroppers has been investigated, where simultaneous wireless information and power transfer (SWIPT)
nodes perform as relay nodes. The secrecy energy efficiency (SEE) maximization problem for single relay
node has been introduced to extend the life-time for IoT nodes without power supply. The optimization
problem is firstly transformed into two sub-problems, and then each sub-problem is solved by bisection
method. Furthermore, the model has been extended into multiple relay nodes and a novel relay selection
algorithm for SEE maximization has been proposed. Finally, the advantage of the proposed algorithm has

been verified from simulations.

INDEX TERMS IoT, multiple eavesdroppers, secrecy energy efficiency, SWIPT, relay.

I. INTRODUCTION

With the rapid development of sensor, communication
and network technologies, the number of IoT nodes
increases exponentially. Especially, more and more wearable,
implantable and intracorporal IoT nodes has been widely
deployed to collect physiological and psychological data
for health care and monitoring. In order to achieve these
goals, these specific IoT nodes are usually very small and
battery powered, which brings great challenges to the energy
efficiency (EE) [1]-[3]. Therefore, it has been attracting the
attention of many researchers in recent years. And many
studies have been dedicated to EE optimization problem
in IoT networks [4]-[6]. In [4], a novel power allocation
algorithm aiming at maximizing EE with low-complexity
was proposed. A power allocation method for a distributed
antenna system (DAS) to maximize EE was studied in
[5]. The energy efficiency and the spectral efficiency for
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orthogonal frequency division multiplexing (OFDM)-based
visible light communication schemes were investigated in [6].

Moreover, for some kinds of IoT nodes, e.g. implantable
nodes, it is impractical to powered by battery or even impos-
sible to change its battery components [7]. Nevertheless,
the battery life is far from meeting people’s needs. Conse-
quently, chargeable nodes with wireless energy harvesting
has been considered as the potential candidate for IoT nodes
in smart health and emotion care networks [8]. In [9], data
transmission in a DF energy harvesting (EH) relay-assisted
network was considered, where BS’s energy efficiency maxi-
mization problem has been investigated. The resource allo-
cation for energy harvesting-based direct communication
system has been studied in [10], where the weighted energy
efficiency maximization problem has been solved by lever-
aging a game-theoretic learning approach.

Cooperative communication has been proven to be an effi-
cient method to enhance the performance of the communi-
cation system [11]-[14], which could also be employed to
improve the energy efficiency of IoT networks. However,
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in the view of the broadcast characteristics of wireless signals,
there are also great security problems in IoT networks, espe-
cially in cooperative IoT networks [15]-[18]. Many people
have studied the security rate problem based on eavesdrop-
ping channel, especially in physical layer [19], [20]. The
security rate formula was first introduced in [21]. In [22],
secrecy capacity for amplify-and-forward relay networks
with EH-based relay has been analyzed, where legitimate des-
tination works as artificial noise source. In [23], the authors
investigated the antenna selection problem without the chan-
nel state information (CSI) of eavesdropping channel. The
secrecy outage probability for cooperative eavesdroppers for
DF relay networks is analyzed in [24]. With the development
of the green communication, some researchers combined
energy efficiency and secrecy capacity, which is much more
practical. In [25], a beamforming design algorithm to achieve
energy efficiency optimization in MIMO multi-user systems
has been proposed, where secrecy capacity constraints has
been considered. In [26], distributed beamforming scheme
for both transmission nodes and artificial noise generator
has been proposed for heterogeneous networks with SWIPT.
A power splitting (PS) relaying strategy with distributed
beamforming has been investigated for multiple relay net-
works in [27]. In [28] and [29], the secrecy energy efficiency
(SEE) for save-then-transmit energy harvesting system with
single eavesdropper has been studied, where optimal energy
absorption rate for the system has been obtained.

As far as we know, there is few literature on the secrecy
energy efficiency for relay-aided SWIPT IoT system with
cooperative eavesdroppers. In this paper, firstly, we study the
secrecy energy efficiency in SWIPT IoT-based networks with
multiple eavesdroppers where those eavesdroppers cooperate
to eavesdrop the signal from the source, which is much
more general than single eavesdropper scenario. And the
optimal transmit power Pg and power splitting coefficient
p are derived to maximize the instantaneous secrecy energy
efficiency. Then we further proposed the optimal relay selec-
tion scheme through joint optimization. Finally, the numer-
ical simulation is performed, and our derivations have been
verified by simulation.

The rest of this paper is organized as follows: Section 2
provides an overview of the system model and introduces
relevant variables. The secrecy energy efficiency maximiza-
tion problem is presented in Section 3. And in Section 4,
we transform the original problem into two sub-problems,
and introduce the concrete steps of solving the optimization
problem. Furthermore, we extend the model into multiple
relays and investigate the relay selection scheme in Section 5.
In Section 6, numerical results are presented to demonstrate
the effectiveness of the proposed algorithm.

Il. SYSTEM MODEL

In this paper, we consider a relay-assisted IoT system includ-
ing a source §, a battery-enabled relay R, a destination D and
n eavesdroppers {E1, E1, ..., E,}, as depicted in Fig. 1. Each
device within the network is equipped with single antenna.
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FIGURE 1. System model for single relay.
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FIGURE 2. PS protocol model.

And the system based on PS protocol of SWIPT. Consider-
ing the actual communication environment, there exist direct
links between the source S and eavesdroppers while S to the
destination without direct links. The relay contains an energy
harvester, an information decoder and operates in a DF mode,
where the total receive power of relay node is divided into
two different parts, as depicted in Fig. 2.

We assume that the channel model is Rayleigh fading
channel, in which the channel coefficients have independent
and same distribution, and remain unchanged in a transmis-
sion process. It is assumed that there is a perfect CSI for
all transmissions known at the destination node. The whole
system works as follows: in the first phase, S transmits energy
which is used for energy harvesting and signal transmission
to R. In the second phase, R uses the harvested energy to
retransmit the received signal to D. In addition, we consider
the energy collection and decoding time of the relay to be
negligible.

We define the normalized information signal transmitted
by the source and relay as s and x which satisfy E {|s|2} =1
and E {|x|*} = 1. What's more, Ps and Pg denote the
transmit power at the source and relay respectively. Due
to the power limitation, the transmit power at the source is
limited, and the maximum of Pg is denoted as Py .

The energy is transmitted from S to R and then the received
power at R is divided into two parts which is used for the
energy absorption and signal transmission respectively. The
received signal at the relay node and i-th eavesdropper can be
given by

YR = v/ Pshs + ngg (n
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ysei = v/ Pshgis + nsg; ()

where h and hg; denote the channel coefficients in the S-relay
link and S-eavesdropper link, respectively. nsg and ngg; are
the additive white Gaussian noise (AWGN) at the relaying
and eavesdropping end respectively, which is an independent
and identically distributed (i.i.d.) complex Gaussian random
variable with zero mean and variance O‘I%, a‘% respectively.
When the desired signal is received from the source, the relay
decodes it to obtain an estimate of the original signal. The
signal received at the legitimate destination and the eaves-

dropping end can be expressed as

Yo = v/ PrgpX + ngp 3)
YREi = / PREEix + nRE; “4)

where gp and gg; denote the channel coefficients in the
relay-destination link and relay-eavesdropper link, respec-
tively. ngp and ngg; are the AWGN at the destination and
eavesdropping end respectively.

According to the PS protocol, in this model, part of the total
energy is treated as harvested energy, and the rest is used for
data transmission. The energy absorbed by the relay can be
gained by

Q = Psplh°’T )

The average power of the relay during the data transmission
satisfies

_ 01 _
i

The total power consumption for the system can be given
by

Pr Psplh|*T (©6)

Piotal = Pc + Ps @)

where Pc is the total circuits consumptions. From equa-
tion (1) and (2), we can derive the SNR at the relay node and
eavesdropper in the direct link for the transmission as

Ps(1 — p)|h)?
YsR = ———5—— 8)
oR
P |hg;|?
VSE = ——5— ©)
OgE;

The effective SNR of the relay-destination and relay-
eavesdropper links are given as

Prlgpl*p
YRD = ——o—— (10)

p

PrIgei*p
VREI = ——5— (11)
OFi

from equations (8), (9), (10) and (11) and by using (6),
we have
_ Ps(L—p)lhl?

12
p (12)

VSR
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Ps|hgi|?
VSE = ——5— (13)
OSE;
Ps|gp|*|n|?
VRD = ———— (14)
op
Psplgeil®|hl?
YREI = ————5—— (15)
O

The maximal ratio combiner (MRC) has been considered
to estimate the worst case of the information leakage. The
total received SNR for all eavesdroppers after combining the
received signals by the usage of the MRC can be given by

n n 21712 2
Psplgeil"|hl”  Ps|hkil
YE= E (vrEi + VsE) = E ( . + ==
Oki OSE;

i=1 i=1

(16)

Therefore, the capacity between different links can be
expressed as

Ps(1 — p)|h|?
Rsg = log, (1 + ysg) = log, (1 + ST (17)
R

for S-R and

Pslgp|*|hI*p
Rrp = log, (1 + yrp) = log, (1 + Sg’;—z (18)
D

for R — D and

Rg = log, (1 + yE)

n 21112 2
P i|“1h Pg|hg;
_ log, <1+Z< selgalh? | Polhsi )) (19)

i—1 OFi O3E;

for the link including E.
let y = min{ysr, Yrp}, R = min{Rgsg, Rrp} then secrecy
capacity of the system is

1+vy
Rs =R—Rgp=1lo 20
s E 2 (1 = VE) (20)
The secrecy energy efficiency of the model is defined as
R
U=_—>3__ 1)
Ps + Pc

which is a function of Ps and p. Therefore, The SEE could
also be written as U(Pg, p).

Ill. MAXIMIZATION OF THE SECURE ENERGY EFFICIENCY
In this section, we investigate the maximization of the secrecy
energy efficiency related to the source’s power Pg and
power splitting coefficient p. In general, the resource allo-
cation under secrecy energy efficiency optimization could be
expressed as

max U (Ps, p)
st.0<p<1
0 < Ps < Pmax (22)
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where P 1S the base station’s power limitation. Obviously,
it’s a piecewise functlon we can get the expression for seg-

ment point p* =

‘ NE from ysg = ygrp. It’s impossible
RIS

for the power splitting coefficient p to get the value of 0
or 1, which means that there is no energy absorption before
transmission or no signal transfer in the system, respectively.

We optimize Ps and p successively in each segment.

IV. MODEL SOLUTION
The maximization of SEE should be discussed in two seg-
ments by comparing sizes VSR and ygp. We could get that

segment point p* = <|r 7 Consequently, the objective

function (22) can be rewrlte as follows.
(1). When p € (0, p*), ysg > YrD»> SO ¥ = Vvrp- Eq. (22)

could be rewritten as
14y,
log, (—l - )fbf’)

Pg + Pc

max

st.0<p < p*
0 < Ps < Pmax (23)
(ii). When p € (p*, 1), ¥sr < YrD, S0 ¥ = Vsr. Eq. (22)
could be rewritten as
log, (ﬁ’;ﬁ)

Ps + Pc

max

st.pf<p<1

0 < Ps < Pmax (24)

Problem (22) has the following lemmas based on iteration
algorithm in each case. We could receive that there exists the
optimal values as for two variables p and Pg through lemmas.

A. CASE 1 p € (0, p*)

Lemma 1: When p € (0, p*), there exists P§ €
(0, Psmax)» o] € (0, p*) make U reach the maximum, espe-
cially pj = p*.

Proof: 1In this segment, the solution process is as fol-
lows.

With the fixed Ps, we analyzed the first partial derivative
of p as Eq. (25) on the bottom of the next page. From (25),
we could find %—g > 0 which means that U monotonously
increases for p, so pf = p* is the optimal value. Then with
the fixed p, we analyzed U first partial derivative to Pg as
Eq. (26) on the bottom of the next page.

It’s obviously that (Ps + Pc)? > 0, so we can tell what
is the sign of the fraction just by the sign of the numerator
Y, let the derivation of Y relative to PS is as Eq. (28) on the

bottom of the next page. Due to the fact that }}im Y > 0and
5—0
th Y < 0, U is monotonously decreasing.
S—o00
We could draw a conclusion that there is a unique P,

which satisfies U is monotonously increases when Ps < P*

VOLUME 9, 2021

Algorithm 1 Transmit power optimization algorithm for SEE
maximization

Initialize Pyp = 0, P; =

1: Pg max; S =0,f = TU
2: while f(P%) is larger than the threshold do

3- P; — P0+P1

4: 1ff(P0)f(PS) > 0 then
5 Py = Pg

6 else

7 Py =Pg

8: endif

9: end while

10: return Pg

and U is monotonously decreases when Pg > P*, we could
get P* via making Y = 0. ]

B. CASE2 p € (p*,1)

Lemma 2: When p* € (p* 1), there exists P €
(0, Ps max)» p; € (p*, 1) to make the U reach the maximum,
especially p; = p*.

Proof: When (p*, 1), the objective function is described
as (24).

Similar to case 1, with the fixed Pg and p, We analyze the
partial derivatives of U with respect to p and Ps as Eq. (29)
and Eq. (30) on the bottom of the next page, respectively. It
could be obtain that U monotonously decreases for p, so p*
is the only optimal value, which is correspondent to segment
1. Secondly, let we could find % as Eq. (32) on the bottom
of the next page and

limY >0

F-o (33)

lim ¥ <0

S—o0
Consequently, in function U (Pgs, p), U increases monoton-
ically with the growth of Pg at first, and then decreases
monotonically with the growth of Pg, there exists only one
value of Pg (i.e. P§) to maximize the value of U. |

By synthesizing the above two cases, regardless of the
value range of subsection point p*, SEE can always reach a
maximum value. Hence, we can derive the following theorem.

Theorem 1: There exists p € (0, 1) and Ps € (0, Psmax)
to get the optimal SEE.

Based on theorem above, The extreme value of p is
independent of Pg. For SEE, there is an unique point
P§ between 0 and Pgmax to achieve the maximum. And
the optimal secrecy energy efficiency could be derived
by Algorithm 1.

V. RELAY SELECTION

In this section, the source communicates with the destination
and with the assistance of relays {Rj, Ry ... Ry} as shown
in Fig. 3. All nodes of the relays equip with the single antenna.
Using DF relaying protocol, k relay nodes are introduced for
assisting the transmission from S to D. Meanwhile, several
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eavesdroppers attempt to intercept legitimate transmission
from both the S and R. Accordingly, the selection problem
can be formulated as

max Uy (ok, Psi)

st.0<pp <1

0 < Py < Pmax (34)

Note that Uy, Py and pg are the SEE of the system, the trans-
mit power and power splitting factor of kth relay when kth
relay has been selection.

To find the solution in the relay selection, we first calculate
the secrecy energy efficiency for each relay. Then the relay
with the highest SEE is selected as the optimal relay. The
specific summary of the relay selection algorithm is shown in

P}|hgil* gl |hI?

T

) |:PS|8D|2|h|2 n
op
D i=1

oUu

2 - 2

n Ps|ggil*|h|?
i=1 OLi

Psplgeil*|hl*  Pglhgl|
In2 (Ps + Pc) (0'5 + PS:O|gD|2|h|2) (1 + Z ( S é;Ez i SJZE,
Ei SEi

hgi?
| E| )} (Ps+Pc)

e

) Pgm%mzp
o/ ——

op i

217,12
i|“1h
<10|gEl|2| |

1 OF; GSEI

>0 25)

1

o +Psplgpl?|hl?

—log,
P h*  Ps|hgl? P h*  Ps|hgl?
In2 (034 Psplen ) <1+Z( selgeP Vi | Pyl )) (HZ( splgeP V| Pyl
U O OSEi o OSEi
dPs (Ps+Pc)?
(26)
lgpl?1h?0 & [ plgeil*h* | |heil?
% [—2 X\ =+ ) |Ps+Po)
v — ) i=1 OF; GSE:
P h?  Pg|hgl2
ln2(65+Psp|gD|2|h|2) <1+Z< S10|gEz| g + S|2Ez| ))
UEi OSE;
2 2 2
+P h
_log, % SP|8D|2| | . 27
P h Ps |h;
(HZ( splerl* I s|2E,| ))
OF; OSEi
lgpl?1h?0 & [ plgeil*1h?  |hgil? n ( plgeil*|h1*  hel?
—o} [—2—2 ——+—— | | s+ Pc) | plepPlh* + 05 Y —
K %p i=1 O USEI i=1 Ofi OSEi
dPs 2 2\\ 2
Psplgeil*|h| Ps|hg;]
In2(o} + Psplgnl?Ihl?) (1 + Z( AR
OF; OSEi
P h* P IR
+ZZ( sp |gD|2|gE,| it sp|gD|2| 12| hgi| )
1 o O&n.
: Ei S? 5 <0 (28)
Psplgeil*|hl Ps|hg]|
mﬂ%+&m@mm)0+2< . + =
Of; OSEi
5 Ps|h|2 n Psp|gEl| 2|n)® Pslhgl? n Psplgeil*h?\ Pslhl*(1 — p)
of 1+ + 3 - = 2 2
U UR i=1 Ez OSEi i=1 O OR
= 5 . <0 (29)
o n (P h?  Pglh
In2 (Ps + Pc) (0’1%+P5h2(1 —,0)) < Z ( S:O|gEz| |h i S|2Ez| ))
i=1 UE; OSE;
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Algorithm 2 Relay Selection Algorithm
1: Initialize k, Uy = 0, j
2: fori=1:kdo
3:  solve the problem(34) in piecewise function

4 obtain the SEE as U;
5 if U; > Uy then

6: Uy = U;

7: j=i

8: end if

9: end for

10: return SEE = Uy and j

Algorithm 2, where k of the algorithm stands for the number
of relays, and j — th relay is the optimal one.

VI. SIMULATION

In this section, numerical results are provided to evaluate
performance of the proposed SEE optimization model in
multiple eavesdroppers with SWIPT. Unless otherwise stated

TABLE 1. Table of simulation parameters.

[P lgE] R 0SE
E1 0.2 0.2 0.2 0.3
E> 0.3 0.3 0.2 0.4
E3 0.3 0.3 0.3 0.5

we set system parameter as follows the circuit power con-

sumption Pc = 1.2. we assume the channel coefficients
of |h| = 0.8, and the noise of destination and relay is
op = 0.2, op = 0.2 respectively. Owing to multiple

eavesdroppers, there exists multiple values in each parameter
and they are depicted as table 1. As for part of relay selection,
we take a random number for gg. In the first segment we
take gp for gp > gg, for the other segment, we assign
h while h > gg.

In Fig. 4 and Fig. 5, we discussed the relationship between
the average SEE and power splitting coefficient when the
source’s power is changing. Obviously, the function is
increasing monotonically when 0 < p < p* while it is

[| h|2
o 2(1
R

OFi g SEi

n 2 2
Z <p|gE,| Ih| +|hE,| )}(P o)

op+Psh*(1 — p)

P 2112

Ps|hg|? Tloe2 Psplgeil? 1> Pslhgil?
+ SINE; 1+Z Sngl + SIIE;
2 2
OsE;i GEz OSEi

U _ UE,’
s (PS+Pc)2
(30)
h2 n .2h2 h 2
o [|_|(]_ )_Z<P|gal2| = El| (Ps + Pc)
Y = % = 9L TS
h?  Polhm|2
In2 (o7 + Ps|aP(1 = p)) <1+z( Pspsplht® | Pslh
El OsEi
2 4 polh|*( —
_10g2 UR+ S| | ( . ,0) . (31)
P h Pelhp:
<1+Z( solsel’ b | Pslbei ))
OSEi
|h|2 ,0|gE‘|2|h|2 |hE‘|2 n PS,0|gE |2/’l2 PSi’l|hE'|2
[ — {0 —=p )—Z —+ — (Ps + Pc) [ 1112(1 = p) + o Z i | Psnlhe
3% B = i %St =1 o OSEi
0Py

Psplgeil®|h|?

2\\?
1n2(o,%+Ps|h|2<1—p>)2<1+2( sl 1A | Pslhe ))

Ofi OSEi

2 2

) Z (Psp|gE,| (1 — p)lhl*

O OSEi

P5|h|2(1 - p>|hEi|2)

+

Psnplgeil|h)?

<0 (32)

In2(0? + Pslh|2(1 — ,0))2<1 + Z ( :

OFi
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As shown in Fig. 8 and Fig. 9, under the above optimal
parameter values, we compare the performance of SEE and
SE algorithm with the change of channel parameters. Obvi-
ously, SEE is more efficient.

Fig. 10 and Fig. 11 show the impact of the number of
relays on SEE of the optimal relaying selection schemes.
It can be seen that the average SEE efficiency is improved
significantly when the number of relays are increasing, which
confirms the fact that the potential relay nodes could provide

decreasing monotonically, so we can get the maximum value
when p = 0.69, which is the optimal point of the function.

Fig. 6 and Fig. 7 show the relationship between the average
SEE and source’s power when we give different power
splitting coefficients. The SEE function is convex within
the scope of the definition domain. We can obtain the opti-
mal Ps = 0.5435 when U is the optimal by comparing
two cases.
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diversity SEE gains. The diversity gains increases as the
number of relays grows.

VII. CONCLUSION

In this paper, we have investigated the SEE of a DF relay-
ing system with SWIPT, where multiple eavesdroppers have
been considered. We analyze the optimal transmit power and
power splitting coefficient of the system. Since the maxi-
mum energy efficiency problem is a non-linear function with
respect to each variable when one of which is considered as
a constant, we solve it by taking the alternative optimiza-

VOLUME 9, 2021

tion. To further improve the SEE performance, we introduce
multiple relays proposed relay selection scheme for SEE
maximization. The simulation results show that our model
and solving process are effective and verify the secrecy
performance superiority of the proposed scheme over the
equal power allocation scheme and secrecy rate maximization
method.
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