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ABSTRACT Location-based services make life easier, but they also involve privacy leakage issues. Many
location privacy protection algorithms have been proposed to protect the privacy of users. However, these
algorithms are usually based on theoretical data, and there are no actual user data to support studies of location
privacy protection. To address this problem, we introduce a credit value, convert credit data from users into
credit values using the multiple-attribute decision making (MADM) algorithm, store the credit values and
transaction information from the anonymous zone construction process in conjunction with a blockchain,
and propose a credit value reward and punishment mechanism that treats anonymous zone construction as a
two-party game between the requestor and participant. In this game, a credit value reward and punishment
mechanism is used to constrain undesirable behaviors. Through simulation experiments, it is verified that
the method can be applied in practical scenarios, effectively constrain undesirable user behaviors, quickly
construct anonymous zones, and reduce the probability of user location leakage issues.

INDEX TERMS Location-based services, blockchain, anonymous zone, MADM algorithm, credit value

reward and punishment mechanism.

I. INTRODUCTION
With the rapid development of the mobile Internet and
information technology, location-based services (LBSs) are
widely used and have become an indispensable part of peo-
ple’s lives. Human life is closely integrated with smart mobile
applications, and the development of location sensing tech-
nology such as data communication and sensor equipment
in mobile intelligent terminals will enable the digitization
of the geographical locations of people and objects [1].
A location-based service [2]-[3] is a value-added service that
combines mobile communication technology and positioning
technology to provide location-related services; based on the
user’s location and query content, it provides the user with
various location-related services, such as point-of-interest
retrieval, preference ranking, and life services (such as navi-
gation and shopping).

While people enjoy the convenience of LBSs, their location
privacy is at risk. Users submit their personal information to
the location service provider (LSP) when they use an LBS
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to request information, and the LSP may illegally obtain
personal information for the user, such as their home address,
living habits, health information, and work information.

To solve the problem of location privacy protection in
LBSs, Gruteser and Grunwald [4] proposed a spatiotemporal
anonymity method and applied the k-anonymity model for
location privacy protection. The basic idea of this method is
that when users send a query request, they obtain the real
positions of no fewer than k-1 participants to form an anony-
mous area and then submit the location of the anonymous area
to the LSP to protect their real location [5]. Reference [6]
proposed an algorithm based on the CliqueCloak method,
which supports users in formulating K-values and preventing
privacy leaks by studying edge information. Reference [7]
noted that Bamba B et al. proposed the privacy grid method,
introduced the concept of location diversity, and used a
top-down method to divide a space into a grid to obtain an
anonymous zone. All of the above K-anonymity methods
need a centralized node to act as the central server. As the
third-party server in the process of anonymous zone con-
struction, once the central server is breached, the real loca-
tion information of the users will be easily disclosed. Later,
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Chow et al. [8] proposed the distributed K-anonymity loca-
tion privacy protection method, which uses the real locations
of historical participants to assist the requestor in constructing
an anonymous zone, and the requestor stores the participants’
locations after each anonymous zone construction and then
directly uses the recently stored participants’ locations the
next time it makes a request if the number of participants
does not meet the location privacy protection needs in anony-
mous zone construction. To reduce the storage overhead of
requestors, Ghinita et al. [9] used Hilbert curves to map the
location information of requestors and participants from a
two-dimensional space to a one-dimensional space and to
store the one-dimensional location information of the users
in the data nodes of a B+ tree to form K-anonymity zones
based on the information of the nodes in the tree; however,
when the number of participants is large, the requestors need
to be aware that the root nodes of the B+ tree are retrieved
one by one, thus significantly increasing the computational
cost accrued by the requestor. To solve this problem, refer-
ence [10] noted that Kalnis et al. used a ring structure instead
of the above structure to store the one-dimensional location
information of the user, thereby allowing the requestor to
quickly construct an anonymous zone. Cho et al. [11] sug-
gested that the requestor should take the actual geographic
position into account when posting information and that
inaccurate geographic information may directly reveal the
user’s true information; therefore, they created geography
that was as real as possible to improve the level of pri-
vacy regarding the user’s location. Kim et al. [12] proposed
a grid-based distributed K-anonymity location privacy pro-
tection scheme by using information entropy to measure
the level of location privacy protection for the requesting
user. Che et al. [13] proposed a two-way active distributed
K-anonymity privacy protection scheme in which all users in
the network actively provide their real locations to participate
anonymously. Sun ef al. [14] classified the real locations of
all users in a network and proposed a distributed K-anonymity
privacy protection scheme based on location tags. Hwang and
Huang [15] and Zhang et al. [16] proposed that an anonymous
zone should be constructed by obtaining the participants’ real
locations through social networks. Gupta and Rao [17] pro-
posed a collaborative P2P communication model to establish
trust among peers, effectively protect user location privacy
and provide efficient operations.

Jia et al. [18] proposed a hybrid incentive mechanism that
combines a blockchain and virtual credit, and it is useful
in stimulating users to participate in anonymous cooper-
ation. Yang et al. [19] noted that the original distributed
K-anonymity privacy protection schemes assume that par-
ticipants are honest and reliable. To address this problem,
an auction incentive mechanism is proposed that allows mul-
tiple requesting users to obtain the true locations of the col-
laborating users through an auction, thus incentivizing users
to participate in the construction of an anonymous zone.
Yuan et al. [20] designed a winning bid determination rule
using a greedy algorithm, which solves the problem that
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the above scheme is too sensitive in auctioning the number
of participant locations that satisfy privacy protection needs
in the construction of an anonymous zone considering the
requestor’s real location. Qiu ef al. [21] used a combination
of multiple private blockchains to disperse user transaction
records, thereby providing enhanced location privacy protec-
tion for users. Li et al. [22] noted that both of the above
schemes require the existence of a trusted auctioneer; other-
wise, the location information for the requestor and collabo-
rators is highly likely to be leaked to the LSP; they proposed
a reputation incentive-based privacy protection scheme for
distributed K-anonymity zones.

In summary, the existing K-anonymity location privacy
protection schemes are based on theoretical data, and there
are no actual user data to support the study of malpractice
in location privacy protection, which affects the construction
of the anonymous zone and can result in problems such as
location leakage and location spoofing. Based on these issues,
this paper proposes a blockchain-based MADM approach
for location privacy protection, and the research is primarily
performed in the following areas:

1) We introduce the concept of credit value, propose the
MADM algorithm to convert credit data from users’
lives into credit values, and propose a credit value
reward and punishment mechanism to limit the adverse
behaviors of the requestors and participants.

2) Based on the blockchain and the credit value reward
and punishment mechanism, the transaction bill during
the construction of the anonymous zone is stored in a
public chain, and the credit value will be increased or
decreased according to the different selection strategies
of the requestors and participants and the changes in
the credit values to limit the adverse behavior of the
users and encourage them to actively participate in the
construction of the anonymous zone.

3) Adequate experiments were conducted on the scheme
to verify the practicality of the method. When a
requestor uses the method to construct an anonymous
zone, the requestor and participants are able to limit
their own undesirable behaviors. That is, the partic-
ipants provide real information to participate in the
construction of the anonymous zone; the requestor does
not reveal the real locations of the participants, thus
creating a benign anonymous construction environment
and enabling the efficient construction of the anony-
mous zone while reducing the user location leakage
rate.

Il. PREPARATORY KNOWLEDGE

A. RELEVANT DEFINITIONS

In this paper, the concept of credit value is introduced based
on blockchain technology. A user’s real-life credit (from Ali-
pay, banks, shopping apps, etc.) is converted to credit value
H through multiattribute decision making. The determination
of this value depends on the actual credit situation of the user.
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When assessing anonymity, the converted credit reference
value H is compared with the privacy security measure value §
given by the system in the blockchain to make corresponding
decisions. The relevant definitions are given below.

Definition 1: (The anonymous construction model M4na).
The anonymous construction model is a 5-tuple model
Mana = (U,P,H,T,$), where U = {Uy, U;} is the set of
requestors and participants, Uy represents the requestor, and
U, represents the participant.

P = {Py, P;} is the set of strategies used by both requestors
and participants to construct an anonymous zone. Py =
{p(l), p(z)} is a set of strategies for the requestor: p(l) indicates
that requestor Uy, after receiving the location Loc; of partici-
pant U;, does not disclose it to a third party; p(z) indicates that
requestor Uy leaks information to a third party upon receipt
of the location Loc; of participant U;. P; = {p},p?,p;}
is a set of participant choices: P} indicates that participant
U; provides the true location Loc;e“l to requestor Up; pl.2
indicates that participant U; does not provide this information
to requestor Up; and p? indicates that participant U; provides
false information Loc; honey o requestor Up.

H = {Hy, H;} is the set of credit values for the requestor
and participant. Hy indicates the requestor’s credit value, and
H; indicates the participant’s credit value.

T is the timestamp of the moment when requestor Uy
sends the constructed anonymous zone; requestor Up and
participant U; correspond to a unique credit value H at each
moment 7.

8 is a privacy and security metric, and § can be given
as many different values to determine whether a user can
participate in the construction of the anonymous zone by
comparing these values to the credit value.

Definition 2: (Data reading function f). The reading func-
tion is f (D) = (PLuame, UID, D, T), where PLy4,. denotes
the name of the institution from which the data came.

UID = {NyID, U;ID} is the set of user IDs; UyID is the
requestor’s ID; and U;ID is the participant’s ID.

D = {D,/} is a set of indicator data values for each user
agency, and D;; represents the j-th institutional indicator value
for the i-th user (1 < i < m,1 <j < n); for example, D;;
is the first indicator value for the i-th user, and Dy; is the j-th
indicator for the first user.

T is the timestamp associated with the time when the data
are input into the read function.

Definition 3: (Data indicator values DiZj ). With the read
function, one can obtain sets of data values D = {D;}
for different organizations and different users; assuming that
m users are read and n agency indicator values are used,
the indicator values for each user can form an indicator matrix

(Dij) e’

D Dy
Ds Dy,
(Di/)n1x11 = : Dii : Sy
: ij :
Dml e Dmn
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To compare the data, a multiattribute decision method is
applied to normalize the values and map them to the interval
[0, 1]; then, the normalized indicator matrix is obtained from
Equation (1):

Dé . D’
D
(of) = @
mxn : D :
y
A

We set max (D;) as the maximum value in column i of
the indicator matrix and the minimum value in column j of
the indicator matrix, with a 0-1 standard conversion for the
indicator value. Corresponding conversions are required for
different attribute indicators, as follows:

Efficiency indicator:

Dz — Dj;j — min (D;) 3)
Y™ max (D;) — min (D;)
Cost indicator:
Dz — max (D;) — Dj; @)
Y max (D;) — min (D;)
Fixed indicator, where the fixed value is B:
Df=1- L )

max \D,-j — Bj |

Definition 4: (Indicator weighting factor W). Given that
the data weight coefficients for each of the different agency
indicators are W = (wy, wa, ..., wy,), the relative importance
of indicator i to indicator j is given as rj;, and we assume
that r; is the approximate value of the ratio of the weight
factor w; for indicator i to the weight factor w; for indicator j.
Additionally, r;; &~ w;/wj; this is the first pairwise comparison
of the importance of the indicators. For n indicators, C,% =
%n(n — 1) comparisons need to be made, and the results of
the pairwise comparisons of the n targets yield the matrix R:

ryp ri2... ris
& 14 e r
R = 21 22 23
}’31 r32 P r33
wi/wi wi/wa W1/ Wy
~ | w2/wr wa/w2 w2 /Wy ©6)
Wp /W1 wy/wa Wy /Wy

According to the matrix R, the weight coefficient W for
each indicator is obtained by the Lagrange multiplier method.
Lagrange multiplier (LMM):

I
LAy =F ()4 Y M (x) @)

k=1

where Ay is the Lagrange multiplier, A, and K is a coefficient
that is determined for each constraint.
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FIGURE 2. System structure.

B. SYSTEM STRUCTURE

The system is structured as a peer-to-peer (P2P) network,
as shown in FIGURE 1. The entire process, which requires
no third-party intervention, consists of a requestor, partic-
ipants and an LSP. When the requestor sends a query to
the LSP, it also sends a collaboration request to the sur-
rounding participants to obtain their real locations Locf"’“l,
and after receiving the real locations Locy, Locs, ..., Locy
from participants Uy, Us, ..., U,, an anonymous zone ANA
is constructed via a blockchain. The anonymous zone and
query data are then submitted to the LSP. When the LSP
authenticates the identity of the requestor, the submitted
anonymous zone ANA and query data are retrieved, the query
results are returned to the requestor, the feedback is fil-
tered according to the actual location Loc(’)e“l, and accurate
query results are obtained. This process is illustrated in

FIGURE 2.

lll. BLOCKCHAIN-BASED APPROACH TO MADM
LOCATION PRIVACY PROTECTION

The existing distributed k-anonymity location privacy protec-
tion schemes have the following problems.

(1) Location leaks. After receiving the real location pro-
vided by the participant, a self-interested requester may dis-
close the location information to a third party, or a malicious
user may be disguised as the requester to obtain the partici-
pant’s real location, resulting in the location disclosure of the
participant.

(2) Deception. After receiving the construction request
from the requester, even if the participant is in a special area,
because of self-interest, he or she may still provide a false
location to the requester to improve his or her credit value so
that he or she can successfully construct a greater anonymous
area.
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In this section, we define the anonymous zone construc-
tion model M4n4, introduce the concept of credit value, and
design a reward and punishment mechanism for user infor-
mation leakage due to bad behaviors in the anonymous zone
construction process. In the anonymous zone construction
process, requestors and participants choose different strate-
gies to maximize their own interests, which may result in
revealing private locations and providing false location infor-
mation, resulting in the discovery of requestor information
or the disclosure of participant information. The proposed
MADM algorithm converts credit data from users’ real lives
into credit values as an important constraint for users in
constructing anonymous zones; a reward and punishment
mechanism is used to constrain the bad behaviors of users
in constructing the anonymous zone and to motivate them
to actively participate in the construction of the anonymous
zone to minimize the probability of user location leakage and
protect location privacy.

A. MADM ALGORITHM
In anonymous zone construction, a requestor Uy and partic-
ipant U; establish their behavior selection policies based on
the user’s credit value H. The credit value H is determined by
the actual credit data for the user, which involves a data set,
data preprocessing, and the weights of the data. Therefore,
this method proposes transforming the actual credit data for a
user with the MADM algorithm to calculate the credit value.
Based on Equation (4), after obtaining the data set,
the value of each indicator Df can be obtained after data
normalization. Then, from Equation (5), the n targets can be
compared in pairs to obtain the matrix R. From the matrix R,
we obtain

rij = 1/rji
Tij = Tik * Tkj (Vi,j,k EJ) (8)
ri =1

The relative importance of indicator i to indicator j is found

n
as . rjj:
i=1

M=

Wi

Y ory=EL )

w
i=1 J

n
From Equation (9), we know that when > w; = 1, we have
i=1

1

Wi = n (10)
2. Tij
i=1
According to the least-squares method, we have
n
Z w; = 1
i=1
n n
mln{Zi:1 Zj:1 (rijwj — w7} (11
wi>0=1,2,...,n
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According to Equation (7), we have

n n n
L= (ywj—w)*+200 wi— 1) (12)
i=1 j=1 i=1
n n
Z (bigwr — wiai — Z (bywj —wp) + A1 =0,
i=1 j=1
1=(0,1,2,....n) (13)

n
According to Equations (13) and Y w; = 1, the weight

coefficient W = (Wi, wa, ..., wy) caan)le derived.

Based on the value of each indicator DiZj and the weight
coefficient W, we calculate the user’s credit value H accord-
ing to the weighted arithmetic average operator (WAA):

1
H (Ho, H;) = r—lWAA (D11, D21, Djj ..., D)
1 ¢ P
= ;ZWJ'DU
j=1

The algorithm for calculating the credit reference value is
given below.

(14)

Algorithm 1 MADM algorithm
Input: number of users m, number of institutions n.
Output: user credit data set S, credit value H.
Step 1 for eachiin (1:m):
Step 2 for each j in (1:n): //Initialize m, n
Step 3 function f reads data;
Step4 end;
Step 5 end;
Step 6 output S;
Step 7 use multiple-attribute decision making to calculate
(). 5
Y/ mxn ¥
Step 8 use the least-squares method to obtain the matrix R,
s
and then RLSQLMM W
Step 9 calculate credit value H, (S 5 )

h mxn
Step 10 output H

7=
,SUWAAH

The MADM algorithm uses the reading function and
multi-attribute decision to convert the user’s real life credit
value into a credit reference value, which lays a theoret-
ical foundation for the subsequent construction of users
anonymous. Lines 1-6 of the algorithm represent that the
model reads data through a read function loop to get set S.
Lines 7-10 of the algorithm show that the data is transformed
through multi-attribute decision-making, and the correspond-
ing credit value of the user is calculated.

B. CREDIT VALUE REWARD AND PUNISHMENT
MECHANISM

Definition 5: The credit value reward and punishment mech-
anism G, = (a?, H) is a binary set in which a? = (a8, af)
is the d-th anonymous zone construction process and the
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strategies for requestor Ny and participant N; are ag and al‘-i ,
respectively.

For the definition of H, see Definition 1.

This section introduces the reward and punishment mecha-
nism for the credit value, which constrains the user’s behavior
through changes in the credit value according to different
choices made by the user in the process of constructing
the anonymous zone to protect the user’s location privacy.
Assume that durinf the construction of the d-th anonymous
zone, the choice ao(l) means that requestor Uy does not dis-
close the location Locf.l provided by participant U; to a third
party after receiving it; the choice ag(z) means that requestor
Uy discloses the location to a third party after receiving it
from participant U;; the choice a?(l) means that participant
U; provides the real location to requestor Uy; the choice af(z)
means that participant U; does not provide the location to
requestor Up; and the choice a;m) means that participant U;
provides a false location to requestor Uy. Then, the changes
in credit values for requestor Uy and participant U; are as
follows:

4 _ d()
Hy = 1 Hot0: G =dy (15)
Hy—90, ay = a
H;+0, af = a?(l)
d2
o | Hi (Hy < 8)af =a!® 6
i= g d_ dQ) (16)
Hi—0, (Hy=>d)a; =a;
H; -0, a? = a‘.i(S)

1 4

where 6 denotes the measure of the change in the credit value
H in anonymous zone construction, which is a given fixed
value.

When Hy > §, participant H; acts only when a request is
received; otherwise, participant H; does not respond. When
Hy > § but participant H; does not provide location informa-
tion, the participant is punished.

C. ANONYMOUS ZONE CONSTRUCTION PROCESS
This paper treats the anonymous zone construction process
as a kind of transaction in which the identity information
for both parties (ID, participant location information, credit
value, etc.) is stored for each transaction in the form of a bill
in the public chain of the blockchain, ensuring that transac-
tion billing is irreversible and nonforgeable while enabling
the decentralized sharing of information. The parties may
use the transaction bill as evidence to verify the existence
of bad behavior, such as requestor Uy disclosing location
information or participant U; providing a false location; if it is
proven that requestor Uy has disclosed location information
or participant U; has provided a false location, as a punish-
ment, the credit values of both will be reduced, thus affecting
their ability to successfully construct an anonymous zone as
a requestor.

In this paper, the reward and punishment mechanism plays
an important role in the construction of an anonymous zone.
Users decide whether to participate in the construction of an
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anonymous zone based on the corresponding credit value H,
the privacy security measure §, and the historical change in
the credit value H. In addition, the change in the credit value H
directly affects the probability of successfully constructing an
anonymous zone, thus motivating users to actively participate
in the maintenance of the blockchain. The anonymous zone
is constructed as follows.

Step 1: Requestor Uy sends an anonymous zone construc-
tion request Req to participant U; in the network:

Req = {UoID, Hy, O (Bill) , To—; , signg—u,ip (Hchangey,)
(17)

O (Bill) denotes the set of transaction statements generated
during the construction process; To—; denotes the timestamp
when requestor Uy sends the anonymous zone construction
request; signg—y,p denotes the private key of requestor
Uy in the blockchain; signg_yyip (Hchangeyo) denotes the
signature protection of (Hchangey,) using the private key
SIgNgk—UyIDs (HchangeUO) denotes the change in the histor-
ical credit value of requestor Uy; and given that (Hchangey)
is 0 or 1, (Hchangey) = 0 means that H decreases, and
(Hchangey) = 1 means that H increases.

Step 2: After receiving a request to construct an anonymous
zone from requestor Uy, participant U; first looks at the
message sent by requestor Uy, verifies its credit value, and
looks up the history of credit value changes in the blockchain
for that requestor Uyp.

1) If Hy < &, then participant U; does not respond to the
requestor’s request;

2) If Hy > § and (Hchangeyo) = 1, then participant
U, responds to the request and provides a transaction
statement Bill:

Bill = {UOID, H;, Ti_o, Encpi—uyip (LOC,WZ I Ti—0> ,
signsk v (Encpi—vgm (Loc || Tio) )} 18)

1) If Hp > 6 and (HchangeUO) = 0, participant U;
responds to the request and provides the transaction
statement in Equation (18) while publishing a record
Hch of the historical credit value changes of requester
U to the blockchain:

Hch = {UoID, H; U;ID, (Hchangey,) . Ti—

signg—uyip (Hchangey, || Ti—o)}  (19)

where T;_q denotes the time stamp at which the transaction is
billed; pk — UpID denotes the public key of requestor Uy in the
blockchain; Encpk—u,p (Locfml || Ti—o) expresses the secret
message of requestor Uy after encrypting Locfe“l I Ti—o
with the public key; Locfeal || Ti—o denotes the true location
of participant U; at moment 7;_o; and Hchangey, || Ti—o
denotes the change in the credit value of participant U; at
time T;_o.

Step 3: After requestor Uy receives the transaction Bill pro-
vided by the participant, the requestor verifies the correctness

VOLUME 9, 2021

of the signature information signy_y,ip (Hchangey, || Ti—o)
and the credit value H; of participant U; based on the par-
ticipant’s public key PK — U;ID in the blockchain. If the
validation fails, requestor Up does not use participant U;’s
location Loc{eal to construct an anonymous zone; if validation
is successful, there are three possible scenarios:

1) H; < 8, so requestor Uy does not use participant U;’s
location Loc{e“l to construct an anonymous zone;

2) H; > & and (Hchangey;,) = 1, so requestor Uy
uses participant U;’s location Loc{e“l to construct an
anonymous zone;

3) H; > § and (Hchangeul.) = 0, so requestor Uy uses
participant U;’s location Locl?e“l to construct an anony-
mous zone while providing a record of the historical
credit value changes to the blockchain for participant
U,‘Z

Hch = {UoID, U;ID, (Hchangey,) , Ti—o.
x signsk—uyip (Hchangey, || Ti-o) ,

x Encpg —u,Ip (LOC,WI l TFO) )
X SigNgsk—U,ID (Encpk—UOID (Locfeal I Ti—0)> (20

During the construction of the anonymous zone, if
steps 2-3) and 3-3) occur, the credit values H of requestor
Up and participant U; decrease before anonymous zone
construction, and according to Equations (15) and (16), both
exhibit undesirable behavior in such a case; according to the
reward and punishment mechanism, as punishment, the credit
values of both parties will be reduced during anonymous zone
construction, as shown in Equation (21):

Ho=Ho —
H— 0 0—0,
Hi=H;—#,

(Hchangey,) = 0

(21)
(Hchangeyi) = 0

When the above situation occurs multiple times, the credit
values of both parties will satisfy H < §; as a result, these
users cannot make requests or participate in the construction
of an anonymous zone, so this mechanism is a good way to
ensure that during the construction of an anonymous zone,
requestors and users can trade in good faith for their own
profit and actively participate in maintaining the blockchain.
Through the above process, an anonymous zone can be suc-
cessfully constructed when more than K — 1 eligible partici-
pants U; provide information to requestor Uy, and the entire
transaction is recorded in the public chain of the blockchain.

IV. SCHEME ANALYSIS

A. SECURITY ANALYSIS

The credit value reward and punishment mechanism intro-
duced in this paper is based on a blockchain with a third-party
service provider replaced by smart contracts [23]; this
mechanism runs synchronously in all nodes of the public
blockchain, has a peer-to-peer structure among nodes, and
allows the distributed storage of transaction data. If some
of the public blockchain nodes suffer from a distribution
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denial during a service attack, all transaction bills will remain
available and be stored at other public blockchain nodes;
additionally, the anonymous construction process will not be
interrupted or stopped.

In anonymous zone construction, all users use a string
of numerical accounts when transmitting information, as in
Equation (17), and use an asymmetric key to encrypt the data
to construct the anonymous zone, thus making it difficult
for an attacker to decipher the encryption keys of all users
and ensuring maximum information security. According to
the credit value introduced in this paper, the user determines
the credit value H after verifying the transmitted information
using a secret key. This paper introduces the privacy and
security metric 6. The transaction can be carried out when
H > §. If it cannot be carried out and the construction
of an anonymous zone fails, the proposed mechanism of
rewards and punishments for credit values also maximizes the
constraints related to bad user behavior.

The above case fully demonstrates the security of this
method. The exchange of information between the two par-
ties is encrypted and decrypted throughout the anonymous
construction process, and the introduction of a trustworthi-
ness value provides a guarantee that both the requestor and
the participant have performed well in previous anonymous
constructions and are actively maintaining the security of the
blockchain. The solution prompts the participants to provide
truthful information about themselves to the requestor while
preventing the requestor from revealing their information,
thus improving the quality of the service.

B. PRIVACY PROTECTION DEGREE

By incorporating k-anonymity technology, we assume that
requester No and participant N; are ideal and that there are
at least k-1 users with credit reference value H > § in
the network to participate in the construction of an anony-
mous area ANA. After requester Ny receives the real loca-
tions Loc?e"l, Locge“l, e, Locfé“il1 provided by participants
N;, equation (22) holds, indicating that the probability that
the LSP can identify a real location in an anonymous area is
no greater than 1/K.

Nrisp [Loc(r)eal |Area (Loc{e“l,
Locg™, ... Locg )] < /K (22)

The construction process of anonymous areas is based
on blockchains. All users communicate with pseudonyms
to block the association of real information with users. The
requestors and participants each have their own sets of pub-
lic and private keys Encpr—nyip, Sighsk—nNoip» ENCpk—N;IDs
signg—n;1p, which are used to validate the information pub-
lished by the requester before the participant provides infor-
mation. Only when validation passes can the choice regarding
sending information be made. When a requester receives
participant information, he or she also uses the secret key
to verify the information and make his or her choice. Trans-
action bills for the entire process are stored in the public
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TABLE 1. Experimental parameters.

Parameter Parameter Parameter range
specification
U, number of requesters 20< N, <100
U, number of participants 20< N, <100
K privacy demand value 2<K<20
S privacy and security 02<5<l1
metrics
H, requestor’s credit 0<H,<I
value
H participant’s credit 0<H, <1

value

chain, and as a result, the data are tamper and forgery proof,
thus guaranteeing user location privacy to the greatest extent
possible.

V. EXPERIMENTS

The experiments use the Ethereum version 1.6.0 blockchain
platform to build the anonymous zone and blockchain.
Ethereum is the most commonly used blockchain platform
that is open source and modular and provides smart con-
tract functionality. The elliptic curve cryptography (ECC)
encryption algorithm is chosen for cryptographic signature
protection in the anonymous zone construction process; it is
one of the most suitable cryptographic signature algorithms
for mobile terminals. All experimental algorithms are imple-
mented in Java, and the method is validated through a series
of simulation experiments. The experimental environment
includes an Intel(R) Core(TM) i7-9750U 2.60 GHz CPU,
a 16 GB DDR3L at 1600 MHz, and a Windows 7 64-bit
operating system. The detailed experimental parameters are
shown in TABLE 1.

To effectively assess the advantages of this method,
the user location privacy leakage rate is considered. The fol-
lowing formula is used to calculate the user location privacy
leakage probability:

m (changey, = 0) + m (changey; = 0)

P = m(Uo + Uj)

x 100%
(23)

where m (changey, =0) is the amount of location
information leaked by requester Uy to participant Uj,
m (changey; = 0) is the amount of false location information
provided by participant U; to requester Uy, and m (Ug + U;)
is the total number of requesters Uy and participants U;.

A. THE EFFECT OF A USER’S CREDIT VALUE ON THE
CONSTRUCTION OF AN ANONYMOUS ZONE

The effect of the credit values of requestor Uy and participant
U, on the success rate of anonymous zone construction during
the anonymous zone construction process is analyzed below.
In this part of the experiment, the privacy and security metric
is 6 € (0.2, 1), and the number of participants in the network
is > K — 1. The experiment was repeated 100 times for
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FIGURE 3. Influence of the user credit value on the success rate of
anonymous zone construction.

users with different credit values, and the results are shown
in FIGURE 3.

It follows from the experiment that for all users involved
in anonymous zone construction, according to the concept
of credit value introduced in this paper, the participants do
not respond when requestor Uy’s credit value Hy < 8, so the
success rate of constructing an anonymous zone is zero, and
the probability of successfully constructing an anonymous
zone increases as Hy continues to increase. For participant
U;, when the credit value H; < §, the user cannot participate
in the construction of the anonymous zone; that is, the prob-
ability of participating in the successful construction of an
anonymous zone is zero. With the continuous increase in H;,
the number of users who can participate in the construction
of the anonymous zone also increases, so the probability of
successfully constructing the anonymous zone will continue
to increase.

B. THE INFLUENCE OF PRIVACY AND SECURITY METRICS
ON THE SCHEME

The impact of the privacy and security metric § on the prob-
ability of a requestor revealing location information and the
probability of a participant providing a false location are ana-
lyzed below. In this part of the experiment, it is assumed that
during the anonymous zone construction process, the network
is able to successfully construct an anonymous zone with the
requestor credit value Hy > 4§, the participant credit value
H; > 6, and the number of participants > K — 1. The
experiment was repeated 100 times for different § values, and
the results are shown in FIGURE 4 and FIGURE 5.

The experiments suggest that as the privacy and security
metric § increases, the probability of a requester revealing
location information and the probability of a participant
providing a false location decrease significantly; since the
requestor satisfies Hy > & and H; > § in the anonymous
zone construction process, Hy and H; are also relatively large
when the value of § is large, indicating that requestor Uy and
participant U; behave well and are honest and reliable in the
typical case of anonymous zone construction. It follows from
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FIGURE 4. § affects the probability that the requestor discloses location
information.

SRRt
IRy

cCeeee
W o1 o =

90 @
85 -
" 80 - = -
EeT e
o 570
STes L
g% A
L E60
T 3
-l &
9550 F A
= 245
N
Z S0 N
g @ .
< o 35 & ®
2T
292 o S —a
220l o ' Lo
=15
10
5 1 1 1 1 1 1 1 1
4 6 8 10 12 14 16 18 20

Demand value K

FIGURE 5. § influences the probability that the participants provide false
locations.

the reward and punishment mechanism of the credit value
in this method that requestor Uy, in order not to have their
credit value reduced and to be able to continue to construct
anonymous zones in the future, will not reveal the partici-
pant’s true location information to a third party after receiving
it, so the larger the privacy security metric § is, the smaller the
probability that the requestor will reveal the location informa-
tion. Participant Uj;, to prevent their credit value from being
reduced and to be able to successfully construct anonymous
zones as a requestor in the future, will provide true location
information to the requestor, so the larger the privacy and
security metric § is, the less likely it is that the participant
will provide a false location.

C. IMPACT OF THE NUMBER OF USER PARTICIPANTS ON
THE SCHEME

In this part of the experiment, the effect of the number of users
in the network on the probability of successfully constructing
an anonymous zone is assessed. This experiment assumes that
the requestor credit value Hy > § in the network. Addition-
ally, K =5, 10, 15, 20 reflects the need for privacy protection
for requestor Up, and the privacy and security metric § is a
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fixed value; the experiment was repeated 100 times for each
of the different K values, as shown in FIGURE 6.

The experiments showed that the probability of success-
fully constructing anonymous zones increases as the number
of users in the network increases. With the credit value H
and the privacy and security metric introduced, as the number
of users in the network increases, the number of users who
satisfy H; > § will increase, so the number of users who can
participate in constructing an anonymous zone will increase,
resulting in an increase in the probability that the requestor
will successfully construct an anonymous zone using this
scheme.

D. SCHEME COMPARISON

We assume that during the construction of the anonymous
zone, the network is able to successfully construct the anony-
mous zone if the requestor’s credit value Hy satisfies Hy > 48,
the participant’s credit value H; satisfies H; > 4§, and the
number of participants satisfies > K — 1. The practical-
ity of this method is illustrated by comparing the time of
anonymous zone construction and the probability of revealing
the user location. The experimental results are shown in
FIGURE 7 and FIGURE 8.
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Scheme [10] is based on a blockchain and treats the
anonymous zone construction process as a game between the
requesting user and the collaborating user; by verifying the
actions of both in the chain as evidence of punishment, this
method uses the historical user information during anony-
mous zone construction to directly constrain the anonymous
zone situation; therefore, the time needed to construct the
anonymous zone will be the same, but the privacy leakage
rate for the user location may differ. The method proposed
in this paper is slightly more time consuming compared to
scheme [10] because during the anonymous zone construc-
tion process, each construction step involves the transforma-
tion from real data to credit values, and both the requestor
and the participants need to verify the information with each
other; however, the user location privacy leakage rate of this
method is restricted to below 10%. Scheme [18] proposes a
hybrid incentive mechanism that combines privacy protection
and virtual credits, which is only effective in stimulating
user participation. The scheme proposed in this paper has a
significant advantage over scheme [18], not only in terms of
the anonymous zone construction time but also in terms of
user location privacy disclosure. Scheme [21] is based on the
idea that a combination of multiple private blockchains can
be used to disperse the user’s transaction records, and each
blockchain is associated with high time and cost requirements
for the processes of uploading, extracting, and verifying the
user information. The method proposed in this paper, in con-
trast to scheme [21], includes only one blockchain in the
anonymous zone construction process, and while the infor-
mation in the public blockchain needs to be verified, users
who have misbehaved are identified; this process is much
shorter than that in scheme [21], and the user location privacy
leakage rate is comparatively lower.

The experimental results indicate that this method reduces
the construction time for anonymous areas and greatly
reduces the probability of user location leaks compared with
the above methods. Although scheme [21] protects user pri-
vacy based on blockchains and guarantees that users can
participate in anonymous construction, it does not restrict the
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bad or malicious behavior of users. The proposed method
introduces credit values and a credit value reward and pun-
ishment mechanism based on blockchain technology. When
a user exhibits bad behavior, the credit value of the user will
be reduced, as shown in equations (15) and (16). When H< §,
the user will not be able to participate in the construction
of anonymous zones, thereby constraining the user’s ability
to successfully construct anonymous zones as a requestor.
This constraint causes users to consciously abide by the rules
and not leak information or provide false information, thus
ensuring user location privacy and decreasing the probability
of information leakage issues.

Based on the above analysis, by comparing the method
proposed in this paper with the schemes mentioned in the
literature [10], [18], [21], the method proposed in this paper
can effectively restrain user misbehavior by shortening the
construction time of the anonymous zone, thereby motivating
participants to provide real information to participate in the
construction of the anonymous zone, preventing the requestor
from revealing the participants’ real locations, reducing the
leakage rate of the users’ locations, and effectively protecting
the user location privacy.

VI. CONCLUSION

This paper notes that existing algorithms are usually based
on theoretical data without actual user data to support anal-
yses of location privacy protection; thus, most studies can-
not effectively assess the feasibility of user location privacy
protection. To address this problem, this paper proposes a
blockchain-based privacy protection method for the MADM
algorithm, defines an anonymous zone construction model
and gives the structure of the system; then, the MADM
algorithm is used to convert the credit values of each platform
from real user scenarios into a credit value, and this parameter
is used as a constraint in the anonymous zone construction
process to limit the bad behavior of users through a credit
value reward and punishment mechanism. In addition, this
paper describes the anonymous zone construction process in
detail. The process is based on blockchain technology and
stores transaction bills in the public chain, thus guarantee-
ing that the information is irreversible and nonfalsifiable.
Finally, an analysis of the method and simulation experiments
verified that the proposed approach can effectively limit the
bad behavior of users when they construct anonymous zones,
quickly construct anonymous zones while reducing the leak-
age rate of user locations, and effectively protect the privacy
of user location information.
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