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ABSTRACT Web of things (WoT) is an improved and most promising infrastructure of the internet of things
(IoT) which permits the smart things to not only integrate to the internet but also to the web. It allows the
users to share and create content as well as provide capabilities for data aggregation and analysis through a
network to become part of the World Wide Web (W3). Despite these advances, it has shown several security
challenges that need to be addressed for the successful deployment of WoT on a commercially variable and
large scale. In this paper, authors have analyzed the most noticeable security challenges related to WoT such
as unauthorized access, eavesdropping, denial of service attack, tempering, and impersonating, through an
analysis of already published empirical studies. Further, we have discussed some of the available mechanisms
to overcome security related issues while taking into account the network size and mobility. Authors have
used Threat analysis and attack modeling methods to inform the users about defensive measures and to
prevent security threats from taking advantage of system flaws Authors have provided the necessary insight
into how security can be improved by using certain existing mechanisms and algorithms. The findings of the
study revealed that security mechanisms to secure WoT are still immature and future research is required to
resolve these challenges.

INDEX TERMS Web of things, Internet of Things, security challenges, security mechanisms, World Wide

Web, security analysis, attack modeling.

I. INTRODUCTION

In this modern era, the internet is connecting more and more
things to the global network and in this network, the web
provides a universal platform for sharing resources, archiving
and publishing services, etc. In WoT “things” refers to the
physical or abstract objects and “web”’ refers to these objects
that are accessible via web services, such as HTTP and API’s
scripting can be used at protocol and service layers respec-
tively for embedding complex and smart real-life realities
with it [1].

WoT is expected to make accessibility of smart things easy
and promote by combining novel values of web resources
to physical world entities (sensors, appliances, and smart
objects). It offers us the exciting capabilities to change the
world and add quality to our lives just as the web is doing
for the past 20 years. The relationship between WoT and
IoT is just the same as the relationship between the web and
the internet. WoT is supported by IoT at the network layer
which is meant to provide any device like phones, laptops,
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routers, computers, and many more with an IP address. Mean-
while, WoT signifies IoT at the application layer with the
purpose to provide an electronic device like QR, Bluetooth,
beacons, etc. with URL. Web of things can be defined as
maximizing the present and evolving techniques by using
web tools and provide the improvement of IoT scenarios to
simplify the creation of IoT applications. By abstracting all
the complexity and several transport protocols behind in the
IoT, WoT provides the benefit to the developer to only focus
on their applications without worrying about how devices and
protocols work.

The OSI (open systems interconnection) has a seven-
layered architecture to establish many standards and proto-
cols for the internet. Similarly, WoT architecture has four
layers namely; the Accessibility layer, Sharing layer, Com-
position layer and Findability layer, to organize the cluster
of web tools and protocols into a valuable framework to
connect anything or objects to the web. The main purpose
of designing WoT’s architecture is to expedite the incorpo-
ration of smart objects with the available services on the
web and to assist the implementation of web applications by
using smart objects/things. The presented layers of the WoT
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FIGURE 1. Architecture layers of the web of things [3].

architecture are not fully strictly designed and are not partic-
ularly hidden from the previous layers as shown in Figure 1
[3]. Instead, architecture should be seen as a multi-service
network which step by step, simplifies the implementation
of applications using smart objects. WoT design provides
services that address each layer needed to look smart as high-
end web citizens. However, applications can be assembled on
the top of the respective layer offered by the implementation
of the service or more of their combination depending on the
specific application use-case. But, integrating applications by
using smart features in their intuitive OS (operating system),
libraries and protocols still need certain skills as well.

The objective of all WoT-building platforms is the basis for
bringing this development closer for the hobbyist and web
developers with technical expertise and thereafter brings the
development and implementation of IoT applications closer
to end-users by enabling them to create simple applications
tailored to their needs.

Several new web/internet-based technologies like semantic
web, service-oriented web, cloud computing, IoT and WoT
make the cyber world not only a hot topic for researchers
but also a global network of partnerships and collaborative
places where many organizations, communities and organi-
zations are established. The cyber-world to the social world
is expanding constantly. The pioneering idea of connecting
real-world things to the World Wide Web started around 2000.
But in 2002, the authors proposed the cool town project by
linking physical entities with web pages to get information
and connected services [2].

Both IoT and WoT perceptions envision a world where
communication can be made anywhere and anytime but these
perceptions cannot be organized in the real world without
facing critical aspects such as trust, security, and privacy.
Smart things are almost covering all aspects of our daily life.
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The number of devices connected to the WoT is increasing
exponentially. In 2015, 15.41 billion devices were connected
to the web and in 2025 it is expected that 75.44 billion devices
will be connected to WoT [4] as illustrated in Figure 2.

Unfortunately handling security and privacy in these con-
nected devices is extremely challenging because of four
aspects. The first aspect is the heterogeneous nature of the
IoT because it consists of an unlimited number of various
devices with different protocols, interfaces, and requirements.
The second aspect is insufficient resources as IoT objects
have limited available resources. The third aspect is authenti-
cation and identification. Usually, ID’s were linked to individ-
uals to check whether they can perform a certain action or not
[5]. In the digital and physical world objects are capable of
behaving both by themselves or someone else. There is a need
to handle identity management problems and find a solution
securely to handle the identity of objects and the authorization
process. Till now many researchers have put their efforts to
investigate identify management threats but still, a shared
definition of an object’s identity is missing [6]. The fourth
aspect is privacy as WoT is considered as a most intercon-
nected system where information is coming from different
sensors installed in different places like schools, universities,
hospitals, homes, and parks, etc. also, information flows from
device to device to the web. Such information can affect an
individual’s life and can pose critical privacy hazards. These
aforementioned challenges motivated us to investigate the
security challenges as it is one of the major problems to
handle and previous studies on the WoT are few and still not
very mature.

In this paper, the authors have investigated the trade of
security threats to improve the security of WoT because
current web authentication schemes like OAuth, JWT are
inadequate for WoT applications as these schemes cannot
provide protected ownership transfer of online personal data.

The rest of the paper is structured as follows:
Section 2 presents the research contributions of this study.
Section 3 presents the literature review. Section 4 describes
an overview of the integration of smart things with the web.
Section 5 describes the research methodology of our study.
Section 6 presents the discussion and in the last section 7,
discussed the conclusion and future work.

Il. RESEARCH CONTRIBUTIONS

The main contribution of this work is threefold: (a) Authors
have identified the main issues of the WoT in terms of
security; (b) Authors have used threats analysis and attack
modelling methods to inform the users about defensive mea-
sures and to prevent security threats from taking advantage
of system flaws (c) Further, Authors provided the necessary
insight into how security can be improved by using certain
mechanisms and algorithms.

IIl. LITERATURE REVIEW
IoT is a term used for building a connection between dif-
ferent objects, systems, things, people, or applications and
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controlling them from a web browser or mobile application.
But, creating a single communication platform that tries
to communicate with multiple subjects is challenging. The
Semantic Web of Things is a current domain of exploration
for integrating semantic web-based technologies with the [oT.
It can also be considered as a change of the Web of Things
(WoT) by including semantics. The SWOT targets the ability
to exchange and use information between data and ontology.
However, WoT allows control and access over IoT applica-
tions and resources by using conventional web technologies
such as JavaScript, PHP, or HTML 5.0. In WoT, any device
can be accessed by using web standard protocols. All these
three technologies also include some security and privacy
issues because, a large number of interconnected devices pro-
duce scalability, heterogeneity, and multiple interoperability
issues. In this section, the authors have reviewed already
published studies with the perspective of identifying security
challenges in the WoT, SWoT, and IoT.

WoT lets users interconnect and share information. The
social web of things are also an emerging concept of WoT.
Privacy threats related to social WoT are discussed in every
layer of architecture such as management, discovery, syn-
chronization, privacy, walled-off internet and understanding
of WoT and IoT further authors also suggested solutions for
overcoming them [7].

The integration of WoT with wireless sensor networks
provides the capabilities to connect real-life physical objects
with a unified system. While integrating, serious issues raised
over the access of individual information related to smart
things and individual privacy [8]. The authors proposed
that it is possible to strengthen the security of the environ-
ment by applying security instruments such as authentication
protocols, built resilient and well-tested code, manipulating
encryption technology, and by doing security level checks
upon APIs.

Web traffic logs, in the WOT environment, provide valu-
able information about how people interact with smart objects
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through web servers. These web access logs play a significant
role in building security management for applications. For
this purpose, the authors introduced an algorithm named
request dependency graph to investigate the behavior of
clients by graphing the relation between HTTP requests to
access web requests [9]. The authors performed experiments
on a dataset collected from real-world cellular IoT networks
and the achieved results show a higher accuracy rate which
indicates that a dependency graph is a suitable tool for mining
web usage.

Fast production of IoT technologies might become the
cause of weak IoT networks extremely pruned to privacy and
security threats [10]. The authors identified some security
vulnerabilities by building three different IoT use-cases in
case of personal information leakage, sensitive user infor-
mation leakage, and unauthorized execution of functions by
using cheap and commercially available standard products
and services. Results of the use cases showed that IoT privacy
and security protocols are always not well defined by manu-
facturers and consumers that leads to inadvertent tracking of
user behavior and identity if devices are not built with privacy
and data is not classified as sensitive.

The evolution of WoT is combined with semantic web
technologies to make a vulnerable semantic web of things and
highlights gaps in the domain such as technical interoperabil-
ity, syntactical interoperability, and semantic interoperability
[11]. Also, the authors discussed important security issues
like confidentiality, integrity, trustworthiness, authentication,
availability, and authorization of WoT with IoT constraints.

Problems including legal issues, privacy, and security to
provide identity among existing off the shelf technologies are
provided in [5]. Also, the researchers presented a briefcase
study namely InterDataNet, which is a framework for WoT
and is implemented in the smart cities of Spain, Santander to
apply security solutions to the real use case to evaluate their
strengths and weaknesses.

In the IoT environment privacy, security, and trust issues
for both information and devices are proposed in [12]. Fur-
thermore, concise security issues related to [oT are reviewed
in [13] by analyzing security properties and requirements for
four architectural layers namely the network layer, support
layer, perceptual layer, and application layer.

The authors in [14] discussed security issues for three
layers of IoT architecture namely application, perception,
and transportation layer and for securing IoT, they presented
various [oT security threats such as confidentiality, availabil-
ity, integrity, authentication, and non-repudiation as well as
discussed possible solutions to tackle these threats for IoT’s
successful utilization on a commercially large scale.

Some key challenges of IoT like authentication, autho-
rization, confidentiality, and integrity have been discussed
in [12]. Basic security principles and resource constraints
for authentication in IoT have been proposed in [15]. This
study concluded that non-repudiation and responsibility are
feasible for IoT’s cyber-crime environment in applications
such as forensics, cyber-crime investigations, and many
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FIGURE 3. Overview of WoT [18].

others. Depth analysis of features of IoT such as autonomy,
pervasiveness, and ubiquity has been discussed in [16]. Also,
security issues were analyzed for every architectural layer of
IoT with a special focus applied to the requirements for the
availability of data, confidentiality, and integrity.

We have also conducted a primary study on the web of
things findability taxonomy and challenges in [17]. However,
this paper is considerably different from our previous study
[17] in the following aspects: (1) Authors in [17] focused on
finding the dynamic searching problem of the WoT while
we are concerned about finding the security challenges in
the domain of the WoT; (2) we are identifying the existing
security mechanisms to establish secure WoT while authors
in [17] investigated the current trends and research gaps of
the WoT; (3) The focus of the authors in [17] is on the find
layer while in this paper, we focused on the share layer as it
is responsible for the sharing of data in a secure way.

IV. INTEGRATING SMART THINGS TO THE WEB

There are two options for connecting smart devices to the
web; indirect integration and direct integration as demon-
strated in Figure 3 [18].

As shown in Figure 3, home appliances can be viewed as
direct integration and RFID can be viewed as indirect integra-
tion with an RFID reader and an embedded server. In general,
the system can not only rely on one method but can use both
integration methods as a hybrid.

A. DIRECT INTEGRATION

To integrate things with the web, it is first required that all
objects are addressable such as every object must have one
IP address when linked with the web.

In the application layer, WoT also requires communication
and collaboration. The web server must be embedded in such
a way that businesses can communicate and interact with
the web language defined by web protocols. Most devices
will be IP enabled and can be integrated with web services
through the development of computer technology and com-
munication technology. Therefore, these devices can commu-
nicate directly with other devices from any terminal with web
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browsers. Standard web functionality such as POST and GET
can also interact with other devices.

Several pioneer solutions have been developed to directly
connect smart objects to the web. IP-enabled sun SPOT with
a web server is presented in [19]. Where each system in their
prototype proposed its functionality over the web. In another
proposed architecture, all small programming objects are
integrated into the web, where the sensor details and appli-
cations of the sun SPOT are consistently displayed by web
services [20].

A prototype used for programmable low-power Wi-Fi
components to attach things to the web directly has been
proposed in [21]. That prototype controls the interoperability
of HTTP protocol and IEEE 802.11 access points.

B. INDIRECT INTEGRATION
All devices cannot be powerful enough to be integrated with
web servers directly due to limited resources, such as RFID
tags. Also, sometimes there is a need for smart devices to inte-
grate directly with the web because of the power, security, and
cost. In both cases, an indirect combination can be employed.
In this configuration, a middle proxy is located between the
web and smart objects. This proxy is called a smart gateway.
Smart things integrate with the smart gateway. Therefore,
they shall understand the exclusive protocols of smart objects.
Several solutions to indirectly integrate smart objects with
the web have been proposed already. To enable efficient
query and to manage the sensor network, the HTTP 1.1 pro-
tocol is used for embedding sensor gateway. Smart sensor
gateways for smart network management and sensing data
aggregation is designed by [22]. In that paper authors also
developed a Java applet to exchange data in a well-defined
manner. Another implementation for smart gateways to web
base integration and management of embedded devices has
been proposed in [23]. The proposed gateway enables the
sensor network to be accessed by a lightweight web service
interface.

V. RESEARCH METHODOLOGY

The main objective of this paper is to investigate the security
challenges faced by the WoT which have become threats
not only to human lives but also have damaged the proper-
ties. The methodology starts with reviewing the present time
applications of WoT and then empirically review the security
challenges faced by the WoT. After that performed a threat
analysis and attack modelling technique on a few of the iden-
tified security threats to discover the system vulnerabilities.
Furthermore, provide some of the already proposed security
mechanisms to improve these security challenges. In the end,
we have provided a discussion section to discuss the findings
of this study. Figure 4 demonstrates the research methodology
of this paper.

A. APPLICATIONS
In present times, the WoT is applied in many real-life appli-
cations. Experts are constantly making good use of these
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technologies to cater to the need of the community. Various
applications of the WoT are creating wonders for this real-
world. Some of the researchers have used WoT and IoT in
specific areas and different application domains to improve
the daily lives of users [17], [24], [25]. In this section,
after reviewing the WoT applications concisely, the authors
listed the benefits and challenges of using WoT applications
in Table 1.

Combining IoT with WoT could provide various benefits
in the arena of IT (Information Technology). Authors in [26],
used the combination of IoT and WoT in robotics and encoun-
tered various real-life examples such as sports, health, enter-
tainment, culture, military, domestic supports and surveil-
lance, etc. by using bibliographic research to examine the
behavior of WoT. The general observation is that various
major fields of the WoT/IoT in robotics are not being touched
by the researchers yet.

The authors in [2], proposed a WoT case study in agri-
culture. In which they developed an ontology enabled archi-
tecture by using a range of fixed environment sensors and
separate livestock monitoring techniques to increase the per-
formance of land. The authors in [27], proposed a WoT
architecture for connecting vehicles by interoperating ITS-
G5 for data exchange between vehicles, processing, and stor-
age units.

WoT facilitated devices that have improved flexibility and
reliability in infrastructure operations by using associated
sensors, meters to analyze data and lights to get the advan-
tages of cost and manpower reduction and to enhance the
safety of the cities [28], [29]. Before WoT, handling garbage
was a big issue. Now garbage containers can be moni-
tored to improve the waste management and trash collection
route [30].
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The development of the Internet of Medical Things has
presented epic healthcare benefits such as management of
disease, remotely monitoring the condition of the patient,
treatment techniques and reducing the cost and errors. This
change has greatly influenced the lives of patients and health-
care workers equally [31]. Also, some smart devices and
sensors can be used to regularly monitor the temperature,
heartbeat, and other health conditions of the patients.

It is also helpful in homes where the consumer appliances
can be controlled remotely such as reducing water and elec-
tricity bills by monitoring meters of energy and water.

Rapid growth in the development of WoT devices world-
wide has changed the day-to-day lives of consumers. How-
ever, some of the security, privacy, general and legal issues
have also come to light due to some reasons. One of them is
that the wide variety of the products and dealers are available
in the market and the information about the security and
privacy of WoT devices is not enthusiastically available to
the user who want to consider it before buying. The Authors
in [32], explored the security and privacy labels based on
the series of surveys, interviews, users and with the help
of 22 privacy and security experts and proposed a prototype
for privacy and security labels to help buyers to make the right
decision before purchasing items.

Another reason is, smart devices are transmitting a massive
amount of data wirelessly to the cloud due to which WoT
is facing more security challenges than ever before. There
are many traditional security measure techniques to protect
WoT but these existing techniques are not sufficient enough
to tackle the different attack types and their severity. The
authors in [33], [34], used Machine and Deep Learning (DL)
procedures such as deep belief neural network, supervised
and unsupervised learning techniques to enhance the security
mechanisms in IoT, even in uncertain circumstances.

B. SECURITY CHALLENGES IN WOT

Sharing and openness are always conflicting when it comes to
privacy, trust, and security. These are the main challenges in
WoT that need extraordinary attention and needs to be further
investigated. To understand them, let’s take an example of
something accessible on the web. Here privacy issue is related
to the sharing of this item only to the authorized persons to
access it. The security issue involves, who will have access to
the object and what he can do with it. In the last, trust handle
issue related to communication of different WoT entities on
the web. On the web, things are shared and accessed among
many users which makes it essential for the researcher to
make WoT successful and well-known. Unfortunately, until
now researchers dealt mostly with IoT issues [36]. Conse-
quently, WoT security challenges are yet to be explored. In
this section, identified the most challenging security threats
and provide their summary in Table 2.

1) UNAUTHORIZED ACCESS
While access to a variety of WoT networks can be found on
many end-user devices such as tablets or smartphones but
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TABLE 1. Web of things real-life examples.

Application area

Features

Benefits

Challenges

Smart infrastructure

Smart education

Agriculture

Healthcare

Connected cars

Environment
monitoring

Industries

Use data to manage traffic.
Keeps citizen safe and clean.
Used to control pollution.

Connect students from all over the
world.

Provide a safe and secure
environment for students for
learning.

Transform learners to creators [63].

Monitoring soil condition and
moisture level.

Optimized Watering plans.
Fertilizing land.

Use of smart biomedical devices.
Continuous monitoring of patients
[44].

Personalized medications [44].

Vehicle to vehicle communication.
Safety of the driver.

Internet connectivity in cars [45].
Google to earth navigation system
[45].

Monitoring air pollution [46].
Ozone level.

Monitoring humidity, temperate,
and fine dust particles.

Predictive maintenance [44].
Maintenance scheduling [44].
Energy competence.

Improves flexibility and reliability [28].

Manpower reduction [29].
Environment improvement by reducing
noise and pollution [39]

Energy efficiency improvement [39].

Cost-effective.
Improves management and
administration [41].

Maximize yield production while using
fewer resources [42].

Cost-effective.

Delivers high-quality crop production
[42].

Better monitoring of climate conditions
for increased crop production.

Disease prevention and risk monitoring
[44].

Cost-saving.

All around the technological
enhancement.

Early detection and prevention of
illness.

Provide safety.
Traffic management.
Sustainability.

Early detection of tsunami and
earthquakes.
Monitoring air and water conditions.

Cost-efficient.
Optimization of manufacturing load
[47].

Fast and ultra-efficient risk decision
devices.

Lack of suitable tools to handle largely
generated data [40].

Software complexity.

Security and privacy.
Security.

Better management.
Minimization of cost [41].

Continuous availability of the internet.
Adopting the use of technology is more
challenging for urban.

Lack of technical knowledge among
farmers [43].

Personal sensitive data security.
Difficulties with regular update [44].
Handling of huge data generated.
Scalability.

Data interpretation.

Costly [45].
Security.
Lack of infrastructure.

Energy efficiency [46].

Fault tolerance [44].
Distributed computation.

these devices can be caught stealing or being stolen and the
use of these devices by illegal users leads to unauthorized
access to the WoT network. It usually happened when some-
body tries to gain access to a program, server, website, ser-
vice, server other systems by pretending someone else with
the use of other’s accounts or other methods. For instance, if
someone continued to keep guessing the password or user-
name that did not belong to them until they did so, this was
done deliberately as unauthorized access. It can also happen
when a user tries to access an application area where it should
not be found.

To prevent unauthorized access, when attempting to access
the unauthorized area, access should be denied and an unau-
thorized access message should be displayed [51]. Unau-
thorized access is divided into five common types namely;
tailgating, door pooping levering doors, keys, and access
cards [52].
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Tailgating is the most common type of unauthorized
access, which occurs when one or more unauthorized per-
sons follow an authorized user over the gate. One way to
prevent queuing is to provide training to all users to ensure
awareness and safety. Similarly, propping doors is another
common way for unauthorized users to gain access to the
site and inadvertently create a dangerous situation for people
and resources within. It is surprisingly easy to open the lev-
ered door by using something as small as screwdrivers or as
large as a crowbar. Keys also pose a major problem if
stolen, lost, or loaned out. It is often impossible to track lost
keys. Like keys, access cards have also the potential to be
lost or stolen by an unauthorized person [45].

In June 2006, PayPal was attacked by unauthorized users
which affects the web application security by creating a cross-
site scripting flaw. It happened when attackers redirected
the PayPal visitors to the page warning that their accounts
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had been compromised. And send application users to the
phishing site that asked for their PIN, social security number,
credit card number, and other personal data and let hackers
execute malicious scripts in the browsers. This attack affected
over 200 million users [15].

2) EAVESDROPPING

An eavesdropping attack is also known as a snooping and
sniffing attack. It spreads when someone tries to steal the
information that smartphones, tablets, computers, or other
devices transmit over the network. A snooping attack takes
the benefit of unsecured network communications to access
the being received and sent through the web. This type of
attack is difficult to detect because it does not cause any
transmission to appear to be behaving aberrantly.

Some researchers proposed a model to prevent eavesdrop-
ping attacks [46], [47]. In IoT, any device having comput-
ing and sensorial can communicate with each other. Among
all obtainable technologies, fifth-generation systems are the
main dynamic force for the actualization of the IoT concept
due to its heterogeneous and broadcast environment of radio
propagation. In this network securing security assurance is
a challenging task. To overcome this problem one way is
to expose communication to eavesdroppers with unknown
locations and numbers. An analytical method was proposed
to examine eavesdropping in a wireless network of things
which were considered with the randomness of channels with
effects of path loss, shadowing, and Rayleigh fading effect
[46]. Researchers also used transmission protocol multi-hop
communications which are designed to randomize and for-
ward relay strategy [47].

A most typical example of eavesdropping in a warehouse
can be shown in Figure 5, in which each product is attached
with an RFID tag, which can interact with RFID readers.
In this system communication is taking place between RFID
tags and readers can be easily wiretapped because of its
complexity to apply anti-eavesdropping countermeasures.

3) DENIAL OF SERVICE ATTACK

A denial of service (DoS) attack occurs when an authorized
user could not access devices, network resources, or other
information systems resources due to the malicious actions
of cyber threat actors. It may affect many services like online
accounts, email, websites, or other services that depend on
the affected network. DoS situation is accomplished by over-
flowing the targeted network with traffic until the target is
crashed to block access to authorized users [39]. This attack
can affect an organization with both cost and money while its
services and resources are not reachable.

4) TEMPERING ATTACK

The WoT Tempering attack relies on the management of
barriers between the server and the client to amend appli-
cation data, such as product permissions, quality and user
credentials. Typically, this information is stored in cookies,
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Eavesdropper

FIGURE 5. Eavesdropping attack in the WNoT [53].

which are hidden from URL query strings which are used to
increase the control and functionality of the application.

A tempering attack can be obtained by an attacker who
wants to harm a third party using a man in a middle
attack or can be a malicious/medium person who wants to
modify the application for his benefit. In both cases, some
tools are used to prevent tampering attacks like Web Scarab
and the Paros Proxy. The success of a tempering attack
depends on the integrity and logic verification mechanism
error.

5) IMPERSONATING

Among all types of attacks, impersonating is an interesting
evolving category. These attacks are an adversary and can
successfully assume the identity of the legitimate user also
they can obtain his/her secreted information in a communi-
cation protocol. Impersonating is used for sharing sensitive
information such as intellectual property, financial data, pay-
roll information, or revealing login credentials that attackers
can use to hack into a company’s computer network. Some
examples are CEO fraud and business email compromise.

C. SECURITY THREAT ANALYSIS AND ATTACK MODELLING
Threat analysis is a legal process of identifying, document-
ing and minimizing the system security threats and threat
modeling is a technique of accessing and documenting the
security risks related to the application which also includes
understanding the enemy’s intentions in attacking an interest-
based system. This allows to compute threats and also helps in
discovering the system’s vulnerabilities. A threatening model
is very useful if done in the initial stage of the system deploy-
ment and then, when the system is changed and requirements
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TABLE 2. Summary of Security threats related to loT and WoT.

Internet of Things

Web of Things

Threats Property Violated
Unauthorized access Authorization
Eavesdropping Authentication
DoS attack Availability
Tempering attacks Integrity

Unauthorized access is an application layer security
threat. Where an application may have various users
and have different access rights. Appropriate
authentication and access control mechanisms are
still required at the application layer [48].

Eavesdropping is a network layer security threat.
Where someone tries to steal the information that
smartphones, tablets, computers, or other devices
transmit over the internet. Every type of attack starts
with information sniffing by using some tools like
sniffer packets [48].

Dos is also a network layer security threat A service
in which works become unavailable usually because
of the infrastructure that cannot cope due to the
overload of traffic. This attack is more dangerous
than others because it is implemented successfully
on smart cars, which can cause the loss of life [48].
Solutions for mitigation and DoS detection are still
ineffective and need attention.

The tempering attack is not in the domain of ToT.

Unauthorized users in WoT can gain access to a
service, program, server, or website through
someone else account by changing the state of the
different authentication and authority methods and
they can forward it to the anticipated devices. E.g. in
smart homes, the privacy of the user might be
compromised by unlocking certain rooms in the
home.

This is a man-in-the-middle type of attack where
privacy might compromise when traffic is flowing
between the different objects. Through this, an
attacker can gain access to the victim's credentials
by accessing login information, password and credit
card number.

DoS is the most common and easiest attack to
implement on the devices. They can be intended in
various ways that could reduce the speed and
capacity of the system to perform expected results.
In wireless system examples of the DoS are flood,
collision and jamming signals. In February 2000
yahoo, amazon, CNN and some other websites were
the victims of such an attack [50].

Modifying something in the data, disk, memory, or

Impersonating things ~ Confidentiality Not in the domain of ToT.

elsewhere without the consumer's authorization.

Impersonating happens when an attacker act as
someone else. It can disclose personal information
or can send malicious code.

are better defined, the list of the threats and vulnerabilities
can be updated according to the need of software.

In this section, the authors described some of the secu-
rity threats analysis and attack’s modelling. Modelling of
the attack is shown via sequence diagrams and mitigation
measures. The purpose of threat modelling is to provide a
good understanding of the vulnerabilities posed by the system
and helps in taking safety measures in case of a system attack.

1) DENIAL OF SERVICE ATTACK

Dos is an attack on the cloud service. An attacker deploys Dos
by flooding the target system with unwanted network traffic
until the system is either broken or useless. The attacker
aims to prevent legal users from accessing the services and
information. Cloud services flouting the updated data by user
and hiding the lost information can also be considered as a
Dos attack.

a: THREATS LEADING TO DENIAL OF SERVICE
These are some of the common reasons for DoS attacks:
Robbery by using the threat of a DoS attack: The attacker
may aim to directly benefit from his perceived ability to
disturb the object’s services by demanding payment to avoid
the attack.
Cybercrime and Turfwars: Teams and individuals engaged
in internet-based risk activities can use DoS as weapons
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against infrastructure and operations against each other, hold-
ing appropriate business on fire.

Competitive business practices: Cybercriminals some-
times offer DoS services to take competing websites and
otherwise interfere with their operations.

Punishment for unwanted actions: DoS attacks may be
intended to punish the victim by denying the need for rob-
bery or causing disruption to the attacker’s business model
(e.g., spam shipping operations).

Expressing anger and criticism: Attackers can use DoS
attacks as a way to criticize a company or government orga-
nization for displaying unpopular political or national, eco-
nomic, or financial behavior.

Training ground for other attacks: Attackers may some-
times point to an organization where they are better prepared
for DoS tools and future attack skills, which will be targeted
at other victims.

Interruption from other malicious actions: Enemies may
launch DoS attacks just to keep an eye on other intruders on
their site.

Autonomy: Some disruptions to leisure time and ser-
vice are the results of non-hazardous actions performed by
organizational staff by mistake (e.g., server configuration
problem).

DoS is also possible in the cloud services because of
the improper design techniques of the cloud applications.
Attacks can occur due to the limited storage space available
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FIGURE 6. Denial of service attack use case diagram.

in the cloud. For this reason, the cloud deletes the files and
doesn’t allow updates. The attack can also happen when an
unexpected and largest file uploaded by the attacker and
overwriting data results in rejection of service attacks because
existing data has been deleted and new data is being added to
the cloud.

Use case diagram of the DoS attack is shown in Figure 6.
In which, an attacker uses a cloud system and introduce
vulnerabilities to prevent legal users to access cloud services.
Legitimate users request services from the cloud and an
attacker performs unpleasant activities such as buffer over-
flow, SQL injection, on or by uploading malformed packets
which creates a lot of traffic in a communication channel of
the cloud service provider. Similarly, in cloud performs other
functions such as hiding the loss of data or data deletion and
make more space for customers’ threats to the request of data
posed by the user. In such cases, the cloud is interrupted from
providing the services to the legitimate users thus, causing a
DoS attack.

b: DENIAL OF SERVICE ATTACK THREAT MODELLING

Figure 7 illustrates the DoS attack by using a sequence dia-
gram. The user sends his/her relevant information to the cloud
as proof of identity and once confirmed it is given authorized
access to the encrypted data and cloud access policy. Then
authorized and legitimate user requests for access of data
stored in the cloud. However, the cloud couldn’t provide a ser-
vice to the user because unexpected activities are performed
by the attacker such as SQL injection, large file uploading
and buffer overload.

2) IMPERSONATING THINGS

An impersonating attack occurs when the attacker success-
fully takes over the appearance of the legitimate groups in
the communication protocol. To be effective, a person who
disguises himself needs to study carefully what he wants to
do. Impersonation attacks take many forms and can point to
both individuals and business organizations.

a: THREATS LEADING TO IMPERSONATION
These are some of the common reasons for impersonating
things:
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Steal sensitive information: Malicious attackers employ
packet spoofing tools to capture the data packets in a network
to steal or extract sensitive information like username, pass-
word, or use credit card numbers.

Criminal purposes: The attackers are usually after the
sensitive business and financial information that can be later
sold for criminal purposes.

Figure 8 shows a use case diagram of the eavesdropping
attack which shows the activities of the invaders such as
sniffing and monitor the communication mode. In the com-
munication channel, the attacker accesses private data during
the transmission of the packets and manipulates them to
threaten legitimate users. The confidentiality and security of
the encrypted data are then designed and sent to the destina-
tion by the source.

b: IMPERSONATING THINGS THREAT MODELLING

Figure 9 illustrates the impersonation attack by using a
sequence diagram. The user sends his/her relevant informa-
tion to the cloud as proof of identity and once confirmed it
is given authorized access to encrypted data and cloud access
policy. Then authorized and legitimate user requests for the
access of data stored in the cloud. After that, the cloud over
the verification of authentication initiates the transfer of the
requested data over the communication link. The attacker
who was also there monitor the link which holds the trans-
mitted data disrupts or alters all information. It also monitors
corrupted data of the legitimate users which could impede
normal function. Alternatively, when a legitimate user sends
some data to store over the cloud tempering attack can also
occur. As a result, when some other user tries to access the
data which was originally sent by the owner, he/she is given
corrupted data.

3) UNAUTHORIZED ACCESS

Unauthorized access is when a person tries to access the
website, program, server, or system by using some else’s
credentials or by using other methods. It could also occur if
a user tries to attempt access to the area of the system that
they should not be accessing. For instance, if a person keeps
guessing the username and password for an account that is
not their account until and unless they gain access, this act is
considered unauthorized access.

a: THREATS LEADING TO UNAUTHORIZED ACCESS
These are some of the common reasons for unauthorized
access:

Stealing user credentials: Engineering attacks especially
phishing scams, in which an attacker sends messages to legit-
imate parties, usually with the intent to steal user credentials.

Vulnerable accounts: Attackers often seek out a compro-
mised system, endanger it, and use it to access other secure
programs

Internal Threats: A malicious intruder can use his position
to gain unauthorized access to company systems
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Zeus malware: An attacker uses botnets to gain unau-
thorized access to financial systems by stealing guarantees,
banking details and financial data.

The phishing attack is one kind of unauthorized access
that is used to steal someone’s personal information. Fig-
ure 10 shows a use case diagram of the phishing attack
where an attacker sends a legitimate-looking website URL
to the user. The user recognized the URL and graphical inter-
face and then enters his/her username and password which
may be directly taken to the phisher server and saved in
their database. Later the attacker may steal the user’s social
security numbers, business information and other personal
information by using legitimate user’s credentials.

b: UNAUTHORIZED ACCESS THREAT MODELING

Figure 11 illustrates the phishing attack by using a sequence
diagram. The user requests for the webpage but the phisher
will send the URL of their own deployed web page which
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is the same as the original page with some slight differences
and hard for the user to find out. Suddenly, when the user
recognizes the page with the phisher provided link they will
believe it as an original page and unknowingly user enters
their credentials and the phisher page loads successfully
by storing the user’s sensitive information in the attacker’s
database.

D. SECURITY MECHANISMS

Security mechanisms are technical tools and techniques
which are used to secure things, their privacy and sensi-
tive information from being accessed, modified and avoid
being copied by an unauthorized person. A mechanism might
operate by itself or by combining with others, to provide a
specific service. They can be implemented in any layer but,
in general, our analysis indicates that implementing security
mechanisms in the initial levels of the protocols can secure
high-level protocols. For instance, a link-layer encryptor can
protect IP as well as ARP packets. In this section, the authors
reviewed the four currently proposed architectures for secur-
ing the web of things.

1) IDENTITY MANAGEMENT

Identity management describes the management of devices,
services, an individual’s identity, authentication, and autho-
rization [56]. In any application and system, managing iden-
tity is an important aspect. Personal information such as own-
ership, identification, and social security should be secured
from unauthorized access. Therefore, several studies have
been published to control identity management issues [56],
[57], [58], [69].
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Identity management establishes the rules for identifying
entities in a specified method. The system controls an individ-
ual’s rights by providing authentication or by restricting them.
Defining policy in identity management is also important to
check whether the user is authorized to the network or not
and which access rights he/she has under certain conditions.
In WoT architecture, identity management is composed of
three components: service provider, identity provider, and
user. Some of the existing identity management models are
briefly discussed in Table 3.

2) DATA CONFIDENTIALITY AND INTEGRATION
Ensuring data confidentiality is important for WoT systems
because any failure can seriously create privacy issues. There-
fore, it is imperative to protect the communication between
different WoT modules, to maintain data integrity, confiden-
tiality and to prevent third parties from snooping on informa-
tion exchanges between different modules of the system.
Using encryption in WoT to solve this problem can be
problematic because cryptographic computations require a
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TABLE 3. Existing models of identity management.

Identity

Description
management model P

User-centric model This model provides the solution to solve the
user identification problem by providing the
individual full transaction control. The identity
provider can also provide a user with one or more
identities such as confidentiality, integrity, and

unlink-ability.

Centralized
federation model

In this model unique trusted identity information
(idP) provider is responsible for the provision
and collecting of individuals with ID. Although
this idP faces the problem of one point of failure
because if this part fails it becomes the cause of
the failure of the whole identity management
system's failure.

Decentralized
federation model

The services of an identity information provider
are distributed across several idPs of different
domains. Therefore, in this model, a person does
not have full control over his or her details and
information can be disclosed to a third party
without the consent of the person.

lot of power and money which is not always available on
smart devices [59]. Cryptographic algorithms are divided into
two main categories as discussed below in Table 4.

3) AUTHENTICATION AND AUTHORIZATION
As smart things are part of the World Wide Web (www) and
can be easily opened by anyone it is important to allow flexi-
ble and elegant access control only to recognized modules in
an open system such as WoT.

Due to smart objects inhibited nature, it might not be
possible to apply traditional cryptographic algorithms and
protocols. To solve this problem most of the distributed

31705



IEEE Access

R. Sardar, T. Anees: WoTs: Security Challenges and Mechanisms

| Fhishing page |

| Attacker

User

T
I 1: Send the reguest () :
LT g |
[:I:l 2: Progress the reguest ()
3 Page gets loaded () H
(| >
1
1
1
1
4: Enter the username and password () 1
1
LT > | 5. Submit the login details ()
i g
1
1
: G- Credentfials stored in the database ()
(N 1
1
1
7: Criginal page re-loaded (3 !
1
LT f (|
1
1
1
1

FIGURE 11. Sequence diagram for illustrating Phishing attack.

TABLE 4. Cryptographic algorithms.

Protocols Description
Symmetric In this algorithm, the key is shared between the
protocol entities to encrypt and decrypt data. The main

drawback of this algorithm is the requirement of
accessing the private shared keys between
involved parties. However, the symmetric
algorithm is less resource consuming than
asymmetric protocols.

In this algorithm, private or public keys are
shared for encrypting and decrypting data. The
encrypting entities use the public key of the
receiver to encrypt data and to decrypt data the
receiver uses a private key. A public key is not
kept secret but private keys are kept secret and
they are not available to anyone except the
owner.

Asymmetric
protocol

authorization architectures have been proposed, where the
back-end server deals with intricate tasks that require
resources for processing while restrictive objects need to deal
with minimal messages.

The back-end server is mostly situated between the
requester and the smart objects. However, smart things also
need to be able to distinguish the difference between different
requests coming from different modules and be able to use the
right authentication decision.

Simultaneously, few lightweight cryptographic protocols
like OAuth, SEA, and PRESENT have been built specially
to satisfy this purpose [60]. Establishing a secure DTLS
router between different resource-constrained modules and
allowing for the distribution of complex cryptographic data
between external devices is another proposed solution for
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CoAP authentication and the DCAF accreditation framework
[61]. These processes can be used to transfer authenticity
between communicating peers and authorization manage-
ment to trustworthy third parties with more computational
money, power and strength.

These constrained nodes should be present in various
aspects of daily life so that a large amount of information
is provided and protected from various susceptible attacks.
Authorization and authentication are required for the safety
of WoT. Figure 12 shows an overall authentication architec-
ture which is proposed by [62]. Exclusively for constrained
environments another authentication and authorization archi-
tecture, is proposed by [63]. In which complex security man-
agement tasks are assigned to a third entrusted party or they
can get help from less restricted actors in the system. In the
proposed structure, each device is given a restricted level.
Complex security functions such as managing keys, enforce-
ment authorization policies are performed on the behalf of
respective managed nodes by the authorization manager also
called less constrained nodes. The components included in
this architecture are described in Table 5.

4) ACCESS CONTROL
The purpose of traditional access control is to protect data on
the basics of attributes and identity of users. In general, access
control is used to protect system resources, back end, and
front-end data by using limits on what users can do, who can
access the data, what resources they have, and what activities
are allowed to be performed on the data.

Access control protects the data from unauthorized users
from making changes, viewing, and copying. Figure 13 sum-
marizes the basic architecture of access control.
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TABLE 5. Deployed components of authentication architecture.

Component Role

It is responsible for representing and hosting a
resource. It can be a less controlled expedient.

Resource server
(RS)

A client is an endpoint to request the resource
server. It can be a restricted device or not.

Client (C)

The authorization It is responsible for approving or creating

server (AS) authorization and authentication data for the
resource server. It also plays the backup part of
the resource owner. It is a less restricted device of
the architecture

The client It is responsible for receiving and building

authorization server
(CAS)

Resource owner

authentication and authorization data. It also
plays the backup role of the requesting team to
handle client access requests. It is also a less
constrained device of the architecture

This principle owns and controls the resources

(RO) and also grant permission to use a mechanism
like OAuth and user-managed access.

Requesting party This policy governs the client which governs

(RqP) customer requests and the acceptance of feedback
received.

principal It can be either RO or RqP.

Where an entity X requires access to entity resources Y,
this request must be passed to a security guard who will grant
access or not. Denial of access has two additional steps, if the
number of attempts by the same user reaches the limit the
system will automatically block that request or may ask the
user to resubmit the access request.
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The WoT framework allows smart objects to exchange
information with each other. Though, some security preven-
tions need to be set before exchanging information through
the web. Certain threats regarding access control for the
object’s information and resources are unwanted data sharing,
diver’s attacks, and malicious clients, etc. Here, the question
is how to allow smart devices to access client secure resources
in such an environment.

To answer that question, many access control standard
authorization models have been proposed. Such as role-
based access control, attribute-based access control, dynamic
authorization, and multilevel security using information flow
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TABLE 6. Architectures of implementing access control.

Architecture Description

In this architecture access control server
verifies the authenticity of the user and gives
him/her the appropriate access token to access
resources  temporarily  or  permanently
depending on the police deployed.

Distributed model

Centralized model In this architecture, users are requested to use
resources from the Access Control Server
which carries them to the correct destination.
Also, there is no direct interaction between the

parties connected.

respectively in [64]-[67]. The selected models proposed;
there are two methods to use to control web access to objects
as discussed in Table 6.

Inreal life, access control architectures can be employed by
using both distributed and centralized models. Implementing
centralized models in WoT is quite interesting as all the
network complexity is carried by the server but, this could
create various problems for instance single point of failure,
impersonation and privacy problems because all the eventual
responses and requests are monitored by the server. On the
other hand, the distributed model provides better privacy and
system stability but it could be difficult to implement.

V1. DISCUSSION

Instead of the vast connectivity of the smart devices to the
WoT, users are still concerned about sharing their personal
information with Smart things also about who is accessing
their data. They want to have complete control over their
data and have adequate security procedures to defend data
inside or outside the structure.

There are three ways in which WoT poses a threat. Firstly,
the excessive use of internet-connected devices that means
the consumer’s private data can be connected in powerful
and new ways. Though it can be used to build a better user
experience, it also means the companies that have access
to this data and wants to steal it, can help them to steal
user’s behavior through innocuous tools and it can be used
for marketing purposes. Secondly, WoT devices don’t just
allow hackers to access an individual’s data and behavior
also provide a way to reduce the structure of the internet.
In 2016, a botnet that took advantage of a large number of
IoT devices was created by scanning the internet effectively
for devices which had default password and usernames. These
devices were infected by the malware called Miri, which
became the largest denial of service attack ever, that have
access over vast areas of the internet, including Netflix, CNN,
and Twitter [68]. Lastly, the risk is related to confidentiality
associated with potential physical threats. When we begin
the hypothesis of "smart cities", the risks caused by WoT
devices are exacerbated where the digital ecosystems of entire
cities are interconnected. So that it is necessary to identify
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and handle threats for the successful implementation of WoT
economically. Privacy and security issues to provide identity
among existing WoT technologies is presented in [5]. The
author also provided a framework that was implemented in
smart cities to evaluate the strength and weaknesses of the
proposed framework. The integration of smart things with
WoT raised privacy issues but the security issues that the
smart cities will face were not mentioned in this study.

In this study, a concern of the authors was to identify
different types of issues that occurred while connecting smart
things to the internet through the web. Such as unauthorized
access, denial of service attack, tempering, impersonating,
and eavesdropping. Among all attacks, unauthorized access
is considered more dangerous because an attacker can access
all sensitive personal information and caused huge losses.
Famous websites like PayPal, Myspace, Orkut (Google’s
social media platform), amazon, and TweetDeck (an appli-
cation in Twitter) had been affected by hackers in the past
[39].

It is possible to strengthen the security of the environ-
ment by applying security mechanisms such as authentication
protocols, built resilient and well-tested code, manipulating
encryption technology, or by putting security level checks
on APIs [8]. The focus of that study was to find the pri-
vacy issues find the lightweight privacy solution that can be
implemented in a heterogeneous environment. The authors
also incorporate existing security and privacy measures devel-
oped by investigators by the researchers. Four main aspects
are; identity management, access control, data confidentiality
and integration, authentication, and authorization. Different
security mechanisms have been introduced by the scientific
community which can help secure data. Recently, the authors
in [71], showed how to secure data transfer protocols. They
also proposed the group key transfer protocol. To do so, they
created a variation of the Diffie-Hellman algorithm, designed
for one-to-one interaction. The motive for this policy is to
keep the key updated, its privacy and authentication. Two
security mechanisms were proposed to protect the privacy
details of the legitimate users by the authors in [72]. The first
scheme focuses on computer efficiency over time and the sec-
ond provides better protection at accounting costs. They used
proxy-based additive homomorphism by re-encrypting and
design these two privacy schemes. Authors in [74], devel-
oped the alternatives of the Map-Reduce paradigm. Then
they complied with HIPAA. They also used an OpenSSL
encryption packet to ensure maximum disability and extra
security to the data. The literature comparison of different
security mechanism techniques is given in Table 7.

Some of the mechanisms and algorithms to improve secu-
rity information are Biometrics, access cards, keys, FIDO
authentication, matching against a database and Public key
infrastructure based methods. Table 8 summarizes the exist-
ing security mechanisms with security measures. Based on
this study, the authors’ findings are that the most lacking WoT
security mechanisms are authentication and authorization as
the increased number of WoT devices make it critical to

VOLUME 9, 2021



R. Sardar, T. Anees: WoTs: Security Challenges and Mechanisms

IEEE Access

TABLE 7. Comparison of different security mechanisms with literature.

Publication Problem Tackled Security Mechanism
[7] Lightweight privacy authentication protocols and
solution manipulating encryption
technology
[69] Data integrity Authenticator based data
verification integrity verification
techniques
[70] Data integrity Sensitive data segment
[71] Secure transfer of the Diffie Hellman algorithm
data variations
[72] Supply information Proxy-base additive
security to trusted homomorphism
users
[73] Leakage of Encryptor CP-ABE scheme
[74] Security of data levels ~ OpenSSL encryption
package
[75] Provide security in ElGamal algorithm

monitoring the patients
by using remote
devices

TABLE 8. Security measures and associated mechanisms.

Security Measure Associated Security Mechanisms

Access Control Biometrics, VPN, Passwords and keys,
Reference monitor, Time limits, User
permissions, Multilevel security

Identity Management Biometrics, Access cards, Logging and
auditing, Intrusion detection systems

Data Confidentiality
and Integration User permissions, Secure channels, Alarms
Authentication and
authorization

One-time password, FIDO authentication,
Matching against a database, Public key
infrastructure based

secure authentication. After authentication, access control
mechanisms must be solved as anyone should not have access
to everything. Currently, there is no perfect security mecha-
nism that can be used to ensure full security in the system.
Technology has taken a huge step forward over the years,
which could help build high-performance technologies that
are currently in use due to the computer load they need.
However, this technology is the same for hackers, which
means they need less time to find the keys.

One of the solutions to security systems can be got by com-
bining all the existing algorithms and mechanisms altogether.
But, it seems that things are highly dependent in situations
where it has to apply, in some places security is needed to
protect the database while others protect the keys that encrypt
the data being stored. To take full advantage of the future
power of the WoT, governments and manufacturers have
begun to put their efforts into innovating new technologies to
enable the security of connected devices without disrupting
user experience or adding additional costs and processes.
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VIi. CONCLUSION

WoT is transforming the IoT as the web has transformed com-
puting over the last decade. This prototype of networking has
been employed in every part of our lives ranging from smart
cities to agriculture and industries but, connectivity between
different devices is creating many security and trust problems.
So, In this paper, highlighted the major security issues such
as unauthorized access, tampering, impersonation, DoS, and
snooping. After that applied threats analysis and attack mod-
elling method to some of these highlighted security threats
on security threats to find system vulnerabilities that can be
helpful to protect the system from future attacks. Among all
issues, handling unauthorized access is considered a major
threat to WoT connected devices. To secure WoT commu-
nication between different devices further highlighted some
of the security mechanisms such as access control, identity
management, confidentiality, and integration, authorization
and authentication.

Authors have used Threat analysis and attack modeling
methods to inform the users about defensive measures and
to prevent security threats from taking advantage of system
flaws. Authors have provided the necessary insight into how
security can be improved by using certain existing mecha-
nisms and algorithms.

In our findings, security models are still immature and
further research is required for ensuring security in WoT.
In the author’s opinion by ensuring things security, users’
trust in the connected WoT devices can be achieved that can in
return provide greater benefits such as reusability, easy access
to information, and cost-effectiveness.

In the future, privacy and trust issues related to WoT can be
identified to make communication between different objects
of the environment easily.
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