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ABSTRACT In this paper, we concretely formulate to derive the attacker’s success probability of obtaining
the shared secret keys for the Y00 protocol under a combination of a quantum collective attack with
infinitely-long known-plaintext, naming it ‘‘collective known-plaintext attack’’ in this work. In contrast, our
previous work showed only the necessary condition to design Y00 transmitters to be information-theoretic
secure. The keystone of the security evaluations in this work is the time-translational symmetry of the Y00
signals modulated by pseudo-random number generators, such as linear-feedback shift registers or Mersenne
twisters. With the assist of a true-random deliberate-signal-randomization, information-theoretic security
would be realized. By numerical simulations, we can determine whether the designed Y00 transmitters are
information-theoretic secure. However, this work’s security evaluation may not apply to the transmitters with
cryptographically-secure pseudo-random number generators because they might not have time-translational
symmetry, even though suchY00 transmittersmay be securer.We also describe future challenges for theorists
to accelerate designing securer Y00 transmitters.

INDEX TERMS Beyond Shannon-limit of cryptography, information-theoretic security, physical-layer
encryption, quantum multi-hypotheses testing theory, secure communications.

I. INTRODUCTION
Since the invention of the first concept of quantum key dis-
tribution (QKD) [1], [2], it has been the center of attention
how information-theoretically secure (ITS) communications
are realizable using the laws of quantum physics.

Around 2000, H. P. Yuen proposed a protocol with
a code-name ‘‘αη’’ to DARPA [3]–[6] to realize quan-
tum encryption compatible with the current optical net-
work. Today, the protocol is called ‘‘Quantum-Noise Stream
Cipher,’’ or some researchers call it ‘‘Y00’’ to show respect to
the inventor, although Yuen named it ‘‘keyed-communication
in Quantum-noise’’ (KCQ) [6]. A well-described review on
works before 2017 is [7].

The prototype Y00 transmitter was cryptanalyzed by a
fast correlation attack [8], [9]. Even after a countermea-
sure [9], [10] was equipped, it was thought to be for
the specific attack, not for general attacks. Hence, almost
for 20 years, the protocol had been thought to be non-ITS.
Some researchers in quantum cryptography have commented,
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‘‘the Y00 security is folklore.’’ The comment motivated us to
formulate ITS Y00 security since 2019 [11].

Thus, the main reason for the unpopularity of the Y00
protocol may be that its security is not well-understood yet,
although its significant affinity to the current broadband opti-
cal communication infrastructure has been experimentally
confirmed with the current technologies [12], [13].

In this work, we give concrete evaluation procedures appli-
cable to implemented Y00 transmitters to evaluate their
security based on the probability of successful attacks, as
H. P. Yuen has emphasized in [6], [18], [19] and some other
literature stated [20], [21]. Past security evaluations of Y00
transmitters under KPAs have been done under individual
quantum measurements to evaluate the attacker’s error rate
(individual KPAs). However, individual KPAs might have
over-estimated the security level of the Y00 protocol.

Our previous work [11] showed that the Y00 protocol
possibly realizes ITS when it is well-designed even under
known-plaintext attack (KPA) with the assists of quantum
collective measurements [22] (collective KPA), in which the
attacker performs an optimal quantum measurement on her
quantum memory storing the series of Y00 signals to obtains
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the shared secret keys. It is analogous to collective attacks in
the context of QKD’s adding infinitely-long known-plaintext
attacks in the security evaluation of the Y00 protocol.

However, no concrete designs of transmitters were given
in our previous work [11]; it showed only the possibility of
ITS Y00 transmitters. Hence, we need security evaluation
procedures under collective KPAs to give concrete designs
of ITS Y00 transmitters.

The collective KPAs are realistically possible when all
users, including the attacker, can access public datasets such
as operating system (OS) upgrading, the original image for a
clean installation, broadcasting, or high-quality multimedia.
The data size of multimedia in a Blu-ray disc can store
about 100 gigabytes. These data sizes increase as we have
more network capacities. Thus, sufficiently long collective
KPAs are realistically possible.

In this work, we give a concrete formulation to realize
ITS Y00 transmitters by paying attention to pseudo-random
number generators’ characteristics (PRNGs). By the char-
acteristics of PRNGs, the Y00 signals have time-translate
symmetry. Hence, such symmetry makes the security anal-
ysis easier. Here, we notify that the security evaluations
based on the time-translational symmetry cannot be applied
to any cryptographic-secure PRNGs because they might
not be symmetrical. To evaluate Y00 transmitters with
cryptographic-secure PRNGs, a further generalization of this
work is required.

Our study is constructed as follows. Section II provides
fundamental knowledge on the Y00 protocol. Section III
describes the overview of our security evaluation strategy
based on the time-translational symmetry of the Y00 sig-
nals. Section IV evaluates the confidentiality of the shared
secret keys of the Y00 transmitters and the message integrity.
Section V discusses the connection between our results in
this study and our previous study. Section VI describes future
perspectives. Then Section VII states conclusions.

II. BASICS OF PROTOCOL AND PREVIOUS RESULTS
This section describes the principles of Y00 protocol with
Message Integrity. Before we start the discussions, we denote
{V } as a set of possible variables V while |{V }| denotes the
number of elements in {V }.

A. BASIC BACKGROUNDS
C. E. Shannon proved that One-Time Pad (OTP) is uncondi-
tionally secure as follows [23].

Pr (X |C) = Pr (X) (1)

C is a ciphertext string where C = X + S mod 2, where X is
a plaintext string, and S is the true-random keystream. To sat-
isfy (1), the probability distribution of Smust be independent
and identically distributed (IID), denoted as

Pr (S) = 1
/
|{S}|. (2)

After Shannon’s work, A. D. Wyner showed that (2) is not
necessary only when the attacker, Eve, observes inevitable

noise Q on her wire-tap channel [24], [25]. The legitimate
users’, Alice and Bob, encrypt and decrypt the messages as

C = X + S mod 2. (3)

Here, S is generated from a PRNG with a shared secret key
K as a PRNG seed; hence, S is not IID.
Eve observes a degraded ciphertext CE. instead of C by

noise Q as follows.

CE = C + Q mod 2. (4)

Hence, S and its seedK cannot be uniquely determined unless
Q = Q(X,CE) under KPA [11],

H (S|CE,X) > 0. (5)

Contrarily, OTP under KPA necessarily reveals the secret key
S as follows.

H (S|C,X) = 0. (6)

Equivalently, even though S is discarded once it was used,

Pr (S|C,X) = 1. (7)

However, if Eve is almighty excepting physics laws’ restric-
tions as QKDs assume,Wyner’s assumption faces difficulties.
The Y00 protocol is one of the solutions to add inevitable
physical noise on the wire-tap channel.

B. OTHER CLASSES OF ATTACKS
The readers may wonder why this study treats only KPA
while there are several classes of attacks as follows.

1) Ciphertext only attacks (COA); The attacker utilizes the
only ciphertext to obtain the plaintext or the key.

2) Known plaintext attacks (KPA); The attacker knows the
plaintext then tries to find the encryption key.

3) Chosen plaintext attacks (CPA); The attacker can
access the encryption system to obtain the pair of a
known plaintext and the corresponding ciphertext.

4) Chosen ciphertext attacks (CCA); The attacker injects
ciphertext into decryption systems to obtain the corre-
sponding plaintext.

In any classes except COA, the attacker can obtain the pair
of the plaintext and the corresponding ciphertext to perform
key-recovery attacks in the Y00 transmitters. Therefore, there
is no significant difference between infinitely-long KPAs in
this study and other cryptologic attack classes.

Moreover, our previous work [11] showed that Eve’s any
local operations, no matter classical or quantum, never give
her any advantages in cryptanalyses in the context of opti-
mal quantum measurement and quantum data-processing
inequality.

Readers may still doubt whether PRNGs achieve ITS with
the assist of quantum noise. However, we described precise
explanations in Appendix.C of our previous work [11] by
analogous imperfect OTP; ITS would still be maintained,
although Eve would gradually be aware of the encoded
contents.
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C. COMMENT ON ‘‘IMPOSSIBILITY OF UNCONDITIONAL
SECURITY’’ BY Y00 PROTOCOL
Another collective security analysis on the Y00 protocol
by P. A. Tregubov and A. S. Trushechkin [14] is precisely
explained and invalidated in this section.

They stated their security analysis assumes that the Y00
protocol transfers ‘‘qubits’’ in finite-dimensional Hilbert
spaces, which have orthonormal states, as we see in their
Definition 2, Section 4, 5, and 6.

The quantum states in the Y00 protocol never are orthonor-
mal in infinite-dimensional Hilbert spaces; it is well-known
that coherent states never be orthogonal as firstly formulated
by R. J. Glauber [15] and E. C. G. Sudarshan [16], also
in several textbooks on quantum optics [17]. Hence, their
security analysis has a fatal error from the beginning to apply
it to the Y00 protocol, although their discussion may apply to
finite-dimensional quantum stream ciphers.

D. PRINCIPLE OF Y00 PROTOCOL
The Y00 protocol’s principle is to create the inevitable noise
on the wire-tap channel by its design even under Eve’s col-
lective KPAs, as we explained in the previous work [11].

To start the Y00 protocol, Alice and Bob must share secret
keys (km,1km′ ) ∈ {(K ,1K)}. Then, they expand (km,1km′ )
into key streams (sm,1xm′ ) ∈ {(S, 1X)} using the common
PRNGs equipped in the transmitter and receiver, such as lin-
ear feedback shift register (LFSR) or Mersenne twister [26],
[27]. Subsequently, sm is chopped to every (log2 L) bit to
form an L-ary string sm(t) at time slot t . A message bit x(t) is
encoded into a coherent state

∣∣α[l(m,m′)(t)]〉 as follows:
l(m,m′)(t) := Map [sm(t)]

+L (Map [sm(t)]+ x(t)+1xm′ (t) mod 2) .

(8)

Map[sm(t)] is a projection from sm(t) to Map[sm(t)] {0,
1, 2, 3, . . . , L – 1}. For the detailed characteristics
and concrete Map[·], the references [7], [28]–[30] help
understand. Therefore, x(t){0, 1} corresponds to a set of
quantum states {

∣∣α[l(m,m′)(t)]〉 , ∣∣α[l(m,m′)(t) + L]〉} when
Map[sm(t)] + 1xm′ (t) is an even number; otherwise,
{
∣∣α[l(m,m′)(t) + L]〉, ∣∣α[l(m,m′)(t)]〉}. In contrast, Bob’s
receiver sets an optimal threshold to discriminate against
the set of quantum states based on the shared (sm,1xm′ ).
Therefore, he decodes x(t) because he knows the value of
Map[sm(t)] + 1xm′ (t). Meanwhile, Eve must discriminate
against the 2L-ary signals to obtain x(t) under COAs, which
is hidden under the overlapping quantum and classical noise
because she does not know whether Map[sm(t)] +1xm′ (t) is
even or odd.

When Eve can launch KPA longer than the least common
multiple (LCM) of PRNGs’ periods for (S,1X) denoted
as TLCM, she launches an optimal measurement to obtain
the most probable corresponding shared keys (K,1K).
In such a case, the quantum detection theory for multi-
hypotheses [31]–[33] is required to evaluate the security of

the Y00 protocol. Eve obtains the coherent states separated
from a beam-splitter of splitting ratio ηE to store the signal
sequence.

|ηEα(km,1km′ , x)〉 := |αE(km,1km′ , x)〉

= ⊗
N ·TLCM
t=1 |αE[lm(t − 1)]〉 . (9)

Here, ηE may be almost one; Eve may insert an optical
amplifier to Bob’s side to compensate for the optical loss by
ηE. Hence, ηE being almost one is possible.

Since (sm,1xm′ ) is generated from (km,1km′ ), Eve needs
to perform a |{K,1K}| -ary discrimination based on the
collective KPA [34].

E. MESSAGE INTEGRITY IMPLEMENTATION IN Y00
Confidentiality, Integrity, and Availability are the triad of
information security, as we have discussed in our past
work [34], referring to the original definitions described in
the literature [35], [36], which are often overlooked in QKDs
except [37].

In our past work [34], quaternary (more generally, p-ary
with p ≥ 3) Y00 protocols with scrambling the signal posi-
tions corresponding message bits can prevent Eve from forg-
ing messages even by KPAs. Hence, the message integrity
is also realized by adding conventional hash-values of the
message, such as SHA or even MD5. The message integrity
cannot be equipped on malleable stream ciphers, including
OTP and even ordinary Y00 protocols.

An example of the Y00 protocol with message integrity
is as follows. Instead of a binary signal described in the
previous section, Quaternary Y00 protocols use four signals
{
∣∣α[l(m,m′)(t) + z · L]〉 |z = 0, 1, 2, 3}, where the 4L signal
level is determined as follows, instead of (8).

l(m,m′)(t) := Map [sm(t)]+ L · LT(X ,1X) . (10)

X := x(t)+Map [sm(t)] mod 4. (11)

1X := 1xm′ (t) ∈ {0, 1, 2, 3, 4, 5}. (12)

Instead of the previous descriptions, x(t) is a 2-bit plaintext,
while1xm′ (t) is a 6-level additional pseudo-random number.
LT(X ,1X ) is a look-up table shown in TABLE 1.
In this study, we use the above notations instead of the

binary Y00 notations in Section II.D.
The previous work showed that Eve’s success probabil-

ity in obtaining the correct secret keys would rise as time
passes [34]. However, Eve’s success probability in breach-
ing message integrity remains around 1/3 per signal on
average because the legitimate users refresh the secret keys
before Eve’s success probability in obtaining the correct keys
reaches PTh � 1 [11].

The above property is crucial to prevent impersonation
using identifications and certification forging known by
all users in a network, including Eve. Hence, the Y00
protocol with message integrity may be useful for key-
refreshments [11] as well as ITS initial-key distribution [34]
with ITS digital signature [38].
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TABLE 1. Example of LT(X , 1X ) in (10) with (11) and (12).

F. IMPORTANCE OF COLLECTIVE KPAS
Individual KPAs assume that Eve would discriminate γ T -ary
signals to find the correct keystream during an attack duration
T with a masking size γ [7], that the number of signal levels
under the quantum noise. However, what Eve requires based
on KPAs is to search the correct secret keys in the key-space
|{K,1K}|, far less than γ T searches, under Shannon’smaxim
as known as Kerckhoffs’ principle. The assumption implies
that Eve knows the transmitters’ implementations; hence, Eve
would find most likely signal sequences from noisy observa-
tions [11]. For example, under the assumptions that

γ :=
[(
2σQ

)/
(1A)

]d
∼ 10. (13)

T ∼ (2|{K,1K}| − 1)(log2L)
−1. (14)

L ∼ 2048. (15)

|{K,1K}| ∼ 2512. (16)

Here, σQ is the standard deviation of the Y00 noise, 1A is
the signal distance. The parameter d = 1 for intensity-shift
keying (ISK), amplitude-shift keying (ASK), and phase-shift
keying (PSK), while d = 2 for quadrature-amplitude modu-
lations (QAM).

Then, Eve’s success probabilities in obtaining the correct
keys based on her error rate are, by order-of-magnitudes,

γ−T ∼ 2−4.0×10
153
� |{K,1K}|−1 ∼ 2−512. (17)

Hence, individual KPAs over-estimate the security level of
Y00 transmitters. Another reason is given in Section V.B.

The importance of collective KPAs is as follows. Suppose
that almost all network users, including Eve, can access the
same data set, such as OS upgrades, an original image of
the OS, broadcasting, or highly qualified multimedia. For
example, today’s data transmissions of OS upgrading or mul-
timedia in a Blu-ray disc are of the order of 109 ∼ 1011 bytes.
These data sizes increase as we have more network capaci-
ties. Thus, sufficiently long collective KPAs are realistically
possible. Another importance of collective KPAs is that it
would make the security evaluations easier because the Y00
signal sequence becomes periodic thanks to the transmitters’
PRNGs [33].

III. THEORETICAL FRAMEWORKS
This section describes the Y00 security evaluation with con-
crete formulations based on time-translational symmetry,
originating from the M-sequences’ property. Section III.A.
overview of our security evaluation strategy. Then, Section
III.B and Section III.C formulate the time-translational prop-
erties of the Y00 signals.

A. OVERVIEW OF ANALYSES STRATEGY
In the following sections, we omit the plaintext x because we
consider only the case of KPA unless it must be written.

Suppose that km is variable while 1km′ is fixed for the
simplicity of the discussions. Because most Y00 systems uti-
lize PRNGs with M-sequence [25], the Y00 signal sequences
have a time-translational symmetry as in FIGURE 1; at the
specific periods, the inner state of the PRNGs reproduce the
same states given by other initial keys (km,1km′ ). We write
the initial keys (km,1km′ ) as (m,m′).

FIGURE 2 illustrates how quantum signals evolve as time
passes. Assume that the correct signal sequence is

∣∣α(m,m′)〉
and the nearest-neighbor states

∣∣α(m± n,m′ ± n′)〉 under m
± n mod |{1K}| and m′ ± n′ mod |{K}|, which is discussed
in Section III.C. Then, Eve must discriminate the signal
sequence

∣∣α(m,m′)〉 from others by setting two boundaries
α B±,±(m,m′) between

∣∣α(m,m′)〉 and ∣∣α(m± n,m′ ± n′)〉,
and two boundaries α B±,∓(m,m′) between

∣∣α(m,m′)〉 and∣∣α(m± n,m′ ∓ n′)〉, respectively. Eve’s detection domain
D(m,m′) described in Section IV.B must be within these four
boundaries.

B. TIME-TRANSLATIONAL SYMMETRY OF Y00 SIGNALS
This section investigates the property of a time-translational
operator U and V under modulo |{K}| and |{1K}|, respec-
tively.

For a fixed 1km′ , the operator U works as follows.

U
∣∣α(m,m′)〉 = ∣∣α(m+ 1,m′)

〉
. (18)

Furthermore, the properties of the conjugate operator U† are,〈
α(m,m′)

∣∣U†
=
〈
α(m+ 1,m′)

∣∣ . (19)

Hence,〈
α(m,m′)

∣∣U†U
∣∣α(m,m′)〉 = 〈α(m+ 1,m′)

∣∣ α(m+ 1,m′)
〉

=
〈
α(m,m′)

∣∣ α(m,m′)〉 . (20)

∴ U†U = I . (21)

The property (21) indicates that U is a unitary operator.
Therefore, ∣∣α(m,m′)〉 = Um ∣∣α(0,m′)〉 . (22)

Furthermore, (22) means U must be cyclic as follows.

U |{K}| = I . (23)

Hence,

U |{K}|−1 = U†UU |{K}|−1 = U†I . (24)

The result (24) means that the U† is a reversal time-
translational operator as follows.

U† ∣∣α(m,m′)〉 = ∣∣α(m− 1,m′)
〉
. (25)

In a similar manner to (18)–(25), the operator V works as
follows.

V
∣∣α(m,m′)〉 = ∣∣α(m,m′ + 1)

〉
. (26)
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FIGURE 1. A schematic picture of correspondence between a PRNG’s internal state in Y00 transmitters and the generated quantum states. In this figure,
|{K }| = 16 and 1k are fixed to 1k0. However, typically |{K }| = |{1K }| = 2128 – 1 or 2256 – 1.

FIGURE 2. A schematic view of the boundaries to discriminate the quantum states and the integration domain for Eve.

V |{1K}| = I . (27)

Therefore, V is also a unitary operator with similar properties
U has. Note that U and V commute.

From the properties of U and V , there exists
∣∣α′〉 corre-

sponding to arbitral |α〉 such that∣∣α′〉 := UnV n′
|α〉 . (28)

It is merely because U and V are the time-translational
unitary operators. For instance, the following equation is
satisfied by merely exchanging the series of the components
of |α〉.∣∣∣〈α|V †n′U†nUnV n′

|α〉
∣∣∣ = ∣∣〈α′ ∣∣α′〉∣∣ = |〈α |α〉| . (29)

C. NEAREST-NEIGHBOR STATES
To determine the thresholds between signals in FIGURE 2,
we must define ‘‘nearest-neighbor states’’ to an arbi-
tral

∣∣α(m,m′)〉 by fidelity. Suppose that
∣∣α(n, n′)〉 is the

nearest-neighbor state to |α(0, 0)〉. Then,∣∣〈α(n, n′) |α(0, 0)〉∣∣ := max(m,m′)6=(0,0)
∣∣〈α(m,m′) |α(0, 0)〉∣∣ .

(30)

Thanks to the time-translational symmetry in Section III.B,
we obtain another nearest-neighbor state.∣∣〈α(n, n′) |α(0, 0)〉∣∣ = ∣∣∣〈α(n, n′)∣∣UnV n′V †n′U†n

|α(0, 0)〉
∣∣∣

=
∣∣〈α(0, 0) ∣∣α(−n,−n′)〉∣∣ . (31)

Hence, we are ready to derive D(n, n′) boundaries in
Section IV, precisely formulated in Section IV.B.

The above result is generalized as follows.∣∣〈α(n, n′) |α(0, 0)〉∣∣
=

∣∣∣〈α(n, n′)∣∣V †±mU†±m′U±mV±m
′

|α(0, 0)〉
∣∣∣

=
∣∣〈α(n± m, n′ ± m′) ∣∣α(m,m′)〉∣∣ . (32)∣∣〈α(n, n′) |α(0, 0)〉∣∣
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=

∣∣∣〈α(n, n′)∣∣V †∓mU†±m′U±mV∓m
′

|α(0, 0)〉
∣∣∣

=
∣∣〈α(n± m, n′ ∓ m′) ∣∣α(m,m′)〉∣∣ . (33)

For
(
n± m mod |{K}| , n′ ± m′ mod |{1K}|

)
and

(
n± m mod |{K}| , n′ ∓ m′ mod |{1K}|

)
. (34)

Therefore,
∣∣α(m,m′)〉 has four nearest-neighbor states;∣∣α(m± n,m′ ± n′)〉 and

∣∣α(m± n,m′ ∓ n′)〉. Here, (n, n′)
depends on the implementation parameters in (10).

However, note that all states cyclically appear as
nearest-neighbor states under U and V if |{K}| is coprime
of n while |{1K}| is also coprime of n′. Especially if both of
|{K}| and |{1K}| are prime numbers, all states appear under
time-translational operations no matter what (n, n′) is.

IV. THEORETICAL SECURITY EVALUATIONS
This section describes the principles of the Y00 pro-
tocol with and without true-random deliberate signal
randomization (TR-DSR), using the quantum detection
theory [31]–[33].

A. OPTIMAL MEASUREMENT UNDER BAYES’ CRITERION
As the previous work derived [11], we suppose that Eve
launches KPA of unlimited duration. Hence, she stores the
signals into her quantum memory from the beam splitter in
Section II.D.

The necessary-and-sufficient conditions to optimize Eve’s
average success probability with her measurement operators
{ME(m, m′)} are [31]–[33] (refer equation (50) in [32], and
set the cost coefficients as Ci j = −δi j)∑

(m,m′)∈{K,1K}
M E(m,m′)

= I . (35)

W (m,m′) :=−
∑

(n,n′)∈{K,1K}
δn,mδn′,m′ Pr(m,m

′)ρ E(n, n′)

= −Pr(m,m′)ρ E(m,m′) (36)

.M E(n, n′)
[
W (m,m′)−W (n, n′)

]
M E(m,m′)

= 0. (37)

W (m,m′)− 0

> 0. (38)

0 :=
∑

(m,m′)∈{K,1K}
M E(m,m′)W (m,m′)

=

∑
(m,m′)∈{K,1K}

W (m,m′)M E(m,m′). (39)

The following value is Eve’s expected success probability of
obtaining the correct (m,m′).

Ex[Pr(Success)] = − tr0. (40)

B. CONFIDENTIALITY OF SHARED KEYS WITHOUT TR-DSR
From the discussions in Section III.A, {ME(m,m′)} must
satisfy

ρ E(m,m′) :=
∣∣α E (m,m′)

〉 〈
α E (m,m′)

∣∣ . (41)

V †m′U†mM E(n, n′)UmVm′

·
[
W (0, 0)−W (n− m, n′ − m′)

]

·V †m′U†mM E(m,m′)UmVm′
= 0. (42)

If {ME(m,m′)} is time-translational symmetric, (42)
is automatically satisfied. The following formulation
of {ME(m,m′)} satisfies the requirement with an over-
completeness factor [17],

ME(m,m′) :=
∫
α∈D(m,m′)

(d · α) π−N ·T LCM |α〉 〈α|. (43)

(d · α) :=
∏N ·T LCM

t=1
dα(t). (44)

Here, (44) is a shorthand notation to perform the integral (43).
At the boundaries betweenD(m,m′) andD(m± n,m′± n′),

the following equality must be satisfied.

α = α′ = α B±,±(m,m′). (45)

Hence,

Pr(m± n,m′ ± n′)
〈
α E(m,m′)+ α

∣∣ α E(m± n,m′ ± n′)
〉

·
〈
α E(m± n,m′ ± n′)

∣∣α E(m± n,m′ ± n′)+ α
〉

= Pr(m,m′)
〈
α E(m,m′)+ α

∣∣ α E(m,m′)
〉

·
〈
α E(m,m′)

∣∣α E(m± n,m′ ± n′)+ α
〉
. (46)

From the properties of coherent states, (47)–(49) are satis-
fied.

〈α| α′
〉
= exp

[
α′α† −

1
2
|α|2 −

1
2

∣∣α′∣∣2]
= exp

[
1
2
α′α† −

1
2
αα′

†
−

1
2

∣∣α − α′∣∣2] . (47)∣∣〈α| α′〉∣∣ = exp
[
−
1
2

∣∣α − α′∣∣2] . (48)

α := (α(1),α(2),α(3), . . . ,α(N · T LCM)) . (49)

Substituting (47)–(49) into (46), then, calculate the loge of
the result. Thus, (50) is derived.

ln
[
Pr(m± n,m′ ± n′)

/
Pr(m,m′)

]
= αE(m,m′)αB±,±(m,m′)† + αB±,±(m,m′)αE(m,m′)†

−
1
2

∣∣αE(m,m′)∣∣2 − 1
2

∣∣αB±,±(m,m′)∣∣2
−αE(m± n,m′ ± n′)αB±,±(m,m′)†

−αB±,±(m,m′)αE(m± n,m′ ± n′)†

+
1
2

∣∣αE(m± n,m′ ± n′)∣∣2 + 1
2

∣∣αB±,±(m,m′)∣∣2. (50)

The time-translational operations and (49) implies,∣∣α E(m,m′)
∣∣2 = ∣∣α E(m± n,m′ ± n′)

∣∣2. (51)

Hence, we obtain,

ln
[
Pr(m± n,m′ ± n′)

/
Pr(m,m′)

]
=
[
αE(m,m′)− αE(m± n,m′ ± n′)

]
αB±,±(m,m′)†

+αB±,±(m,m′)
[
αE(m,m′)− αE(m± n,m′ ± n′)

]†
.

(52)
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Therefore, the boundary conditions are as follows, with an
arbitral real number b.

α B±,±(m,m′) =
ln
[
Pr(m± n,m′ ± n′)

/
Pr(m,m′)

]
2[αE(m± n,m′ ± n′)− αE(m,m′)]†

+
b
2

[
αE(m± n,m′ ± n′)+ αE(m,m′)

]
.

(53)

α B±,∓(m,m′) =
ln
[
Pr(m± n,m′ ∓ n′)

/
Pr(m,m′)

]
2[αE(m± n,m′ ∓ n′)− αE(m,m′)]†

+
b
2

[
αE(m± n,m′ ∓ n′)+ αE(m,m′)

]
.

(54)

When all the prior probabilities are equal, the boundaries (53)
and (54) fit our intuition; see [40].

Thus, we obtained the boundaries α B±,±(m,m′) and
α B±,∓(m,m′) in which D(m,m′) in (43) exists. Therefore,
Eve’s optimal measurement operators {ME(m,m′)} satis-
fies (55) as follows.∑

(m,m′)∈{K,1K}
M E(m,m′)

=

∑
(m,m′)∈{K,1K}

∫
α∈D(m,m′)

(d · α) π−N ·T LCM |α〉 〈α|

= I . (55)

Eve’s success probability for an individual (m,m′) case is

Pr
(
m,m′|m,m′, x

)
=

∫
α∈D(m,m′)

(d · α) π−N ·T LCM exp
[
−
∣∣α−αE(m,m′)∣∣2]

< 1. (56)

Eve’s expected success probability (40) is rewritten as

− tr0 =
∑

(m,m′)∈{K,1K}
Pr(m,m′) Pr

(
m,m′|m,m′, x

)
< 1.

(57)

Therefore, we can conclude that Eve’s success probability
of her attacks strongly depends on the area ofD(m,m′); as the
area becomes narrower, securer the Y00 transmitters would
be.

Note thatD(m,m′) still depends on the transmitters’ imple-
mentations because of (10)–(12); however, now we have a
solution to derive Eve’s success probabilities once the Y00
transmitters are designed.

Moreover, if we rewrite (56) by decomposing the vector
notations of the signal series every TLCM round as follows,

Pr
(
m,m′|m,m′, x

)
= π−N ·T LCM

×

∫
αT LCM
∈D(m,m′)

(
d · αT LCM

)
exp

[
−N

∣∣αT LCM

− α E(m,m′)T LCM

∣∣2]. (58)

The above result immediately indicates that a two-
dimensional Gaussian distribution in the integral has a vari-
ance of (2N )−1. Hence, the variance decreases asN increases,
as illustrated in our past work [39].

C. CONFIDENTIALITY OF SHARED KEYS WITH TR-DSR
When we apply TR-DSR, the Y00 signals are described by
mixed states. (59) represents a discrete TR-DSR modulation
while (60) describes the continuous modulation.

ρE(m,m′) :=
∑

α′E∈{ηEα DSR}
Pr(α′E)

∣∣αE(m,m′)
+α′E

〉 〈
αE(m,m′)+ α′E

∣∣. (59)

ρE(m,m′) :=
∫
α′E∈{ηEα DSR}

(
d · α′E

)
Pr(α′E)

∣∣αE(m,m′)
+α′E

〉 〈
αE(m,m′)+ α′E

∣∣. (60)

For high-rate true-random number generation, laser chaos
is proposed; they achieved 650 Gbps [41]. To derive the
boundaries for the mixed states above, we must solve (37)
similarly in Section IV.B. However, there are no analytical
solutions to derive the boundaries. Hence, we continue our
discussions, assuming we have obtained the boundaries by
numerical analyses.

Once we obtain the boundaries α B±,±(m,m′) and
α B±,∓(m,m′) to determine D(m,m′) with (60), by similar
calculations to (56) and (57),

Pr
(
m,m′|m,m′, x

)
= π−N ·T LCM

×

∫∫
α∈D(m,m′)

α′ E∈{ηEαDSR}

Pr(α′ E) exp [−|α

− αE(m,m′)− α′E
∣∣2] (d · α) (d · α′E). (61)

− tr0 =
∑

(m,m′)∈{K,1K}
Pr(m,m′) Pr

(
m,m′|m,m′, x

)
.

(62)

D. MESSAGE INTEGRITY
The confidentiality threshold PTh must upper-bound Eve’s
success probability of obtaining the correct shared keys to
refresh the shared keys described in our previous work [11].
In the key-refreshment process and the initial key-agreement
process [34], the message integrity must be guaranteed.

Suppose that Eve launches a man-in-the-middle (MITM)
attack between Alice and Bob based on a fully (or partly)
known-plaintext attack. When she successfully captures the
correct key with a probability of Pr

(
m,m′|m,m′, x

)
< PTh,

she can forge a message perfectly; otherwise, she fails in
forging with a probability of 1/3 per signal on average [34].

In the above situation, Eve’s success probability in alter-
nating x into xE is when Eve could obtain the correct keys.
Otherwise, she fails in alternating. Hence,

Pr
(
xE|m,m′

)
=

∑
(mE,m′E)

Pr
(
xE,mE,m′E|m,m′

)
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= 1× Pr
(
m,m′|m,m′

)
+

∑
l(mE,m′E)
6=(m,m′)

Pr
(
xE|mE,m′E,m,m′

)
× Pr

(
mE,m′E|m,m′

)
. (63)

Denote the numbers of non-zero parts in (x – xE) mod 4 as
d(xE, x), including the hash value of x. Hence, when the hash
value length is h(x),

d(xE, x) > h(x)+ 1. (64)

By a similar application of Markov inequality in Section V.C
of [19], Eve’s success probability in alternating x into xE is
upper-bounded as follows.

Pr
(
xE|mE,m′E,m,m′

)
= Pr

[ (
xE|mE,m′E,m,m′

)∣∣
Pr
(
xE|mE,m′E,m,m′

)
> P In

]
× Pr

[
Pr
(
xE|mE,m′E,m,m′

)
> P In

]
+ Pr

[ (
xE|mE,m′E,m,m′

)∣∣
Pr
(
xE|mE,m′E,m,m′

)
< P In

]
× Pr

[
Pr
(
xE|mE,m′E,m,m′

)
< P In

]
. (65)

Hence,

Pr
(
xE|mE,m′E,m,m′

)
(mE,m′E)6=(m,m′)

< 1× exp [− (h(x)+ 1) ln 3]P In
−1
+ P In × 1. (66)

Thus, substituting Pr
(
m,m′|m,m′, x

)
< PTh and (65) into

(66), the upper-bound is

Pr
(
xE|m,m′

)
< P Th + exp [− (h(x)+1) ln 3]P In

−1
+ P In.

(67)

More precisely, this is because Eve’s success probability in
alternating is

Pr
[
Pr
(
xE|mE,m′E,m,m′

)
(mE,m′E) 6=(m,m′)

> P In

]
× Pr

[ (
xE|mE,m′E,m,m′

)∣∣
Pr
(
xE|mE,m′E,m,m′

)
(mE,m′E) 6=(m,m′)

> P In

]
< P In

−1 Ex
[
Pr
(
xE|mE,m′E,m,m′

)]
(mE,m′E) 6=(m,m′)

× 1.

(68)

Pr
[
Pr
(
xE|mE,m′E,m,m′

)
(mE,m′E) 6=(m,m′)

< P In

]
× Pr

[ (
xE|mE,m′E,m,m′

)∣∣
Pr
(
xE|mE,m′E,m,m′

)
(mE,m′E) 6=(m,m′)

< P In

]
< 1× P In. (69)

To minimize the upper-bound,

P In
2
= exp [− (h(x)+ 1) ln 3] . (70)

Hence, Eve’s success probability in alternating the message
is

Pr
(
x E|m,m′

)
< P Th + 2 exp

[
−
1
2
(h(x)+ 1) ln 3

]
. (71)

Therefore, the shared key’s refreshment process must be
performed while (71) is satisfied to guarantee the fresh keys’
integrity [34].

V. CONNECTION BETWEEN PAST AND THIS WORK
Hence, the problem is how large Eve’s average success prob-
ability and Eve’s maximum success probability are and how
long the breaching time is. This section describes how our
previous result [11] is connected to the result of this work.

A. ESTIMATION OF BREACHING ROUND
We already have a result in the precious work as follows.

Pr
(
m,m′|m,m′

)
6 1−

[
1− Pr

(
m,m′

)]
exp

[
−
(
N
/
N Breach

)
ln 2

]
. (72)

On the other hand, this study concluded (57). Hence,
we obtain an inequality related to the breaching round
NBreach.

1
/
N Breach > N−1log2

[
1− Pr

(
m,m′

)
1− Pr (m,m′|m,m′)

]
. (73)

We also concluded in our previous work that the Y00
transmitters are non-ITS if 1/NBreach ≥ 1. Hence, we are now
ready to confirm whether the given Y00 transmitter is ITS
or not by substituting parameters in (73), which are given by
numerical simulations based on (57) or (61).

B. ESTIMATION OF BREACHING ROUND BY INDIVIDUAL
KPAS
Contrarily to the case of collective KPAs, individual KPAs
estimate the breaching-round far longer. In this sense, we can-
not say individual KPAs correctly evaluate the security level
of Y00 transmitters.

The reason is as follows. In a similar manner in our previ-
ous work [11],

1− Pr
(
m,m′|m,m′

)
6 max

{n(e|m,m′)}∈�(m,m′) C
∏

e∈{0,1}|e|
Pr (e|m,m′)n(e|m,m

′)

×

∑
{n(e|m,m′)}∈�(m,m′) C

[N !]
∏

e∈{0,1}|e|

[
n(e|m,m′)!

]−1
.

(74)

Hence,

Pr
(
m,m′|m,m′

)
> 1−

[
1− Pr(m,m′)

]
exp

[
−
(
N
/
N Individual

)
ln 2

]
.

(75)[
1− Pr(m,m′)

]
(2M )T

=

∑
{n(e|m,m′)}∈�(m,m′) C

[N !]
∏

e∈{0,1}|e|

[
n(e|m,m′)!

]−1
.

(76)

1
/
N Individual

:= −log2
[
(2M )T LCMmaxe∈{0,1}|e| Pr(e|m,m

′)
]

> −log2
[
(2M )T LCM Pr(0|m,m′)

]
. (77)

VOLUME 9, 2021 31615



T. Iwakoshi: Security Evaluation of Y00 Protocol Based on Time-Translational Symmetry Under Quantum Collective

Note that Pr(0|m,m′) is Eve’s probability in obtain-
ing error-free keystreams. Hence, the probability corre-
sponds to Eve’s success probability in obtaining the correct
(m,m′) by individual KPAs. The above result concludes that
NIndividual ≥ NBreach as follows.

1
/
N Breach > N−1log2

[
1− Pr

(
m,m′

)
1− Pr (m,m′|m,m′)

]
> 1

/
N Individual. (78)

Therefore, we recommend evaluating the security of Y00
transmitters under collective KPAs in the described procedure
through Section III to Section V.

VI. FUTURE PERSPECTIVES
From the previous discussion, we showed the importance of
evaluating the security of the Y00 transmitters under collec-
tive KPAs. This section discusses some future perspectives
as challenging tasks for theorists in this field to accelerate the
designing of securer Y00 transmitters.

A. ON EXPERIMENTAL EVALUATIONS
In the above discussions, we have shown howwe evaluate the
security of Y00 transmitters. This section briefly describes
how we evaluate Y00 transmitters by experiments.

Thanks to the notation (49), we can decompose D(m,m′)
boundaries (53) and (54) deriving boundaries in each times-
lot. Hence, we can experimentally confirm how much noise
is Y00 transmitters have outside of D(m,m′). However, the
detectors’ noise must be carefully subtracted because Eve’s
detector is supposed to be noiseless.

One possible problem is that deriving the boundaries of
the D(m,m′) relies on numerical simulations, although it is
not impossible. Therefore, more straightforward methods to
derive them are expected.

B. THEORETICAL DIRECTIONS FOR BETTER
TRANSMITTERS
This study showed how to evaluate given Y00 transmitters;
however, it is still a severe problem to derive designs of
better Y00 transmitters from the theory. If there could be
theoretical formulations to give designs of the transmitters,
the development would be accelerated.

It would also be better to equip cryptographically secure
pseudo-random number generators in the Y00 transmitters
to secure them. However, we cannot apply our theory in this
study to such pseudo-random number generators that have no
time-translational symmetry.

VII. CONCLUSION
In this work, we analytically described the security of the
Y00 protocol, while we lacked in details of the measure-
ment operators in our past works. By operating numerical
simulations, we can now evaluate the security of designed
Y00 transmitters thanks to the given measurement operators.
However, an inverse problem is still a challenging task: how

we design securer transmitters by theories. We hope more
theorists would be interested in this field since the significant
affinity of the Y00 protocol to the current broadband optical
communication infrastructure has already been studied well.
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