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ABSTRACT Contemporary developments in providing proper security in the Internet of Things (IoT) have
been made signcryption scheme highly suitable for various applications such as smart cities, smart healthcare
and smart agriculture. However, security and privacy are the primary concerns in protecting data as it was
highly sensitive. This paper is proposing a new Identity based online/off-line signcryption scheme suitable to
provide secure message communication among IoT devices, gateway, and the server. This method is divided
into the online and offline phases, where heavy mathematical computations are carried out in the offline phase
and light computations in the online phase. This scheme provides a security solution for integrating Wireless
Sensor Networks (WSNs) into the IoT. Experimentation was done and finally compared against existing
techniques and proved that the proposed mechanism reduces the computation time in online by performing
a greater number of operations in off-line signcryption phase. Further, it provides indistinguishability against
adaptive chosen ciphertext attacks and existential unforgeability against adaptive chosen messages attacks.

INDEX TERMS Bilinear pairing, certificateless signcryption, HOOSC, heterogeneous, identity based
cryptography, online/off-line signcryption.

I. INTRODUCTION

IoT is a diversified network intended to establish
communication among various types of sensors and servers
also facilitates the communication between person-to-person,
person-to-device, device-to-person, or device-to-devices, and
so on. Advancements in communication technology, it is
widely used in many real-time applications like military
vigilance, healthcare, industrial operations monitoring, etc.
Data communication of these devices in an open environment
may raise the scope to access sensitive data by the intruder,
S0, security is the primary concern.

The associate editor coordinating the review of this manuscript and

approving it for publication was Lorenzo Mucchi

Security and privacy [1] are always the crucial issues of
IoT. In order to provide the security and privacy in the IoT
environment, extensive research on physical layer security,
secure access control mechanism (e.g., access control scheme
based on attribute base encryption), secure communication,
network traffic and data analysis method, and threat detection
technology has been carried out.

The IoT system in general is usually deployed in a dis-
tributed environment. In which, the IoT entities exchange
information dynamically to provide a decentralized and scal-
able infrastructure, to support billions of devices generating
and exchanging large amount of data. Decentralized commu-
nication has become a crucial trend of Smart-IoT, such as
the researches on block-chain based mechanism and device-
to-device (D2D) communication technology. we need a more

This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 9, 2021

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 21267


https://orcid.org/0000-0003-4929-5383
https://orcid.org/0000-0002-5324-2156
https://orcid.org/0000-0003-4773-7352
https://orcid.org/0000-0001-6389-0221

IEEE Access

V. S. Naresh et al.: Practical Identity Based Online/Off-Line Signcryption Scheme for Secure Communication in loT

efficient secure schemes and mechanisms that can secure
the message communication in the heterogenous network.
Among numerous cryptography methods, signcryption, cryp-
tography primitive can be applied to decentralized commu-
nication environment, has received considerable attention
because of its high efficiency and security.

Many techniques such as cryptographic algorithms, key
management techniques [2], region-based privacy-preserving
mechanisms [3], based on public key infrastructures
(PKI) [6], Certificateless Public Key Cryptography (CL-
PKC), and an Identity based (ID) [7], [8], [21], [23], [24],
and signcryption methods [4] were present to address the
security issues. Among these, the best cryptography scheme
named Signcryption, which fulfills the functionalities of
digital signature and encryption in a single step. Where as
in traditional public key cryptography data encryption and
authentication is accomplished by signing the document
digitally and then encrypt the signed document for trans-
mission over a public network (i.e, signature-then- encryp-
tion). It results low efficiency and high computational cost.
A Signcryption scheme diminishes the computational cost as
compared to signature-then- encryption scheme. Encryption
and digital signature are two elementary security proper-
ties of any signcryption scheme. Such properties include
integrity, non-repudiation, unforgeability and confidentiality.
Online/offline cryptography is a fundamental concept for sev-
eral cryptographic systems is a key to reduce computational
costs of the devices sending their messages in confidential
and/or authenticated way. Where, the signing procedure of
online/offline signature scheme is split into the offline phase
and the online phase. The signer can accomplish all the
computationally expensive operations in the offline phase,
Then, in the online phase, only lightweight operations are
required to sign the message so that even low-power devices
can handle the signing process. From the literature survey,
the online/off-line signcryption approach is highly appropri-
ate for IoT since it is finishing most of the operations will be
done off-line results increase in performance also concentrat-
ing on the security service like authentication, confidentiality,
non-repudiation and integration. Advantages of signcryption
include:

a. More proficient in computational and communica-
tion than the sequential computation of signature and
encryption techniques.

b. Needs only one key pair for an individual user, whereas
traditional technique requires two pairs of keys used for
encryption and signing, respectively

c. Permits the operations to be done in parallel.

d. signcryption can simplify the design of cryptographic
protocols by including confidentiality and authenticity.

Zheng [5] has proposed the signcryption scheme, where
sender could sign and encipher the message concurrently.
It is apposite for the devices consume less power such as
sensors. Even er al. [9] has proposed an online/off-line
signcryption (OOSC) scheme, mainly consist of online and
off-line phases. In off-line, majority of complex calculations
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will be finished in the absence of the message and receiver’s
information; barely light operations will be done online.
Hence, the OOSC scheme is more preferable for the
establishment of communication among IoT devices.
Zhang et al. [10], Sun et al. [11], Liu et al, and
Sharmila Deva Selvi et al. [13] proposed an OOSC scheme
using user Identity and shows that the scheme is secure
against random oracle.

In recent times, CL-PKC was studied extensively, since
it could conquer certificate management and key escrow
problem in the ID-based public-key cryptography. Many cer-
tificateless key agreement methods [15]-[18], [20], digital
signature techniques without certificate [25]-[28], and cryp-
tographic schemes without certificates [29], [30], [33], [41],
[43]-[45] have been proposed for various applications.
Luo et al. [31] projected foremost certificateless online/
off-line signcryption (COOSC) scheme [32], [42], demon-
strated that it is provably secure in random oracle. Regret-
tably, these schemes are exposed to the private key
compromised problem. Andrew et al. [6] proposed an OOSC
scheme to produce an optimal solution for BSN by com-
bining signature for authentication, encryption and integrity.
Xu et al. [34], Mu et al. [10], Chen et al. [35] and Thwin and
Vasupongayya [36] utilizes the idea of blockchain together
with proxy re-encryption scheme for the transmission of
personal health information securely and to get out of
the network performance concerns, security, privacy, stor-
age limitations of sensors, scalability, revocation of con-
sent, secure against Adversary’s attacks. Li et al. [32] and
Luo et al [37], proposed certificateless online/off-line sign-
cryption schemes. Lai and colleagues [38], [39] proposed
the signcryption based on ID, that undergoes key escrow
issue and the server-side scalability problem. Sun and Li [14]
presented two dissimilar domains created on heterogeneous
signcryption. Li et al. [40] developed a heterogeneous
signcryption which can resolves the issues of Li and Sun
scheme [39].

To get rid of the computational burden on biosensor
nodes, Jawaid et al. [41] presented online/off-line signcryp-
tion techniques for certificateless cryptosystem (CLC) in
heterogeneous environments. Dan and Wakaha [42] pro-
posed multi-divisible online/off-line (MDO) cryptography
includes the earlier works such as online/off-line crypto-
graphic schemes, incrementally executable signcryptions,
divisible online/off-line signatures, and MDO encryptions.
However, we know that the aim of the online/off-line tech-
nique is to shift the massive operations to the off-line
phase. Numerous online/off-line signcryption algorithms
were proposed by many researchers such as Heterogeneous
online/off-line signcryption (HOOSC) scheme [19] and the
Heterogeneous cryptographic Algorithm [41]. However due
to high computational load with complex operations: divi-
sion, exponentiation and inverse made these protocols weak
in terms of performance. To address this and to improve the
performance, in the proposed scheme we made the following
changes:
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o We removed the division operation in key generation.

« Instead of exponentiation and inverse operations in
online/oft-line signcryption the scalar multiplication and
addition operations respectively.

o Used bilinear pairing operations with the objective of
reducing the number of operations in the online phase in
order to speed up the computations and also to improve
the security in communication.

A. CONTRIBUTIONS

The main objective of this paper is to establish a secure
channel between a sensor node and an Internet host in
order to provide end-to-end communication with confiden-
tiality, integrity, authentication and non-repudiation services.
In addition to that, an identity-based cryptosystem (IBC) is
used in the sensor node and that the PKI is used in the Internet
host. Also, we are aiming to make the computational cost of
sensor nodes is low. The proposed solution is heterogeneous
online/off-line signcryption with the following features

« It allows a sensor node in the IBC to send a message to
an Internet host in the PKI.

« It splits the signcryption into two phases: off-line phase
and online phase. In the off-line phase, most of the
heavy computations are done without the knowledge of
a message. In the online stage, only light computations
are done when a message is known.

e The computation time of key generation phase of
proposed scheme is less compared to the HOOSC
technique.

o Computation time of the proposed online signcrypt is
less compared to the HOOSC scheme.

1) ROADMAP

The mathematical background for the proposed work is dis-
cussed in section 2, some of the existing techniques and
their functionality are elaborated in section 3, the method-
ology for proposed sign-encryption scheme was presented in
section 4, Security analysis of ID-Based OOSC is presented
in section 5, results of proposed scheme and comparison of
existing schemes with the proposed is shown in section 6, and
the last section 7 concludes the paper with future direction.

Il. MATHEMATICAL BACKGROUND
This section will concentrate on notations and bilinear pairing
properties.

A. NOTATIONS
Table 1 displays the abbreviations and notations used in this
paper.

B. BILINEAR MAPS

Let us consider Gy and G> be two groups of prime order p,
where G is using additive notation and G» using multiplica-
tive notation. We consider W, U and V are three generators of
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TABLE 1. Notations.

Symbol Definition
o signature
m message
u User u
SID, u’s private key
QID, u’s public key
C cyphertext
P generator of G;
p large prime number
Hy, H,, H;and H, Hash functions
ID, u’s identity
C Challenger
A Adversary

a times
G1, and we write aW =W + W + ... + W and we consider
a bilinear map &: G1x G; — G3
The useful bilinear mapping [24], [28] has following prop-
erties:

1) BILINEARITY

VW.U € Gi.Va.b € Z},&aW.bU) =&W, )™

(D
EW+U,V)=2¢e(W,V).e(U,V) and
EW,U+V)=eW,V)&eW,U),YW,U,VeG; (2)

2) NON-DEGENERACY

For any O # W € Gy, thereis U € Gy,
such that (W, U) # 1
YW,U € Gy,e(W,00) =1and eé(co, W)=1 (3)
oW,—U)=8e(-W,U)=2eW,U)"! 4
eWw,U)y=1, VYW eGthenU = &)

C. Computability
Y(W,U) € G1 x Ga,e(W, U) is efficiently computable.

IIl. EXISTING SIGNCRYPTION TECHNIQUES

This section will discuss two well-known signcryp-
tion schemes Heterogeneous online/off-line signcryption
(HOOSC) and Heterogeneous cryptographic Algorithm.
Both of them are the off-line/online signcryption mecha-
nisms. The importance of these techniques is, some of the
calculations will be done during off-line to save the compu-
tation time during the communications. These mechanisms
mainly comprise of off-line phase and an online phase. In the
off-line phase user will decide the public parameters, user
registration with Private Key Generator (PKG), secret key
computation from the user ID, and then the signature gen-
eration. Once the user decides the message to communicate
to other end, online signcryption procedure will be executed.
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TABLE 2. Performance comparison.

Scheme Computational cost Security Key size(bits) Cipher off-line
Sign_crypt Unsign_crypt IND- EUF- IS 1B PKI text storage
CCA2 CMA C

Hetro[15]  1Pa,2H2A,1Mul  5P,1XoR,2H, le v oA N 480 320 960 960

SL[14] 4H,2X0R, le 2XOR,3H,1Pa voX X 320 320 640 0

Fagen[19]  le,2H,2Mul,IXOR  2Pa,3H,1A \ \ \ 320 320 640 1824

LTX[32] 3Mul ,le 3Pa,4Mul \ \ \ 680 680 1520 2224

LZZ[33]  4Mul,le 3Mul,le,2Pa \ \ \ 680 680 1520 2384

Jawaid[46] 4Mul,1e,2H,1X0oR  le,2Pa,1Mu, V \ \ 480 320 1200 2720
2H

Proposed ~ 2Mul Ipa 1A,3Pa,1X0O \ \ \ 320 320 1200 2224
R

IND- CCA2: Indistinguishability under Adaptive Chosen Ciphertext Attack(IND-CCA2), EUF- CMA: Existential Unforgeability under Chosen Message Attack(EUF-CMA), IS:

Insider security, IBC: Identity based cryptography, PKI: Public key infra structure

This phase is intended to perform the conversion of message
into ciphertext.

A. HOOSC SCHEME [19]

A generic HOOSC method consists of the following steps:
setup, IBC-KG, PKI-KG, off-signcrypt, on-signcrypt, and
unsignerypt.

(1) SETUP:PKG run Setup() phase and produces system
parameters(param) as output by keeping master key s
secret.

Setup()
{

a) Choose two groups of G and G of prime order p
Where , G; is additive and G» is multiplicative
groups, P is a generator of Gy,
€ : G1XG; — G> and hash functions
Hp: {0, 1} — Z;

H, : {0, 1}* XG1XGr — Z; and
H;s : Gy — {0, 1}", nis the bit level message length.

b) Choose s randomly

¢) Compute Py, = sPand g =& (P, P)

d) Publish param = {G1, G2, H1, H2, H3 ¢, g, n, P,
Ppup} by keeping s secret.

}

(2) IBC-KG: An identity based key routine, where client
submits Identity (ID) to PKG, he computes the secret
key(SID) and communicates securely to the user by
using user’s public key (pk) and ID.

IBC-KG()

{

a) Compute SID = mP

b) Return key pair = (public key, private key) = (ID, SID)

}

We will denote the sender by ID, and his key pair (public
key, private key) is represented by (ID,, SID,)

(3) PKI-KG: A key generation step for PKI user(u), where
the user chooses his secretkey (sk,) and publish the
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corresponding publickey (pk,). The pk, need a digital
certificate signed by Certificate Authority (CA).

PKI-KG(sender u)

{
a)
b)

}

4)

®)

(6)

Choose a random number x,, from Z;‘
Compute secret key sk, = x]—lP and public key pk,_x, P

OFF-SIGNCRYPT: Once the sender(u) decides the
receiver(r) to whom he wants to send a message(m),
then he runs this algorithm, outputs an off-line
signcryption(d) by taking param, sender private key
(SID,,), and receiver public key (pk ,) , as input.
off-signcrypt()
{
a) Choose x, 8 from Z; randomly
b) Compute r = g*, S = B.SID,,T = x.pk,
c) return§ = (x, 1 B8,S, T)

}
ON-SIGNCRYPT sender runs this algorithm to output
ciphertext(o ), which uses param, message(m), and § as
input.

on-signerypt()
{
a) Compute ¢ = XOR (m, H3(r))
b) h=H> (m,r,S)
¢) and 6 = (x + h) B~ modp
d) return o = (¢,0,S,T)
}
UNSIGNCRYPT: once receiver receives the ciphertext,
applies this algorithm to retrieve the m it. This algo-
rithm takes o, a sender’s publickey(pk,), the receiver’s
secretkey (sk,), and outputs m or the symbol L if o is
invalid.

unsignerypt()
{
a) r=¢e(T,sk;)
b) Retrieve m = XOR (C, H3(r))
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¢) Compute h = Hp (m, r, s)
d) Accept m when r = &(0S,H(ID,)P
+Ppuh) g~ " otherwise return L.

}

B. HETEROGENEOUS CRYPTOGRAPHIC ALGORITHM [41]
This attribute-based heterogeneous online/offline scheme
that securely transmits information from the biosensor nodes
to server using online/off-line heterogeneous signcryption.
This heterogeneous online/off-line signcryption scheme com-
prises the following phases: setup phase, PKG key generation
phase, user node key generation phase, offline signcryption
phase, online signcryption phase, and unsigncrypt phase. The
detailed description of the algorithms is as follows:

1) SETUP
PKG run Setup(), produce system parameters(param) as
output.
Setup()
{
a) Choose two groups of G| and G, of prime order p
Where , G| is additive and G» is multiplicative
groups, P is a generator of G,
&: G1 XGy— G> and hash functions
H; : {0, 1}* > Z[j
H, : G| — Z;‘,H3 : G, — {0, 1}* and
Hy : {0,1}"XG1XG, — Z*, n is the bit level
message length.
b) Choose s randomly
¢) Compute Py, = sPand g =& (P, P)
d) Publish param = {Gy, G, H}, &, g, n, P, Ppup} by
keeping (s, Ha, H3, Hy) secret.

}

2) KEY GENERATION
This phase generates the private and public keys of user,
mainly consists of i. master key pair generation at PKG, ii.
user public key generations, iii. partial private key generation
and iv. full key generation algorithms.
I. Master_Key(): This is a key pair generation routine
at PKG, where PKG computes the public key and private key.
Master_Key()
{
a) Choose a random number s from Z;‘
b) Compute skg = %P and public key as pk;_ sP
¢) Return key pair = (public key, private key) =
(kg skc)

II. PK_Gen(): An identity based key routine, where
client uses his Identity (ID,) and generates public key, details
are as follows:

PK-Gen ()
{

a) Choose a random number x,, from Z;‘
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b) public key pk,_x,H; (ID,) P

II. EPK_Gen(): An identity based key routine,
where client submits his Identity (ID,) and the public key
pk, to PKG, he computes the partial secretkey(spk,) and
communicates securely to the user.

EPK_Gen()
{

Compute partial private secret key

_ 1
spk” - Hz(pku)+SkGP

IV. FK_Gen(): This phase takes spk, and x,, as input
parameters and generates thee full private key (FP,) of the
user(u) as FP, = spku.xu_l

3) OFF-SIGNCRYPT
Once the sender(u) runs this algorithm, outputs an off-line
signcryption(d) by taking param, FP,, pk s, x,, ID, and spk,
as the input.
off-signcrypt()
{
a) Choose x, B from Z;‘ randomly
b) Compute D = x. pkgs
¢) Compute Z = B~ .FP,
d) Compute U = x,pkg
e) Compute T = x,,.H> (spku).P
f) Compute L = g*
g) returnd =(x, 8,D,Z U, T, L)

}

4) ON-SIGNCRYPT()
In this phase, the message(m) and the output of previous
offline phase (§) is taken as the input, computes the signature
(o) and sends to the receiver as follows:
On-signcrypt(m, §)
{
a) Computes V = H3 (L)
b) Computes C = XOR(m, V)
c¢) Computes h = Hy (M, L, Z)
d) Computes b = (x + h)B mod p
e) compute encoded text C = (C, b, Z, D)
f) returnoc = (C,U, T)
}
5. UNSIGNCRYPT: In this phase, the cipher takes an
encoded textC, U, T and FP, as input and run unsigncryption
cipher to get the message(m) and to check the correctness of
that data.
unsignerypt()
{
a) compute L =& (D, FP,)
b) Retrieve m = XOR (C, H3(L))
¢) Compute 2 = H3(m, L, Z)
d) Compute F =b.Z
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Message (m)  © SID, D, Message (i)

H:ﬂmm—b{ On-signcrypt

Sensor node

Cipher text (o)

B Unsignerypt

Internet host

FIGURE 1. Block diagram of secure communication.

e) Accept m when
L=&(F,T,U)g™"
otherwise return L.

IV. PROPOSED METHOD

A. IDENTITY BASED ONLINE/OFF-LINE

SIGNCRYPTION SCHEME

The block diagram in Figure 1 shows the steps involved in the
communication between two sensors, the sender and receiver,
through different media. This scheme consists of the Identity
based certificate less communication; initially, the sensor
calculates the precomputed results § = (U, W,y,k) in off-line.
When it wants to send m then it runs the On-signcrypt(s,m)
algorithm to compute the cipher text. As and when the
receiver receives the ciphertext, he uses unsigncrypt() method
to retrieve message m. The proposed scheme can achieve
security services like confidentiality, integrity, authenti-
cation, and non-repudiation. Like HOOSC, the proposed
algorithm also consists of five algorithms setup, extract,
offline-signcryption, online signcryption and unsigncryption.

1) SETUP
PKG runs algorithm, takes security parameter(s) as input and

produces param as the output.
Setup()

{

a) Choose G1 and G, of prime order p, P is a gen-
erator of Gy, a bilinear map &€ : G| XG; — G
and hash functions Hy : {0,1}* — Gy, H; :
{0, 1} — Z;f and H3 : Go» — {0, 1}",n is the
number of bits in the message

b) Choose s— Z;

¢) Compute Pp,, = sP and g = &P, P)

d) Publish
Param = {G1, G2, &, Hy, H2, H3, g, n, p, P, Ppup}
by keeping s secret

}

2) EXTRACT
In this algorithm, user submits /D to PKG, he computes
private key SID and sends key pair back to the user securely.
Extract()
{
a) Compute QID = H(ID)
b) Compute SID = sQID
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¢) Return key pair
(public key, private key) = (QID, SID)
}
For the user («) the keypair is (QID,,, SID,,)

3) OFFLINE-SIGNCRYPTION
After deciding receiver (r) by the sender (u), he/she runs
this algorithm, outputs an offline signcryption § by taking
system parameters param, and receivers public key QID,. as
the input.
off-signcrypt()
{
a) Choose x < Z randomly
b) Compute U = xP, W = xPpy,
c¢) Compute y = &W, QID,) and then k = H3 (y)
d) returné = (U,W,yk)

}

4) ONLINE -SIGNCRYPTION
sender runs this algorithm in order to output sinature(o),
which takes param, m and an off-line signcryption(d) as input
and then generates the signature (o) consists of ciphertext(C),
Uand V.
on-signerypt()
{
a) Compute h = Hy(U, m)
b) V=hWSID,+WandC=m@k
¢) returno = (C, U, V)

}

5) UNSIGNCRYPTION

once receiver receives the signature, he applies this algorithm
to retrieve the m from it. This algorithm takes a signature(o),
sender’s identity (ID,), a sender’s publickey QID,, and the
receiver’s secretkey SID, as input, and accept the message
(m’), which is obtained from the XOR on k and C after
checking the correctness otherwise returns symbol L if o is

invalid.
unsignerypt()

{
a) Compute QID, = Hy (IDy)

b) Compute y = &(U, SID,) and then k = H3 (y)
) m' =k @ Candh = Hy(U, m)
d) Accept m! if

&(V,P)=¢(h.QID,, Ppuy) & (U, Ppup)

else return L.

}

B. CORRECTNESS PROOFS
This is the correctness proof of equation €(V,P) =
é (h.QIDu, P,,u;,) é (U, Ppu;,) in Unsigneryption phase is as
follows:
é(V,P) =¢enSID,+ W, P)
= &(hSID,, P)é(W, P)
= &(h.s.QID,,, P)e(xPpyp, P)
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Sensor Node identity ID, Sensor Node identity IDg

PKG

keypair (QID,,SID,,

> signature (¢ ) = (C,U,V) /\ili}:]ﬁ

keypair (QIDg, SIDg)

Base station @ Wireless sensor nodes

FIGURE 2. Secure communication model of loT.

= &0h.QID,, s.P)é(x.s.P, P)
= &(h.QID,, s.P)&(x.P, s.P)
= €(h.QID,, Ppup)e(U, Ppyp)

C. APPLICATION OF SIGNCRYPTION SCHEMIE IN IoT

Here, we describe about the application of the proposed
scheme in the IoT. WSNs composed of large number of tiny
nodes, which plays an important part and they are involved
in the collection of environmental data for IoT. All these
nodes are connected to base station, which is act as the
gateway between the sensor nodes and the user since it is
forwarding the data from WSNs and the Internet Server. This
communication between WSNs and the server should be
secured with security services like confidentiality, authentica-
tion, integrity, and non-repudiation. Figure 2 shows the secure
communication model for IoT using the proposed scheme.
This model consists of mainly three entities, PKG, WSNs and
the server. Initially PKG runs the setup() routine to finalize
the system parameters. Then PKG runs the extract() routine
to generate the keypairs to the base station and the server. The
base station is loaded with the precomputed result from off-
signcrypt() routine. When the WSNs is needed to send the
data to the server, the base station runs on-signcrypt() routine
and sends the o to the server. After receiving, the server
runs the unsigncrypt() to recover the m and then accepts it
after verifying the validity. The computational cost of the
base station is very small since there is no exponentiation or
pairing in on—signcrypt() routine.

V. SECURITY ANALYSIS OF ID-BASED 00SC

Proposed algorithm is secured against the indistinguishable
adaptive chosen ciphertext attacks and existential unforge-
ability against adaptive chosen message attacks.

Theorem 1: In random oracle model, Adversary (A) has a
less advantage ¢ against IND-CCA?2 security, algorithm will
run for time, performs g, unsigncryption queries and gH;
queries for i = 1,2,3, then there exists an algorithm which
can solves the algorithm with an advantage of

, &

qu
g = Qat, + gy ~|—qH3)(l - 2—k) (6)
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Proof: In this proof, we show how challenger (C) can
use A as a subroutine in order to solve given instance (P, «P)
of BDHIP.

1. Setup Phase: C runs setup routine with the security
parameters as input, then sends param to A by keeping
the master private key in secret. C chooses s € z;
randomly and computes the Py, = sP and g = &(P, P).
Then sends all param to the A.

2. A performs the following oracle queries to C in order to
extract the secured information. The queries submitted
by A during the setup phase is discussed below:

o Key Extract query: A submits his ID; to PKG and
tries to get the corresponding secretkey SID corre-
sponding to ID;.

 signcryption query: A produces m, sender and

receiver IDs(ID4, IDg) to C. He computes ID;’s
privatekey and runs the algorithm off-signcrypt() to
obtain an off-line signcryption §'. Finally C returns
o to A.
C simulates A ‘s challenger in IND-CCA2 game. C
maintains lists L, L), and L3 in order to maintain
three hash oracles H, Hy, andH3. A will ask the
following queries in order to use them in any other
queries.

e H; query: For the user with ID4, A submits
query for H{(IDy), C checks the value of H; for
the input /D4 on list L and returns the value from
the list, otherwise returns a random % 4 € z;f as
the reply, inserts value (ID4, iy 4) onto L;.

e Hjrquery: For query on H,, C checks the Hj
value is defined for input my and Uy earlier.
If it was defined previously corresponding value
will be returned, otherwise C returns a random
ha,4 € z; inteply. In addition to that C calculates
the random oracle and inserts the tuple (m4, Ua,
hz’A) into Ly.

e Hj query: As and when C receives request for
H3(y4) query, it first checks for the existence of
the H3 value for the input y4, return its matched
value from the L3, otherwise, C randomly choose
h3 a4 from {0, 1}, return it as the answer and
inserts the tuple (ya, A3 4) into list L3.

A. UNSIGNCRYPTION QUERY

This query is mainly targeted to extract the message from
the queries results collected by the A. At any time, A
can perform make an unsigncrypt query on ciphertext
o = (C,U, V), and sender’s private key SID4.C executes
the 1 to find ,h1 4 = Hi(ID,4) and tries to estimate the
sender’s private key SID4 = s.h; 4.Later, he tries to find
ha.a = Ha(Uy, H3 (&(Ugs, SID4)) @ C).Then For all cipher-
texts he check the list L, for the entries of the form (Uy, h2 4),
returns the message my if any entry was matched otherwise
rejects o. The probability in rejection of ciphertext do not
exceed 2.
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B. GUESS

C fetches a random entry from L, or L3, since L3 is containing
additionally gH» + gH3 records, choosing the right element,
is having th§ probability l/quz +qHj3- From the analysis,
the probability of not aborting is prob [-E] we know prob
[-E] < q“ . So prob [-E] = . In addition to that C
may choose the right element from Lz or L3 with the prob-
ability of 1/2 gH>+qH53: Therefore, we have an advantage of

gy (L~ 5)

Theorem% The proposed scheme is existentially unforge-
able under a chosen message attack.

Proof: The challenger (C) generates a valid keypair
(pk,sk) and gives pk to the adversary(A).The attacker may
now repeatedly ask for signatures on chosen messages
,,,,,, my) of its choosing, and receives the valid sig-
natures (01,02,.... 0,) in response. At the conclusion of the
experiment, the attacker must output a message and signature
(m™*, o* )such that (1) the message m* was not one of the
messages requested in the previous step, and (2) the mes-
sage/signature verifies correctly under the public key.

We can also prove that our proposed scheme is existentially
unforgeable under a chosen message attack in the standard
model, In the random oracle model, if an adversary A has
an advantage € > 10(qs + 1)( gs + qH,)/ 2k against the EUF-
CMA security of the proposed scheme when running in a time
t and performing g, signcryption queries and gy, queries to
oracles H;(i = 1, 2, 3), then there exists an algorithm C that
can solve the g-SDHP for ¢ = ¢p, in expected time C can
solve the g-SDHP in expected time

t+ O(CIstp)
1= 17251 — ¢/25)
where #, denotes the cost for one pairing computation and #,,
denotes the cost for a scalar multiplication computation in G1.
we show C can provide a faithful simulation to A and solve
the q-SDHP by interacting with A. C takes as input (P, oP,
o?P..., ?P) and aims to find a pair C simulates A’s chal-
lenger in the EUF-CMA game. F then adaptively performs
key generation and signcryption queries as explained in the

EUF-CMA game. We describe this process as follows.

Initial: First, C chooses wi, w2, ....,wy € Z[f randomly.
takes C takes as input (P aP, «® P..., a9P) as input to
compute a generator Q € G and another element Oy, = & Q
€ Gy. C sends A the system parameters with the generator Q,
Opup = @Q and g ="e(Q, Q). C chooses a random challenge
identity ID} € {0, 1}* and sends it to A. In addition, C runs
PKI-KG algorithm to get a receiver’s public/secret key pair
(pk’, sk¥) and sends (pk}, sk¥) to A.

Attack: C simulates A’s challenger in the EUF-CMA
game. C maintains three lists L1, Ly and L3 to simulate the
hash oracles H1, H> and H3 respectively. We also assume that
H| queries are distinct and that A will ask for H (ID) before
ID is used in any other queries.

o Hjqueries: These queries are indexed by a counter v that

is initially set to 1. If ID = ID}, C returns a random

wg € Z;‘ as the answer. Otherwise, C returns w, as the

t' < 12068644, 1, < +0@tw) (D
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answer and increments v. In both cases, C puts the tuple
(ID, w) (wWhere w = wgor w,, ) into the list L.

o Hjqueries: For a query H, (m;, U;), C first checks if
the value of H, was previously defined for the input
(m;, Uy). If it was, the previously defined value is
returned. Otherwise, C returns arandom /y ; € Z; as the
answer and inserts the tuple (m;, U;, hy ;) into the list L.

« H3queries: For a H3(r;) query, C first checks if the value
of H3 was previously defined for the input r;. If it was,
the previously defined value is returned. Otherwise, C
randomly chooses A3 ; from {0, 1}", returns 43 ; as an
answer and inserts the tuple (r;, h3 ;) into the list L3.

Key generation queries: When A makes a key generation
query on an identity ID;, if ID; = ID}, then C fails and
stops. Otherwise, C knows H; (ID;) = w; and returns
Vi = aw; to A.

signeryption queries: A chooses a plaintext m and a
sender’s identity ID;. If ID; # ID?, then C knows the sender’s
private key SID; and can answer the query according to the
steps of Off-Signerypt and On-Signerypt. If ID; = ID}, C

does the following steps.
« Choose X < Z randomly

o Compute U = xQ, W = xQpup

o Compute y = &W, QID,) and then k = H3 (y)
and h = Hp (U||m)

e V=hSID,+WandC =mdk

e Returno = (C,U,V) to A
Next, we coalesce the sender identity /D} and the message m

into a “generalized” forged message (ID}, m) so as to hide
the identity-based aspect of the EUF-CMA attacks, and sim-
ulate the setting of an identity-less adaptive-CMA existential
forgery for which the forking lemma is proven.

From the forking lemma, if A is an efficient forger in
the above interaction, then we can construct a Las Vegas
machine A! that outputs two signed messages ((ID}, m), X)
and ((ID}, m), x*) with X # x* and the same commitment.

Finally, to solve the q-SDHP based on the machine A'
derived from A, we construct a machine C as follows.

C gets two distinct signatures ((ID§,m),x) and
(D}, m), x*) by running AL.C outputs (ws, I a+ ws P) as
the solution of q-SDHP.

From the forking lemma and the lemma on the relation-
ship between given-identity attack and chosen-identity attack,
if A succeeds in a time t with probability > 10(gs+ 1)
(g5 +qH, )/2¥, then C can solve the q-SDHP in expected time
< 12068641, 91> 7= rs Ty + O,

VI. RESULTS AND COMPARATIVE ANALYSIS

The performance of the proposed technique was compared
against the computational cost, key magnitude, security per-
spective, ciphertext size, and storage requirement of existing

schemes are shown in Table 2. We considered |G{| = 160
bits, |G2| = 1024 bits, |P| = 160 bits, |m| = 160 bits
and |ID| = 160 bits. Its performance is compared against

existing approaches in terms of signcrypt phase, unsigncrypt
phase, and also in security perspective. Also, we had done
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FIGURE 3. Comparative analysis of proposed technique with existed techniques.

the comparative analysis in terms of key size. The notations
used are A-addition, Mul-multiplication, XOR-Exclusive OR
operation, e-exponentiation, H-hashing, S-subtraction, and
Pa-pairing. From the table, we can observe that the pro-
posed algorithm computational cost is less than other existing
techniques. In the “Security”’ column, security comparison
was performed in terms of CCA2(INDCCA?2), CMA(EUF-
CMA), and Insider Security(IS). The key size parameter is
the sum of sizes of publickey and secretkey were used in
the comparison. In the proposed technique, point multipli-
cation has been precomputed during off-line. The online
phase does pairing operation, completes signcryption pro-
cess immediately after m is decided. Therefore, it is fit-
ting to provide a security solution for sensors. The taken
key size of PKI is 320 bits in every scheme. For cipher-
text length of [14], [19], [15], [31], [32], [41] and ours are
640,640,960,1520,1520,1200 and 1200 bits respectively.

By standard compression technique [46]the G size can be
reduced to 65 bytes. As, the existing algorithms are having
offline storage, off-signcrypt, on-signcrypt and unsigncrypt
phases, proposed algorithm is compared in terms of these
phased, so the offline storage is calculated by considering the
length of ’z;;( is 20 bytes, G is 65 bytes and G is 128 bytes.

The private key size is calculated by the number of
bits used in the derivation of user private key. The com-
parative analysis of the Hetro [15], SL [14], Fagen [19],
LTX [31], LZZ [32], Jawaid [41] and proposed scheme are
2|7 = 40bytes, G = 65 bytes, Gy = 65 bytes, |73] +

Gy = 20465 = 85 bytes,!Z;‘ + G = 20+65 = 85 bytes,
G1 = 65 bytes, and G; = 65 bytes respectively.

The offline storage is calculated by summing up the
total storage space required to pass the variables derived in
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offline signcryption phase which are shared to online storage.
The comparison of this feature in Hetro [15], SL [14],
Fagen [19], LTX [31], LZZ [32], Jawaid [41], and proposed
scheme are Zero, Zero, 2 ‘Z;‘ +2G1+Gp =2%20+2%65+128

=298 bytes, ZI;" +2G1+ Gy =20+2%65+128 = 298 bytes,
3 Z[f + 4G, + Gy = 3*2044%65+128 = 448 bytes,

2|7;| +4G1 + G, =272044°65+128 = 428 bytes, |73 +
2G1 + G2 = 20+42%65+128 = 278 bytes respectively.

The on-signcrypt is nothing but the sum of the sizes
of the parameters passing to the recievers side after com-
pletion of the online signcryption phase. The comparative
analysis of Hetro [15], SL [14], Fagen [19], LTX [31],
LZZ [32], Jawaid [41], and proposed scheme are 2 ‘Z; ‘ +

|m| = 2*20+160 bytes = 200bytes, 3 Zlf + G1 + |m|
= 3%20+65+160bytes = 285bytes, |Z;| + 2G| + |m| =
20+2%65+160 bytes = 310 bytes, 2|Z;| + 2Gy + |m| =
2*20+2%65+160 bytes = 330 bytes, 2 |Z7| + 4G + Im| =

2*20+4*65+160 bytes = 460bytes, 2G| + |m| = 2*65+
160 = 290 bytes and z;‘ +Gy + [m| = 20+65+160 =
245 bytes respectively.

The unsigncrypt operation is calculated by the computa-

tion time of the entire unsigncryption phase. The compara-
tive analysis of Hetro [15], SL [14], Fagen [19],LTX [31],

LZZ [32], Jawaid [41], and proposed scheme are 3 le“ +
2G1 + Im| = 3*20+2%65+160 = 350 bytes, 3 |Z7| + |m| =
3*20+160 = 220bytes, |Z7| + G + |m| = 20+65+160 =
245 bytes, |Zy| + Gi + |m| = 20+65+160 = 245 bytes,
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;| + G + Iml = 20+65+160 = 245 byees, 2 |7;| +
Gy + |m| + Gy = 2*20+65+20+128+160 = 393 bytes,
and 2 ‘Z;‘ + G1 + |m| = 2*204+-65+160 bytes = 265 bytes
respectively.

The overall comparative analysis of the proposed technique
with other algorithms is shown in Figure 3.

We adopt the experiment in [17] on MICA2 that is
equipped with an ATmegal28 8-bit processor clocked at
7.3728 MHz, 4 KB RAM and 128 KB ROM. A point
multiplication needs 0.81s using an elliptic curve with
160 bits p.

Figure 4 shows the comparative analysis of energy con-
sumption in terms of offline/online signcryption (Figure 4.a)
and communication cost (Figure 4.b) against various existing
techniques w.r.t proposed mechanism, according to [17], [18]
the energy consumption for a point addition is negligi-
ble, a point multiplication uses 19.1mJ and a pairing uses
62.73mJ. Time for online/offline sign_crypt where we are
calculating the energy consumption of all the existing tech-
niques with the proposed one, where we are considering
only multiplication and pairing energy consumption in both
online/offline phases. The energy consumption of Hetro [15],
SL [14], Fagen [19], LTX [31], LZZ [32], Jawaid [41],
and proposed scheme are 19.1(mj),62.73(mj), 19.1(mj),
120.03(mj), 158.23(mj), 76.4(mj), 120.03(mj) respectively.

According to [20], the MICA?2 costs 4.12u J for bit trans-
mission. Communication costs is nothing but the number of
bits outputted from onsigncrypt phase of Hetro [15], SL [14],
Fagen [19], LTX [31], LZZ [32], Jawaid [41], and proposed
scheme are 0.824(mj),1.1742(mj),1.2772(mj),1.3596(mj),
1.8952(mj),1.1948(mj),1.0094(mj) respectively.

VII. CONCLUSION

An Identity based OOSC scheme was proposed, allows the
JoT devices such as sensors, servers can communicate in a
secured manner. Our method has adopted both user iden-
tity and online/off-line methodology features in order to
improve the security level. Algorithm is compared against
many existing algorithms, proved that more secured and taken
less computation time. Also proved that it is secured against
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IND-CCA2 and unforgeability, provide the basic security
services like end-to-end security services.

As the proposed technique is suitable for many applications
like health monitoring system, industrial IoT, smart cities etc.
As part of future work, one can apply the proposed approach
to build healthcare monitoring systems and IoT based
industrial systems.
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