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ABSTRACT Mobile ad-hoc networks (MANET) is a network mode that does not depend on network
infrastructure and central access. The fast and flexible networking mode of MANET renders its wide
applications in specific scenarios. However, rapidly changing topology and open channels bring potential
security problems. In this paper, we proposed an active-routing authentication scheme (AAS) based on
the characteristics of active routing protocols. We formally demonstrated that the AAS is effective against
selective forwarding attack, false routing attack, byzantine attack and route spoofing attack using the BAN
logic considering the possibility of malicious nodes mingling inMANET. Experimental results show that the
AAS is compatible with multiple active routing protocols and it is able to increase the packet delivery rate
by 33.9%, with an average increase of 18.4% in the network containing some malicious nodes. Furthermore,
the AAS is robust which remains the average network connection rate reach 1.6 times of the collusion attack
prevention-OLSR(Cap-OLSR) protocol and preserves 79.2% of the network performance in simulation
experiments with attacks from malicious nodes.

INDEX TERMS Mobile ad-hoc network, active routing, authentication scheme, secure routing.

I. INTRODUCTION
Mobile ad-hoc networks (MANET) [1] is a self-configuring
wireless network consisting ofwireless deviceswithmobility.
MANET has the characteristic of minimal configuration and
rapid deployment, which is suitable for emergency situation
scenarios such as natural disasters, military conflicts and
emergency medical care, etc. Due to the characteristics of
network and application scenarios, the topology of MANET
is variable and unpredictable, bring great challenges to secu-
rity [2]. In MANET, traditional security measures are no
longer effective. Various attack behaviors, such as, selective
forwarding attack, false routing attack, byzantine attack and
so on cause the security problems of MANET increasingly
prominent.

Active routing protocols [3], also known as table-driven
routing protocols or prior routing protocols, are based on the
principle that each node maintains a routing table that con-
tains routing information for all reachable nodes in the net-
work. A node obtains the route to the destination by looking
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up the routing table immediately for sending messages with
few delays.

Active routing protocols periodically maintain the topol-
ogy of the network and update routing information, relying on
the perception of local topology changed by nodes. Each node
can periodically broadcast the HELLO message. The time to
live (TTL) of the message is set to 1, so that the message
cannot be forwarded. The node maintains its neighbor list by
receiving the HELLOmessages. When the source node of the
HELLO message is not in the neighbor list, it indicates that a
new node has joined the local topology. And when the node
cannot receive the HELLO message sent by a neighbor node
periodically, it means that the neighbor node has exited local
topology. When nodes in the network sense the change of
local topology information, they will reflect the change to the
entire network in time by broadcasting the topology control
(TC) messages. After that, nodes will recalculate the routes
to other nodes based on the updated topology information
and the routing algorithm agreed in advance. Common active
routing protocols, such as Optimized Link State Routing Pro-
tocol (OLSR) and Destination-Sequenced Distance Vector
Protocol (DSDV) [4], use the above mechanism to update
routing information.
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FIGURE 1. Probability of node authentication.

In the actual environment, it is necessary to set the network
number for the nodes. Nodes with the same network number
will automatically join the same network.. In order to ensure
the security of networks, a node, which is about to join
the network, needs to pass the verification of authentication
algorithms at first. If the authentication failed, in principle,
the node should not communicate with other nodes in the
network and participate in the construction of the network
topology. In the viewpoint of the active routing protocol,
nodes that are configured for the network have no difference
from others. It means that the failure of the authentication
algorithm cannot affect the routing protocol’s behavior on the
node. The unauthenticated node is able to play the same role
as other authenticated nodes in the network topology main-
tained by the routing protocol, for instance, acting as a hop
on communication routes. Unless the unauthenticated node
actively moves away from the network, the impact on other
nodes in the network is inevitable. Therefore, in MANET
with active routing protocols, it is a challenge to prevent
nodes that does not pass the authentication from affecting the
construction of topology and routing table of the network.

As shown in figure 1, the rows mean the types of the node,
and the columns mean the probability of the certification
results. As we can see that there are η false-positive and ε
false-negative nodes since the accuracy of the authentication
algorithm cannot be perfectly ensured resulting from the
probability of bit error in the wireless channel and the capture
of trusted nodes by malicious nodes.

False-positive nodes referred that the malicious nodes are
misjudged as the trusted nodes through authentication due to
the interference of uncertainties, while false-negative nodes
are the trusted nodes which are misidentified as the malicious
nodes. The uncertainty consists of three scenarios: authen-
tication algorithm error, wireless channel error code and
tampering due to attack. The presence of both false-positive
and false-negative nodes have adverse effects on the network.
How to reduce the effect is the second challenge of this paper.

Considering the mentioned challenges, we propose the
AAS and contributions of this paper are summarized as
follows:

1) The novel AAS we proposed is the first authentication
scheme for active routing inMANET as far as we know.
The AAS is compatible with multiple active routing
and uncouples the relation between authentication and
routing in MANET. Meanwhile, it can prevent mali-
cious nodes from participating in the construction of the
network, which is a big challenge for traditional active
routing protocol.

TABLE 1. Abbreviations table.

2) We formally demonstrated that the AAS is effective
against selective forwarding attack, false routing attack,
byzantine attack and route spoofing attack using the
BAN logic considering the possibility of malicious
nodes mingling in the network.

3) We introduced an expiration time in the AAS consid-
ering the possibility of the node attributes changing
over time.We considered connectivity and certification
costs as the evaluation criteria and obtained the opti-
mum reference value of expiration time by Analysis of
Variance Analysis of Variance (ANOVA).

The abbreviations table of this paper is as shown as table 1,
and the rest of this paper is organized as follows. Section II
introduces the related work. In section III, we describe
various possible attack modes, corresponding solutions and
the AAS scheme in detail. Furthermore we give a formal
description and proof of related strategies using BAN logic
in section IV. The effectiveness and robustness of the scheme
are explored experimentally in section V. And section VI are
the conclusions and future work.

II. RELATED WORK
A lot of research literature is working on the MANET secu-
rity issue. There are two categories can be separated from
these articles. One focuses on increasing the confidentiality
of information such as network topology and data transmis-
sion to protect against external attacks. Zhang et al. [5] pro-
pose the topology-hiding multipath routing protocol TOHIP
for the problem of topology exposure in multipath routing
protocols. The protocol does not include link connection
information in the routing information, thereby avoiding
malicious nodes inferring the network topology by captur-
ing the routing information, ensuring the confidentiality of
the network. When there is no attack, the TOHIP proto-
col maintains normal route lookup performance, and in the
presence of the attack, TOHIP resists the attack with lower
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overhead and shorter route convergence time. Rahman and
Mahi [6] propose a hybrid Adhoc routing protocol based on
the zone routing protocol(ZRP), Secure Zone Routing Proto-
col(SZRP). The SZRP protocol integrates digital signatures
and asymmetric encryption algorithms through advanced
security techniques such as SHA-256, HMAC and pbkdf2 to
ensure the security of data transmission in the network. In [7],
a heuristic algorithm is proposed to find the safest path from
the source UAV to the destination UAV. These algorithms do
not remove malicious nodes from the network, so they can
still participate in the construction of the network.

The other pays attention on the node authentication algo-
rithm for trusted routing to defend against some internal
attack. Eirefaie et al. [8] make improvements to the ZRP
protocol against packet loss attacks, using the concept of
trustworthiness to detect packet loss attacks by nodes. After
sending a data packet to the neighbor node, the node keeps a
copy of the packet and sets a timer to monitor the behavior of
the neighbor node. If the neighbor node completely forwards
the data packet within a certain period of time, the node is
considered to be performing well and the confidence value
is raised. Otherwise, it is considered that the neighbor nodes
with malicious behavior will reduce the trust value. Within an
updated interval of trust value, when the number of lost data
packets exceeds the predefined threshold, the node is identi-
fied as amalicious node. Trust-based ZRP protocol selects the
most reliable and safe route to the destination by trust value
of node. Yi et al. has presented the security-aware ad-hoc
routing (SAR)method (SAR) [9]. The classification of nodes
by SAR scheme depends on the trust level of nodes. This
happens by sharing the secret group key for the nodes under
same classification. The source node S should ensure the
basic necessary security during the process of route discovery.
This is done with the help of the element in the path followed
during routing between source S and destinationD. Thismen-
tioned stipulation can be enforced by S bymeans of the shared
key encryption on route request packet using the shared key
linked to the respective security level. In spite of the observed
merits, shared key method has problems in the SAR approach
as the possibility of more malicious agents over other nodes is
considered by classifying under high security for accessing to
the secret group keys. In [10],there are twomeasures available
for the main node, one is local isolation, and the other is to
notify the entire network that the malicious node is isolated
by the entire network. In Cap-OLSR [11], address of the
malicious nodes will be removed from the list of one-hop
and two-hop neighbors, causing the node to be isolated from
the network. The routing strategy of [12] is to exclude nodes
whose trust value is lower than the threshold, and consider
that the remaining nodes can constitute a trusted network.
Nabou et al. [13] propose a new Multi point Relay (MPR)
computation in OLSR,MPR can ensure the security of OLSR
routing in the process of route construction against single
black hole attack. The distributed fuzzy logic module elim-
inates the linear nodes of complexity from the Safety Aware
Fuzzy Enhanced Ant Colony Optimization (SAFEACO) [14]

FIGURE 2. Selective forwarding attack example.

routing process, resisting black hole, Sybil and inundation
attacks at the same time. In [15], it uses two phases to
counter malicious Unmanned aerial vehicles (UAVs) attacks.
Firstly, they identify and remove malicious UAVs. Secondly,
a mobile agent is used to eliminate malicious UAVs. It can
ensure the reliability of neighbor UAVs. Above paper ensures
the trustworthiness of the nodes forming the route by shield-
ing the nodes considered untrustworthy according to some
trust mechanism. However, once the malicious node hijacks
the normal node and shields the surrounding normal nodes,
there will be no node available for routing. Otherwise, these
authentication algorithms have high coupling degree with the
routing protocol.

III. THE AAS APPROACH
A. ASSUMPTIONS
We supposed that in a MANET, some malicious nodes
can obtain the network number to join the network and
can become authenticated node by hijacking a normal
node or exploiting a misjudgment of authentication algorithm
like figure 1. Thesemalicious nodes have the ability to tamper
with neighbor node authentication messages, to selectively
forward and tamper with passing packets. Malicious nodes
are always minority.

B. ATTACK METHODS AND COUNTERMEASURES
1) SELECTIVE FORWARDING ATTACK
A node, as a hop in the communication route of other nodes,
which selectively forwards or discards the packets that need
to be forwarded. This node can launch selective forwarding
attack [16].

The result of the execution of the authentication algorithm
does not affect the behavior of the active routing protocol at
the node. However, the malicious node still has the opportu-
nity to participate in the construction of topology and routing
table even if it cannot directly communicate with other nodes
in the network without authentication.

As shown in figure 2(a), although node B does not pass
the authentication in the communication range of nodes, this
node is still selected as a hop of the communication route
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FIGURE 3. False routing attack example.

between node S and node D by active routing protocol. As a
result, node B can maliciously attack the passing messages.

For the selective forwarding attack, we propose the firewall
global shielding strategy. As shown in figure 2(b), assuming
that node B fails to pass the authentication launched by node
A and node D, and then, node A and node D will set shielding
rules about node B according to its IP address and broadcast
it to entire network. After receiving the broadcast message,
other nodes will also set the same shielding rules. The active
routing protocols are aware of the network topology and
maintains routing tables by receiving Hello message from
neighbor nodes, while firewall can prevent nodes in the net-
work receiving Hello messages from unauthenticated nodes.
So firewall global shielding strategy can avoid unauthenti-
cated nodes participating in the construction of topology and
routing. Moreover, this strategy can fundamentally avert the
influence of unauthenticated nodes in the network.

2) FALSE ROUTING ATTACK
As shown in figure 3 shown, assuming that node B does not
pass the authentication initiated by node M. Node B sends
broadcast messages attempting to shield nodeM before being
shielded globally. This mode of attack is called false routing
attack [17].

To prevent the false routing attack, we introduced an
authenticated node list called A_Set for each node. TheA_Set
will initialize to the N_Set in section III-B4. When they
receive the broadcast message from node B, these nodes will
ignore the malicious broadcast message from node B since
it is not in A_Set. After that, the malicious shielding attack
launched by node B before the shielding rules about node B
will be prevented.

3) BYZANTINE ATTACK
In the network, false-negative nodes will be permanently
shielded and unable to join the network again.More seriously,
false-positive nodes will maliciously shield other normal
nodes which want to join the network by broadcasting the
shielding rules. This kind of behavior will produce a large
number of false-negative nodes. As a result, there are less
nodes available in the network, which eventually brings the
network to a halt. And we call this attack byzantine att-
tack [18]. As shown in the figure 4(a), node B is a false-
positive node. When node C attempts to join the network
through node B, node B will maliciously shield node C and

FIGURE 4. Byzantine attack example.

force it to be a false-negative node, so that node C cannot join
the network normally.

In order to avoid the byzantine attack, we introduce an
expiration mechanism for shielding rules based on the global
shielding strategy. During the expiration time, the Hello mes-
sage from the shielded node cannot be received by other
nodes due to firewall shielding rules. When the shielding
rules expire, the Hello message from those nodes can be
received again so that they can be authenticated again. Mean-
while, the mobility of the nodes enables the false-negative
node to move to other nodes in the network to authenticate
again. As shown in figure 4(b), after the shielding rule for
false-negative node C expires, node C moves to the com-
munication range of trusted node E, gets the authentication
opportunity again and successfully joins the network, thus
correcting the previous authentication results. It can be seen
that the expiration mechanism of shielding rules can effec-
tively resist byzantine attack from the false-positive nodes
and avoid the network paralysis caused by no node available
in the network.

4) ROUTE SPOOFING ATTACK
In figure 5(a), node B is a false-positive node in the network.
When the malicious node C tries to join the network through
node B, node B broadcasts a message to the network that
node C is authenticated. In this way, the malicious node C be
added to the A_Set easily, which will introduce more mali-
cious nodes into the network. And we call it route spoofing
attack [19].

In response to the route spoofing attack, each node in the
network maintains a list of neighbor nodes called N_Set.
For each node in the network, once a new node appears in
its N_Set, the node will launch the authentication process.
Therefore, for false-positive nodes B and C, as long as they
appear in the communication range of other trusted nodes,
they will be re-authenticate. In this way, there is an oppor-
tunity to identify the identity of malicious nodes B and C in

VOLUME 9, 2021 34279



J. Tu et al.: AAS in MANET

FIGURE 5. Route spoofing attack example.

Algorithm 1 Process Broadcast Messages Algorithm
1: M in the network receive a broadcast message from N
2: if message type is HELLO then
3: if N is a new neighbor of M then
4: initiate authentication process to N
5: else
6: maintain local topology information normally
7: end if
8: else if message type is ShieldingNode then
9: if N is in A_Set of M then
10: set shielding rules for related node in the message
11: remove it from A_Set if it exists
12: else
13: discard the message
14: end if
15: else if message type is NodePassAuthentication then
16: if N is in A_Set of M then
17: add the node in message into A_Set
18: else
19: discard the message
20: end if
21: end if

the network, so as to resist the routing spoofing attacks of
nodes B and C.

C. THE AAS DESIGN
Based on the above analysis, we design the AAS as figure 6.
There are three types of broadcast messages that each node
may receive related to the AAS: HELLO messages, Shield-
ing Node broadcast message, and Node Pass Authentication
broadcast message. The processing flow of message (line 4)
is shown in algorithm 1.

Algorithm 2 Authentication Process Algorithm
1: identifynum = 0
2: while identifynum <= IDENTIFYMAX do
3: execution authentication algorithm
4: if N is illegal then
5: identifynum ++
6: else
7: add N into A_Set of oi and broadcast Node Pass

Authentication message
8: return
9: end if
10: end while
11: set shielding rule for N and broadcast Shielding Node

message

When node N attempts to join the network, N needs to pass
the authentication of nodes in the network which are within
the communication range of node N at first. When nodes
receive the HELLO message broadcasted from node N, they
will detect whether node N is a new neighbor node, and if so,
they will initiate the authentication process to node N. The
new node of the network may receive authentication requests
from multiple nodes at the same time. Set O{o1, o2, . . . on}
as the set of nodes that initiate the authentication process to
node N, then node N needs to respond to the authentication
requests of all nodes in set O (line 2-7). The authentication
process is shown in Algorithm 2.

During authentication process, node N is allowed to retry
up to IDENTIFYMAX times when it failed in order to avoid
accidental factors. IDENTIFYMAX is an empirical value
which is set to 3 in our experiments. When node N passes
authentication, node oi will add node N into A_Set and
broadcasts Node Pass Authentication message about node N
to the network. If node N does not pass authentication within
the threshold, node oi will shield the node N and broadcast
Shielding Node message about it.

In addition, as shown in figure 7, the AAS decouples the
authentication algorithm from the routing protocol. Active
routing protocols provide authentication triggering mecha-
nisms to authentication schemes, which provide trusted nodes
to routing protocols. The authentication algorithm authen-
ticates the node identity, and the communication encryp-
tion algorithm provides encrypted secure channel for the
authentication scheme. In this way, research on authentica-
tion algorithms can focus on itself without considering the
corresponding routing mechanism. In the worst case, each
node in the network needs to execute authentication algorithm
IDENTIFYMAX times for m neighbors, which means the time
complexity is O(m ∗ IDENTIFYMAX ). Because the AAS is
based on the active routing protocols, each node needs to
maintain the global topological information. In addition, they
also need to preserve an A_Set and a N_Set for AAS, so the
space complexity is O(n), where n is the capacity of the
network.

34280 VOLUME 9, 2021



J. Tu et al.: AAS in MANET

FIGURE 6. The AAS scheme.

FIGURE 7. The decoupling principle.

IV. LOGIC PROOF
This section provides a formal description of the AAS using
BAN logic to prove that the AAS can withstand attacks based
on assumptions.

BAN logic is the most influential tool among the many
formal analysis methods for authentication protocols. BAN is
a belief-based modal logic. When applying BAN to inference
the message is converted into a formula at first. Then reason-
able assumptions are made according to the circumstances,
and the reasoning rules of the logic is to infer that whether
the agreement will accomplish the desired goals based on
idealized protocols and assumptions.

A. BAN LOGIC BASIC SYMBOLS
We used some basic symbols of the BAN logic in this section
as follows.

1) P| ≡ X : Entity P believes X or P would be entitled to
believe X.
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2) P| ∼ X : Entity P once said X.
3) P#X : Entity P says X.

The meaning of symbols, related lemmas and more details
can be seen in [20].

B. EXTENDED SYMBOLS AND AXIOMS
In order to express the primitive operation in the AAS for-
mally, we extend some symbols and a few rules. The extended
symbols and their meanings are as follows:

1) AS : The set A_set.
2) N ti

P : N_set of P in time ti.
3) P| × Q : Entity Q is not accredited at entity P.
4) P⇒ AS : Entity P joins in AS.
5) P⇐ AS : AS rejects entity P.
And the extended axioms are as follows:
1) Rejection rule

ER1 :
P /∈ AS,P#X
AS| × X

2) AS belief rule

ER2 :
P ∈ AS,P| ∼ P#X

AS| ≡ X

3) Join-in rule

8 = ((N ti+1
Q − N ti+1

Q ∩ N ti
Q) ∩ AS)

ER3 :
AS| × Q,∀Pi ∈ 8,Pi#Pi| ≡ Q

AS| ≡ Q

ER4 :
AS| ≡ P,P /∈ AS

P⇒ AS
4) Rejected rule

8 = ((N ti+1
Q − N ti+1

Q ∩ N ti
Q) ∩ AS)

ER5 :
Q ∈ AS, ∃P ∈ 8,P#P| × Q

AS| × Q

ER6 :
P ∈ AS,AS| × P

P⇐ AS
ER1 indicates that all entities in the AS do not believe any

messages sent by the P which does not belong to the AS.
ER2 expresses that AS believe any messages sent from AS
members, including the trust and doubt about other entities.
ER3 and ER4mean that if an untrusted entity Q wants to join
AS, when its N_set changes,Q can gain the trust of the AS and
join theAS only if all new legal neighbors trustQ. And if there
is a new legal neighbor P thinks that Q is not trustworthy,
the AS will not believe Q either and it will be removed from
the AS as described as ER5 and ER6.

C. BAN PROOF AGAINST SELECTIVE FORWARDING
According to the section III-B1, the initialization assumption
is:

AS = {A,C,D}

The proved goal is:

AS| × B

Proof :
Because B /∈ AS, according ER1 then

B /∈ AS,B#X
AS| × B#X

D. BAN PROOF AGAINST FALSE ROUTING
According to the section III-B2, the initialization assumption
is:

AS = {A,C,D}

B#B| ≡ B

B#B| ×M

The proved goal is:

AS| × B| ≡ B

AS| × B| ×M

Proof :
Because B /∈ AS, according ER1, then

B /∈ AS,B#B| ≡ B
AS| × B| ≡ B

B /∈ AS,B#B| ×M
AS| × B| ×M

E. BAN PROOF AGAINST BYZANTINE
According to the section III-B3, the initialization assumption
is:

AS = {A,B,D,E}

B| ∼ B| × C

N ti
C = {B}

N ti+1
C = {E}

E#E| ≡ C

The proved goal is:
C ⇒ AS

Proof :
Because B ∈ AS, according ER2, then

B ∈ AS,B| ∼ B| × C
AS| × C

Thus (N ti+1
C − N ti+1

C ∩ N ti
C ) ∩ AS = {E}, according ER3, then

E#E| ≡ C,E ∈ AS,AS| × C
AS| ≡ C

according ER4, then

AS| ≡ C
C ⇒ AS

F. BAN PROOF AGAINST ROUTE SPOOFING
According to the section III-B4, the initialization assumption
is:

AS = {A,B,C,D,E}

B| ∼ B| ≡ C
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TABLE 2. Relevant parameters.

N ti
C = {B}

N ti+1
C = {B,E}

E#E| × C

The proved goal is:
C ⇐ AS

Proof :
Because (N ti+1

C −N ti+1
C ∩N ti

C )∩AS = {E}, according ER5,
then

E#E| × C,E ∈ AS
AS| × C

according ER6, then

AS| × C
C ⇐ AS

V. EXPERIMENTAL ANALYSIS
A. EFFECTIVENESS
The effectiveness is that the scheme can exclude malicious
nodes from the network and prevent them from participating
in the construction of network topology and routing, so as
to eliminate the influence of malicious nodes on network
communication.

Experiments on the OMNeT ++ simulation platform
are carried out to show the effectiveness. The experimental
parameters are set as table 2.

In this experiment, we set three pairs of nodes (source,
destination) to communicate, which randomly locate at the
initial position of the network. Meanwhile, in order to avoid
the influence of accidental factors, we randomly select the
malicious nodes which can discard all received packets for
each proportion of them. And the average value of multiple
experiments are considered as the experimental result. The
node movement model is set to MassMobility mode, that
is, random Waypoint mode, and the node movement speed
follows the exponential distribution with the mean value
of 10m/s. In the 40s simulation time, each source node sends
a total of 400 User Datagram Protocol (UDP) datagrams.

We compare with the Cap-OLSR protocol to verify the
effectiveness of the AAS. Based on the OLSR protocol, this
protocol adds an authentication algorithm for the identity of

FIGURE 8. Results of packet delivery rate.

neighbor nodes, and improves the routing update algorithm
based on the authentication results, so as to shield the mali-
cious nodes in the process of routing update. Similarly, AAS
can achieve the same effect as Cap-OLSR protocol when
the AAS is introduced in the network where OLSR routing
protocol and node authentication algorithms are deployed.
There are three groups of experiments, namely (1) OLSR
protocol & Authentication algorithm, denoted as group 1;
(2) OLSR protocol & Authentication algorithm & AAS,
denoted as group 2; (3) Cap-OLSR protocol, denoted as
group 3. The experimental results are shown in figure 8.
In order to exclude the influence of irrelevant factors, we set
the authentication algorithms for node identity in the three
groups of experiments the same as Cap-OLSR.

In figure 8, it can be seen that with the increase of pro-
portion of malicious nodes, the packet delivery rate declines
in group 1. Because once the malicious node becomes a hop
of the communication route, all packets passing through it
will no longer be forwarded, resulting in the drop of packet
delivery rate. But in group 2 and group 3, due to the mecha-
nism of avoiding the participation of malicious nodes in route
construction, the delivery rate of packets is kept at a normal
level and is barely affected by the increasing proportion of
malicious nodes. What’s more, it can be seen that our scheme
achieves almost the same effect as Cap-OLSR under each
proportion of malicious nodes.

In addition, our scheme is independent of specific rout-
ing protocols and is compatible with various active routing
protocols and authentication algorithms. We use the DSDV
protocol to verify the compatibility of our scheme with the
active routing protocol. In the experiment, the packet delivery
rate is compared before and after the introduction of the AAS
with the combination of DSDV protocol and authentication
algorithm for node identity in last experiment. The results are
shown in figure 9.

The graph tells us that the packet delivery rate with the
AAS is significantly higher by the increasing proportion of
malicious nodes. The AAS is able to increase the packet
delivery rate by 33.9%. The average increase of the ten groups
of experiments is up to 18.4%. It manifests that the AAS is
also compatible with DSDV protocol.
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FIGURE 9. Results of packet delivery rate.

B. ROBUSTNESS
Connectivity is an significant foundation for network topol-
ogy control in MANET. If any two nodes in MANET are able
to communicate over one or more hops, the network is con-
nected [21]. Connectivity determines the successful transmis-
sion of data between nodes, while the acquisition of network
connectivity is the fundamental guarantee for designing the
routing layer. In short, any design of the network is based on
the assumption that the network is connected. There are many
factors that affect connectivity, such as user density, transmit
power, channel model, interference, etc. [22]. Polo Sanfi et al.
obtained the critical transmission radius of the simple connec-
tivity of the MANET (k = 1) under the Random Waypoint
mobile model in [23], Christian Bettstetter obtained simple
connectivity in [24]:

Pnoisonode = (1− Pnodeiso)n (1)

Pnodeiso = e−n∗
πr2
S (2)

where n denotes the number of nodes, r denotes the transmis-
sion range of the node, and S denotes the area of the network
range where the nodes are located. This connectivity equation
is used as a criterion for judging subsequent experiments.

The robustness of the AAS is manifested by the fact that
when the authentication algorithm fails, the AAS can prevent
the error from further affecting the network. From the analysis
in section III, it is clear that the scheme compensates for the
effects of errors in case the authentication algorithm makes
an error. Reducing the dependence on the accuracy of the
authentication algorithm is the embodiment of the robustness
of the scheme. The robustness verification experiment simu-
lation parameters are set as table 3.

As we know, false routing attacks, byzantine attacks, and
route spoofing attacks may lead to the reduction of available
nodes inMANET and eventually affect the connectivity of the
network. In this experiment, we use connectivity as the crite-
rion for validation. The higher the connectivity, the higher the
percentage of routes found for the packet to be sent, and the
higher the probability of the successful node transmission.
And we assume that the normal nodes around the false-
positive nodes will be considered as malicious nodes. Under

TABLE 3. Relevant parameters.

FIGURE 10. Connection rate result.

FIGURE 11. Average connectivity rate.

the parameters of the table 3, the results are shown in the
figure 10. The Cap-OLSR reduces the connectivity rate to 0 in
a very short time. It means that there are no more available
nodes in the network and the entire network has been para-
lyzed. The reasonwhy it drops to 0 is that Cap-OLSR does not
have the correction mechanism for nodes. The connectivity
rate decreases in the early stages of the AAS experiment.
This is because the normal node cannot participate in the
network construction after the attack. When decreasing to
the certain level, the connectivity rate will fluctuate up and
down at a certain benchmark. It can be concluded that when
facing errors or attacks due to the authentication algorithm,
our proposed method can control the impact of the attack
within a certain range, which reflects the robustness of the
AAS.

We measure the average connectivity in multiple exper-
iments by varying the radius of communication, as shown
in figure 11. The results show that as the communication
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FIGURE 12. Improved delivery rate.

FIGURE 13. Average connectivity rate with different expiration time.

radius increases, the average connectivity rate of the different
modes has an upward trend, because the increase in commu-
nication radius is more conducive to the connectivity between
nodes. From figure 12, compared with the Cap-OLSR, in all
cases, our method has a significant improvement effect,
which is 1.6 times the Cap-OLSR average in the experiment.
We also compare the connectivity rate with the same param-
eters without any attack to demonstrate the ability of AAS
against attack. In figure 12, the resistance of our methods to
malicious attacks increases with the radius of communica-
tion, and the average level of resistance is 79.2% which can
demonstrate the robustness of the AAS.

C. SELECTION OF EXPIRY TIME
In this section, we study that how to set the value of expiration
time. According to the parameters in the table 3, we perform
several designed experiments by varying the expiration time.
The results are shown in figure 13.

As shown in figure 13, with the expiration time increas-
ing, the average connectivity rate shows a downward trend.
This is because the increase in the expiration time leads to
the increase in the number of shielded nodes in a shielding
cycle, which will lead to the reduction in the number of
available nodes in the network, thereby reducing the network
connectivity. Obviously, the experiment in the figure 13 has
no consideration of how to choose the expiration time. If the
expiration time keeps reducing, it would be meaningless to
introduce the shielding mechanism, and a tiny expiration time
will increase the count of authentication and communication

TABLE 4. ANOVA relevant parameters.

FIGURE 14. ANOVA result.

overhead. With this in mind, we consider the count of authen-
tication as one of the judging criteria and we change it to
average connectivity/certification counts. According to the
authentication strategies mentioned in section III, the node
performs authentication when its N_Set changes. In order
to make the experimental results general and more informa-
tive, we change the values of various types of parameters
for experimental statistics, and perform ANOVA as the new
parameter table 4. The reason why we change the expiration
time into a radio is that the speed of different sites and notes
has impact on it in the real situation. As a result, above setting
is more conducive to carry out the analysis. According to
the connectivity formula, when the proportion of expiration
time exceeds 1, there will be a situation where the number of
available nodes is smaller but the connectivity is larger, so the
upper limit does not exceed 1 and n � 1 in the connectivity
formula.

The ANOVA result indicates that when the expiration time
is selected at a scale of 0.9, the evaluation function is max as
shown in figure 14. Therefore, we believe that in the actual
situation, when an expiration time is selected, the movement
time of the node around the side of the area can be used as
the benchmark, and the 90% time length can be used as the
expiration time, which achieves better performance.
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VI. CONCLUSION
This paper proposes the AAS based on active routing pro-
tocols in MANET. The scheme integrates four strategies:
firewall strategy, firewall expiration time, authentication node
list and neighbor node list. Without relying on authentica-
tion algorithms,AAS performs well on resisting the selective
forwarding attacks, false routing attacks, byzantine attacks
and routing spoofing attacks. Experimental results show that
in a network including some malicious nodes, the AAS can
increase the packet delivery rate up by 33.9%, with an aver-
age increase of 18.4%. At the same time, it can increase
the network’s connectivity rate to 1.6 times the Cap-OLSR
rate under the attacks. In addition, the scheme provides the
reference for setting the expiration time in real environment.
In future work, we will further investigate the characteristics
of reactive routing protocols as well as hybrid routing proto-
cols to improve the compatibility of the security authentica-
tion scheme for routing protocols, and also we can focus on
the other attack modes.
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