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ABSTRACT In the infrastructure mode of IEEE 802.11 wireless local area networks (LANSs), an access
point (AP) provides wireless networking to multiple wireless client nodes in the shared medium. Client
nodes that have established an association with an AP fully trust the AP, and exchange data packets with
other nodes on the Internet through the associated AP. If the AP has malicious intent or an attacker deprives
the AP, the associated nodes are exposed to the potential danger of security attacks such as a denial of
service, data traffic sniffing and spoofing, and malware attacks. These association extortion based attacks
can be detected by monitoring frames at the medium access control (MAC) layer. In this article, we propose
a malicious-frame-injection based attack without seizing the association between an AP and client nodes.
The proposed attack performs wireless jamming, MAC frame sniffing, and spoofing successively in the
shared wireless medium. We have implemented the proposed attack using software-defined radio (SDR)
on a real-world experimental testbed with off-the-shelf nodes and performed the attack on hypertext
transfer protocol (HTTP) communication using transmission control protocol (TCP) transport protocol to

demonstrate its wireless LAN security risk.

INDEX TERMS Wireless jamming, malicious frame injection, man-in-the-middle attack, IEEE 802.11.

I. INTRODUCTION

Wi-Fi is one of the most popular wireless technologies mas-
sively deployed in public places to offer high-speed network-
ing services at a low cost. In the IEEE 802.11 infrastructure
mode, wireless clients need to be associated with an access
point (AP) for wireless connectivity. To be associated with
an AP, clients have to exchange a series of management
frames with the AP. This procedure is performed in the
medium access control (MAC) layer in three steps; exchang-
ing probe request/response frames, exchanging authentica-
tion request/response frames, and exchanging association
request/response frames. Once the association between an
AP and client is established, data frame exchanges are
performed using a distributed coordinated function (DCF)
protocol, which is a fundamental MAC technique of the IEEE
802.11 for reliable communication. The DCF is based on
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carrier sense multiple access/collision avoidance (CSMA/CA)
with binary exponential backoff algorithm, in which a trans-
mitter may transmit a data frame only when the wireless
channel is idle [1]. Once the channel becomes idle for DCF
inter-frame space (DIFS) duration, a transmitter node gener-
ates a random backoff interval for an additional delayed time
before transmitting. After the backoff time, the transmitter
node is allowed to transmit a data frame to a receiver. If the
receiver node receives the data frame without error, it trans-
mits an acknowledgment (ACK) frame to the transmitter node
in a short inter-frame space (SIFS) interval. If the transmitter
receives the ACK frame from the receiver within the SIFS,
it considers the data frame transmission is successful. In
addition to the above data/ACK exchange of the DCEF, vir-
tual carrier sensing with request-to-send (RTS)/clear-to-send
(CTS) mechanism can be also used for reserving the wireless
channel for mitigating a frame collision problem in a dense
wireless network, as shown in Fig. 1. If the AP receives the
RTS frame from the client, the AP transmits the CTS frame
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FIGURE 1. IEEE 802.11 dcf with RTS/CTS handshaking.

to the client after the SIFS interval. If other nodes receive
the RTS/CTS frames, they read the duration field on the
RTS/CTS frames and update the network allocation vector
(NAV). Other nodes consider that the medium is busy and
defer their transmissions during the NAV duration from first
SIFS to the ending of ACK.

In wireless networks where the wireless frames are trans-
mitted over a shared channel, attackers can easily per-
form wireless attacks by exploiting the broadcast nature
of wireless communication, e.g., jamming, sniffing, and
spoofing.

o Jamming: Jamming disrupts communication by
exploiting the fact that communication is affected by
signals transmitted from neighbor nodes in a wireless
environment. The most naive jamming method is con-
tinuous jamming, which generates an interfering signal
constantly to disrupt the channel.

« Sniffing: Sniffing implies that a node that does not
participate in communication eavesdrops on frames
between victim nodes. By sniffing the broadcast frames
in an IEEE 802.11 environment, an attacker can collect
information about the victim nodes.

« Spoofing: Spoofing confuses communication by gener-
ating the same frames that normal users would generate.
For example, in IEEE 802.11 LANS, an attacker can gen-
erate fake control frames, data frames, and management
frames, as if victim nodes have sent.

Because an attacker shares the wireless medium with
clients, it is easy to perform jamming for service disruption,
sniff frames from victim nodes, and generate fake frames for
spoofing. When clients are associated with an AP and use
an Internet application through IEEE 802.11 wireless net-
working, an attacker may attempt to perform more advanced
attacks to inject malicious data contents into the clients or AP
during their communication. Previously studied malicious
data injection attacks first attempt to steal the association
between the victim node and AP, using evil twin attack,
address resolution protocol (ARP) spoofing, and so on [2].
Then, the attacker becomes a malicious AP after the extor-
tion of association attack. Eventually, the victim nodes are
exposed to inject malicious frames because the attacker can
freely attempt jamming, sniffing and spoofing attacks as an
intermediary of communication in wireless LANs. However,
these attacks based on the association extortion technique can
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be detected and prevented by a lot of algorithms that have
been studied extensively [3]-[7].

Unlike the above attacks, the Airpwn attacker attempts to
inject spoofed malicious data frames to a victim client with-
out seizing association, when the victim clients use hypertext
transfer protocol (HTTP) application through TCP connec-
tion in IEEE 802.11 wireless network [8]. Here, when the
victim client transmits a request packet to a server through
an AP, the Airpwn attacker sniffs this request packet on the
MAC layer, and it transmits a malicious response packet to
the victim client faster than the server in the local network.
The malicious response packet appears to have come from
the server through the AP. Because the malicious data frame is
received before the legitimate response packet from the server
arrives at the victim client, the legitimate packet is ignored
by the client’s application. However, if the client finds that a
duplicated response packet arrives via packet monitoring, the
victim can suspect and detect a data frame spoofing attack
because this attacker cannot prevent the legitimate response
packet from being sent by the server.

We propose a malicious-frame-injection based attack using
software-defined radio (SDR) technology without directly
seizing the association between an AP and victim nodes.
Instead of stealing the associations, the malicious frame injec-
tion attack is achieved by successively performing that data
frame sniffing, data frame jamming, and fake data frame
spoofing on the victim network. We construct an experimen-
tal environment using off-the-shelf devices and SDRs, and
demonstrate the attacking scenarios using HTTP applications
in IEEE 802.11 wireless LANs. The experimental results
indicate that the proposed attack can successfully inject a
malicious image file into an HTTP client node and that the
client and server cannot detect the attack at the link, trans-
port, and application layers. Our primary contributions are
summarized as follows.

o We propose a new method for malicious data frame
injection that does not require to seize the association
between a client and an AP on an IEEE 802.11 envi-
ronment. Unlike existing data frame injection attacks,
the proposed attack does not pretend to be either
of a victim client or AP to inject a malicious data
frame. Because the attacker does not have any MAC/IP
addresses that are related to the victim network, its exis-
tence is hardly detectable at the link/network layer level
inspection.

o The proposed attack can perform malware injection at
the application-layer by exploiting IEEE 802.11 frames
at the link-layer level. Specifically, the proposed attack
replaces an IEEE 802.11 wireless frame sent by a TCP
client node with a malicious frame encapsulating a
spoofed payload that can trigger a malware download
on the air. It deceives the transmitter on the TCP client
into believing that the data frame transmission was suc-
cessful using fake ACK spoofing and makes the TCP
client keep waiting for a TCP response packet from the
TCP server. Eventually, the TCP client is infected by a
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compromised packet that the client does not intend to
receive.

o The proposed attack exploits SDR technology to gen-
erate and transmit jamming frames and fake ACK
frames at the MAC layer. Unlike off-the-self nodes
using the IEEE 802.11 DCF protocol, the SDR enable
us to react to the victims’ frames in real-time with-
out the CSMA/CA backoff mechanism because the
SDR can override the normal IEEE 802.11 physi-
cal/MAC layer operations. It directly generates an IEEE
802.11 radio-frequency waveform at the physical layer
level and transmits the waveform on the wireless chan-
nel.

« We have implemented the proposed attack in a
real-world experimental environment. We demonstrate
how the proposed attack can be applied to an HTTP
client and server scenario based on TCP communication.
We show that both client and server are not aware of
the existence of the attacker, and the client that requests
a normal image unintendedly downloads a malicious
image object.

The remainder of this article is organized as follows.
Section II provides an overview of wireless attacks, and
the security rules in IEEE 802.11, and Section III describes
a wireless attack scenario with TCP connection in IEEE
802.11. Section IV discusses the flow of the proposed mali-
cious frame injection attack, and the analysis of attack suc-
cess probability. Section V demonstrates the performance of
the proposed attack in a real-world environment. Section VI
instantiates countermeasures of the proposed attack in few
network layers. Section VII concludes the paper.

Il. RELATED WORK AND BACKGROUND
A. JAMMING ATTACKS IN IEEE 802.11
Continuous jamming generates a continuous signal to inter-
fere with victim’s communication. It consumes a significant
amount of energy and also can be detected easily because of
its continuous signal. How to reduce energy consumption and
mitigate the detection of jamming attack is one of the most
important issues, especially, in the military domain. To the
end, there has been a lot of research on intelligent attacks for
cyber electronic warfare [9]-[11]. If a protocol type of the tar-
get network is known in advance, intelligent jamming attacks
exploit the vulnerabilities of the network protocol [12], [13].
For example, an IEEE 802.11 WLAN attacker can generate a
jamming signal within SIFS interval after receiving a victim
node’s data frame in order to selectively attack ACK frames.
Because of the jamming signal, the ACK frame is disrupted at
the data frame transmitter. Similarly, when RTS/CTS mecha-
nism is enabled in IEEE 802.11 WLANSs, CTS or data frames
can be disrupted selectively after receiving an RTS frame
to improve energy efficiency and reduce the probability of
detection.

During jamming attacks, victim nodes would experience
many data frame transmission failures and retransmissions in

VOLUME 9, 2021

the MAC layer. If a series of frame retransmissions happen
frequently on the MAC layer, victim nodes may suspect the
presence of jamming attack. To avoid such a suspicion on
the data frame transmitter a covert jamming attack has been
proposed in [14]. The authors proposed a link layer attack
mechanism to make the data frame transmitter not detect the
transmission failure in the MAC layer. In [14], the covert jam-
mer transmits a fake ACK frame after a data frame jamming.
The covert jammer deceives that the transmitter succeeds in
delivering the data frame, because the covert jammer trans-
mits the fake ACK frame to the transmitter instead of its
intended receiver that is supposed to receive but has failed
to receive the data frame. Recently, Yin ef al. showed that a
fake ACK frame attack can reduce victim nodes’ throughput
to nearly zero in [15].

B. MAN-IN-THE-MIDDLE ATTACK IN IEEE 802.11
Man-in-the-middle (MITM) attack invades a communication
channel between a transmitter and a receiver as an intermedi-
ary of the communication. An MITM attacker eavesdrops and
manipulates the information delivered from the transmitter,
and the attacker delivers it to the receiver as if it were sent
by the transmitter. When there is an MITM attack, the trans-
mitter and receiver believe that they communicate with each
other directly without an intermediary, but actually they are
connected via an attacker. IEEE 802.11 WLANS are easily
exposed to MITM attacks, especially in the infrastructure
mode where the wireless networking service is provided by
an AP. In most cases, MITM attacker attempts to seize the
association between a client and an AP. Once it succeeds in
seizing the association, it pretends to be the AP that the client
was associated with. The rogue AP attack is to install an unau-
thorized AP in a network with a malicious intent, and it tries to
associate with normal clients. The evil twin attack is to install
amalicious AP that has the same service set identifier (SSID)
and MAC address with a target AP in the shared medium. The
evil twin AP has a stronger signal than the victim AP. The evil
twin attacker transmits de-authentication management frames
to a client to make the existing association between the client
and the victim AP be disconnected After this disconnection,
the client will be associated with the evil twin AP because the
AP has the same SSID, MAC address, and even a stronger
signal than the victim AP.

Another naive MITM attack is ARP spoofing attack. In
the shared channel, nodes bind the IP and MAC addresses
of each node by exchanging ARP packets, and they construct
an ARP table. By spoofing an ARP packet, attackers attempt
to modulate the ARP tables of clients and APs [16]. To
seize an association between a client and an AP, the APR
spoofing attacker transmits a spoofed ARP packet to the
client. Then, the IP address to MAC address mapping for the
associated AP is changed to and MAC address of the attacker
in the ARP map of the client. Similarly, if the ARP spoofing
attacker transmits a spoofed ARP packet to the associated AP,
the mapping for the IP address of the client is changed to
MAC address of the attacker. By seizing associations between
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clients and APs with the ARP spoofing attacks, attackers are
able to insert malicious packets or interfere with the original
communication; however, many techniques have been pro-
posed to prevent or detect to such steal associations [3]-[7].

C. WIRELESS ATTACKS USING SDR IN IEEE 802.11

The SDR is a software communication system that super-
sedes tasks mainly performed by hardware such as fil-
ters, amplifiers, and modulators in wireless communications
[17], [18]. SDRs are widely used to implement client/AP
nodes that communicate through physical and MAC layers
by supporting a real-time reaction. These days, there has
been lots of research on wireless attacks implemented by
SDRs because SDRs support software codes for easy recon-
figuration of physical and MAC layer parameters. In this
article, we implement a data frame jammer and a fake ACK
frame injector using SDR wireless open access research plat-
form (WARP) boards to create an attack node that responds in
real-time exploiting information from the IEEE 802.11 MAC
layer. In [19], Bayraktaroglu et al. analyzed the saturation
throughput of IEEE 802.11 under diverse jamming attacks,
and they conducted simulation and real-world experimen-
tation of jamming attacks, using universal software radio
peripheral (USRP) SDRs in user datagram protocol (UDP)
communication on IEEE 802.11. In [20], Patwardhan and
Thuente performed jamming attacks in IEEE 802.11ac stan-
dardizing beamforming environment, the jammer is imple-
mented with USRP boards. In [21], Vo-Huu et al. proposed
and implemented a reactive interleaving jammer using USRP
boards. The reactive interleaving jammer performs a fast
response time of 30us making it practical for high rates small
packets.

D. SECURITY FUNCTIONS FOR WIRELESS ATTACKS IN
IEEE 802.11

The IEEE 802.11 standards provide the wired equivalent pri-
vacy (WEP), Wi-Fi protected access (WPA), and WPA?2 pro-
tocols for encryption and integrity [1]. The WEP supports
an RC4 encryption algorithm with a key that combines a
pre-shared key and a randomly generated initial vector (IV).
The WEP is not recommended for use due to vulnerabili-
ties in the RC4 encryption algorithm, and the WEP shared
key used for authentication and encryption can be easily
extracted [22], [23]. The WPA supports the RC4-temporal
key integrity protocol (TKIP) encryption algorithm without
replacing the WEP hardware by extending the WEP in soft-
ware, but the WPA has the vulnerability of encryption key by
wireless frame collection due to using the RC4 encryption
algorithm [24], [25]. The WPA2 supports TKIP like WPA
and additionally provides AES-CCM mode protocol (CCMP)
with improved encryption function [26]. The WPA2 used in
our experiment nodes in Section V are as follows. After a
four-way handshake for the association between a client and
an associated AP, they generate a pairwise master key (PMK)
using the pre-shared key and SSID information in a wireless
personal network. The client and AP negotiate session keys,
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FIGURE 2. Attack scenario for TCP client-server communication in a
wireless network.

the pairwise transient key (PTK) for encrypted unicast com-
munication and the group temporal key (GTK) for encrypted
multicast/broadcast communication, through the four-way
handshake with encapsulation over LAN (EAPoL) frames.
The PTK is determined by a parameter set of a pre-shared
key, two nonce values from the client/AP, and the MAC
addresses of the client/AP. In the 4-way handshake, the first
and second EAPoL frames contain nonce information for
the PTK, and the third and fourth EAPoL frames contain
GTK information.

However, if an attacker is present in a shared IEEE
802.11 medium, the attacker can sniff the EAPoL four-way
handshake between the client and AP, and it can secure the
nonce values. If the attacker acquires the pre-shared key and
the MAC addresses of the client/AP, it can generate the PTK
for WPA2 communication of the client and AP. Even if the
attacker does not know the pre-shared key, it can find the
pre-shared key via a brute force attack using a dictionary
attack [27]. Recently, attacks exploiting new vulnerabilities
of WPA2 have been proposed [28]—[30].

Ill. WIRELESS ATTACK SCENARIO WITH TCP
CONNECTIONS

While IEEE 802.11 standards define the physical and link
layer for wireless LANs, the most popular transport layer
protocol is the TCP for reliable data transmission and flow
control of Internet applications and services [31]. We con-
sider a TCP client-server communication on a wireless net-
work where a TCP client is associated with an AP, and an
attacker is present in the IEEE 802.11 shared medium as
shown in Fig. 2. In the scenario shown in Fig. 2, when a TCP
client transmits TCP packets to an AP, the TCP packets are
transmitted to MAC data frames through the shared wireless
medium as shown in Fig. 3. Figure 3 shows the primary
fields of a data frame that contain TCP contents. If the AP
receives the MAC frames destined for the TCP server, the
AP transmits the frames to the destination (i.e., TCP servers)
for Ethernet packets. In this shared medium, the attacker
node sniffs all wireless frames between the TCP client and
AP, and the attacker node can perform jamming and inject
malicious frames based on information obtained from the
sniffed frames.
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In TCP client-server communication, a TCP client estab-
lishes a session with a TCP server for reliable communication
using a three-way handshake with data frames containing
IP/TCP information as shown in Fig. 3, but the frames do
not contain the TCP data. During the three-way handshake,
the client and server exchange randomly set SEQ and ACK
numbers in the TCP header field. After the three-way hand-
shake, the TCP client transmits the data packet containing
the TCP data to the TCP server with the data frame in the
MAC layer. Here, the data packet means a data packet that
contains the TCP data. Figure 4 shows the data exchange
between TCP client and server in a network where the client
is associated with IEEE 802.11 WLAN AP and the server is
connected to Ethernet. If the TCP client fails to receive an
ACK frame within the MAC timeout period (SIFS + ACK
transmission duration + SlotTime) as shown in Fig. 4, the
client retransmits the same data frame to the AP after exe-
cuting the backoff algorithm [1]. When the AP receives the
data frame without errors, the AP transmits the ACK frame to
the TCP client. Then, the AP transmits the data packet to the
TCP server over Ethernet. The TCP server then transmits the
ACK packet to the TCP client after receiving the data packet
if there is no error in the data packet. Here, the TCP ACK
packet’s SEQ number is equal to the TCP data packet’s ACK
number, and the TCP ACK packet’s ACK number is added by
the length of the TCP data packet bytes successfully received.
The AP delivers the ACK packet to the TCP client with a
data frame, and then the client announces it has received the
data frame (ACK packet) with an ACK frame. If the TCP
client receives the TCP ACK packet within the TCP timeout
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in the transport layer, the TCP client determines that it has
successfully transmitted the TCP data packet. However, if the
TCP client does not receive a TCP ACK packet within the
TCP timeout or receives a TCP ACK packet with incorrect
SEQ/ACK values, the TCP client retransmits the TCP data
packet from the transport layer. After the TCP client receives
the final TCP packet, TCP client and TCP server disconnect
the session via four-way handshake.

IV. MALICIOUS FRAME INJECTION ATTACK

We propose a malicious data frame injection attack without
seizing association using jamming, sniffing, and spoofing
in TCP communication. The proposed attack consists of a)
data frame jamming with fake ACK frame injection and b)
malicious data frame injection. First, we describe the data
frame jamming with fake ACK frame injection between a
TCP client and its associated AP in the situation TCP pack-
ets are encapsulated in IEEE 802.11 MAC frames. Second,
we propose a malicious data frame injection that manipulates
IEEE 802.11 MAC frames to replace an original TCP content
with a malicious payload in time.

A. DATA FRAME JAMMING WITH FAKE ACK FRAME
INJECTION

During the TCP three-way handshake between the TCP client
and the TCP server, the attacker obtains the MAC address
values (i.e., SAyac, DAyac, and RApac in Fig. 3) of the
frames that the TCP client sends to the TCP server. As shown
in Fig. 5, the next step is that the attacker disrupts a data frame
of the target TCP client by transmitting a jamming signal
when the attacker receives a frame with the MAC address
values that the TCP client uses. This data frame jamming
makes the AP fail to receive correctly the data frame due to a
cyclic redundancy check (CRC) error, and eventually the data
frame is not delivered to the TCP server. Here, the attacker
should know the exact time when the data frame transmission
is completed to stop transmitting the jamming signal when the
TCP client transmission is completed. The attacker can know
the time when the transmission ends using the information of
the duration field on the frame. If the RT'S/CTS mechanism
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is enabled, the attacker can use the duration field in the RTS
frame sent by the client to find the transmission duration.

After the data frame jamming, the attacker generates a fake
ACK frame and transmits the fake ACK frame to the TCP
client node within the SIFS. Figure 6 shows that the fake ACK
frame comprises 2-bytes frame control, 2-bytes duration, 6-
bytes receiver address, and 4-bytes CRC fields. The attacker
can extract the receiver address of the TCP client from the
previous frames transmitted by the TCP client.

If the attacker succeeds in jamming the data frame and
injecting fake ACK frame, the transmitter waits for a TCP
ACK packet about the data packet#1. The TCP client does
not retransmit the data frame in the MAC layer because
the TCP client mistakes that the data frame transmission
was successful by the fake ACK frame reception [14]. The
TCP client starts to wait the TCP ACK packet until the
TCP timeout in the transport layer. After the TCP timeout,
the TCP client retransmits the data packet in the transport
layer because the TCP client fails to receive the TCP ACK
packet within the TCP timeout. When there is a data frame
jamming with fake ACK frame spoofing in the MAC layer,
the TCP client repeatedly transmits the same data packet#1 in
the transport layer until the TCP retransmission limit set by
the operating system has been reached. If the client repeats the
transmission of the same packet until the TCP retransmission
limit is reached, the transmitter will drop the packet in the
transport layer. Due to the repeated transmissions with packet
drops, the TCP session will be terminated abnormally and
the TCP client is able to suspect that an attack exists during
communication.

B. MALICIOUS DATA FRAME INJECTION

The attacker sniffs the previous MAC frames of TCP
client node and collects information from the frames, which
are exploited to generate spoofed frames. Furthermore,
the attacker can selectively catch the jamming and injection
timing by MAC frame sniffing. As shown in Fig. 7, after
the data frame jamming with a fake ACK frame injection,
the attacker transmits the malicious data frame including a
malicious data packet to the AP. Here, the malicious data
frame deceives the AP as if it were sent by a TCP client. If
the AP receives the malicious data frame from the attacker,
the AP transmits the ACK frame to the TCP client; however,
the TCP client ignores the ACK frame because the client
already received the fake ACK frame. After receiving the
malicious data frame, the AP delivers it to the TCP server.
As shown in Fig. 7, the TCP server receives the malicious
data packet delayed by d compared to when there is no
attack. Here, the attack delay d is the sum of the time
for manipulating the malicious data frame and the time for
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frame injection on IEEE 802.11 WLAN.

transmission of the malicious data frame in the attacker node.
When the TCP server receives the malicious data packet, the
server transmits the TCP ACK packet containing an TCP
ACK number increased by the length value of the malicious
packet. If the AP receives the TCP ACK packet from the
TCP server, the AP delivers the TCP ACK packet to the TCP
client. If the TCP client receives the data packet within the
TCP timeout period and the ACK number is correct, the TCP
client determines that the data packet transmission was
successful.

As shown in Fig. 3, to generate a MAC frame that contains
malicious TCP contents, the attacker has to extract MAC
information from the MAC header of the previous frames
between the TCP client and AP, i.e., SAyac, DAyac, RAyac,
and sequence number (SNyz4ac) in the sequence control field.
Whenever a client transmits a data frame, SNy of the frame
is incremented by one except in the case of frame retrans-
missions. If the client retransmits a data frame, SNyac does
not change. The control frames such as the ACK frame and
RTS/CTS frame do not contain the sequence control field. In
addition, the attacker extracts information from the IP header,
i.e., source IP address (SA;p), destination IP address (DA;p),
and identification (IDyp), and the TCP header, i.e., source port
(SP), destination port(DP), and SEQ/ACK numbers. IDjp is
a unique identifier of a packet. Whenever a client transmits a
packet, IDjp of the packet is incremented by one if the packet
is not fragmented. If a packet is fragmented, the fragmented
packets have the same ID;ps. After collecting the information
shown in Fig. 3, the attacker implements a TCP data packet
that is the same as the TCP client’s data packet header;
however, this data packet will contain a malicious payload
that the attacker wants to inject. Here, the attacker should
configure the length of the malicious TCP data to be equal
to the length of TCP data transmitted by the TCP client
in order to escape from errors in the transport layer of the
TCP client about incorrect TCP SEQ/ACK numbers. If the
TCP client receives the ACK packet that contains incorrect
TCP SEQ/ACK numbers from the TCP server, the TCP client
retransmits the TCP data packet transmitted previously. Note
that the attack node can utilize the full-duplex technique [32]
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Algorithm 1 Malicious Frame Injector in TCP Communica-
tion
1: /I Set m_frame MAC header address fields

2: SApmac, DApac, RApyac < target’s MAC addresses
3: /I Set m_frame 1P header address fields

4: SAip, DAjp < target’s IP addresses

5: count <0

6: while count < 3 do

7. if There is a new data frame from the target then
8: s_frame <— new data frame

9: count + =1
10:  end if

11:  if count == 2 then

12: m_frame.SN < s_frame.SN + 1

13: m_frame.ID < s_frame.ID + 1

14: m_frame.headerrcp < s_frame.headerrcp
15: m_frame.dataycp < malicious TCP data

16: Set IP, TCP checksum, and CRC

17: Transmission m_frame

18: count + =1

19:  end if

20: end while

to obtain (i.e., eavesdrop) the length information of the data
packet transmitted by the client by jamming the data packet
simultaneously.

The procedure of the malicious frame injector is described
in Algorithm 1. The malicious data frame m_frame and the
recent data frame from the target client s_frame have the data
frame structure shown in Fig. 3. In Algorithm 1, the addresses
of m_frame in the MAC header and IP header are set to MAC
and IP addresses of target on line 2 and 4. To inject m_frame
after the TCP three-way handshake between the TCP client
and TCP server, count is used to check the number of received
frames from the victim client within the while loop. If there
is a newly received data frame from the victim client, the
new frame is saved in s_frame, and count is increased by
one (lines 7 to 9). When the malicious frame injector receives
the second data frames from the TCP client for the three-way
handshake, count becomes two. When count becomes two,
SNyac of m_frame is set to a value increased by one from
SNyac of s_frame, and similarly, IDjp of m_frame is set to
a value increased by one from IDjp of s_frame (lines 11 to
13). Here, we assume that the packet from the target client
is not fragmented. On line 14, m_frame sets SP, DP, SEQ,
and ACK to those in the TCP header from s_frame. After
filling the TCP data in m_frame payload with malicious TCP
data (line 15), the checksums of the IP and TCP headers, as
well as the CRC of the frame, are calculated (line 16). Finally,
the malicious data frame is transmitted (line 17), and count
becomes three (line 18).

C. PERFORMANCE ANALYSIS
When there exists the proposed malicious data frame injec-
tion attack, if the TCP client fails to receive the ACK

VOLUME 9, 2021

o
3
T

g
=2}
T

N
~
T

Attack success probability
o o
w (9]

e
o
T

e

o

8 10 12 14 16 18 20
Mean of attack delay

N
PR
o

FIGURE 8. The proposed attack success probability within TCP timeout.

packet from the TCP server within the TCP timeout, the
TCP client retransmits the data packet to the TCP server.
In this case, the proposed attacker fails to inject a malicious
frame. To analyze the probability of the proposed attack fail-
ure/success in a TCP communication, we deal with round trip
time (RTT) between the TCP server/client and retransmission
timeout (RTO) value about the TCP timeout. For example,
when a TCP client transmits a data packet to a TCP server,
the RTT of TCP client is the duration between the time of data
packet transmission and the time of the ACK packet reception
from the TCP server. The RTO value is calculated by the
past RTT values. We consider Jacobson’s RTO algorithm
mostly used in current TCP implementations [33]. The RTO
for packet is given by the following equation [34]:

RTO = MRTT + «VRTT, 1

where MRTT is the mean RTT, VRTT is the RTT variation,
and « is a positive constant, typically o = 4.

When there are not attacks, we assume that the normal
RTT is a random variable X;. Usually, the RTTs are mod-
eled by a shifted Gamma distribution based on experimen-
tal results [35], [36]. When the random variable X; ~
Gamma(X, B), the shifted Gamma distribution is given by

1 _x
—)Lx)‘fle B,x>yifA >0
INONY:; (2)

sx —y)ifr=0

fX] ()C) =

where A > 0 1is the scale parameter, 8 > 0 1is the shape param-
eter, I'(+) is the Gamma function, I'(A) = O+OO 2~ le~2dz for
A > 0, y is the shifted value, and §(-) is the unit impulse
function. The X; has mean y + B and variance $%A. Denote
that the delay of the proposed attack d shown in Fig. 7
is a random variable X,. Here, we assume that the X; and
X, are independent. When there is the proposed attack, the
RTT has the random variable Y = X; + X». In a normal
situation without attack, RTT is RTT, and RTO is RTO,,.
Here, the probability of the proposed attack failure is defined

by P(Y > RTO,) = 1 —P(Y < RTO,) = 1— [*T%" £, (5)dy.
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FIGURE 9. Malicious frame injection test-bed.

If we assume that the delay of the proposed attack random
variable X» follows the shifted Gamma distribution X, ~
Gamma(ry, B), and the X; ~ Gamma(r1, ), the RTTs with
the proposed attack Y follow the shifted Gamma distribution
Y ~ Gamma(i + X2, B). To simplify RTO,, in this simula-
tion, we set RTO,, to sum of the mean of X and the standard
deviation of X| multiplied by «. In this simulation, we set the
shape parameter of X» is the same with the shape parameter
of X1, o is 4, and the shifted value y is 2. Figure 8 shows
the proposed attack success probability decreases when the
mean of proposed attack delay increases. When the mean and
deviation of X are increased, the attack success probability is
increased at the same attack delay, as shown in cases of X| ~
Gamma(l,2), X1 ~ Gamma(2,?2), and X| ~ Gamma(2, 6).
The proposed attacker lowers the delay of the RTT, injecting
the fake ACK frame after the data frame jamming. When
there is the data frame jamming with fake ACK frame injec-
tion, the probability of data frame retransmission in the TCP
client’s MAC layer is lower than the data frame jamming
without fake ACK frame injection [14].

V. IMPLEMENTATION AND EVALUATION

In this section, we describe the experimental setup of test-
bed, implementation of attacker node, experimental scenario
and verification of the proposed attack. For a realistic attack
scenario, we setup an HTTP client-server communication
on an IEEE 802.11 wireless LAN where the data exchange
between the AP and off-the-shelf clients is protected by
WPAZ2. Through the experimental evaluation, we demonstrate
how the proposed attack can deceive a victim client that sends
an HTTP request to a server through its associated AP with
WPA2 security capability, and confirm that this attack is hard
to be detected by packet monitoring on the TCP client-server
connection.

A. EXPERIMENTAL SETUP AND IMPLEMENTATION

As shown in Fig. 9, we have implemented a test-bed using
two laptops for HTTP client and HTTP server, an off-the-self
AP, and an SDR based attacker. For the HTTP client and
server, we use laptops with an Intel PRO/Wireless 3945ABG
WLAN card supporting IEEE 802.11a/b/g modulation. We
use an ipTIME A1004 AP supporting IEEE 802.11 a/b/g
modulation and WPA2-AES security mode. Here, the HTTP
client associates with the AP in the IEEE 802.11g environ-
ment and knows the IP address of the HTTP server con-
nected by Ethernet link. For data encryption and integrity,
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FIGURE 10. Data frame jammer and fake ACK frame injector.

the AP and the HTTP client use the WPA2 protocol in IEEE
802.11 communication. We set the IP address of the HTTP
client to 192.168.0.4 and that of HTTP server to 192.168.0.2.

The proposed attacker comprises two components: i.e., a
data frame jammer with fake ACK frame injector, and a
malicious frame injector. We use SDRs to implement a data
frame jammer with a fake ACK frame injector to perform the
MAC layer attack that requires a real-time reaction, and use a
laptop as the malicious frame injector dealing with packets in
the upper layer. As shown in Fig. 10, we have implemented
the data frame jamming and fake ACK frame injecting node
using two WARPv3 SDRs and the WARPNet software frame-
work [18]. The WARPv3 is the newest generation of WARP
hardware, integrating a Virtex-6 field-programmable gate
array (FPGA), two programmable radio frequency (RF) inter-
faces and diverse peripheral devices. We publish our source
code for the data frame jamming and fake ACK frame injector
node over Github [37]. The two SDRs for the data frame
jammer and the ACK frame injector are directly connected
with wired cables. To deliver jamming frame signal generated
by the data frame jammer to the fake ACK frame injector,
we use a two-way power divider, which passes the signals
received at in to both out1 and out2. The data frame jammer
selectively disrupts the data frames that contain the target’s
MAC address by referring to MAC addresses of the RTS/CTS
frames that are transmitted before the transmission of the
data frame. When the data frame jammer receives the CTS
frame transmitted from the target AP to the client node via
the receive antenna, after the SIFS interval, the data frame
jammer transmits a jamming frame to the shared channel
through the transmit antenna for ous2 on the divider. Here,
the shape of the jamming frame is the same as that of the
ACK frame. When the AP receives the data frame from the
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victim node, the AP discards the data frame due to the CRC
error caused by collision with the jamming frame that has
the shape of the ACK frame. When the ACK frame injector
receives a jamming frame through the wired cable for out1
on the divider without any collision, after the SIFS interval,
the injector transmits a fake ACK frame to the victim node.
At this point, the destination MAC address of the fake ACK
frame is the same as the MAC address of the victim node.
Note that we have placed the CTS frame detecting antenna
close to the AP to quickly respond to the CTS generated by
the AP, and the data frame jamming antenna is also located
close to the AP such that it can interfere with the AP’s data
frame reception at high probability. In addition, we have
placed the ACK frame injecting antenna close to the data
frame transmission node that should receive the ACK frame.

The malicious frame injector is comprised of a laptop with
a TL-WN722NC WLAN card supporting IEEE 802.11 mon-
itor mode, and we have implemented the malicious frame
injecting tool using the Python Scapy library [38] on Ubuntu
14.04. After performing the data frame jamming with a fake
ACK frame injection on the SDRs, the malicious frame
injector transmits the malicious data frame to the target AP.
Because the TCP client is not able to detect the data frame
loss by the fake ACK frame injection, it continues to wait TCP
ACK packet from the HTTP server. Meanwhile, the attacker
generates a malicious data frame with the spoofed MAC and
IP addresses using the injection Python program, and injects
the malicious data frame to the AP through the laptop Wi-Fi
interface card. Note that the interval for TCP ACK retrans-
mission timeout (RTO) is long enough for the attacker to
generate and inject the malicious data frame by the user-level
application program. This injection can be performed because
the link-level retransmission is disabled by the fake ACK
frame injection. Note that IEEE 802.11 DCF MAC protocol
attempts to retransmit a dropped MAC frame in a short ran-
dom backoff.

B. EXPERIMENTAL SCENARIO

In our scenario, an attacker is to force an HTTP client to
unwittingly download a malicious image file when the HTTP
client sends a HTTP request to download a normal image. We
set up an HTTP server to provide a bulletin board service to
upload and download images. Firstly, the attacker uploads a
malicious file on the server bulletin board. We assume that
the normal image is test_image.jpg and the malicious image
is test_Image.jpg and that test_image.jpg is one of the highly
accessed images such as a bulletin board log. The length of
the file names should be the same in our implementation.
Secondly, the attacker chooses a target wireless node that
runs an HTTP client to download the test_image.jpg from the
HTTP server, and identifies the AP associated with the target
node. Thirdly, the attacker generates a Wi-Fi WPA2 master
session key of the target node and the AP. In order to generate
the WPA2 master session key, the attacker needs information
of target client and AP’s MAC addresses, two nonce values
of EAPoL frames, and pre-shared key [39]. The attacker
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root@wckim-HP-Note /home fwckim/Desktop# wget http://192.168.0.2:8000/media
/images/test image

- http://192.168.0.2:8000/media/images [test_image.ipd
Connecting to 192.168.0.2:8000... connected.

HTTP request sent, awailting response... 200 0K

Length: 81384 (79K) [image/jpeq]

test_image.jpg 100%[ =>] 79.48K --.-KB/s in 0.05s

2020-12-04 14:52:36 (1.44 MB/s) -

test_image.jpg’ saved [81384/81384]

/home fwckim/Desktop# wget http://192.168.0.2:8000/media

http://192.168.0.2:8000/medla/inages [test image.ipd

8.0.2:8000... connected.

test image.jpg.1 100%[ ====>] 62.26K --.-KB/s in 0.06s

2020-12-84 14:52:56 (1.08 MB/s) - ‘test_image.jpg.1’ saved [63756/63756]
(b) Normal situation.

FIGURE 11. HTTP request for downloading the test_image on HTTP client.

sniffs the exchanges of EAPoL frames between the HTTP
client and the AP to get information of nonce values. Note
that the HTTP client node and the AP perform an EAPoL
four-way handshake, after a four-way handshake to establish
the association between the HTTP client and the AP. The
attacker uses a brute force attack tool based on a dictionary
attack [27] to find the pre-shared key. Using EAPoL frame
information (nonce values) with targets’ MAC addresses and
the pre-shared key, the attacker generates the WPA2 master
session key.

Fourthly, if the attacker sniffs encrypted frames between
the target node and the AP using the WPA2 master session
key, and finds a TCP three-way handshake between the HTTP
client and HTTP server, after the three-way handshake, the
attacker transmits jamming signal and fake ACK frame. Then,
the attacker generates malicious data frames encrypted by the
WPA?2 master session key, and transmits the encrypted mali-
cious HTTP request message to the AP. Here, the malicious
HTTP request packet contains a payload message to down-
load test_Image.jpg rather than fest_image.jpg. If the HTTP
server receives the malicious HTTP request to download
test_Image.jpg from the attacker, the HTTP server transmits
HTTP response packets to the victim node running the HTTP
client because the source address of the malicious HTTP
request packet is filled with that of the victim node. Finally,
the HTTP client receives packets containing test_Ilmage.jpg,
not test_image.jpg.

C. VERIFICATION

The HTTP client generates an HTTP GET request includ-
ing uniform resource locator (URL) for downloading
test_image jpg to the HTTP server. To generate the HTTP
request, the HTTP client uses Wget command built in the
Ubuntu 20.04.1 LTS environment. We compare the results
of image download when an attack is performed and is
not performed. As shown in Fig. 11(a), in the proposed
attack, the HTTP client sends a request for fest_image.jpg
to the HTTP server. Figure 11(a) shows that the HTTP
client saves test_image.jpg (file size 81,384 bytes) with
the same name (test_image.jpg) in the local file system.
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(b) Normal image without the proposed attack.

FIGURE 12. Injected image (the image file name is test_image but the
image is test_Image) and normal image (test_image).

— When there is the proposed attack.

Request log File size

[04/Dec/2020 14:52:36]  "GET /media/images/test:lmage.jpg HTTP/1.1"| 20081384
[04/Dec/2026 14:52:56] "GET /media/images/test image.jpg HTTP/1.1" 200 63756
— —— — —

— When there is no the proposed attack.

FIGURE 13. HTTP server request log.

The downloaded image of test_image.jpg is the injected one
as shown in Fig. 12(a). Then, we turn off the proposed attack.
The HTTP client uses Wget to download the same image of
test_image.jpg, as shown in Fig. 11(b). At this time, the Wget
command downloads the file named test_image.jpg.1 auto-
matically because test_image.jpg exists in the same local
file system. The downloaded image of fest_image.jpg.1 is
the normal one as shown in Fig. 12(b). However, the image
size is 63,756 bytes, and the content of test_image.jpg.1
is also different from fest_image.jpg, as shown in Fig. 12.
Under the proposed attack, the client believes that the nor-
mal test_image.jpg file is received and saved. However,
the image file (test_image.jpg) is the malicious image file of
test_lamge.jpg in the HTTP server because a test_lamge.jpg
request was delivered to the HTTP server from the attacker
instead of the rest_image.jpg request as shown in Fig. 13.
To wvalidate the procedures of the proposed attack,
we have captured the packets on both the HTTP
server and HTTP client using Wireshark [40] during the
HTTP test_iamge.jpg download. Fig. 14(a) shows the
packets captured on the HTTP client, and Fig. 14(b)
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Source Destination Proto Len Info
©.00.. 192.168.0.4 192.168.0.2 TCP 74 59996 - 8000 [SYN] Seq-©
©.00.. 192.168.0.2 192.168.0.4 TCP 74 809@ - 59996 [SYN, ACK] Seq=0 Ack=1
©.00.. 192.168.0.4 192.168.0.2 TCP 66 53996 - 89@G [ACK] Seq=1 Ack=1
©.00.. 192.168.0.4 192.168.0.2 HTTP 236 GET /media/images/ftest_image.jpg HTTP/1.1
.02.. 192.168.0.2 192.168.0.4 TCP 66 889 + 59996 [ACK] Seq=1 Ack=171
0.02.. 192.168.0.2 192.168.0.4 TCP 83 8800 - 59996 [PSH, ACK] Seq=1 Ack=171
0.02.. 192.168.0.4 192.168.0.2 TCP 66 59996 = 8908 [ACK] Seq=171 Ack=18
9.02.. 192.168.0.2 192.168.0.4 TCP 5858 8800 ~ 59996 [ACK] Seq=18 Ack=171

[
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0.02.. 192.168.0.4 192.168.0.2 TCP 66 59996 » 8008 [ACK] Seq=171 Ack=5810

0.92.. 192.168.0.2 192.168.0.4 TCP 1514 8808 -» 59996 [ACK] Seq=581@ Ack=171

0.92.. 192.168.0.4 192.168.0.2 TCP 66 59996 - 8008 [ACK] Seq=171 Ack=7258
(a) HTTP client Wireshark capture.

No Time Source Proto Len Info

14 28.8.. 192.168.8.4 192.168.8.2 TCP 74 59996 - 8800 [SYN] Seq=0

15 20.8.. 192.168.0.2 192.168.0.4 TCP 74 888@ - 59996 [SYN, ACK] Seq=8 Ack=1

16 20.8.. 192.168.0.4 192.168.0.2 TCP 66 59996 - 8888 [ACK] Seq=1 Ack=1

B
P ®

Destination

17 20.9.. 192.168.8.4 192.168.8.2 HTTP 236 GET /media/images[test Image.jpg|HTTP/1.1
18 20.9.. 192.168.8.2 192.168.0.4 TCP 66 8008 -+ 59996 [ACK] Seq=1 Ack=171

9
9,
.9.. 192.168.9.2 192.168.0.4 TCP 83 8080 > 59996 [PSH, ACK] Seg=1 Ack=171

20 20.9.. 192.168.0.2 192.168.0.4 TCP 1514 8800 > 59996 [ACK] Seq=18 Ack=171
9..192.168.9.2 192.168.8.4 TCP 1514 806@ - 59996 [ACK] Seq=1466 Ack=171
9 2 192.168.0.4 TCP 1514 8800 - 59996 [ACK] Seq-2914 Ack=171
9 2 192.168.8.4 TCP 1514 8080 > 59996 [ACK] Seq=4362 Ack=171
) 2 192.168.0.4 TCP 1514 8600 > 59996 [ACK] Seq=5816 Ack=171

(b) HTTP server Wireshark capture.

.. 192.168.0.
.. 192.168.0.
.. 192.168.0.

FIGURE 14. Wireshark captures on TCP packets HTTP client and HTTP
server under the proposed attack.

shows the packets on the HTTP server. Here, after the
TCP three-way handshake, the HTTP client transmitted
an HTTP packet with '/media/images/test_image.jpg’;
however, the HTTP server received an HTTP packet
with '/media/images/test_Image.jpg’. After this request,
the HTTP server transmitted test_lmage.jpg file packets
(Fig. 14(b)). Then, the HTTP client received the response
packets (Fig. 14(a)). Under the proposed attack, there is no
way that the HTTP client figures out the downloaded content
is not the same that it requests to download. Consequently,
the HTTP client cannot avoid receiving the malicious content
without being aware of the existence of the attack. In Fig. 14,
we cannot find any packet retransmissions during the attack,
and it is nearly not possible that the HTTP client and server
detect the attack by monitoring packet flows on the transport
layer. Additionally, when there is the proposed attack, the
average RTT of the HTTP request packet is about 0.03 sec-
onds. When there is no attack, the average RTT of the HTTP
request packet is about 0.0007 seconds. The reported values
are the average of 10 runs.

Vi. COUNTERMEASURES

The proposed attack consists of data frame jamming with fake
ACK frame spoofing that exploits the broadcast properties of
radio frames for the physical and MAC layers, and HTTP
data packet spoofing technique through the transport and
application layers. We have shown experiment results that
the proposed attack is fatal and difficult to be detected in the
existing IEEE 802.11 environment despite using WPA2. In
this section, we instantiate methods to detect and prevent the
proposed attack.

Firstly, in the MAC layer, the TCP client can suspect the
fake ACK frame injection, if it counts the number of received
ACK frames. In Fig. 7, after the reception of the malicious
frame in the AP, the AP transmits an ACK frame to the
TCP client. However, the TCP client discards the ACK frame
in the existing IEEE 802.11 system because the TCP client

VOLUME 9, 2021



W. Kim et al.: Malicious Data Frame Injection Attack Without Seizing Association in IEEE 802.11 Wireless LANs

IEEE Access

already received the fake ACK frame before the generation of
the malicious data frame. The TCP client receives two ACK
frames per one data frame in case that there exists the fake
ACK frame injection attack and therefore can suspect the fake
ACK frame injection attack in the MAC layer.

Secondly, the TCP client can suspect the malicious data
frame attack by monitoring the addresses of data frames on
the shared channel. In normal IEEE 802.11 environments,
nodes only receive frames containing their address or broad-
cast/multicast address in the destination address field of the
frame. If nodes receive and monitor frames containing their
address in the source address field, the nodes can detect the
malicious data frame attack.

Thirdly, in the application layer, the TCP client/server
can prevent the malicious data packet injection using a
secure application-layer protocol based on the secure sock-
ets layer (SSL)/transport layer security (TLS). If the HTTP
client/server nodes communicate using the SSL/TLS such
as the HTTPs, our attacker cannot eavesdrop on encrypted
HTTP packets between HTTP client/server nodes and manip-
ulate HTTP packets containing malicious contents. How-
ever, if the attacker cracks SSL/TLS based applications by
exploiting vulnerabilities of the SSL/TLS, the attacker can
eavesdrop and manipulate encrypted HT TP packets in HTTPs
communication [41], [42].

VIi. CONCLUSION

In this article, we have proposed a malicious data frame
injection attack that does not require to seize an association
between an AP and a client in IEEE 802.11 wireless LANSs.
We have implemented the proposed attacker that transmits
a jamming signal and the manipulated Wi-Fi MAC frames
using SDRs and injects spoofed TCP packets with malicious
HTTP requests using Scapy library tool. Through real-world
HTTP service experiments on a constructed test-bed, we
validated that the proposed attack is successfully applicable
to TCP-based HTTP application communication on IEEE
802.11 networks with WPA2-AES enabled. Our proposed
attack can be applied to various scenarios such as domain
name system (DNS), file transfer protocol (FTP) and so
on. As future work, we will investigate how to make IEEE
802.11 WLANs more secure against malicious data frame
injection attacks using a fake ACK frame injection.
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