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ABSTRACT In this paper, an active fault-tolerant control (FTC) system design is proposed for an
n-degree-of-freedom (n-DOF) hydraulic manipulator with internal leakage faults and mismatched/matched
lumped disturbances. A pair of matched and mismatched disturbance observers (DOBs) is proposed to
simultaneously estimate and compensate for the effects of matched/mismatched disturbances on the control
system in healthy conditions. The fault detection is achieved when the estimated matched disturbance is
larger than a threshold. After that, a novel control reconfiguration law is designed to switch from a normal
controller to a fault-tolerant controller with an online identification algorithm based on an adaptive mecha-
nism. The proposed active FTC guarantees the position tracking performance in not only single-fault but also
simultaneous-faults conditions. Moreover, the problem of uniting disturbance-observer-based control for
external disturbance and adaptive control for parametric uncertainty is solved in a novel approach. Simulation
results are conducted in a two-degree-of-freedom hydraulic leg prototype, which verifies the effectiveness
of the proposed method.

INDEX TERMS Fault-tolerant control (FTC), disturbance observer (DOB), online identification, hydraulic
manipulator, internal leakage fault.

I. INTRODUCTION
Electrohydraulic servomechanism has a high-power-to-weight
ratio and large force/torque output compared to servo sys-
tems driven by pneumatic or electrical actuators [1]. As a
result, electrohydraulic systems have been widely applied in
industrial automation applications and/or military applica-
tions including active suspensions [2], [3], rolling mills [4],
aircraft actuators [5], robot manipulators [6]–[10], and con-
struction machines [11]. However, the performance of the
servo system driven by electrohydraulic actuators usually is
strongly affected by highly nonlinearities, modeling uncer-
tainties (e.g., Bulk modulus, friction, and leakage), and
external disturbance (e.g., load variations) [12], [13]. To deal
with these problems, several approaches have been proposed.
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Assuming that exact model parameters are available,
the highly nonlinear behavior of the hydraulic system is
effectively treated by the feedback linearization control [14].
To deal with parametric uncertainties, the adaptive mecha-
nism is integrated into the nonlinear control design which
adapts the unknown parameters based on the projection
mapping function [12], [15]. To increase the robustness of
the adaptive control under unmodeled disturbance and uncer-
tain model parameters, the adaptive robust control (ARC)
is proposed for a single-rod hydraulic actuator which guar-
antees bounded tracking performance [16]. Furthermore,
the applications of ARC are realized in current works
relating to not only valve-controlled hydraulic system, but
also pump-controlled hydraulic system [17], and pump and
valves combined hydraulic system [18]. However, under the
assumption that the unmodeled disturbance and its deriva-
tive is bounded, asymptotic tracking performance can be

23850 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/ VOLUME 9, 2021

https://orcid.org/0000-0002-8743-3591
https://orcid.org/0000-0002-6684-0681
https://orcid.org/0000-0002-7927-3348
https://orcid.org/0000-0002-1729-5453


H. V. Dao et al.: Active Fault Tolerant Control System Design for Hydraulic Manipulator with Internal Leakage Faults

achieved by integrating a novel robust integral of the sign
of the error (RISE) feedback in the adaptive backstepping
control design [19]. To cancel or attenuate the effect of
external disturbance on the system performance, disturbance,
the DOB is proposed to estimate it with the assumption that
its derivative is bounded [13], [20]–[22]. Compared to the
adaptive mechanism, the disturbance estimation performance
is completely guaranteed and does not depend on the track-
ing performance. However, in the above-mentioned works,
the problems are limited in healthy working conditions,
not faulty conditions, which not only severely influents the
high-accuracy tracking performance, but also poses a threat
to the system safety [23]–[26].

In the electrohydraulic system, there are many types of
faults as actuator faults including internal leakage, external
leakage, drop in supply pressure, and sensor faults including
pressure sensor fault and position sensor fault [27], [28].
Among them, internal leakage fault is the most popular prob-
lem which has been widely considered in previous studies.
In [29], a robust leakage detection algorithm has been pro-
posed for the electrohydraulic actuators disturbed by model
uncertainty and external disturbance by using an adaptive
nonlinear observer and a decision-making mechanism. How-
ever, in this work, only a single actuator fault is considered
with the fault detection problem. In [27], taking the advantage
of the nonlinear unknown input observer (NUIO), model-
based fault detection and isolation (FDI) scheme is proposed
for a rudder servo system. Many types of faults are presented
in this work including actuator faults and sensor faults with
simulation and experimental validation. However, the simul-
taneous faulty conditions have not been investigated and
the fault identification and FTC were not involved. In [30],
an FTC design is proposed to effectively control a redundant
hydraulic actuation system with internal leakage fault and
force synchronization problem. However, in these studies,
the problem of internal leakage fault is only considered for
one-DOF system, which does not suffer from the nonlinear
dynamics as the n-DOF mechanical system and limits the
application of the proposed algorithm. To the best of authors’
knowledge, the problem of internal leakage faults in n-DOF
electrohydraulic servosystem has not been studied in previous
works.

In a certain aspect, faults can be considered as parametric
uncertainty or external disturbance that exceeds an allowable
threshold [24], [31]. As a result, the approaches mentioned
above to deal with modeling uncertainty and external dis-
turbance can be utilized in the design of FTC [32]. Taking
the advantages of these approaches, in recent years, some
efforts are trying to integrate the DOB and adaptive mech-
anism into the control design to simultaneously handle exter-
nal disturbance and unknown model parameters in a more
effective way. In [33], Yao. et. al. proposed a backstepping
control scheme using a combination of an extended state
observer (ESO) and a parameter adaption with projection
mapping for a double-rod hydraulic servo system where the
adapted parameters are utilized in the design of the ESO.

However, the approach seems not practical because the dis-
turbance estimation error, which is unknown, is used in the
design of the adaptive function to adapt the unknown model
parameters. In contrast, in [34], Wang. et. al. proposed a
nonlinear adaptive control with a novel ESO for estimat-
ing both matched and mismatched lumped disturbances and
uncertainties for a hydraulic valve-controlled single-rod actu-
ator system. Different from [33], the design of the proposed
ESO only utilizes the nominal model parameters and the
parameter adaption is adopted to update ‘‘virtual’’ nominal
model parameters, which gives more freedom in the control
design. However, there is no proof theory to guarantee the
convergence of the adapted parameters to the physical ones.
Overall, merging the DOB and parameter adaption law is still
an open problem [14].

In this paper, the problem of internal leakage faults in
an n-DOF electrohydraulic servo system is studied for the
first time by a novel active fault tolerant control design
system. In the normal control mode, the internal leakage
fault detection is achieved based on a decision-making mech-
anism that compared the estimated matched disturbance
from the ESO to a preset value. After the fault is detected,
the controller is reconfigured, i.e., the ESO which is uti-
lized to estimate the matched disturbance is turned off,
and the online identification algorithm based on adaptive
law is turned on to effectively estimate the internal leak-
age fault coefficient which is the dominant component com-
pared to the matched disturbance due to the severity of its
effects on the system performance. Based on this approach,
merging the DOB and adaptive mechanism is achieved
in this work to effectively take advantage of both tech-
niques. Moreover, the proposed control scheme can handle
not only single-fault conditions but also simultaneous-fault
conditions and entirely decouple the faulty effect from a
faulty actuator to the remaining actuators. To attenuate the
effect of mismatched disturbances/uncertainties on the con-
trol system, another ESO is designed and integrated with the
above-mentioned techniques in the backstepping framework.
Based on the Lyapunov stability analysis, bounded track-
ing performance is guaranteed. To verify the effectiveness
of the proposed FTC, numerical simulations are conducted
using a 2-DOF hydraulic manipulator model. The simulation
results show that the proposed approach achieves acceptable
tracking performance under a bunch of faulty conditions and
difficulties.

This paper is organized as follows. In Section II, a gen-
eral mathematical model of the n-DOF hydraulic system is
presented. The fault detection and FTC design are developed
in Section III. Stability analysis is conducted in Section IV
and numerical simulation is presented in Section V. Finally,
section VI concludes this paper.

II. SYSTEM MODELLING
A. MECHANICAL SYSTEM
The general structure of an n-DOF series-type manipulator
is described in FIGURE 1. The dynamics of the n-DOF
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FIGURE 1. Schematic diagram of an n-DOF manipulator.

manipulator is given by [35], [36]

M(q)q̈+ C(q, q̇)q̇+ G(q)+ τ d = τ (1)

where q is the joint displacement vector,M(q) ∈ Rn×n is the
nominal inertia matrix which is symmetric positive-define,
C(q, q̇)q̇ ∈ Rn represents the nominal vector of centrifugal
and Coriolis moments, G(q) ∈ Rn is the nominal vector
of gravity, τ d ∈ Rn denotes the lumped disturbance and
uncertainty in the mechanical system, and τ ∈ Rn is the
actuator force/torque vector.
Assumption 1: The Coulomb friction is assumed to be

differentiable, which is proportional to the function tanh(•),
instead of the signum function sgn(•), where (•) is the
investigated velocity [36], [37].

Based on Assumption 1, the vector τ d including para-
metric uncertainty, viscous friction, Coulomb friction, and
external disturbance Fd is expressed as below

τ d = 1M(q)q̈+1C(q, q̇)q̇+1G(q)

+Bvq̇+ BC tanh(q̇)− JTFd (2)

where 1M,1C, and 1G denotes uncertain matrices and
vectors caused by model parameter uncertainties. Bv and
BC represent the unknown viscous and Coulomb friction
matrices of the joints. The Jacobian matrix J = ∂xE/∂q is
defined based on the relation between end-effector position
xE and joint angles q.

The actuator force/torque τ is computed based on the
force/torque generated by the hydraulic power as

τ = JTa (q)(F− Fa)

Fa = DvJa(q)q̇+ DC tanh(Ja(q)q̇) (3)

where Dv,DC denote the viscous friction and Coulomb fric-
tion matrices of the actuator. The Jacobian matrix from
manipulator space to actuator space Ja = ∂c/∂q is calculated
based on the geometric relation between joint angles q and
actuator displacements c.
From (1)-(3), the manipulator dynamics is re-written as

M(q)q̈+ C(q, q̇)q̇+ G(q)+ d = JTa (q)F (4)

where d = τ d+JTa (q)Fa represents lumped disturbance and
uncertainty vector.

FIGURE 2. A typical electrohydraulic actuation system.

B. HYDRAULIC SYSTEM
A typical electrohydraulic actuation system is described in
FIGURE 2 including a 4-way-3-position servo valve and a
hydraulic actuator which can be a cylinder or a rotary actua-
tor. The force/torque generated by the ith hydraulic actuator
as mentioned in (3) and (4) is computed by

Fi = A1iP1i − A2iP2i (5)

where P1i and P2i are the pressures of both chambers. A1i and
A2i denote the areas of both sides of the actuator.

The pressure dynamics of each actuator is given as [13]

Ṗ1i =
βe

V1i
(−A1iJaiq̇i − qLi + Q1i)+ w1i

Ṗ2i =
βe

V2i
(A2iJaiq̇i + qLi − Q2i)+ w2i (6)

where V1i = V01i + A1ici and V2i = V02i − A2ici are
the volumes trapped in both chambers of the ith cylinder
(i = 1, n) while V01i and V02i are the initial volumes. βe
denotes the nominal value of Bulk modulus. qLi,Q1i,Q2i,
and w1i,w2i denote the internal leakage flow rate, flow rates
going to/from both chambers, and the modeling errors in the
pressure dynamics of the ith actuator, respectively.
The internal leakage is modeled as follows:

qLi = C0i(P1i − P2i)+ Cti
√
P1i − P2isgn(P1i − P2i) (7)

where C0i is a known coefficient and Cti is an unknown
faulty coefficient. When Cti is large enough, the inter-
nal leakage fault happens and seriously affects the system
performance.

With the assumption that the spool dynamics is neglected,
i.e., xvi = kuiui where ui is the control signal which is the
voltage applied to the ith servo valve, the supplied flow rate
to the 1st chamber and the return flow rate of the 2nd chamber
are derived by

Q1i = kqikuiui[s∗(ui)
√
Psi − P1i + s∗(−ui)

√
P1i − Pri]

Q2i = kqikuiui[s∗(ui)
√
P2i − Pri + s∗(−ui)

√
Psi − P2i]

(8)

where kqi is the hydraulic coefficient depending on the dis-
charge coefficient, spool valve area gradient, and the density
of the oil. The function s∗(x) is defined as

s∗(x) =

{
1, if x ≥ 0
0, if x < 0

(9)
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C. TOTAL SYSTEM
To consider both the mechanical system and hydraulic sys-
tem, a new state variable is defined as x = [qT , q̇T , (A1P1 −

A2P2)T ]T . The total system model can be summarized as
follows:ẋ1 = x2

ẋ2=M(x1)−1(Ja(x1)T x3−C(x1, x2)x2−G(x1)−d)
ẋ3 = f 1(x1)u− f 2(x1, x2)− f 3(x1)C t + f

(10)

where A1 = diag (A11,A12, . . .A1n) ;A2 = diag
(A21,A22, . . .A2n) ;C t = [Ct1,Ct2, . . . ,Ctn]T ;P1 =

[P11,P12, . . . ,P1n]T ;P2 = [P21,P22, . . . . . . ,P2n]T ;
f 1 = diag(f11, f12, . . . , f1n); f 2 = [f21, f22, . . . , f2n]T ; f 3 =
diag(f31, f32, . . . , f3n); f = diag(f1, f2, . . . , fn).
The detailed description of each element in the above
matrices and vectors is given as

f1i =
A1iβe
V1i

kqikuiR1i +
A2iβe
V2i

kqikuiR2i

f2i =
A1iβe
V1i

[A1iJaiix2i + C0i (P1i − P2i)]

+
A2iβe
V2i

[A2iJaiix2i + C0i (P1i − P2i)]

f3i =
(
A1iβe
V1i
+
A2iβe
V2i

)√
|P1i − P2i|sgn (P1i − P2i)

fi = A1iw1i − A2iw2i

R1i = s∗ (ui)
√
Psi − P1i + s∗ (−ui)

√
P1i − Pri

R2i = s∗ (ui)
√
P2i − Pri + s∗ (−ui)

√
Psi − P2i (11)

Assumption 2: x1,P1,P2 are the outputs of the system
which are measured by sensors. All system states, their 1st

derivatives, and all elements in the matrices M(x1) and
Ja(x1) are bounded.
Assumption 3: The following Lipschitz conditions hold

|f2i(x1i, x2i +1x2i)− f2i(x1i, x2i)| ≤ κi |1x2i|

‖C(x1, x2+1x2)(x2+1x2)− C(x1, x2)x2‖ ≤ κ ‖1x2‖ (12)

where κi and κ are positive constants.
Assumption 4: The lumped disturbance/uncertainty term f

is bounded, i.e., |fi| ≤ 1
f
i where 1

f
i is a constant.

Remark 1:Based on assumption 1, the derivative of x1, i.e.,
x2, and the derivative of the load pressure ẋ3 are calculated
based on the well-known Levant’s exact differentiator with
a very small bounded calculation error [38]. The differential
quantity (•) computed by Levant’s differentiator is denoted by
(•). For the sake of condense, the derivation of it is omitted
in this work.

III. FAULT DETECTION AND FAULT TOLERANT CONTROL
DESIGN
The proposed FTC scheme is described in FIGURE 3 includ-
ing the mismatched DOB, matched DOB, online identifica-
tion, fault detection, and control reconfiguration mechanism.
A full state feedback backstepping control is the main con-
troller to guarantee the position tracking performance of the
n-DOF hydraulic system under both healthy conditions and
faulty conditions.

FIGURE 3. Proposed active FTC scheme.

Lemma 1: Consider a time-varying positive quantity X (t).
One concludes that X (t) will stay in a bounded region that
X (t) ≤ b/a when t → ∞ if there exist positive constants a
and b that satisfies

Ẋ ≤ −aX + b (13)

Proof: Multiplying both sides of (13) by eat and taking
the integral of them, one obtains

X (t) ≤
(
X (0)−

b
a

)
e−at +

b
a

(14)

Because lim
t→∞

e−at = 0, Lemma 1 is proved.

A. DISTURBANCE OBSERVER DESIGN
To design the matched DOB and mismatched DOB,
the extended-state mechanism is adopted to generate 2 aug-
mented state-space equations as follows:

ẋ1 = x2
ẋ2 = M(x1)−1(Ja(x1)T x3
−C(x1, x2)x2 − G(x1))+ x4

ẋ4 = h1

(15)

{
ẋ3 = f 1(x1)u− f 2(x1, x2)+ x5
ẋ5 = h2

(16)

where x4 = −M(x1)−1d; x5 = f − f 3C t .
Assumption 5: The derivatives of lumped disturbances are

bounded, i.e., ‖h1‖ ≤ δ1, ‖h2‖ ≤ δ2 where δ1 and δ2 are
positive constants.

To simplify the design of mismatched disturbance observer
for the system (15), the state equation is re-written as{

ẋe1 = Ae1xe1 + Fe1 (x1, x2, x3)+9e1

ye1 = Ce1xe1
(17)

where

Ae1 =

 0n×n In 0n×n
0n×n 0n×n In
0n×n 0n×n 0n×n

 ;9e1 =

 0n×1
0n×1
h1



Fe1 =


0n×1
M(x1)−1(Ja(x1)T x3
−C(x1, x2)x2 − G(x1))

0n×1

 ;
Ce1 =

[
In 0n×n 0n×n

]
; xe1 = [xT1 , x

T
2 , x

T
4 ]
T (18)
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The mismatched disturbance observer is designed as
follows:

˙̂xe1 = Ae1x̂e1 + Fe1 (x1, x̄2, x3)+ Le1
(
ye1 − ŷe1

)
ŷe1 = Ce1x̂e1 (19)

where Le1 = [3ωe1In, 3ω2
e1In, ω

3
e1In]

T is the observer gain,
ωe1 is the bandwidth of the disturbance observer.
Theorem 1: For the system (17), the disturbance

observer (19) guarantees a small bounded estimation perfor-
mance of the mismatched disturbance x4 if the bandwidth of
the observer ωe1 is chosen with a large enough value.

Proof of Theorem 1: See Appendix.
Similarly, to design a matched disturbance observer for the

system (16), the state equation is re-written as{
ẋe2 = Ae2xe2 + Fe2(x1, x2)+ Be2(x1)u+9e2

ye2 = Ce2xe2
(20)

where

Ae2 =
[
0n×n In
0n×n 0n×n

]
;Fe2 =

[
−f 2 (x1, x2)
0n×1

]
;

Be2 =
[
f 1 (x1)
0n×n

]
9e2 =

[
0n×1
h2

]
;Ce2 =

[
In 0n×n

]
; xe1 = [xT3 , x

T
5 ]
T

A matched disturbance observer is designed by

˙̂xe2 = Ae2x̂e2 + Fe2(x1, x̄2)+ Be2(x1)u+ Le2
(
ye2 − ŷe2

)
ŷe2 = Ce2x̂e2 (21)

where Le2 = [2ωe2In, ω2
e2In]

T is the observer gain,ωe2 is the
observer bandwidth.
Theorem 2: For the system (20), the disturbance

observer (21) guarantees a small bounded estimation per-
formance of the matched disturbance x5 if the observer
bandwidth ωe2 is chosen with a large enough value.
Proof of Theorem 2: Similar to Proof of Theorem 1. See

Appendix.

B. ONLINE-FAULT IDENTIFICATION
In this section, the online-fault identification algorithm is
proposed based on the adaptive mechanism with the linear
regression [39]. However, instead of estimating both the inter-
nal leakage fault coefficients and the remaining unstructured
uncertainty term, only the internal leakage fault coefficients
are considered to simplify the algorithm but still achieve the
identification performance.

Considering the 3rd equation of the system dynamics (10),
one obtains the corresponding model as follows:

z = f 1(x1)u− f 2(x1, x2)− f 3(x1)C t + f (22)

where z = ¯̇x3.
The prediction model is designed by

ẑ = f 1(x1)u− f 2(x1, x̄2)− f 3(x1)Ĉ t (23)

Denote the prediction error z̃ = z − ẑ. The online
identification for internal leakage fault based on adaptive law

is proposed as
˙̂C t = −0f T3 z̃ (24)

where 0 is a diagonal positive-definite matrix, which denotes
the gain of the online identification algorithm.
Theorem 3: The bounded estimation performance C̃ t =

C t − Ĉ t can be obtained if the persistently exciting condition
is satisfied, i.e.,

∀t, ∃α0,1t > 0 :

t+1t∫
t

f T3 f 3dt ≥ α0In1t (25)

Proof of Theorem 3: See Appendix.
Remark 2: Different than most of the previous works

using the adaptive mechanism to obtain the position tracking
performance, the online identification law (24) guarantees
bounded estimation performance and does not depend on the
tracking error between system states and their desired values.

C. CONTROL DESIGN
A switching term s = diag(s1, s2, . . . , sn) is introduced
here for fault detection based on the matched disturbance
estimation values as follows:

si =

{
0, if

∣∣x̂5i∣∣ < ρi

1, if
∣∣x̂5i∣∣ ≥ ρi (26)

where ρi is a pre-defined threshold.
Remark 3: The switching term (26) is not only used

for fault detection but also used to activate the adaptive
law (24) and deactivate the matched observer (21) when
faults are detected. Furthermore, it is well integrated into the
fault-tolerant control design in the following steps.
Step 1: Define the position tracking error z1 = x1 − xd

where xd is a reference trajectory. Considering the first equa-
tion of (10), the derivative of z1 becomes

ż1 = x2 − ẋd (27)

To obtain asymptotically tracking performance of z1, a vir-
tual control law of x2 is designed as follows:

α1 = ẋd − k1z1 (28)

where k1 is a positive constant.
Step 2: Define the error between x2 and the virtual control

law α1 by z2 = x2 − α1. From the second equation of (10),
the derivative of z2 is expressed as

ż2 = M(x1)−1(Ja(x1)T x3 − C(x1, x2)x2
−G(x1)− d)− α̇1 (29)

From (29), the virtual control law of x3 is designed as

α2 = Ja(x1)−T (C(x1, x̄2)x̄2 + G(x1)

+M(x1)(α̇1 − z1 − k2z2 − x̂4)) (30)

where k2 is a positive constant.
Step 3: Denote z3 = x3 − α2. From the third equation of

the total system (10), the derivative of it is calculated by

ż3 = f 1(x1)u− f 2(x1, x2)− f 3(x1)C t + f − α̇2 (31)
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Hence, the control signal is proposed by

u =
1
f 1

(f 2(x1, x̄2)− (In − s)x̂5 + sf 3(x1)Ĉ t

+α̇2 − Ja(x1)M(x1)−T z2 − k3z3) (32)

where k3 is a positive constant.

IV. STABILITY ANALYSIS
Theorem 4: For the system (10), by using the control
signal (32) with mismatched disturbance observer (19),
matched disturbance observer (21), adaptive law for fault
identification (24), and the fault detection (26), arbitrary
bounded tracking performance is guaranteed under lumped
disturbance/uncertainty and internal leakage faults.
Proof of Theorem 4:
Consider the following Lyapunov function

V =
1
2
zT1 z1 +

1
2
zT2 z2 +

1
2
zT3 z3 (33)

Taking the derivative of it, one obtains

V̇ = zT1 (z2 + α1 − ẋd )+ z
T
2 (M(x1)−1(Ja(x1)T (z3 + α2)

−C(x1, x2)x2 − G(x1))+ x4 − α̇1)

+zT3 (f 1u− f 2 + (In − s)x5 − sf 3C t + sf − α̇2)(34)

Substituting control signals (28), (30), (32) into (34), the
equation becomes

V̇ = −k1zT1 z1 − k2z
T
2 z2 − k3z

T
3 z3 + z

T
2 x̃4

+zT2M(x1)−1Ja(x1)T (C(x1, x̄2)x̄2 − C(x1, x2)x2)

−zT3 (In − s)x̃5 + z
T
3 s(f + f 3C̃ t )

−zT3
(
f 2(x1, x2)− f 2(x1, x̄2)

)
(35)

Applying Young’s inequality, the following inequalities
hold

zT2 x̃4 ≤
1
2
zT2 z2 +

1
2
x̃T4 x̃4

−zT2H
T C̃x2 ≤

1
2
zT2 z2 +

1
2
C̃x2

THHT C̃x2

−zT3 (In − s)x̃5 ≤
1
2
zT3 z3 +

1
2
x̃T5 (In − s)

T (In − s)x̃5

zT3 s(f + f 3C̃ t ) ≤
1
2
zT3 z3 +

1
2
(f + f 3C̃ t )T sT s(f + f 3C̃ t )

−zT3 f̃ 2 ≤
1
2
zT3 z3 +

1
2
f̃
T
2 f̃ 2 (36)

where H = M(x1)−1Ja(x1)T , f̃ 2 = f 2(x1, x2) −
f 2(x1, x̄2), C̃x2 = C(x1, x2)x2 − C(x1, x̄2)x̄2.
From Theorems 1, 2 and 3, Assumptions 3 and 4, and

Remark 1, there exists a constant δ satisfying below inequal-
ity

1
2
x̃T4 x̃4 +

1
2
x̃T5 (In − s)

T (In − s)x̃5

+
1
2
(f + f 3C̃ t )T sT s(f + f 3C̃ t )+

1
2
f̃
T
2 f̃ 2

+
1
2
C̃x2

THHT C̃x2 ≤ δ (37)

FIGURE 4. Diagram of the reduced HyQ leg prototype.

Substituting (36), (37) into (35), one obtains

V̇ ≤ −k1zT1 z1 − (k2 − 1)zT2 z2 −
(
k3 −

3
2

)
zT3 z3 + δ

≤ −λV + δ (38)

where λ = min (2k1, 2k2 − 2, 2k3 − 3).
By using Lemma 1, with large enough control parameters

k1, k2, and k3 to make λ > 0, when t →∞, V3(t) will enter
a region that V3(t) ≤ δ/λ and Theorem 4 is proved.
Remark 4:Theoretically, the arbitrary bounded error can be

achieved in both disturbance observer performance, adaptive
fault identification performance, and tracking performance
with large enough gains. However, the effect of sampling
time is not considered here, which prevents the applica-
tion of the high-gain observer, identifier, and controller
in the real system. In other words, there is a trade-off
between tracking/estimating performance and system
stability.

V. NUMERICAL SIMULATION
In this section, the HyQ leg prototype developed by the
University of Genoa, Italy, and the Italian Institute of Tech-
nology (IIT) is utilized to verify the effectiveness of the
proposed FTC. The original model includes 2 hydraulic cylin-
ders to actuate the hip flexion/extension (hip f/e) and the
knee flexion/extension (knee f/e), and 1 electric motor to
actuate the hip abduction/adduction (hip a/a). However, to
be simple, the hip a/a joint is neglected here. The diagram
of the reduced HyQ leg model is described in FIGURE 4.
More details about testbench configuration can be found in
[40], [41].

A. SIMULATION SETUP
To verify the performance of the proposed FTC, simula-
tion results are conducted based on the 2-DOF hydraulic
manipulator model as mentioned above. Parameters for the
simulation are given in TABLE 1 and TABLE 2. Numerous
model geometric parameters that are used to compute the
kinematic problem are omitted here for simplicity, which can
be found in [41].
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TABLE 1. Mechanical parameters.

The reference trajectory is chosen in a sinusoidal form as
follows:

q1d = −0.2+ 0.5 sin(4π t
/
3) (rad)

q2d = 1.4+ 0.5 sin(4π t
/
3) (rad)

The mismatched disturbance includes unknown viscous
and Coulomb friction at the revolute joints and the hydraulic
cylinders as shown in TABLE 1 and TABLE 2, and the
external load acting on the end effector is chosen as
Fd = [10,−20]T (1− exp(−t)) (N).
The matched disturbance comes from unmodeled pressure

dynamics, parameter deviations, and so on. Hence, in this
simulation, the matched disturbance is considered as fi =
3.75× 107 sin(2π t/3)+ 1.25× 107 sin(4π t/3) (i = 1, 2).
To simulate the internal leakage faults in a practical system,

the unknown leakage fault coefficients are selected as the
following slow-varying components:

Ct1 =

{
0 if t < 15s
1.5× 10−9(1− e−0.5(t−15)) if t ≥ 15s

Ct2 =

{
0 if t < 25s
0.7× 10−9(1− e−0.5(t−25)) if t ≥ 25s

Remark 4: In practice, the control signals generated by
the controller are limited due to the physical limitation of
hardware components. Hence, they are bounded as below

usat = sat(u) =


umax if u ≥ umax

umin if u ≤ umin

u otherwise

(39)

where umax = 12V,umin = −12V.
The structure of the simulation is described in FIGURE 5.

B. CONTROLLERS FOR COMPARISON
To evaluate the control performance of the proposed scheme
for the hydraulic manipulator subjected to matched distur-
bance, mismatched disturbance, and severe internal leakage
faults, the following three control algorithms are considered
as follows:

TABLE 2. Hydraulic parameters.

FIGURE 5. Structure of the simulation in MATLAB simulink.

1) Proposed control algorithm: The parameters of the
proposed control algorithm are chosen as:

k1 = 70, k2 = 70, k3 = 70,

ωe1 = 150, ωe2 = 100,0 = diag(10−28, 10−28)

2) Backstepping control with 2 disturbance observers
(BC2): This type of approach has been widely applied
in previous works for the position tracking control
of the hydraulic system [30], [33], [35]. In this con-
troller, the control parameters are similar to those of
the proposed controller but the online identification for
internal leakage fault is neglected.

3) Backstepping control with mismatched disturbance
observer and online identification based on the adap-
tive mechanism for internal leakage faults (BCA): This
control method is inspired by previous work [39]. The
control parameters are similar to those of the proposed
controller but the matched DOB is neglected.

To effectively evaluate the control performance of the
above-mentioned controllers, besides the well-known root-
mean-square error (RMSE), the maximum, average, and
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FIGURE 6. Position tracking performances of comparative controllers.

FIGURE 7. Position tracking errors of comparative controllers.

standard deviation of the tracking errors which are denoted
as Mz, µ, and σ are utilized in this work [33].

C. SIMULATION RESULTS
The tracking performances of the proposed controller, BC2,
and BSA are given in FIGURE 6. Both controllers guaran-
tee that the angular displacement at each joint follows its
reference trajectory. However, in FIGURE 7, the tracking
error of each joint is clearly described which indicates that
the proposed controller effectively takes advantage of both
BC2 and BCA. During the period from 0s to 15s, i.e., before
the faults occur, the tracking errors in both joints of the
proposed controller and the BC2 are better than those of the
BCA since the matched disturbance/uncertainty is the main
problem.When the internal leakage faults occur at joint 1 and
joint 2, the proposed controller switches from the BC2 to the
BCA step-by-step. During this period, except for the transient
response, the tracking performance of the proposed controller
and the BCA is more accurate than it of the BC2 because the
effects of the faulty conditions dominate the matched lumped
disturbance effects in healthy conditions.

To quantitatively access the control performance of the
comparative controllers in the steady-state phase, a similar
simulation is conducted in 100s. The internal leakage faults
in the 1st actuator and the 2nd actuator occur at 40s and
60s, respectively. The investigated periods include 30s in the
steady-state phase of the healthy condition, i.e., from 10s to
40s, and 30s in the steady-state phase of the simultaneous

TABLE 3. Maximum of the tracking errors.

TABLE 4. Average of the tracking errors.

TABLE 5. Standard deviation of the tracking errors.

TABLE 6. RMSE of the tracking errors.

faulty condition, i.e., from 70s to 100s. For the sake of
simplicity, the steady-state phases of single internal leakage
fault conditions are omitted here. The maximum, average,
and standard deviation of the tracking errors are described in
TABLE 3, TABLE 4, and TABLE 5, respectively. From these
tables, it is obvious that the proposed controller inherits the
advantages of both the BC2 and BCA in healthy conditions
and faulty conditions, respectively. Furthermore, the RMSEs
of three controllers are presented in TABLE 6, which once
again proves the effectiveness of the proposed controller
compared to the remaining controllers.

The fault detection signals are shown in FIGURE 8 based
on the proposed decision-makingmechanism (26). Compared
to the identification performance described in FIGURE 9,
it is obvious that the fault detection law effectively detects
the faults in a very short time. After that, the online adap-
tive identification algorithm (24) successfully identifies the
magnitude and shape of the fault as shown in FIGURE 9.
The identification errors between the estimated values and
the true values are generated by the matched lumped distur-
bance/uncertainty components and the imperfection when the
faults are assumed to be slow-varying.

When the proposed controller is applied, the estima-
tion performance of the mismatched disturbance observer
is shown in FIGURE 10. The mismatched lumped dis-
turbance/uncertainty term caused by the external force,
unknown viscous friction, and unknown Coulomb friction
acting at both rotating joints and hydraulic actuators are
effectively estimated by the mismatched DOB (19). An inter-
esting point can be observed that the mismatched disturbance
is not affected by the internal leakage faults and matched
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FIGURE 8. Fault detection performance.

FIGURE 9. Internal leakage fault identification performance.

FIGURE 10. Mismatched lumped disturbance/uncertainty estimation
performance.

disturbance in the hydraulic actuation system. It is reasonable
because, in the design of the mismatched DOB (19), the load
pressure is computed based on measured pressure signals,
and supplied to the DOB, which isolates the problems in the
hydraulic system from the mechanical system.

In FIGURE 11, when the proposed controller is applied,
the matched disturbance terms in both joints are well esti-
mated compared to the real term based on the matched
DOB (21), even after the faults occur. At that time, although
the lumped term is caused by both disturbance/uncertainty
in healthy condition and internal leakage faults, the control
performance of the BC2 is worse than it of the BCA and
the proposed controller as mentioned before. Note that in the
proposed controller, after the faults are detected, the matched
DOB can be shut down. The estimation performance after that

FIGURE 11. Matched lumped disturbance/uncertainty estimation
performance.

FIGURE 12. Pressures of both chambers in cylinder 1.

is shown in FIGURE 11 is only used to check the effective-
ness of it under faulty conditions.

To evaluate the effect of faulty conditions on the hydraulic
actuation system when the proposed control method is
applied, the pressures of both chambers in actuator 1 and
actuator 2 are shown in FIGURE 12 and FIGURE 13, respec-
tively. In FIGURE 12, after the internal leakage fault occurs,
the pressure of both chambers consequently changes. A sim-
ilar situation is realized with the internal leakage fault in
actuator 2, which is described in FIGURE 13. An interesting
point that can be observed in these figures is that the faulty
condition of an actuator does not affect the performance of
the remaining actuator. This separation is achieved based
on the compensation of mismatched DOB, matched DOB,
the online adaptive identification, and the switching action
of the fault detection law.

Finally, the control signals of both controllers are presented
in FIGURE 14. One can observe that when the faults occur,
the magnitude of the control signal increases. This situation
is reasonable because when the internal leakage fault appears
in an actuator, the leakage flow rate going from the high-
pressure chamber to the low-pressure chamber severely rises,
which reduces the load pressure and the actuator efficiency.
Therefore, the control signals need to increase to compensate
for the loss of effectiveness in actuators.
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FIGURE 13. Pressure of both chambers in cylinder 2.

FIGURE 14. Control signals of comparative controllers.

VI. CONCLUSION
This paper proposes an active FTC system design for
a hydraulic manipulator with internal leakage faults and
matched/mismatched disturbances. A novel fault detection
law is proposed to detect the internal leakage fault that occurs
in each joint based on the estimated matched disturbances
from the matched DOB. After that, an online adaptive iden-
tification algorithm is implemented to estimate the inter-
nal leakage fault coefficients. Besides, a mismatched DOB
is designed to deal with the mismatched disturbance term
caused by an external force, uncertain parameters, unknown
viscous friction, and unknown Coulomb friction. The pro-
posed FTC is designed based on the backstepping frame-
work, which integrates the estimated values from DOBs
and the identified fault information into the control system
design. Thanks to the fault detection mechanism, the actua-
tion performance of each joint is successfully decoupled from
the total system, even under simultaneous faulty conditions.
Moreover, the proposed controller takes the advantages of
both DOBs, which are utilized to deal with disturbances, and
the adaptive law, which is effective to handle the parametric
uncertainty, in a unique framework. Simulation results show
that compared to the BCA and BC2, the proposed controller
presents the best tracking performance under both healthy
conditions and simultaneous faulty conditions.

In future works, the following interesting problems shall be
investigated in the active fault-tolerant control system design
for hydraulic manipulator as

1) The transient response of the hydraulic manipulation
system caused by the control reconfiguration action

when the actuator fault occurs has not been considered
in this work. Moreover, the transient response improve-
ment has been studied in several works with different
objects [42], [43], which motivates the study about
similar problems in the hydraulic manipulators.

2) Other types of hydraulic actuator faults shall be
researched in future works as the drop in pressure
supply, valve proportional gain variation, etc. [27].
Moreover, depending on the structure of the hydraulic
actuation system in the real applications including
hydraulic actuators, hydraulic circuits, and hydraulic
power source, not only the number of the actuator
fault scenarios but also the effects of them on the
entire system are very diverse but interesting to be
investigated.

3) Besides the actuator faults, the sensor faults including
position sensor faults and pressure sensor faults can
pose a threat to the hydraulic manipulation control
system. However, the effects of sensor faults on the
hydraulic manipulator have not been considered in
previous works. A few studies have focused on the
sensor faults in hydraulic systems, but the degree of
freedom is limited to one [44], [45]. Moreover, some
studies have tried to solve the fault diagnosis problem
in robot manipulators [46]–[48]. However, the actuator
dynamics are neglected for simplicity.

4) Most of the current works focusing on the fault diagno-
sis and fault-tolerant control design for position track-
ing tasks. The effects of faulty conditions on the force
control problems including direct force tracking control
and indirect force control, i.e., impedance control, have
not received much attention.

APPENDIX
PROOF OF THEOREM 1:
Define the estimation error x̃e1 = xe1− x̂e1. From (17), (18),
the dynamics of estimation error is presented by

˙̃xe1 = (Ae1 − Le1Ce1)x̃e1 + Fe1 − F̄e1 +9e1 (40)

To be convenient, the scaled estimation error is defined as
εe1 = x̃1, εe2 = x̃2/ωe1, εe3 = x̃4/ω2

e1. Then, (40) can be
rewritten as

ε̇e1 = ωe1Aε1εe1 + Bε1
C̃x2
ωe1
+ Bε2

h1
ω2
e1

(41)

where εe1 = [εTe1, ε
T
e2, ε

T
e3]

T and

Aε1 =

−3In In 0n×n
−3In 0n×n In
−In 0n×n 0n×n

 ;Bε1 =
 0n×n
In
0n×n

 ;
Bε2 =

 0n×n
0n×n
In


Since thematrixAε1 is Hurwitz, there exists a positive- def-

inite matrix Pε1 satisfying the Lyapunov equation as follows:
ATε1Pε1 + Pε1Aε1 = −2I3n (42)
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Consider the following Lyapunov function

Vε1 =
1
2
εTe1Pε1εe1 (43)

Differentiating both sides of (43) and utilizing (42),
the derivative of the Lyapunov function is given as

V̇ε1 = −ωe1εTe1εe1 + ε
T
e1Pε1Bε1

C̃x2
ωe1
+ εTe1Pε1Bε2

h1
ω2
e1
(44)

Set Y1 = BTε1P
T
ε1Pε1Bε1, Y2 = BTε2P

T
ε1Pε1Bε2.

From (44) and utilizing Young’s inequality, the following
inequality is derived as

V̇ε1 ≤ −ωe1εTe1εe1 +
1
2
εTe1εe1 +

1

2ω2
e1

C̃x2
TY1C̃x2

+
1
2
εTe1εe1 +

1

2ω4
e1

hT1 Y2h1

= − (ωe1 − 1) εTe1εe1 +
1

2ω2
e1

C̃x2
TY1C̃x2

+
1

2ω4
e1

hT1 Y2h1 (45)

Combining (45) with Assumption 3 and Assumption 5,
the following inequality holds

V̇ε1 ≤ −λε1Vε1 +
1

2ω4
e1

δε1 (46)

where
λε1 = 2 (ωe1 − 1)
δε1 = sup(fε1)

fε1 = ω2
e1λmax(Y1)C̃x2

T C̃x2 + λmax(Y2)hT1 h1 (47)

Note that when ωe1 increases, the term fε1 also increases.
However, based on Assumption 3 and the high accuracy of
the Levant’s differentiator as mentioned in Remark 1, this
increase is very small and still bounded because ωe1 is lim-
ited as mentioned in Remark 4. Hence, the existence of the
constant δe1 is reasonable.
By using Lemma 1, when t →∞, Vε1(t) ≤ δε1/2ω4

ε1λε1,
which leads to

‖εe1‖ ≤

√
δε1

ω4
e1λε1

(48)

From (47), (48) and the definition of the scaled estimation
error, the following inequalities hold

‖x̃1‖ ≤
1

ω
5/2
e1

√√√√ δε1

2
(
1− 1

ωe1

)
‖x̃2‖ ≤

1

ω
3/2
e1

√√√√ δε1

2
(
1− 1

ωe1

)
‖x̃4‖ ≤

1

ω
1/2
e1

√√√√ δε1

2
(
1− 1

ωe1

) (49)

From (49), it is obvious that when the observer bandwidth
ωe1 increases, the estimation errors x̃1, x̃2, and x̃4 decrease.
Hence, Theorem 1 is proved.

PROOF OF THEOREM 3:
Substituting (22), (23) into (24), one obtains

˙̃C t = −0f T3 f 3C̃ t − 0f T3 (f̃ 2 − f ) (50)

Applying the theory of time-varying linear system with
noting that 0f T3 f 3 is a diagonal matrix, the solution is given
as

C̃ t (t) = C̃ t (0)8(t, 0)+

t∫
0

8(t, τ )0f T3 (f̃ 2 − f )dτ (51)

where 8(t, τ ) = exp
(
−

t∫
τ

0f T3 f 3dω
)
.

When the persistently exciting condition (25) is satisfied,
it is easy to state that C̃ t (0)8(t, 0) → 0 when t → ∞. The
speed of this convergence depends on the value of 0. Thus,
to prove Theorem 3, the second term on the right-hand side
of (51) needs to be bounded.

Based on (25), the following inequality holds

8(t, τ ) ≤ exp (−(t − τ )α0In) (52)

Due to Assumptions 1, 2, and 3, there exists a constant
δC > 0 that satisfies∣∣∣0f T3 (f̃ 2 − f )∣∣∣ ≤ δC (53)

From (52), (53), one obtains

t∫
0

8(t, τ )0f T3 (f̃ 2 − f )dτ

≤

t∫
0

8(t, τ )
∣∣∣0f T3 (f̃ 2 − f )∣∣∣ dτ

≤

t∫
0

δC exp (−(t − τ )α0In) dτ

=
δC

α0
(1− exp(−tα0In) ≤

δC

α0
(54)

From (51), (54), it can be concluded that C̃t (t)→ C̃t (∞) ≤
δC/α0.
Even in the case that the persistently exciting condi-

tion (25) does not satisfy, i.e., P1i = P2i, from (50), one
obtains

˙̃Cti = 0
˙̃Ctj = −0jf T3j f3j − 0jf

T
3j (f̃2j − fj)(j 6= i). (55)

When these situations occur, the identification does not
work at ith actuator but works well at the remaining actuators.
However, these specific conditions happen intermittently at a
singlemoment, when the actuation force direction is changed,
not in a period. Hence, the persistently exciting condition
holds most of the time and the identification performance is
not affected at all.
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