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ABSTRACT The offline dictionary attacks on the database of passwords (PW) or even hashed PW are
damaging as a single server break-in leads to many compromised PWs. In this regard, using Physical
Unclonable Functions (PUFs) to increase the security of PW manager systems has been recently proposed.
Using PUFs allows replacing the hashed PW with PUF responses, which provide an additional hardware
layer of security. In this way, even with accessing the database, an adversary should have physical control of
the PUF to find the PWs. However, such a scheme cannot operate without a backup in case of catastrophic
failure of the PUFs. The likelihood of a failure is low unless the opponent finds a way to destroy the PUF.
The scheme used in this article includes a mechanism to make the system works consistently if the PUF
fails, with redundant elements. In this method, two PUF outputs are saved in the database to register a
user. In authentication, the first PUF output in the database is just checked. The second PUF output in the
database is only checked in the exceptional cases when the first PUF does not work correctly; therefore,
both false reject rates and latencies are not degraded. A PW manager node is implemented using a low-cost
microcontroller, SRAM PUF, and nonvolatile SRAM. The nonvolatile SRAM is embedded in the PWM
node circuit as a local database. Statistical tests on the applied commercial SRAM in this article show better
PUF quality than those used in previous research. Also, to handle the error in PUF responses, only the
stable SRAM cells are used. This article presents the first prototype of a resilient PW manager node with an
embedded local database to the best of our knowledge.

INDEX TERMS Database, hardware implementation, physical unclonable function, resilient password
manager node, SRAM.

I. INTRODUCTION

Password (PW) authentication is the most common method
to access users to websites, devices, applications, or other
services. PWs are usually compared with a golden copy
stored in a database (DB) or lookup tables to authenticate an
entity. The simplest way being used by PW managers (PWM)
like [1], [2] is keeping the IDs and PWs in plaintext format in
the central DB of the server.

Disclosing users’ PWs is a common issue that poses
substantial financial damages [3]-[6]. The main reason for
this problem is that the most common methods used by
current PWM systems, such as hashing, and salting are
based on known and public algorithms. Also, it has been
shown that users prefer common and weak PWs [7], [8].
Therefore, hackers can disclose the PWs when they break
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into a single server and compare DB information with com-
mon PW hashes. Moreover, compromising a user account at
one service may compromise the users’ accounts at other
services since users often reuse the same PWs for other
applications [9].

Another approach applied in previous studies is saving
encrypted PW in DB using a cryptographic key. However,
when disclosing the key, the PWs are disclosed as well.
In [10], the encrypted PW was saved in the central DB,
and the PW hash was kept in the PWM header. To authenticate
the user, first, the PW was decrypted from the DB. Then,
the decrypted PWs hash was compared with the value saved
in the header. Using this method improves security slightly.
Nevertheless, the technique utilized in [10] work is not usable
in case of losing the encryption key.

Physical Unclonable Functions (PUF) creates fingerprints
from the hardware component. The idea of utilizing PUFs to
add a secure HW layer to the current PWM systems has been
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recently proposed in [11]. The idea proposed in [11] is imple-
mented HW [12] using commercial Static Random-Access
Memory (SRAM). This method does not require saving PWs
or PW hashes. In [12], the PUF responses are replaced by
hashed PW in the central DB. Therefore, hackers need phys-
ical control of the PUF to find PWs in plaintext format even
if they access the central DB, which is more complicated.

Despite PUF advantages, research has shown that many
current PUFs are vulnerable to modeling attacks, such as
approximation attacks [13] or Covariance Matrix Adapta-
tion Evolution Strategy attacks [14]. In [13], two advanced
approximation attacks could effectively model some mul-
tiplexer based and XOR Arbiter PUFs. In [14], a new
machine learning attack using a divide-and-conquer approach
is used to attack the XOR PUFs. Despite continuing efforts
to improve the resilience of PUFs to advanced modeling
attacks, other modeling attack methods could compromise the
security of the latest proposed PUFs. For example, recently
proposed machine learning attacks in [13], named logical
approximation and global approximation, could successfully
attack the recent multiplexer PUFs proposed in [15].

As a result, with access to the central DB and PUF model,
adversaries can find the PWs of many users with effort. Also,
a major problem with using PUF where the PUF stops work
has not been considered in previous work [16]. Therefore,
if the PUF breaks, the system, or a significant part of it will
fail as well.

In this article, a backup plan for the event of PUF failure
is considered. The central database used in [12] is replaced
by a local DB (LDB) embedded in the PWM node circuit.
SRAM PUF used in this article is of higher quality than the
similar SRAMs used in previous works [12]. Also, the micro-
controller (MCU) cost in this article is lower than the one
used in [12]. Moreover, to decrease the error in PUF responses
significantly, ternary PUF [17] is used in this study.

The remainder of this article is organized as follows:
Section II reviews the PUF and PWM systems. Section III
presents the proposed architecture, new methods, and SRAM
PUF characterization. The prototype implementation and the
results are given in section I'V. Finally, section V provides the
conclusion and future work.

Il. BACKGROUND
This section describes relevant background information and
discusses the SRAM PUF and PWM technologies.

A. SRAM PUF

Many forms of PUFs have been designed in the liter-
ature [18], [19]. Memory-based PUFs such as SRAM
PUFs [20], [21], Dynamic RAM (DRAM) PUFs [22],
Memristor PUFs [23], [24], and Magnetic RAM (MRAM)
PUFs [25] are practical because it is possible to make them
from memories already existing in many systems. Also,
the required size for the PUF is insignificant compared to the
whole memory size. So, the location of the PUF in the mem-
ory can be another secret information that increases security
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when a hacker gets access to the memory. SRAM PUFs were
discovered based on the original SRAMs independently and
concurrently by Holcomb et al. [20] and Guajardo et al. [26].
Generating PUFs from SRAM arrays is performed by sub-
jecting the device to power-off power-on cycles. A significant
number of the cells in the SRAM PUF are always either
‘0’ or ‘1’. However, few numbers of SRAM cells have a
weak preference or no particular preference at all [27]. These
cells are called fuzzy cells in this article. PUFs using SRAM
technology have already been tested and commercialized by
several companies [28].

B. PWM

In this section, the idea of adding PUF to the current PWM
systems is discussed.

1) CURRENT PWM SYSTEMS

The most reliable method used in current PWM systems is
hashing, salting, and encryption of the PWs and saving them
in the central DB. These methods are based on known and
public algorithms. As previously mentioned, users use weak
PWs [7], [8]. Therefore, the PW in plain text format can be
easily disclosed by hackers since they compare their different
PW hashes in the dictionary with DB content. By hack-
ing the central DB of one single server, hackers can often
cause substantial damages to the users; government organi-
zations [29], [30]; commercial vendors such as Gmail [31],
GitHub [2], Twitter [32], and others [33]. Several techniques
are employed to improve PWs from the user side or client-
side [34], [35]. However, they have not been a solution since
users’ response to restrictive PW selection rules is predictable
due to their memory limitations [8], [36].

2) PWM SYSTEMS WITH PUFs

PUFs provide a physical entity, i.e., a unique ‘fingerprint.’
The key idea in [34] is to leverage the uniqueness and unifor-
mity of PUF on the client-side to strengthen PWs and prevent
attacks. The proposed PWM system in [34] is handled across
both software and HW. Unlike hashing, which has a determin-
istic output for a given input, PUFs provide different outputs
for the same input. In [37], the security of the central DB
of PW hashes was improved using an HW security module
at the authentication server to avoid PWs compromise. This
method, which employs public-key encryption, is started by
producing a pair of public/private keys. In the initialization
step, the PW hash, the user ID, and the salt of all users
are encrypted with the public key and saved. Using an HW
module in [37] improves security. However, a brute-force
attack can be applied by the adversary to recover the backup
file information. Therefore, the PW security level in [37]
would be the same as using the PW hashes.

The idea of using PUFs to improve PW protection was
patented recently in [11], [38]-[40]. In the PWM system
proposed in [11], the PUF is added as an HW security layer
on the server-side. The scheme does not need any adjustment
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FIGURE 1. Adding the HW security layer to the PWM system using PUFs.

to the user interfaces or clients. This idea is schematically
presented in FIGURE 1.

As shown in FIGURE 1, the ID and PW are supplied
to known functions such as hashing to create two Message
Digests (MD). The first MD is generated using the PW, and
the second MD is generated using a combination ID and PW.
MD1 and MD2 produce memory cell addresses (XY1 and
XY?2). These cell addresses are then used for extracting the
PUF responses in the second hardware layer. PUF responses
are used for creating both the DB address (Addi in registration
and Cddi in authentication) and the content for saving in
the corresponding address (Chj). In the authentication, new
PUF responses create both DB address (Cddi) and content
(Rej in authentication). If Cddi/Rej is matching Addi/Chj,
the authentication is positive. The idea in [11] is partially
implemented in [12], wherein the PUF is used to extract the
DB content, not the DB address.

C. PROBLEM STATEMENT

The methods and systems outlined in [11], [12], [38], [39]
are based on adding PUFs to PWM systems to enhance
security. However, they suffer from two main problems. First,
when the PUF fails, the whole system or a significant part
of the system will fail as well. If the PUF stops working,
the authentication of users will not be possible. One of the
techniques proposed in this article is to find a backup plan
for the event of PUF failure. The second problem emerges
when the attacker accesses the central DB and the PUF. In this
case, a considerable number of PWs in central DB will be
disclosed.

Iil. METHODS AND PROPOSED ARCHITECTURE

A. CONTRIBUTIONS

This paper’s main contributions (i.e., adding resiliency and
using LDB) are discussed in subsections 1 and 2.

1) RESILIENCY

For solving the PUF failure problem discussed above,
a recently proposed method in the filed patent [41] is imple-
mented in this article. The scheme in [41] uses several
PUFs and creates several DBs with different PUF responses.
As shown in FIGURE 2, two PUF responses (iChlj and
Ch2j) are saved in DB for user registration. For authentica-
tion, we use just the first PUF response (Chlj). The second
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FIGURE 2. Using a database coming from two PUFs as a backup plan.

PUF response (Ch2j) is just checked in the exceptional cases
when the first PUF stops working. Therefore, if one PUF
fails, the system continues working using the second PUF
response.

In this article, the responses generated from two parts of
PUF (i.e., Chlj and Ch2j) are saved in the DB to test the idea
presented above while using one SRAM PUF HW. We did
not use two SRAM PUF hardware. This is part of the planned
future work.

2) LOCAL DB

As mentioned earlier, the central DB hacking attacks are
highly devastating because a single server break-in can result
in many compromised PWs. In this work, the centralized DB
is replaced by LDB embedded in one PWM node circuit.

PWM Node
1D, Processing
PW Unit
—
PUFs
Y/N
h

FIGURE 3. Schematic of PWM node with LDB.

B. PROPOSED ARCHITECTURE

The general schematic of each PWM node is shown in
FIGURE 3. The detailed architecture of FIGURE 3, imple-
mented in this article, is depicted in FIGURE 4. As can be
seen, the whole system includes LDB, MCU, and SRAM
PUF. The details of the LDB, MCU, and PUF are discussed
in subsections 1, 2, and 3, respectively.

1) DB STRUCTURE

1-Mbit  Serial (I2C) CYPRESS nonvolatile SRAM
(NVSRAM) [42] is used to implement LDB in this article.
The structure of the LDB is shown in FIGURE 5. Also,
the content (PUF response) saved in the DB for each user
is considered 16 bytes (16B) in this article. Therefore,
8192 users can be covered. For finding the LDB address
related to each of 8192 users, a 13-bit address is needed.
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TABLE 1. Algorithm of User Registration.

1 Hashing of PWA in PWM Node in MCU

2 Hash of PWA (MD) is extended to long MD to increase the
entropy (in IE block)

3 Raw addresses (raw X1Y1) are calculated from long MD (in
IE block)

4 Generation of Revised addresses (Revised XY1) with
masking the fuzzy cells in raw XY1 (in masking block)

5 Generation of PUF response (Chj) from cells in revised XY1
(in PUF)

6 Concatenation of ID and PW (in MCU)

7 Hashing of (ID+PW) to create raw XY2 in MCU

8 Generation of Revised addresses (Revised XY2) with
masking of Fuzzy cells in raw XY2 in masking

9 Generation of PUF response (Addi) from cells in revised
XY2

10 Saving Chj at Addi (in LDB)

FIGURE 4. The overall architecture of the implemented PWM node.
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FIGURE 5. Covering 8192 users by NVSRAM.

2) PROTOCOL

Here, we discuss the protocol for registration and authentica-
tion, including error matching algorithm, Entropy Enhance-
ment (IE) block, and masking block.

a: REGISTRATION
The steps for registration of a user are listed in TABLE 1.

b: AUTHENTICATION WITH ERROR MATCHING ALGORITHM
A typical authentication of the user is like the registration
process. The previously saved PUF response (Chj) at Addi in
LDB is compared with the fresh PUF responses (Cddi/Rej).
If Cddi/Rej matches the reference Addi/Chj, the authentica-
tion is positive. The use of ternary PUFs can significantly help
to mitigate potential mismatches between Addi and Cddi.
However, just a 1-bit error occurring in Cddi can point to the
wrong address and unrelated content in the LDB. This error
in addressing can cause false rejection of a legitimate user.
The error matching algorithm decreases the false rejection
rate (FRR) when the authentication is not positive due to a
1-bit error in PUF response. The details of the error matching
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FIGURE 6. Algorithm to find the matching address in LDB [43].

algorithm are explained in [43] and are reviewed here. The
flowchart of the error matching algorithm is presented in
FIGURE 6. Hmax is the maximum acceptable hamming
distance between Chj and Rej (H(Rej, Chj)). Hmax is con-
sidered 1 in this article to keep the authentication time in an
acceptable range. Also, the probability of having more than
1-bit error in the designed PUF response is very low, as will
be discussed in the SRAM PUF design section. If H(Rej, Chj)
is greater than 1, all k contents (Chi-k) located in LDB at the
addresses Cddi-k are examined. The addresses Cddi-k are in
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the hamming distance of one with Cddi. The authentication is
positive if H(Chi-k, Rej) is below Hmax. If H(Chi-k, Rej) is
greater than 1, the process iterates to consider all Chi-k. Since
a 128-bit response is considered for each user in this article,
and the LDB size is 1Mbit, 13 bits is enough for addressing
a specific LDB location. Therefore, Kmax is 13.

c: ENTROPY ENHANCEMENT

In the architecture shown in FIGURE 4, the Increasing
Entropy (IE) block (similar to Block 1 in [12]) creates more
extended MD out of the original MD to increase the entropy.
The protocol presented is based on long MD conversion into
raw addresses (Step 3 in TABLE 1). Raw addresses can point
to fuzzy or non-fuzzy cells.

d: MASKING

In the masking block shown in FIGURE 4, if the raw address
point to a fuzzy cell, the address is revised to the address of
the next non-fuzzy cells (Step 4 in TABLE 1).

3) DESIGN OF SRAM PUF

The startup values of CY7C1021CV26, which is a 1-Mbit
CYPRESS SRAM, [25], are examined for having the desired
PUF quality. In this part, quality matrices of the SRAM
PUF, including intra-PUF, inter-PUF, and uniformity are
characterized.

a: ENROLLMENT OF TERNARY SRAM PUF

Here, the process of enrollment is defined for ternary PUFs.
The enrollment objective is defining the unstable cells
that should not be used due to their undesirable behav-
ior. The enrollment process minimizes the error rate for
future challenge-response pairs (CRPs) (intra-comparison)
by ignoring the unstable cells. As mentioned previously,
the method for designing SRAM PUF is signaling a series
of power-on, power-off cycles. The responses of the PUF are
not stable for few cells [27]. These unstable cells are called
masked or fuzzy cells and denoted by an ‘X’ mark.

In the characterization (enrollment) phase, the SRAM PUF
cells are read hundreds of times by repeating the power-off
power-on cycles. In each reading cycle, the cells with dif-
ferent responses against their previous are specified as fuzzy
cells. In this way, it is possible to recognize the cells that can
produce stable ‘0’ and ‘1’ and remove those with the ‘X’ state.
The higher number of reads is accompanied by finding more
fuzzy cells, more stable responses, and lower error rates. The
Mask data, which are the enrollment results, will identify the
address of fuzzy or non-fuzzy cells.

The experiments are carried out on ten SRAM chips. Each
chip was first read 1000 times, as designated for the enroll-
ment. Each chip was read another 100 times, as designated
for queries (i.e., the responses).

As shown in FIGURE 7, each enrollment size N analyzes
all the bits that have changed their state in the previous
N - 1 cycles. The percentage of fuzzy masked cells (‘X’) and
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FIGURE 7. The percentage of masked and stable cells vs. the number of
power cycles (enrollment size).

stable (‘0” + “17) cells are independently plotted against the
enrollment size.

The results in FIGURE 7 are taken from the median of
the ten individual chips. As can be seen, at one cycle, there
is no other previous cycle so that every cell is labeled as
stable by default. Over half the masked (fuzzy) cells are found
after 10 cycles, whereas the remaining half is found after
1000 cycles. After 1000 cycles, 20.51% of cells are fuzzy,
and the other 79.49% are stable.
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FIGURE 8. Intra- and inter-PUF without enrollment (1 cycle) - 10x 1Mbit
SRAM chips.

b: INTRA- AND INTER-PUF COMPARISON

FIGURE 8 presents the results for the case that data were col-
lected when no enrollment had occurred. The results shown
in FIGURE 8 are comparable to the case of 1 cycle in
FIGURE 7. This plot first compares 100 query reads of one
chip against the first read of the same chip. This process
comparison is done for all 10 chips and is labeled as the ‘intra’
in FIGURE 8. The plot also takes each chip 100 queries and
compares it against every other chip single read. This com-
parison result is labeled as ‘inter’ in FIGURE 8. The results
show that the median intra-PUF variation is 3.63%, while
the maximum intra-PUF variation is 4.43%. The median
10 SRAMs inter-PUF variation is 48.9%, and the minimum
inter-PUF variation is 48.5%. As can be seen, the device used
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TABLE 3. Comparison of PUFs.

CHIP# u [ CHIP# U 4 Inter(%) _ Intra(%) Ref# PUF TYPE

Chipl  1.0004  4.713e-04 | Chip6  1.0008  5.888e-04 49 3.6 [44] Crossover RO PUF

Chip2  1.0000  5.284e-04 | Chip7  1.0002  5.743e-04 50.36 1.78 [45] RO

Chip3  0.9993  5.627e-04 | Chip8  1.0010  5.745e-04 50.1 5 [46] ROPUF with a 32-bit challenge

Chip4  1.0019  5343e-04 | Chip9  1.0015  4.998¢-04 45.83 5 [48] MRAM

Chip5  1.0024  5.329¢-04 | Chipl0  0.9985  4.947e-04 48.9 3.63 This work  SRAM (without enrollment)
48.7 0.00216 This work  SRAM (with enrollment)

as PUF has a desirable inter-PUF quality, but the intra-PUF
bit error rate is high to use.

FIGURE 9 presents a similar procedure in FIGURE 8.
Instead of using a single cycle for the enrollment, the intra-
and inter-PUF comparisons are made against the full
1000 read enrollments. Any cell marked as the mask is
not considered a part of the pool of error rates. As shown
in FIGURE 09, the intra-chip error improved significantly,
i.e., an average of 0.00216% with a maximum of 0.0173%.
Also, the inter-PUF index got worse slightly, with an average
of 48.7% and a minimum of 48.1%.

The enrollment with 1000 cycles could significantly
decrease the intra-PUF error rate from 3.63% to 0.00216%.
Therefore, the probability of more than 1-bit error in the
ternary PUF response is 3.7 x 107 in Rej with 128 bits. The
probability of having more than 1-bit error is less than 1076
in the Cddi, which is13-bit.

¢: UNIFORMITY

Uniformity is another useful metric for assessing the quality
of a PUF. In this research, uniformity is defined as the ratio
of ‘0’s to ‘1’s for each read from an SRAM. In other words,
for a PUF to have an ideal uniformity, the uniformity index
should be 1. The response of each of the 10 SRAM chips
is analyzed when they are queried 100 times. FIGURE 10
illustrates the distribution of 100 uniformity indices for each
chip as a boxplot. TABLE 2 shows the value of the mean and
standard deviation of the distribution of the uniformity index.
It has been observed that the uniformity mean values are very
close to 1 for all the chips.
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d: COMPARISON OF PUFs

The results of some of the previous publications on intra- and
inter-PUF comparison of silicon PUFs are listed in Table 3.
In [44], promising crossover Ring Oscillator (RO) PUF is
presented. The crossover RO PUF proposed in [44] has much
lower hardware overheads and better reliability than the pre-
vious RO PUFs [45], [46]. Moreover, our proposed crossover
RO PUF can drastically mitigate the effect of the environment
on PUF responses and generate more reliable responses.
This crossover RO PUF is also resistant to side-channel
attacks [44], [47].

The SRAM PUF responses, like other memory-based
intrinsic PUF, can be affected by changing environment
effects. Nevertheless, they can be implemented with mem-
ories available on most electronic devices. However, arbiter
PUFs, as an example, need a different design and layout steps.
Our results show the functional uniqueness (48.7%) between
different SRAM PUF chips. Also, the intra-PUF error results
show 0.00216%, which is more satisfactory than the PUFs
reported in the previous studies [12], [48].

The quality of PUF designed with CY62256N, CYPRESS
32 kB SRAM (used in [12]), is compared with the SRAM
PUF designed in this article. The bitmap for both models is
presented in FIGURE 11 and FIGURE 12. We performed
1000 measurements on 10 chips from each model. The num-
bers show the percentage of the times the cell read as 1.
So, 100% means being 1 in 100% of the reads. FIGURE 11
shows that there are repeating patterns in every 4 rows. The
results show that reading 1 in the first 4 rows is 26.9% versus
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FIGURE 11. Bitmap from CY62256N, used in [12].

73.1% for the next 5 rows. This patent repeated through
the whole array. The pattern in FIGURE 12 for the SRAM
used in this article shows that the probability of reading 1
in the right half of the array (columns 512-1023) is higher
than the left half of the array (columns 0-511). However,
the measurements show that reading 1 in the left halfis 56.4%
versus 43.6% in the right half. Therefore, the analysis of the
two models reveals that the model used in this article exhibit
higher PUF quality.

IV. IMPLEMENTATION AND RESULTS

A. PROTOTYPE DESCRIPTION

The WiFire development board from Digilent, powered by
microchip [40], is used to validate the protocol. MCU handles
most of the tasks, including XOR, hash function, extend-
ing MD, raw address generation, masking, PUF response
generation, and error matching algorithm. As shown in
FIGURE 13, a custom PCB is designed to create a more
compact and reliable HW package. This shield places on
top of the MCU includes commercially available HWs such
as SRAM PUF, NVSRAM, and other components for man-
aging the PUF and NVSRAM Power and IO. The shield
is mainly used for interface PUF and NVSRAM with the
ChipKit WiFire MCU. For prototyping, a laptop is used
to provide power to the MCU and shield components and
handles UART communication for reading and verifying
the data.
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B. RESULTS

In the following, the results are explained step by step. It is
of note that most of the registration and authentication steps
and results are the same.

1) RECEIVING DATA

At the beginning of the program, the user selects to sign
up (registration) or sign in (authentication). In both regis-
tration and authentication, the ID and PW are sent to the
MCU. The MCU captures and echo every single received
byte of ID to the terminal but hides the PW. In the next step,
Hash (PW) and Hash (ID4+PW) are calculated. The results
shown in FIGURE 14 are obtained after entering ‘mm3845°
and ‘Mohammad’ as the ‘Username’ and ‘Password.” As pre-
viously mentioned, MD is extended in the IE block. The IE
block results are not shown in FIGURE 14, as similar to the
one in [12].

2) GENERATING RAW ADDRESSES

FIGURE 15 shows the results of creating both LDB content
and addresses (raw XY1 and raw XY?2 in FIGURE 4). Raw
XY1 includes 128 different addresses, and raw XY?2 includes
13 different addresses.

3) GENERATING REVISED ADDRESSES BASED ON THE MASK
The raw addresses can point to both fuzzy and non-fuzzy
cells. In the former case, the cell is assumed as a valid cell, and
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FIGURE 13. Developed PWM Node prototype (1: MCU, 2: SRAM PUF, and
3: NVSRAM as an LDB).

the PUF response bit is extracted in that address. However,
if the raw address point to a fuzzy cell, that cell is ignored,
and the revised address is generated. The revised address is
the address of the next non-fuzzy cell after that fuzzy cell.
The cells in revised addresses are used to generate the SRAM
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For sign in, (Authentication): press 1
For sign up, (Registeration): press 2

You entered 2, For Sign up,

mm3845

Please Enter your new PW:¥k#kkdiks

H{ID4+PW) :

F7 39 DO AC AC OD AE DE CO &2 F2Z 94 OB BB 90 A3
83 D9 9C 50 A5 6D 59 89 52 80 85 Dé A8 70 46 4C
MD or H(PW):

DD B2 CF AA 4A 3C 66 A6 1D 9E C1 91 A3 5B 58 Ce
C7 CE A8 41 3B 62 7A 74 BB 45 FE 20 F9 28 2C 05

Please Enter your ID:

———————— OPEARATION FOR Generating LONG MESSAGE DIGEST

--=5hift Done!
---8 Times Hashing Done
---Long MD is Created by Concatenation of MDs

FIGURE 14. Receiving data for Sign-up and generating long MD.

response. Cells in revised XY1 are queried to generate the
content of LDB (Chj). On the other hand, the cells in revised
XY?2 are queried to generate the LDB address (Addi).

V. DISCUSSION ON SECURITY
Despite their advantages, SRAM PUFs are vulnerable to
attacks such as photonic-emission attacks [49] or cloning
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———————————— GENERATING RAW ADDRESSES (CAN CONTAIN FUZZY CELL ADDRESSES)===—aecaa-
FRaw address XY1:

BZ2DD AACEF 3C4A AGBEe 9EID 91C1 58A3 Ce58 CECT 41A8 623B T47A 45BB 20FE 28 052C
D7YAMR T1B4 ABB6e DSEF A455 FZDB ABOG B899 £952 1CF0O EBS899 466F oE30 B993 " 2605
615C 3FFC EAZ21 914E 82B8& O0BBA 0DAC CO3B D540 BEO6& 6271 D184 3CAS 358C 367C
ElTe 0COC 55D3 41C2 DDA 4438 A9Z23 TDl2 BTET BFY9%9 BFEC B9BA FB18 9C31 0DO2
DESO TA45 DAGe 9AA9 CRCT 93E7T 16eEée 4A4FEA 4056 BE6B 2854 83EE AES£4 005E B7C1 S5CFA
TETA 294D 1424 O0ZEF 478D 2CBC 8033 1396 39AA 40EF B393 85A1 C010 T799E 3ABE BT64
0Z22B 6F7T2 42B7 FC09 1A9A AZFS B859 6FE0 SEB87T 953A 6873 T1iD1l 4964 1C87 245D ECS97
FSBO 9EOD C3A8 CeCée 621D EF38 8832 BEOZ2 DI1Cs 3891 BCSE F881 41CE AAF7 T3AZ2 8465
Raw address XY2:

19F7 ACDO ODAC DEAE 62C0 94F2 BBOEB A390 D983 509C &6DAS 8959 8052

FIGURE 15. Generating raw addresses (raw XY1 for LDB content and raw XY2 for LDB address).

attacks based on remanence decay side channels [50]. Also,
the hardware in this article uses generic components and
therefore is not secure. Therefore, in the case of loss of
the SRAM PUF hardware, the adversary can attack the
SRAM PUFs. One solution that can be used to overcome
the SRAM PUF security issue is taking other characteristics
of SRAM PUF in addition to the pure binary response such
as SRAM PUF data remanence [19].

In this article, the ternary PUF with considering three
possible states for each cell is used. If the adversary access to
the hardware, the ternary PUFs are a little more challenging
to read and break than binary PUFs. In this article, just the
first and last eight kB of the SRAM are used as a PUF. The
location of the used PUF can be a piece of secret information
that increases security slightly. As will be discussed in the
future work section, the local database (LDB) and SRAM
PUF embedded in each PWM node will cover just some users.
Therefore, if the attackers access the SRAM PUFs in one
node, the other nodes which use different SRAM as a PUF
remain secure. However, attacking the SRAM PUF in one
of the nodes can compromise the PWs of some of the users
assigned to that specific node.

Replacing SRAM PUF with tamper-resistant PUFs is con-
sidered as a solution for future work. For the SRAM PUF,
the first response, ““0” or ““1,” is read in some specific cells.
The response for most of those cells is the same for the next
response queries. However, in ReRAM PUF [51] or MRAM
PUF [25], the cell’s resistance value can be used to design
a PUF. Thus, a given cell can be “0” when selected within
a set of cells and ““1” within a different cell set, i.e., one
specific cell can be either “0”” or “1”’. The nonobviousness
of ReRAM or MRAM PUFs compared with SRAM PUFs
makes them more encouraging since they are more challeng-
ing to break. In the future prototypes, ReRAMs and MRAMs
will be used as a PUF.

VI. CONCLUSION
A resilient PWM prototype using SRAM PUF, low-cost
MCU, and NVSRAM is demonstrated in this study. The LDB
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is embedded in the PWM node circuit. A significant issue,
which is a system failure in the case of PUF failure, is consid-
ered in this article. This issue is solved by using a redundant
element for the event of PUF failure. By saving two PUF
outputs in the embedded LDB, the PWM node circuit receives
the user credentials and outputs the authentication result
even if the PUF fails. Based on this paper’s data analysis,
the applied SRAM is of much higher PUF quality than similar
SRAM used in previous work. In the protocol used in this
work, the PUF is used for creating both LDB addresses and
contents to make the task of an adversary more challenging.
Also, the protocol is based on the upfront characterization of
the SRAM PUF and masking the unstable cells to improve the
error rate considerably. The PWM prototype does not need
central DB and is resilient to the PUF failure. This study’s
results can deal with one of the most critical cybersecurity
attacks in many networks’ PWM systems.

VII. FUTURE WORK

A limitation of using PUFs in the PWM system is latency,
which precludes applications with large numbers of users.
This issue will be the focus of future work. The solution
considered is implementing high throughput architecture,
in which several PWM nodes handled by a router and matrix
controller will be used. The router can select one of the
nodes based on the first character of the user ID. The LDB
embedded in each PWM node will cover part of the users.
Therefore, the central DB will not be required. Despite the
advantages, the implementation of the architecture in which
several nodes communicate with the router simultaneously is
challenging.
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