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ABSTRACT The policy-controlled signature (PCS) scheme uses the access policy to control signature
verification permission. However public access policy that may contain private information will leak user
privacy. At the same time, the expressiveness of access structures in the PCS schemes is weak. Therefore,
we propose a policy-controlled signature scheme with strong expressiveness and privacy-preserving policy
(PCS-PP), in which linear secret sharing schemes is to design access structure which has strong expression,
the three primes composite order bilinear groups is used to hide the attribute value into the attribute name
that may expose the privacy data by data distortion concept. The proposed PCS-PP scheme not only has
correctness and privacy-preserving policy, but also supports fine-grained signature verification. In addition,
the unforgeability is proved in the random oracle model. Compared to the related schemes, the proposed
PCS-PP scheme has superiority in features, computation cost and storage.

INDEX TERMS Policy-controlled signature, privacy-preserving, linear secret sharing scheme, composite

order bilinear groups.

I. INTRODUCTION
The policy-controlled signature (PCS) scheme is a key part
of digital signatures and supports access control of signature
verifier. The verifier can verify the signature with the condi-
tion that the attributes of the verifier satisfy the access pol-
icy. Consider the following scenario, the electronic medical
records of the patients can only be used by the authorized
doctor. A PCS scheme can implement the access control
for electronic medical records of the patients. While access
policy in the PCS maybe has the private information of the
authorized doctor, for example, home address. Owning that
the access policy is public, the privacy information of the
authorized doctor may be leaked.

According to our analysis, the PCS schemes [1]-[3] do
not take account of the privacy-preserving access policy,
nor do they also provide strong expressiveness of access
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structures. The privacy preservation of access policy depends
on the access structure and the privacy-preserving method.
Privacy- preserving method is closely related to the spe-
cific access structure. The access structure determines the
expressiveness of the access policy. Access structures mainly
include monotonous AND gate access structures [4]-[6],
access structures that support threshold gate [7]-[9], access
structures based on bounded access tree [10]-[12], and
linear secret sharing schemes (LSSS) matrix [13], [14].
Among them, the access policy expressiveness of the first
three access structures is relatively weak, the last one has
strong expressiveness. Privacy-preserving methods mainly
include data distortion [15], data encryption [16], and data
anonymity [17]. Functional encryption [18], [19] is one of
data encryption for privacy preservation in attribute-based
encryption (ABE). Dual-system encryption and hidden vec-
tor encryption [20] are used to provide privacy preservation
in ABE schemes with full hidden policy, which lose the
expressiveness of access policy. However, data distortion
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and dual-system encryption can take advantage of partially
hidden policy with privacy preservation while remaining
expressiveness which is more appropriate for LSSS.

Therefore, this paper employs LSSS to design a strong
expressiveness of access structure and borrows the thought
of data distortion to propose a policy-controlled signature
scheme with strong expressiveness and privacy-preserving
policy (PCS-PP) scheme. The main works are presented as
follows:

1) Use an LSSS matrix to develop the access structure that
has strong expressiveness; apply three primes compos-
ite order bilinear groups [21] based on data distortion to
expose the public attribute name and hide the attribute
value, and then present a PCS-PP scheme.

2) Formalize and define the security model and gen-
eral requirements for the proposed PCS-PP scheme;
analyze the proposed PCS-PP scheme and the results
show that it supports correctness, unforgeability,
privacy-preserving policy, and fine-grained signature
verification. To the best of our knowledge, the proposed
PCS-PP scheme is the first construction that achieves
these properties.

3) Compared to the related signature schemes, the pro-
posed PCS-PP scheme has superiority in features, com-
putation cost, and storage.

The rest of the paper is organized as follows. Section II
discusses the related works of the privacy-preserving scheme
and the access structures based on the policy signa-
ture. Section III makes a simple review of preliminaries;
Section IV defines the PCS-PP security model. Section V
presents the PCS-PP scheme and its correctness proof;
Section VI applies the security model to analyze its security;
Section VII analyses expressiveness of access structures in
the PCS-PP scheme; Section VIII presents analysis and com-
parison of the performance and features. Finally, Section IX
presents the conclusion and future works.

Il. RELATED WORKS

The proposed PCS-PP mainly involves the privacy-
preserving scheme and the access structures based on the
policy signature. Therefore, in this section, we review related
works including policy-based signature (PBS), PCS, and
access policy hidden structures in ciphertext-policy ABE
(CP-ABE).

Mihir et al. [22] proposed a PBS scheme, which is sim-
ilar to the authentication of functional encryption and
attribute-based signature (ABS) [23]. In PBS, limiting the
signer’s signature permission and not restricting the verifier’s
permission is more secure in privacy-preserving than ABS.
PCS was proposed by Pairat ef al. [1], [2] in 2017. A signer
can sign a message and attach it with some policies. Only
a verifier who satisfies the policies attached can verify the
authenticity of the message. The difference between the PCS
and the designated-verifier signature (DVS) [24] is that the
PCS can be applied to allow multiple verifiers that conform
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to the access policy to verify the signature, while the DVS
allows only one verifier to verify the signature. But the dis-
closure of access policy may have privacy risks. Liu et al. [3]
proposed the first quantum-resistant scheme based on the
PCS. But it does not involve the privacy of information, and a
strong expressive access-policy cannot be implemented using
lattice.

ABE was developed from identity-based encryption (IBE)
proposed by Shamir ef al. [25]. Goyal et al. [26] proposed
key-policy ABE (KP-ABE) and apply the policy to decrypt
the ciphertext, which introduced an access structure that sup-
ports bounded access tree. Beth et al. [27] proposed CP-ABE,
which combines access policy with ciphertext and can only
be decrypted when the user satisfies the policy. Access
structure is the key technique of access policy hidden in
attribute encryption. Ostrovsky et al. [28] proposed ABE
scheme with an access structure that supports AND, OR, and
NOT gates. However, the policy expression of these schemes
is relatively weak. Water et al. [29] proposed CP-ABE that
applied the LSSS to express access policy which has strong
expression.

However, there is a drawback preventing ABE from being
applied to data sharing like cloud applications. In ABE,
the access policy is public type, which is likely to con-
tain private information, so they need to be hidden. For
the policy hidden method in the monotonous AND gate
access structure, Lai ef al. [30] used dual-system encryp-
tion technology to achieve secure access policy hidden.
Yadav et al. [31] calculated the corresponding user private
key and ciphertext by giving each attribute in the access
structure three states, and then achieve a completely hidden
access policy. Yang et al. [32] used three different group
elements to represent the attributes of three possible val-
ues to achieve a completely hidden access policy on a
Tree-Based CP-ABE. Song et al. [33] proposed a hidden pol-
icy CP-ABE based on the tree structure. Under the deci-
sional bilinear Diffe-Hellman (DBDH) assumption of the
standard model, they proved that it resists the plaintext
attack. Huang et al. [34] proposed Privacy-Preserving Con-
stant CP-ABE (PP-CP-ABE) which is more flexible than
Broadcast Encryption (BE). But it only supports a conjunctive
access policy. Xiong et al. [35] proposed a CP attribute
Broadcast encryption scheme (CP-AB-BE) that introduced
the concept of data distortion to protect private information
in an access policy. It includes partially hidden policy, direct
revocation, and verifiable outsourced decryption. However,
it is challenging to provide a more expressive access policy.
Khan et al. [36] proposed the hidden CP-ABE based on the
LSSS access structure, which does not expose access pol-
icy, but uses hidden vector encryption for subset conditional
query, which is inefficient for decryption. Chen et al. [37]
used the three primes composite order bilinear group to
construct the CP-ABE scheme, which not only realized pol-
icy hidden based on the LSSS matrix, but also improved
efficiency.
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lIl. PRELIMINARIES

A. COMPOSITE ORDER BILINEAR GROUPS

Composite order bilinear groups were first introduced by
Boneh et al. [38]. The order of bilinear groups we used is
the product of three distinct primes.

Let G and Gt are cyclic multiplicative groups with the
same order N = pgqr, where p, g and r are different prime
Numbers. G,, G, and G, subgroups of group G with orders
p, q and r. Then g,, g, and g, are generators of G,, G, and
G, respectively. Let e : G x G — Gr presents three primes
composite order bilinear groups mapping:

1) Bilinearity: For all g1,g2 € G and a,b € Z,.

e(gd, gb) = e(g1, g2).

2) Nondegenerate: There exist g € G such that the order

of e(g,g)inGris N.
3) Computability: There exist an efficient algorithm to
compute e(g1, g2) for all g1, g2 € G.

4) Orthogonality: e(g,, g;) = 1 for any g, € G, and any

gq € Gy.

B. POLICY-CONTROLLED SIGNATURE

A signer can sign a message and attach it with some poli-
cies in PCS. Only a verifier who meets the attached poli-
cies can verify the validity of the signature. This type of
signature schemes has many applications, especially dealing
with sensitive data, where the signer does not want to allow
anyone who is unauthorized to verify the authenticity of the
messages.

PCS is composed of six phases: system parameters gener-
ation, trust Authority (TA) key generation, signer key genera-
tion, verifier credential generation, PCS signature generation
and PCS signature verification.

C. ACCESS STRUCTURE

In the proposed PCS-PP scheme, attributes are replaced with
the participant p; and the access structure A [39] designed by
us contains the set of authorized attributes.

Let {p1, p2, - - - , pn} represent a set of parties of n partic-
ipants, a collection A C 2{P1.P2.. P} js monotone if VB, C:
if Be€e Aand B C C then C € A. An access structure is a
collection A of non-empty subsets {p1, p2,---pp},i.e. A C
21P1P2, . Pad g5y The sets in A are called the authorized sets,
and the sets not in A are called the unauthorized sets.

D. LINEAR SECRET SHARING SCHEME

LSSS matrix [40] can express any monotonic access struc-
ture. A LSSS [ over a set of parties is called linear over Zp
if the following two conditions are satisfied:

1) Shares combination from all parties form a vector

over Zp.
2) A Share-generating matrix M for [ [ has i rows and n
columns. For all i = {1,2,---,1}, the iy row of M,

we define a mapping p(i) as party labeling row i. Let a
column vector v = {s, v2, - - - , v,,} be a sharing vector
where s € Zp is the secret to be shared, and vo, - - - , v,
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are chosen at random from Zp.Then M, is the vector of
i share of S according to []. Each share »; = (M*v);
belongs to entity p(7).

Each LSSS obtained by the above definition has the
attribute of linear reconstruction. We assume that ] is a
LSSS corresponding to access structure A. Define I = {i :
p@) € s} C {2,---,1} for any authorization set S € A. For
linear reconstruction, we have constants of the form {w; €
Zplier- Such that, if {A;} are valid shares of secret s according
to [T, then s can be reconstructed by ) ;... = s. For
any unauthorized set, there is the vector w € Zp such that
w*(1,0,---,00 = —1,w*M; =0,iel.

E. COMPLEXITY ASSUMPTION

Computational Diffe-Hellman (CDH) assumption and sub-
group decision problem for 3 primes (SDP) assumption are
used to analyze the security of the proposed PCS-PP scheme.

1) CDH ASSUMPTION

The definition of CDH problem as follows: Choose a cyclic
multiplication group G of prime order p according to the secu-
rity parameter. For a, b € Z, given 3-tuple (g, g%, g”) as input,
outputs DH, (g%, g") = g®. An algorithm A has an advan-
tage ¢ in solving the CDH problem in G, if Pr[A(g, g%, gb) =
g1 > & where the probability is related to the random
selection of the generator g € G; a, b € Zp and the random
number determined by A.

Definition 1 (CDH Assumption): We say that the
(t, &) -CDH assumption holds if no PPT algorithm with time
complexity t(-) has an advantage at least in solving the CDH
problem.

2) SDP ASSUMPTION

The SDP assumption contains the Assumption 1, Assump-

tion 2, and Assumption 3. Pr is the probability function.
Assumption 1: Given a double line group generator @, and

define Go = (Q = pqr, G,Gr,e) < ®, g, < Gp, g4 <

Gy, D = (G, g, 89), T1 < Gy, T2 < G,.We define the

probability that algorithm W breaks assumption 1:

Advle yp = [Pr{W(D, T1) = 1] = Pr[¥(D, T3) = 1]|

Assumption 2: Given a double line group generator &, and
defines Go = (Q = pqr, G, Gr,e) < ®,(gp, Z1) < Gp,
Zy <~ Gy, 8¢ < G4, D = (G, 8, 89,21, 22), T1 < Gy,
T, < G,.We define the probability that algorithm W breaks
assumption 2:

Adv2e gy = [PrW(D, T)) = 1] = Pr[W(D, T») = 1]

Assumption 3: Given a double line group generator @,
and defines Go = (Q = pgr,G,Gr,e) < D, (a,s) <«
Zn.gp < Gp. X <« Gy, (X2,Y,Zp) < G,D =
(G, 8p, 8pX2. 81, 8)Y . 22), T = e(gp, gp)**, T» < Gp. We
define the probability that algorithm W breaks assumption 3:

Adv3g g = IPI[W(D, Ty) = 1] — Pr[W(D, T2) = 1]|
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Definition 2 (SDP Assumption): If the probability that
algorithm W breaks assumption 1, 2, 3 is no-negligible,
then we can come to the conclusion that G¢ satisfies the
assumption.

IV. SECURITY MODEL

In this section, the security models composed of unforge-
ability property and privacy property are presented for the
proposed PCS-PP scheme.

A. UNFORGEABILITY PROPERTY

The unforgeability property of the proposed PCS-PP scheme
means that an attacker A accessing the verifier’s credential
cannot generates a forgery policy-controlled signature §* on
a new message M*. So, the model was named a security
against existential unforgeability under adaptive chosen mes-
sage and credentials exposure attack (EUF-CMCEA) [2].
EUF-CMCEA model provides an assurance that, with access-
ing to the signing oracle (SO), the credential generation oracle
(CRO), the hash oracle (HO) and PK74, no one should be
able to forge a PCS-PP signature on a new message M* even
if it arbitrarily chooses policy POL, message M and entire
credential Crey as input. Let F be a simulator. To describe the
ability of breaking the unforgeability for adversaries, SO and

CRO oracles are illustrated as follows.
1) OS: This oracle can be called at most gs times,

we express this repetition through foreach iy < g5 do
SO, which means that the provided gg here is the copies
of SO, each one with a different index value [1, gs].
In addition, the variables defined in the repeated oracle
are arrays, and each one called to the oracle has a cell
so that we can remember the values used in all calls
to the oracle. In this case, m is an array indexed by ig.
Similarly, the copy of the oracle SO itself ig indexed
by is, so that the caller can specify which copy of the
operating system he wants to call by calling SO [ig].
The variables in repeated oracles are arrays, with one
cell for each call, to remember the values used in
each oracle call. These arrays are indexed with the call
number ig.

A can make gs queries for a signature § on its choice
of a message m. And then, SO responses with § to A.
SO updates a query to the SO [ig]. So, we formalize a
queried signature in Fig 1.

foreach i, < ¢ do SO[i J(M[i ]: bitstring) =
return(sign(sk, M[i ], pk,, pk,,, POL, param))

FIGURE 1. Signature query.

2) CRO: s is an attribute of the verifier; this oracle can be
called at most g, times. At most g, times, A can make
at most g, queries for credential Cre,, corresponding to
the arbitrarily chosen attributes. CRO responses with
Cre, to A. CRO updates a query to the CRO [ig]. And
then, we formalize the queried credential in Fig 2.
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foreach i, < g, do CRO(s : bitstring) =

return(CreGen( param, pk,,,s))

FIGURE 2. Credential query.

Expt “evr-cucea (| :
param <« Setup(1*)
st « AP0 (param)
8 « A,(M’,st,PK,,,POL)

return &

T4°

A win the above game if
verify(M ", PK,,,Cre,8") then
find u < g, suchthat (defined(M[u]) A M =Ml[u))

then end else event forge)

FIGURE 3. The existential unforgeability game.

At last, we denote by Agyr-cmcea the adaptive chosen
message and credentials exposure adversary and let F be a
simulator. Let st be the state of information that A obtains
during in the learning state. we define the game between F
and A is defined to describe the existential unforgeability of
PCS-PP scheme in the Fig 3.

Definition 3 (Unforgeability): The PCS-PP scheme is
(On,0s, Oc, €)-secure existential unforgeability under a
chosen message and credential exposure attack if there are no
PPT adversary A gyr-cmcea With a non-negligible probability
SMCCEUF-CMEA(k) =c¢in k, where AEUF-CMCEA runs in time
at most t, make at most Qy queries to the hash random
oracle, and at most Qs, and Q¢ queries to the SO and CRO
respectively.

B. PRIVACY PROPERTY
The privacy-preserving policy is implemented by the con-
fidentiality of attribute code, which is constructed for each
attribute value using a three primes composite order bilin-
ear groups. We will give the detail about attribute code
in section V and section VI. So, if the attribute code with
confidentiality, the attacker cannot get the verifier of private
information. The privacy in proposed PCS-PP scheme is
defined using Selective Plaintext Attack Game (IND-CPA),
which is a simulation between a challenger C and an adver-
sary A. In the game, the C simulates an execution environment
of algorithms to answer the adversary’s query request. The
steps to define game process are described as follows:
1) Setup: Frist, C runs setup, which outputs SK74 and
PK74. And then sends PK74 to A.
2) Phase 1: At the end of the first phase, A decides to
challenge and inputs POL* and M™*. Attacker never
issued a request for a PCS-PP signature SO queries.

VOLUME 9, 2021
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FIGURE 4. Framework of PCS-PP scheme.

C runs the Key and credential generation algorithm to
get SKp and returns the A.

3) Challenge: A submits two plaintext messages of the
same length Sp and S1, and two access structures 7 and
T to C. And then after tossing a fair coin b € {0, 1},
C encrypts the message S, using the access structure
Ty, and sends the ciphertext CT to A.

4) Phase 2: Repeat phase 1.

5) Guessing: On the challenge M*, POL*, A outputs a
guess b'. The distinguisher wins the game if b = b'. Let
| Pr[p’ = b] — %| be the success probability function of
that attacker A wins the above game.

Definition 4 (Privacy): The proposed PCS-PP scheme
has privacy under chosen message attacker A if there are
no PPT distinguishers such that the success probability is
non-negligible.

V. THE PROPOSED PCS-PP SCHEME

In this section, the proposed PCS-PP scheme in detail is pre-
sented. The proposed PCS-PP scheme uses a LSSS matrix to
develop access structure which has strong expressiveness and
applies three primes composite order bilinear groups based
on data distortion to expose the public attribute name and
hide the attribute value to implement the privacy-preserving
policy.

In order to have a general view of the proposed PCS-PP
scheme, we first review the proposed PCS-PP scheme and
give the scheme framework in Fig. 4. There are three entities
in the proposed PCS-PP scheme: signer, verifier, and TA.

TA is a trusted authority in the system. It is responsible
for generating and distributing system parameters. Mean-
while, TA generates authenticated public keys and verifier
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< Verify

Credential

certificates for each authorized verifier. The signer generates
the signing private key and public key by using public param-
eters, and the signer can generate a signature on the message
by attaching a defined access policy POL. The signature gen-
erated by the signer can only be verified by the verifier who
owns the attributes in certificate issued by TA that satisfies
the access policy in the signature.

A. THE OVERVIEW

The proposed PCS-PP scheme consists of the four phases:
Setup, Key and Credential generation, Signature generation
and Signature Verification. The first three are randomized.

1) Setup: System Parameters Generation (Setup): Setup
is a PPT algorithm that, on input security parameters A,
and outputs public params.

2) Key and credential generation:

a) TA Key Generator (TAKeyGen): TAKeyGen is a
PPT algorithm, on input public params. And then
outputs the third party key PK74 and private key
SK74.

b) Signer Key Generator(SKeyGen): SKeyGen is
a PPT algorithm that, on input public params
and the third party public key. And then outputs
singer’s public and private key SKp.

¢) Verifier Credential Generator(CreGen):CreGen is
a PPT algorithm that, on input public params,
third party public key and user’s attribute. And
then outputs user credential Cre.

3) Signature generation: On input singer public key
PKp, private key SKp, third party public key PKpy,
attribute value access policy POL by the singer,
message M and public param, then finally outputs
signature 6.
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4) Signature verification: On input singer public key
PKp, third party public key PKr4, attribute value access
policy POL’ by the singer, the signature § and user
credential Cre,. If the signature is valid, accepts the
output, otherwise rejects the output.

The proposed PCS-PP scheme is formally defined as

[

PCS—PP

(params) <« Setup(l)‘)

(SK74, PK74) < TAKeyGen(params)

(SK,, PK},) < KeyGen(params, PKpy)

(Crey) < CreGen(params, PKt4, Sy)

(8) < Sign(params, PKts, PKp, SKp, POL, M)
(1/0) < Verify(params, PK7s, PKp, POL’, 8, Cre,)

B. SETUP
1) Public parameters generation: Based on input secu-
rity parameter A, a trusted authority randomly chooses
a prime p ~ poly(1*), outputs tuples ® = (N =
pqr, G, Gy, e), where p, g and r are three different
prime numbers. G and Gr are cyclic multiplicative
groups with the same order N, ¢ : G x G — Gr is a
three primes composite order bilinear groups mapping.
&p» & and g, are generators of G, G, and G, respec-
tively. And then it randomly chooses i1, ha, ..., h, €
Gp, (a, s s mys s ngls s tn,m,,) € Zy. For
public attributes, a specific value is calculated for
the value of each attribute name. The set of attribute
names is A; = {hlgtql‘l, e ,hlg;l""l}, A, =

{hage", - hnga™ ). And then generate param =
{2, {Ai}. g% gp, ).

2) Selection of hash functions: Define three hash func-
tions, the first is the file hash function Hy : m — Gp,
which maps file m to cyclic Gp. The second is the
identity hash function H, : {0, 1}* — Zlf, which maps
a {0, 1} string of any length to a hash operation of
elements on a finite field Z[f. P is assumed to be an
attribute value. The last is the collision-resistant hash
function Hs : {0, 1}* — le‘.

C. KEY AND CREDENTIAL GENERATION

1) TKeyGen: On input system parameters param,
a trusted authority (TA) randomly chooses «,r €
Zy/0, Let U = gp, W = g;. Therefore, TKeyGen
returns SK74 = (o, r) as private key of the trusted
authority and PK74 = (U, W) as the public key of the
trusted authority.

2) CreGen: On input user attribute set S, Public parame-
ters param and PK74. TA randomly chooses ¢t € Zp/0,
Let K = gy, L = g, SKx = Iy, x € S. And then,
CreGen returns Crey = {K, L, SKx} to the verifier as
a credential. It outputs Crey = {K, L, SKx}.

3) SKeyGen: On input PK74 and Public parameters
params, TA randomly chooses k € Z,, Let X =
gﬁ, X' = Wk SKeyGen returns SKp = k,
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PKp = (X, X’) as a private key and public key of the
signer. It outputs SKp = k, PKp = (X, X').

D. SIGNATURE GENERATION
Given MSK, PKp, SKp, The policy POL, Message M and
param, signature is generated according the following.

1) LSSS Generation: The matrix M is a share-generating
matrix for POL, which has n rows and / columns. The
function p corresponds each row in the matrix M to the
attribute name in the access policy POL. The LSSS is
denoted by (M, p) to expose the public attribute name
and hide the attribute value.

2) Attribute code Generation: Given a column vector

v={_(s,y2, -+ ,y), where s € ZI’], s is the secret to be
shared and yp, - -+ ,y; € ZI’] are randomly chosen. For
i=1,2,---,n,calculates \; = vxM;.ri,r, -+ , 1y €

Zn, {Yi, Yi’ € Gp,}ie(1,2,--1}, generates an attribute code
for the public attribute based on the attribute value in
the POL. Let C = gZAiAi_U;‘ Y! if the attribute value
appears in the POL. Otherwise randomly chooses f; €
Zy/0 and A; # B;, then computes C = g;ﬂiAi_(i;' Y. G
is the attribute code set corresponding to each attribute
value of the iy, attribute name, finally computes:

Xi A —Ai
c— g Al Y/, (Liel)
L i A~ Ti
gzﬂ Ai(j; Y/, other
Where ({Cl}s Dl = g;l Ylv ) e ({Cn}9 Dn = ;;lYn) and
C'=g,.
3) Sign: Chooses random v, f <« Zp, computes partial
signature 8; = g[‘;, 8 = XV,83 = XV, and then
computes:

Q2 = 8111621183[If ||PKp||PK7a[|m
R =f @ H3(H3(Q)lle(gy,, U))
M = 8116211831 If [|PKp||PKzalIRI[{{Cin}, Din}

Finally, a signer will generate signature § for a signed
message M, where

8 = {H3(Q)7 619 827 831 849 {{Cm}, Dm}s m, Ra POL/}
84 = Hi(M)*

E. SIGNATURE VERIFICATION

On input signature &, Crey, PKy, the verifier verifies the
signature based on X in Crey, W in PK7y, and param g),. First
verifier checks whether the equation:

e(2, gp) = e(d1,X), e(83, 8p) = e(d2, W)

Hold or not. If not, the verifier outputs “rejection.” Oth-
erwise, Verifier’s attribute S is an authorized set, and I €
{1,---,m}, Il = {i : p(i) € S}. There exists constants
{w; € Zy}ier satisfying )", ; wiA; = s in time polynomial
in the size of the share-generating matrix M. so if {A;}
are valid shares of any secret s according to (M, p), then
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calculates:
0 = e(C', K)/([ ] (e(Ci.L)e(Ds, SKpi)))™)
iel
After that, computes:
= R H3(H3(%2),0)
M’ = 811152118311f"||[PKp||PK7al IRI[{{Cpn}, Din}|Im

Then, the verifier checks
2 ?
H3(M)=H3(M"), (84, 8p)=e(H1(M"), X)

hold or not. If not, then it outputs “rejection.” Otherwise,
it outputs ‘‘acceptance.”

F. CORRECTNESS

In this section, we analyze the correctness of the pro-
posed PCS-PP scheme. We need to check the case that
a policy-controlled signature can be verified by the veri-
fier whose attribute set S, satisfies the access policy set
l, = {i : p(i) € S} on signature. Verifier can find attribute
code for its own attribute value from the attached public
attribute hash value. And then we use the attribute code to
reconstruct {w;};e; according to the attributes of the LSSS

matrix Zie 1 Aiw; = s, which can recover s. The detailed
derivation process is as follows:
0 — e(C',K)
([T (e(Ci, L)e(Di, SKp(i)))®1)
i€l
B e(gy. 88y
- aki —Flvy/ riy. i
([1;11 (e(gp Ai(/) Y, g;,)e(gp Y;, h;(’_)))w )

B e(gp, &p)**e(gp, gp)™"

- Ai i)\ s i i
([T (e (hpigd ™) 1Y, ghe(gy Vi, It )™)
i€l

e(gp, gp)sote(gp’ gp)ast

= ak\iy —ri Tivs i
(E (e(gp "y, h)e(gy Yi, Bt ))e)

)ast

_ e(gp’ gp)sae(gpy 8p
- aki i ri )
(ll;[l (e(gp™ gple(h, . gple(gy .t ))™)

_ e(gp, gp)me(gp, gp)ast

- 1 (e(g 1))

e(gp, gp)me(gp, gp)[m
aty Liw;
e(gp’ gp) ieL
= e(gp, gp)as

With e(g), g,)**, verifier can verify signature correctly.

VI. EXPRESSIVENESS ANALYSIS

The expressiveness of access structure stipulates that an
eligible access policy should support various combinations
of attributes in it. PCS schemes adopt a Boolean formula
as an access structure which has a weak expressiveness.
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For example, Psychology ADiagnostics A (Doctor Vv Nurse)
represents that the one who can verify the signature cor-
rectly must have attributes psychology, diagnostics, doctor
or psychology, diagnostics, nurse. Access structure can also
be expressed in a more comprehensible way, like a general
access tree, as shown in Fig 5.

AND

Psychology AND

T
Public Attributes:
e Job: Doctor, Nurse

e Department: Dermatology, Psychology
e  Affiliation: Emergency, Diagnostics

FIGURE 5. General access tree structure.

In the proposed PCS-PP scheme, we adopt LSSS as an
access structure to express access policy. The LSSS matrix is
generated by inputting an access tree representing a mono-
tone Boolean formula. The output is an LSSS matrix and
the number of rows of the matrix is equal to the number
of leaf nodes on the input access tree. So, any monotonic
access structure can be converted into an LSSS representation
by standard techniques. Hence an access structure based on
LSSS has stronger expressiveness.

And in the signature generation, we generate attribute code
for the public attribute value, and hide the attribute value that
may expose the privacy data into the attribute name by data
distortion concept. So, we can transform the access tree to an
LSSS matrix as shown in Fig 6.

0 -1 0 ||p(1)=Department:*
0 0 -1 ||pR2)=Affiliation:*
A1 1 1 1 || p3)=Tob:
1 11 |[|p#)=lob:*
Public Attributes:

e Job: Doctor: C; j, Nurse: C,»
e Department: Dermatology: C,;, Psychology: Cs,
e  Affiliation: Emergency: Cs,, Diagnostics: Cs,

FIGURE 6. LSSS with Privacy-preserving policy.

p maps each row of the matrix to attribute name job, depart-
ment, and affiliation respectively. Given attribute code {C; ; }
to public attribute value. Users cannot know the detail about
attribute values that satisfy access policy except attribute
names in an access policy, public attribute values correspond-
ing to attribute codes and their attribute values in the creden-
tial. So long as the confidentiality of the attribute codes is
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implemented, the privacy of the signature can be guaranteed.
And we will give complete proof of privacy in section VII.

Compared with other access structures, the proposed
PCS-PP scheme not only has stronger expressiveness, but
also supports privacy-preserving policy.

VIl. SECURITY ANALYSIS

In this section, we analyze the privacy and unforgeability of
the proposed PCS-PP scheme. Dual system encryption is used
to prove the privacy and a random oracle model is used to
prove the unforgeability.

A. UNFORGEABILITY

Theorem 1: As defined in Definition 3, the proposed PCS-PP
scheme is existentially unforgeable under an adaptive chosen
message and exposure attack if the CDH assumption holds in
the random oracle model.

Proof: Suppose that there exists a forger attacker A, which
runs the existentially unforgeable game. Start with the con-
struction of queries and run the existentially unforgeability:

On input (G, p, g, g%, gb ) as an instance of the CDH prob-
lem, which satisfies a, b € Z;, g€G.

1) Setup: Simulator F runs setup algorithm, and sends
public param to forger A.

a) Simulator F randomly chooses hy, ha, ..., h, €
Gp, ash,l?"'stl,mls"'7tn,l3" tﬂm,tl € ZN
Calculates a specific value A; = {h1g4"', -

t 1,
18"} An = gt ngi;’"“} for

the attrlbute Value of each attribute name, result-
ing in a collection of attribute names.
b) Randomly chooses o, r € Zy/0, let X =
gp , X’ = Wk be trusted authority’s public key.
¢) Randomly chooses k € Z,, let X = gp a X' =
Wka be signer’s public key.

2) Queries: A is given an access to the above queries,
and carries out gy, , gH,, 9H;, gs, 4. times hash random
oracle HO query, singing oracle SO query, certification
oracle CO query.

a) HO query: H;: F maintains Listg for H; oracle,

assume that forger A can make up to gy, times
for Hy queries. If F receives message M; queries
from A, and then F checks if it exists in the list.
Otherwise, picks an integer random ne[l, gy1]
and does the following: If i # 5, C randomly
chooses [ < Zp, let H; M;) = g}, = and returns
itto A. If i = n, F chooses H{(M;) = 8pb and
returns it to A.
H,: F maintains Listyy for H oracle, assume
that forger A can make up to gy, times for Hp
queries. If F receives identity attribute value ID;
queries from A, and then F checks if it exists in the
list, and then returns result. Otherwise, picks an
integer random /1 <— Zp and returns H>(IDi) = [
asresult to A.
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Hjs: F maintains List g3 for H3 oracle, assume
that A can make up to gy, H3 queries. F ran-
domly chooses I, < Zp for H3(M), and then let
Hi(M) = I,.

b) CRO query: F runs the credentials genera-
tion algorithm, generates the credentials Cre
for attribute set S, and returns the credentials
Creto A.

¢) SO query: On input POL and message M,
A computes a policy-controlled signature with
privacy-preservation as follows:

Generated ({C1}, D1 = g)'Y1), - ({Cu}, Dy =
r” ) by using the established access policy, and

then randomly chooses v, f <« Zp to get partly

signature 81 = gp, 6 =X",85 = X". Let

Q2 = 8111621183[If ||1PKp||PK7a[|M
R = f & H3(H3(Q)lle(g),, U))

And then checks
R
Hi(811182118311f ||PKp||PKTAl RII{{Cpn}, D)) = g°

If not, let §4 = X ! otherwise outputs failure.
Finally returns § = {H3(2), &1, 82, 83, 4, {{Cn},
DM, R, POL'}.

3) Forging: After A access the above query, A generates a
forged signature §* on the new message M’ and on the
access policy POL*. If §* is valid and the signature list
of the oracle does not look up, then A wins the game.

Assuming that A must do a hash query before performing
certificate query and signing query or using defined message
M’ and POL* before generating a signature.

Let Succry—cmcea = € be the probability that A wins the
game. We denote by e the base of the natural logarithm and
let gn, > g5 be a polynomial upper bound on the number of
queries that A makes to the HO queries. Therefore, we can
analyze the success probability that A output a signature §*
on message M', where 85 = H{(M s = (gb)’“, and wins the
above game as follows:

E1: F does not abort during the issuing of queries to the
SO. The probability of this event is (1 — —)q* Because
the signature query must end when the last hash query is
left, the maximum number of signature queries is gy, — 1.
So probability of this event is greater than (1 — ﬁ)‘”’ 11

Ea: After the signature is generated, the F does not stop
producing the signature. Therefore, A must leave a hash query
at the end to generate the signature.

However, if  H(8111821183]|f||PKp||PK7alIRI[{{Cin},
Dy}) = H\(M') # g for 8}, then F aborts the simu-
lation. Hence, the probability of this event is greater than
a- 1 )qu 71

So the probablhty that A wins the above game and outputs
a signature on a message M’, where 8;{ =H\M') = (gb)x is
e((1 — 1 )‘”’17])2 From the above outputs by A, F obtains

& = H] (M Y = (gb)x when x = q, and then F returns
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84 = g% as an output for the CDH problem with

non-negligible probability as mentioned above.

B. PRIVACY

In the proposed PCS-PP scheme, LSSS is to develop access
structure to express access policy. The three primes composite
order bilinear groups are to implement privacy-preserving
policy based on data distortion.

In the signature generation, the signer designs access pol-
icy. And attribute value of access policy is privacy by hiding
the attribute value and exposing attribute name. For example,
math teacher and 45 years old substitute teacher and age in
a way that privacy treat attribute values. The signature code
is constructed for each attribute value using a three primes
composite order bilinear groups.

Privacy-preserving policy is implemented by confiden-
tiality of attribute code. So, if the attribute code with con-
fidentiality, the attacker cannot get the verifier of private
information. And then the proposed PCS-PP scheme has
privacy.

Theorem 2: As defined in Definition 4, the proposed
PCS-PP scheme is privacy with the Assumption 1, 2 and
3 holding.

The dual-system encryption proposed by Water et al. [23]
is applied to prove the confidentiality of attribute codes.
In the dual-system system, if the private key and cipher-
text are generated by the system key or by the encryption
algorithm, it is called general ciphertext and key. Then the
definition of semi-functional key and semi-functional cipher-
text are introduced. This means when the user meets the
access structure, the regular private key can decrypt the
regular ciphertext and the semi-functional ciphertext, and
the semi-functional key can decrypt the regular ciphertext
but cannot decrypt the semi-functional ciphertext. Then we
define a series of games in which the challenge cipher-
text is changed to semi-functional ciphertext and the private
key is gradually changed to the semi-functional private key.
At last, prove the confidentiality by indistinguishable series
games when both challenge ciphertext and private key are
semi-functional.

Proof: Assume that the opponent makes n private key
queries in a game, and the game is defined as follows:

Game,oqi: The game is real, and all ciphertext and private
keys are regular and normal.

Gamey. In the game, the private key can be normally
questioned, challenge ciphertext is a semi-function.

Gamey 1. In game k, the first k keys are semi-functional
while the remaining keys are normal.

Gamefipgi. The challenge ciphertext is a semi-functional
ciphertext generated by encrypting a random message. All
private keys are semi-functional private keys.

Lemma 1: Supposes there exists an algorithm such that
Advgf’\';(ef)‘” —Advg () = &. Then we can build an algorithm
¥ with advantage > 5 in breaking Assumption 1 in section.

Proof: Given D = (G, gp, g4) in Assumption 1.
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1) Setup: The challenger C runs the Setup algorithm to
generate public parameters in Section VIIL.

2) Phase 1: The adversary A can make Create, Delegate,
and Reveal certificate queries about attributes.

3) Challenge: The A gives the C two secret So and S; and
achallenge access structure Tg and 7. C sets b € {0, 1}
randomly, and get linear secret sharing of S by using
access structure 7. And then C uses these secret to
produce a ciphertext C = e(gy’, Z)*. B chooses f; €
Zy/0 and A; # B; randomly when [; € POL, set C; =
ZHATY] I is not, let C] = ZPA; 1Y, D) = 2",
i=1,2,---.Then Csends A ((C], D)i=12,... 1)

4) Phase 2: Repeat Phase 1.

5) Guess: The adversary A must output a guess b’ for b.

If Z = T1 € Gpy, then this is a semi-functional ciphertext.
If Z = T, € Gy, this is a normal ciphertext. Hence, C can
use the output of A to distinguish between G, and G, with
nonnegligible probabilities.

Lemma 2: Suppose there exists an algorithm such that
AdvS K A@yS™ K — ¢ Then we can build an
algorithm yr with advantage > 5 in breaking Assumption 2.

Proof: Given D = (G, gp, g4, Z1, Z2) in Assumption 2.

1) Setup: Repeat Lemma 1.

2) Phasel: The attacker A makes the iy query through
the certificate generation algorithm. If i < k, then this
is a semi-functional certificate K = g;7,L = T.
Otherwise this is a normal certificate.

3) Challenge: The A gives the challenger C two secret
So and S and a challenge access structure Ty and 77.
Csets b € {0, 1} randomly, and get linear secret sharing
of Sy, by using access structure 7j. And then C uses
this secret to produce a ciphertext C = e(g;,b, VAV
C chooses Bi € Zy/0 and X; # f; randomly when
li € POL, set C] = (Z1Zo)™ A, Y]. If not, let €] =
(zlzz)aﬁfA;U.;" Y!,D; = (Z1Z,)"Y(i = 1,2, ---). Then
C sends A ciphertext (C}, D))i=1,2,...1)-

4) Phase2: Repeat Phase 1.

5) Guess: The A must output a guess b’ for b.

If Z =T € Gpy, then this is a semi-functional ciphertext.
If Z = T, € Gy, this is a normal ciphertext. Hence, C can
use the output of A to distinguish between G, and G, with
nonnegligible probabilities.

Lemma 3: Sugpose there exists an algorithm such that

Gameyg, | amefinal

Adv,, Adv,, = ¢. Then we can build an algorithm
¥ with advantage > £ in breaking Assumption 3.
Proof: Given D = (G, gp, 83X, gIS,Y, Z>,X) in
Assumption 3.
1) Setup: Repeat Lemma 1.
2) Phasel: The attacker A makes the query through
the certificate generation algorithm. Randomly choose
w € Zy, and generate certificate K = gg‘Xz(gtzz)”,
L = (ghZ2)".
3) Challenge: A gives the challenger C two secret Sp and
S1 and a challenge access structure Ty and 77. C sets
b € {0, 1} randomly, and get linear secret sharing of S,
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TABLE 1. The comparison of the related privacy-preserving schemes.

Category/ Method of

Scheme Group of order caleulation Security feature Expressiveness Scope of hidden Primitives
[34] Prime order Outsourced Adaptively- CPA AND-Gates PartlyHidden Encryption
[35] Prime order Outsourced Adaptively-CPA AND-Gates PartlyHidden Encryption
[36] Prime order Outsourced Adaptively-CCA LSSS Full Hidden Encryption
[37] Composite order Local Adaptively-CCA LSSS Full Hidden Encryption

PCS-PP Composite order Local EU-CMA LSSS PartlyHidden Signature

by using access structure 7j,. And then C uses this secret

to produce a ciphertext. C choose 8; € Zy /0 and A; #

Bi randomly when [; € POL, set C] = (g;',Y)“}"'Ai_(/.r)" Y/.

If not, let C/ = (g;Y)“ﬁiA;(jr)iYi’, D = (Y)Y, i=

1,2,---.Then Csends A ciphertext (C], D})i1,2,... 1)-
4) Phase2: Repeat Phase 1.

5) Guess: A must output a guess b’ for b.

IfZ =T = e(gp, gy)*’, then this is a semi-functional
ciphertext. If Z = T, € Gp, this is a normal ciphertext.
Hence, C can use the output of A to distinguish between
T\ = e(gp, gp)** and G, with nonnegligible probabilities.

If Assumption 1, 2 and 3 hold, then attribute code of
prime composite order construction in the proposed PCS-PP
scheme is secure, so then the proposed PCS-PP is privacy.

VIIl. COMPARISONS

In this section, we analyze and compare the proposed
PCS-PP scheme with the related works [1], [2], [34]-[37]
from features and performance.

A. FEATURES

The proposed PSC-PP scheme uses an LSSS matrix to
develop an access structure which has strong expressiveness
and applies three primes composite order bilinear groups
based on data distortion to expose the public attribute name
and hide the attribute value to provide privacy preserva-
tion. However, there is no other policy-controlled scheme
that supports policy privacy preservation. Only the recent
works [34]-[37] are related to our work, but they differ.
So, we mainly compare it from the group of order, the
method of calculation, the security feature, the expressive-
ness, the scope of hidden and primitives.

Schemes [34] and [35] extend the privacy preservation of
CP-ABE to CP-AB-BE, which also provide kinds of methods
like partially hidden policy, direct revocation, and verifi-
able outsourced decryption. However, they only support the
AND Gate access policy which has weak expressiveness.
A CP-ABE with a full hidden policy [36] is based on LSSS.
But, since [36] will be a similar matching process before the
calculation with full hidden policy, which also increases the
computation. So, schemes [34]—[36] give all the computation
to outsourced decryption. Once the outsourced institution is
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attacked, it will also leak user information. The scheme [37]
also provides full hidden CP-ABE on LSSS. But its compu-
tations are too heavy without outsourced decryption. Due to
the nature of the policy-controlled signature, the proposed
PCS-PP scheme supports fine-grained access to verifiers.
Table 1 illustrates that the proposed PCS-PP scheme is the
only policy-controlled signature scheme that provides strong
expression, unforgeability, and privacy-preserving policy.

B. PERFORMANCE

We analyze the performance of the proposed PCS-PP scheme
from four aspects: key certificate storage, signature operation,
verification operation, and total operation. To the best of our
knowledge, this is the first PCS construction that supports
privacy-preserving policy, so we compare PCS [1] and univer-
sal policy-controlled signature UPCS [2] with our proposed
PCS-PP scheme. The result is shown in Table 2, where E be
the computational cost of exponentiation in Gp or Gr, M
is the computational cost of multiplication in Gp, P is the
computational cost of a bilinear pairing function, N is all of
the attributes in the access policy, and I is the attribute that
satisfies the policy. Let |Gp| be the actual size of the element
in group Gp, which is about 170 bits, and |p| be the actual
element size of the element in Zp, which is about 160 bits.

And then we provide an experimental evaluation of our
proposed PCS-PP scheme and other schemes [1], [2] on the
hardware platform, which consists of AMD Ryzen 5 3600
@3.60GHz processor and 16GB memory, and software plat-
form, which includes Ubuntu operating system for 64 bits and
Golang from the Stanford Pairing-Based Crypto library [41].

Fig.7 and Fig.8 present the comparison of the practical
computation cost on the execution of verification phase and
sign phase between the proposed PCS-PP scheme and the
relevant schemes [1], [2] in the case with the same number of
attributes. Fig.7 shows that the computation cost of the pro-
posed PCS-PP scheme is almost the same as schemes [1], [2]
in the sign phase and the efficiency of the sign phase is
proportional to the number of attributes.

However, Fig.8 demonstrates that the computation cost
of the proposed PCS-PP scheme is the lowest among the
schemes [1], [2] in the verification phase. The reason is that
the proposed PCS-PP scheme hides the original policy and
exposes the attribute name policy, the verifier does not need
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TABLE 2. Comparison of policy-controlled signature schemes with storage.

Category/Scheme [1] [2] PCS-PP
PKpy 2|Gy| (256 Bytes) 2|Gp| (256 Bytes) 2|Gp| (256 Bytes)
SK 14 2|p| (40 Bytes) 2|p| (40 Bytes) 2|p| (40 Bytes)
PK, |Gp| (128 Bytes) 2|Gp| (256 Bytes) 2|Gp| (256 Bytes)
SK, |p| (20 Bytes) |p| (20 Bytes) |p| (20 Bytes)
Cre, 3|Gp|(384 Bytes) 3|Gp| (384 Bytes) 2|Gp| (256 Bytes)

Signature Operation

Verification Operation 3ER2M+ (9+2n) P
Total O . (12) E+ (3+n) M
otal Operation + (1242n) P

(9+n) E+ (1+n) M+3P

(4+n)E+ (n-1) M+P (5+n) E+nM+P

(6+2n) P (7+2i) P
(4+n) E+ (n-1) (5+n) E+nM
M +(7+2n)P +(8+2i)P
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FIGURE 7. Comparison of time cost in signature generation.
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FIGURE 8. Comparison of time cost in signature verification.

to calculate all the attributes in the verification stage, but just
calculates the signature component of the exposed attribute
name and the attributes owned by his/her certificate, so as to
reduce the pairing calculation problem.

According to the performance analysis, the proposed
PCS-PP scheme has superiority in aspects of features,
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computation cost, storage compared with the existing signa-
ture schemes.

IX. CONCLUSION

In order to improve the expressiveness of access structures
and provide the privacy preservation of policy-controlled
signature, we use an LSSS matrix to develop access struc-
ture which has strong expressiveness and apply three primes
composite order bilinear groups based on data distortion
to expose the public attribute name and hide the attribute
value to provide the privacy preservation in the proposed
PSC-PP scheme which supports correctness, unforgeability
and privacy-preserving policy and fine-grained signature ver-
ification. Compared to the related signature schemes, the pro-
posed PSC-PP scheme has certain superiority in features,
computation cost and storage.

Nevertheless, there are some remaining issues that can
be handled in future work. The computation of signature
generation and size of the signature is linear to the size of its
policy and disturbance attributes. Therefore, the next step is to
research how to design construction of the policy-controlled
signature in which the cost of signature is constant.
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