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ABSTRACT Cybersecurity simulation is a useful, practical approach to provide insights to counter cyber
threats for organizations with a large-scale, complex cyber environment. From the micro behavior of
malware on a host to the macroscopic impact of a DDoS attack, various phenomena can be observed and
analyzed with simulation scenarios. Many platforms for cybersecurity simulation have been developed to
support simulation scenarios and models with different fidelity levels: live, virtual, and constructive. Many
platforms for cybersecurity simulation have been developed to support simulation scenarios and models
with varying fidelity levels: live, virtual, and constructive. Hence, the support of interoperability between
models with different fidelities remained untrodden in the cybersecurity simulation literature. In this paper,
we propose a novel cybersecurity simulation platform, Cy-Through, which enables full interoperability
between models with different fidelity levels, live/virtual and constructive models. Through the development
and demonstration of a prototype of the platform, we prove the possibility of a Live, Virtual, and Constructive
(LVCO)-interoperable cybersecurity simulation.

INDEX TERMS Cybersecurity simulation, simulation platform, virtualization platform, LVC interoperabil-

ity, prototype demonstration.

I. INTRODUCTION

Simulation has been a powerful tool allowing cybersecu-
rity researchers to explore different scenarios of cyber phe-
nomenon to analyze and assess cyber threats efficiently.
Due to the strengths of simulation, such as easy-to-construct
scenarios, reproducibility, and traceability, simulation tech-
niques are widely used in academia and the industry for
evaluating the impact of cyber threats and the resiliency of
existing/possible systems and network set-ups, and locating
a weak link in various cyber environments. For example, it is
fairly inefficient in time and effort to deploy hundreds of real
hosts when finding out the most resilient network topology
and configurations against a DDoS attack. Instead, we can
attain the optimal topology and configurations by simply
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exploring various scenarios consisting of hundreds of host
and network models.

Like other simulation models, cybersecurity simulation
has three different fidelity levels of simulation models: live,
virtual, and constructive. A live model is equivalent to a real
machine. Real hosts, network equipment, and actual network
protocols are used in a live simulation. A virtual model is
a model where a part or a whole of a system/mechanism
is virtualized or emulated. For instance, a virtual machine
that runs on a virtualization platform such as VirtualBox [1],
can be regarded as a virtual model. With advancements in
virtualization technology, there is no significant difference
between a live and a virtual model. Therefore, in cyberse-
curity literature, a live and a virtual model are often consid-
ered as models with the same fidelity. Lastly, a constructive
model is a limited or representative model in which only the
necessary logic of a system/mechanism is provided for the
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purpose of a simulation. In a constructive simulation, as the
interactions between constructive models are also abstracted
as events, actual network packets may not necessarily be
generated according to the purpose of a simulation. However,
thanks to the low fidelity of the model, a scenario with a large
scale network can be easily built and simulated compared to
the other simulation models. A scenario built by constructive
models may include up to thousands of hosts and a corre-
sponding number of network segments, which can hardly be
achieved in live and virtual model-based simulation.

Each simulation model, as described above, has a distinct
purpose and usage, and a simulation model is carefully con-
sidered and determined in advance of simulation. As the
demand for various simulation scenarios for cybersecurity
applications increases, so does the need for a new integrated,
hybrid simulation based upon the heterogeneous fidelity
models. For example, the creation of artifacts and the changes
on the system when compromising a host by a worm virus can
be observed through live/virtual simulation. If we can extend
the simulation to include constructive models, i.e., include
a large number of simulated hosts and network segments,
then it is also possible to attain the result of large scale com-
promises by worm viruses from one integrated simulation.
The integration of simulation models enriches the diversity
of simulation scenarios and improves the applicability of
simulation not only for cybersecurity testing and evaluations
but also for cybersecurity training.

There were a few researchers who tried to leverage the
advantages of the LVC interoperable simulation [2]-[4].
However, most of the research projects simply interconnected
heterogeneous models, making merely limited use of the
other model. Specifically, in most cases, benign packets are
interpreted and transferred seamlessly between the differ-
ent models while threat packets are not allowed to roam
between the models. Even in cases where threat packets
are allowed to be transferred between the models, the other
model only works as a relay node or a network segment
that simply returns the received threat packets to its origi-
nating model. Since analyzing the impact of a cyber threat
is one of the most important reasons to utilize cybersecurity
simulation, the aforementioned limitations have kept us
from using LVC interoperable simulation in a practical
sense.

In this paper, we introduce a prototype of an LVC inter-
operable simulation where cyber threat packets are seam-
lessly exchanged between heterogeneous models and their
impact of cyber threat packets is wholly analyzed. The rest
of the paper is structured as follows. Section 2 has some
of the related work of the study and the challenges for the
LVC interoperable cyber threat simulation. Section 3 pro-
vides the detailed architecture and rationale of our prototype.
Next, Section 4 proves the efficacy of our simulation with
an LVC interoperable scenario. Lastly, Section 5 summa-
rizes and concludes our study with discussions and future
work.
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Il. RELATED WORK

In this section, we will introduce some related work to
the LVC interoperable simulation and discuss challenges in
enabling LVC interoperability on cybersecurity simulation.

A. DIS AND HLA

Distributed Interactive Simulation (DIS) [5] and High Level
Architecture (HLA) [6] emerged in the military community
due to the need for joint, distributed training and exercises
supported by LVC interoperable simulation. DIS extended
its predecessor, SIMNET [7], introducing dead reckoning
to efficiently transmit the state of battlefield entities. HLA
was developed by the merger of the DIS protocol with the
Aggregate Level Simulation Protocol (ALSP) designed by
MITRE. Both DIS and HLA were ratified later as the IEEE
standards, IEEE 1278 [8]-[10] and IEEE 1516 [11]-[13],
respectively. A security-aware CPS simulator, COSSIM
[14], [15], can be taken as an up-to-date example of an
LVC interoperable cybersecurity simulation built based on
DIS-HLA technology.

Although DIS and HLA provide architectures and mid-
dlewares suitable for military training and exercises, they
are barely adoptable for cybersecurity simulations. The mid-
dlewares of DIS and HLA are designed to support data
exchanges between heterogeneous LVC simulation models
and entities, however, in general simulation for military train-
ing and exercises, the levels of fidelity coherently correspond
to the ones of abstraction, which are categorized as four lev-
els: campaign, mission, engagement, and engineering. This
means that most of events occur in each model, and the mid-
dleware only mediates the interactions between them. On the
other hand, in the majority of cybersecurity simulation, levels
of fidelity do not correspond to the ones of abstraction, which
makes heavy weather of LVC interoperability - the different
levels of fidelity are evenly used for cybersecurity simulation
models, but the level of abstraction is limited to the engineer-
ing level in most cases. To achieve LVC interoperability in
cybersecurity simulation, we will need to address frequent,
atomic data exchange between the most complicated models
while processing all the engineering-level events occurring in
each model.

B. TENA

Test and Training Enabling Architecture (TENA) started as a
research project to develop a simulation architecture which
provides interoperability to the US Army test and train-
ing systems [16]. One of the differences between TENA
and DIS/HLA is its intensive support for modularity and
object-orientedness. TENA also has a middleware and a data
exchange architecture, but its differentiated model-driven
architecture enables the fast, simple deployment and man-
agement of simulation. To achieve this, TENA imposes strict
requirements for participating models, unlike DIS/HLA,
which gives us another feature known as computer-enforced

VOLUME 9, 2021



D. Lee et al.: Cy-Through: Toward a Cybersecurity Simulation for Supporting Live, Virtual, and Constructive Interoperability

IEEE Access

agreements. The computer-enforced agreements ensure that
various LVC models detail the nature and form of the data
to be exchanged between the models. The introduction of
this scheme was based on consideration for the seamless
incorporation of live and virtual models that have highly
sophisticated communication sub-models. TENA has not
been standardized publicly by any organization yet, however
it is maintaining its position as de facto standard for LVC
interoperable simulation in the US military community.

Despite the cyber-friendly features such as computer
enforced agreements, TENA is not prepared to accommo-
date cybersecurity simulation. TENA per se is a competi-
tive architecture with LVC interoperability, though there has
been a limited number of contributions for simulation mod-
els to process cyber-specific events and interactions so far
[2], [17]-[19]. In the long run, cybersecurity models can be
developed and deployed for TENA, but it is premature to sub-
stantialize fully functional LVC interoperable cybersecurity
simulation in the TENA architecture.

C. EMULYTICS

EMULYTICS is one of the earliest and most well-known
LVC interoperable simulation platforms for cybersecurity
testing and training [3]. The EMULYTICS project is led by
Sandia National Lab and is still advancing as a comprehen-
sive platform by including from moving target technology
[20], [21] to CPS and embedded systems [4], [22]. The
constructive models of EMULYTICS are built based on
a COTS simulation tool, OPNET Modeler [23], currently
known as Riverbed Modeler [24], and leverages a System-
In-The-Loop (SITL) gateway [25], a bundled product with
OPNET Modeler, to bring LVC interoperability to the plat-
form. Under SITL gateway’s packet-level interoperability, the
EMULYTICS platform can smoothly accommodate the data
exchange of fundamental cyber threats between live/virtual
and constructive models. For example, in a simulation envi-
ronment of EMULYTICS, the cyber threat packets generated
by live/virtual models successfully flowed through construc-
tive network models, therefore they could then impact the
other live/virtual models. This alone can be regarded as a
considerable achievement in the development of LVC inter-
operable cybersecurity simulation.

Nonetheless, the applicability of the EMULYTICS plat-
form in LVC interoperable simulation is limited to particular
cases. Given the feature of the SITL gateway, benign packets
will be flawlessly exchanged between different LVC models.
Threat packets, however, cannot deliver their effects to mod-
els with different fidelity, i.e., live/virtual threats do not affect
constructive hosts and vice versa. A collective threat such as
a DDoS attack where the individual packets can actually be
benign, may be allowed in the platform exceptionally.

D. OTHER WORK
One of the most emerging applications of LVC interopera-

ble cybersecurity simulation is the cybersecurity testbed for
industrial control systems (ICS). Ever since TASSCS [26]
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adopted the SITL gateway to provide LVC interoperability
between its simulated electric grid and anomaly detection
testbed, similar work has continued to appear to date. Most
of the work follows the conventional Hardware-In-the-Loop
(HIL) architecture [27]-[30], where the hardware parts, such
as sensors and actuators in industrial control systems, are
often alternated by constructive simulation. In other words,
the constructive simulation in the ICS cybersecurity testbeds
is not an immediate target of cyber threats but merely a
representative of the effect of cyber threats. For this reason,
ICS cybersecurity testbeds do not support full LVC interop-
erability with the flawless threat exchange.

The essential prerequisite to achieving the full LVC inter-
operability for cybersecurity simulation is enabling the LVC
interoperability of cyber threats, which remains unresolved
due to the aforementioned difficulties. In this paper, we will
try to make monumental progress in the effort to develop
an LVC interoperable cybersecurity simulation by introduc-
ing additional modules to an EMULYTICS-like simulation
platform.

lll. CY-THROUGH PLATFORM

In this section, the detailed architecture and design of the
Cy-through platform, and the rationale behind the architec-
ture and design will be introduced.

A. OVERALL ARCHITECTURE
The architecture of the Cy-Through platform is essentially
divided into two worlds: constructive and live/virtual ones.
In the constructive world, we built a Discrete Event Sim-
ulation (DES) environment in which diverse cyber threat
scenarios can be created, based on Riverbed Modeler.
In a detailed view, a cyber threat scenario is composed
of threat modules which are designed to initiate inter-
nal events and eventually trigger a designated threat effect
when an event(s) meeting predefined conditions occurs.
To ensure compatibility between internal simulation models,
the events and conditions are made to contain parameters
referred from the National Vulnerability Database (NVD)
standard [31]. For example, suppose that a Linux host
(cpe:/o:linux:linux_kernel:2.6.19:rc3) in a simulation was
predefined to be compromised by a Use-After-Free vulner-
ability (CVE-2019-15292), then the host will be compro-
mised when a threat with the UAF vulnerability is received.
Other simulation models, such as firewalls and IPSs, were
equipped with a similar mechanism to allow a wide range
of cyber scenarios. In this method, we built a fundamen-
tal yet essential constructive cyber simulation platform that
can accommodate large-scale cybersecurity models. We have
developed 56 cyber threat modules based on 56 selected tech-
niques among over 250 techniques provided in the MITRE
ATT&CK model [32]. Table 1 shows the full list of cyber
threat modules that we implemented.

Models in the live/virtual world, as in most cybersecu-
rity simulations, can be regarded as real machines. There is
little to no software or malware that recognize virtualized
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TABLE 1. Selected MITRE ATT&CK techniques for cyber threat modules.
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or emulated environments, but excluding such exceptional
cases, we can assume our live/virtual world is the same as
real environments without loss of generality.

The features that set Cy-Through apart from the other
simulation platforms are a Cy-Through gateway and a
Cy-Through agent, which process data exchange between the
constructive and the live/virtual world and emulates threat
behaviors on an end-host, respectively. Fig. 1 depicts the
overall architecture of our simulation platform including the
Cy-Through gateway and the Cy-Through agent.

B. CY-THROUGH GATEWAY

The Cy-Though gateway plays a key role in our simulation
platform, mediating threat-involved packets between the con-
structive and live/virtual world. The gateway is built upon the
SITL gateway, complementing the limitations of the SITL
gateway which mainly copes with the inter-world exchange
of benign packets. One of the most critical limitations of
the SITL gateway is that it only supports up to the transport
layer, i.e., it does not deliver payloads of packets, nor pro-
cess those when their destination is the constructive world
unless there are explicit routines for those purposes. This is a
neglectable problem in many cases when mostly dealing with
benign packets, however, this problem becomes much more
critical when it comes to threat packets. To overcome this
challenge, we have taken a simple but clear approach with the
Cy-Through gateway: filling the holes of the SITL gateway.

A major feature of the Cy-Through gateway used to medi-
ate threat-involved packets is called threat translation. The
threat translation has two modes of operation: live/virtual-
to-constructive (LV-to-C) and constructive-to-live/virtual
(C-to-LV) translation. In each mode, the real/live world pack-
ets are converted into the constructive world packets and vice
versa, respectively.

Taking a closer look at the LV-to-C translation mode,
the contained threat translation can be defined as the abstrac-
tion of a threat packet. Once a threat signature is detected in
the packet, the Cy-Through gateway alternates the original
payload with a prepared one, which includes the following
data:

« Identifier that indicates whether the packet is benign or

a threat;

« Size of the original payload;

« Tactic to which the threat belongs;

o Technique to which the threat belongs;

o Other information can be referred for simulation running

The specific structure of a preprocessed payload is
depicted in Fig. 2, in which the numbers in parentheses
indicate the size of each data field. The preprocessing of
benign packets can be conducted in a similar way if necessary.
For example, firewall control packets from an administrator
clearly make an impact on the simulation environment even
though it is not a threat packet. To enable signature detection
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FIGURE 1. Overall architecture of Cy-Through platform.
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FIGURE 2. Structure of preprocessed threat packet.

in this step, we have utilized Snort [33], an open-source
intrusion prevention system for the deep packet inspection.
The overall procedure of the preprocessing process is in
Algorithm 1.

When the preprocessed packet arrives at the SITL gate-
way, the corresponding packet event is created through the
packet stream interrupt feature provided by the SITL gate-
way. The data of the threat provided in the preprocessing
step is included in the packet event so the target node can
determine what kind of threat event should be generated.

On the other hand, a completely reversed process is per-
formed in the C-to-LV translation. It is required to literally
“reconstruct” cyber threats with abstracted data from the
constructive world. To deal with this requirement, we used
real payloads extracted from real threat packets, saved as
pcap (packet capture) files. The Cy-Thorough gateway has
its own node in Riverbed Modeler and captures all the pack-
ets passing through the gateway. Once a packet destined to
the live/virtual world has arrived at the gateway, its process
model fetches the relevant threat payload from the database
with a search condition provided from the sender node and
assembles a threat packet using the fetched threat payload.
The assembled packet, finally, is sent to the target host by the
Cy-Through gateway.

Fig. 3 shows the two operation modes of the threat
translation, in which database tables with real and simu-
lated threat information help the gateway to identify cyber
threats and convert them into ones for the target worlds. One
thing to consider when designing complete, seamless LVC
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Algorithm 1 Preprocessing Process for LV-to-C Packet
Translation

/Il (MSG, TCQ, TTC, PSZ, FRG, DAT) is a tuple in
which each element corresponds to each field in Fig. 3
/I (+); is a tuple of the database A, associated to the
signature i

Function subPayload (P,N):

substitutes the payload of packet P with the new
payload N and creates a new packet P’

return P’
end

Function sendPacket (P):
sends the packet P to the Cy-Through gateway

return
end

while simulation continues to run do
if a packet P is entered to the gateway then
P <P
for each signature i € A do
if i C P then

N < (MSG, TCQ, TTC, PSZ, FRG, DAT)

P’ < subPayload (P ,N)
end

end
sendPacket (P)

end

end

interoperability is to make sure all the necessary packets are
translated. That is, benign packets also need to be translated
in cases where their effect on the target host is unignorable.

C. CY-THROUGH AGENT
The Cy-Through agent contributes to our platform in two
major ways: the diversification of cyber threats and the
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FIGURE 3. Cy-Through gateway and modes of operation.

simplification of the C-to-LV threat translation. It is worth
noting that both are related to the C-to-LV threat translation
which has more challenges than the opposite. It is very diffi-
cult to capture a whole variety of cyber threat packets as pcap
files to cope with diverse threats for the C-to-LV translation.
Therefore, we introduced a new type of threat packet, called
emulated threat which can embed a specially designed pay-
load. The agent is designed to download the payload, which is
formatted similar to the one in the preprocessed threat packet
and includes an attack script. Once the script is triggered by
the agent, it automatically performs predetermined malicious
behaviors. By this method, we could abridge the preparation
of exploit packets which is one of the most challenging
tasks, and freely create any malicious behaviors following
exploitation.

For instance, let us assume a case where there is a server
protected with single packet authorization and an attacker
who forges an authorization packet using a vulnerability of
the authorization protocol and sends it to the server, which
corresponds to the port knocking technique of the defense
evasion tactic in Table 1. This case can be simulated in
the constructive world without difficulty whereas, in the
live/virtual world, the case can be reproduced only if the
forged attack packet and a firewall with the vulnerability
are prepared. This is where an emulated threat comes in.
Although an emulated threat is not real, it can invoke the
effect that is expected from the real attack. We can emulate
the aforementioned case simply by opening the port using an
emulated threat instead of looking for the matching attack
packet and vulnerable application/service. Fig. 5 illustrates
the exemplified case. The upper part of the figure describes a
situation in which the real threat is delivered to the live/virtual
world and vice versa, using the real port knocking packet.
Once the attack packet is received by the targeted port,
the corresponding service opens the port (= 8080) and autho-
rizes the attacker to use it. However, at the lower side of
the figure, we can expect the same effect on the targeted
port with the Cy-Through agent and the emulated threat even
without the real attack packet. In this manner, the coverage
of our simulation platform on cyber threats can be expanded
infinitely, regardless of whether they are existing or potential
ones.
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In many cases in reality, a cyber attack can be resolved into
a Course of Action (CoA) [34]. Similarly, an advanced sce-
nario of a cybersecurity simulation should be able to deal with
the CoAs of cyber threats. In the context of the LVC interoper-
ability, it is suggested that the LVC gateway needs to process a
series of threat-related packets in the correct order based upon
the history of the previous ones. A simple approach for this
can be the use of a state machine, which we adopted for our
gateway. However, the more points requiring control means
the more chances of failure. Even if the Cy-Through gateway
handled threat packets flawlessly, the threat could fail in some
unexpected situations in between exploitation and following
behaviors on the target host. The Cy-Through agent helps
our platform tackle the above problems, allowing smoother
interoperation between the different simulation worlds. The
detailed control flows of the LV-to-C and C-to-LV threat
translation represented with UML sequence diagrams can be
found in the appendices.

IV. PROTOTYPE DEMONSTRATION

In this section, we provide the prototype configuration of the
Cy-Through platform and explain the experimental results
of the demonstration according to a detailed cyber attack
scenario.

A. PROTOTYPE CONFIGURATION & DEMONSTRATION
SCENARIO

We have built a network environment on Riverbed Modeler
17.5A PL6 for the demonstration of LVC interoperable sim-
ulation. As presented in Fig. 4, the network environment
is composed of multiple partitioned network segments to
accommodate an Advanced Persistent Threat (APT) scenario.
An e-mail server and web servers is/are deployed in the
DB zone and the server farm zone, respectively, that are
abused to attack the final targets, victim hosts in the user
zone. Each zone and the live/virtual world are operated on
100 Mbps full-duplex Ethernet, and a 1 Gbps full-duplex
Ethernet link is used to connect the zones. An attacker host
is only a live/virtual node outside the constructive network
environment. An attacker host is actually a virtual machine
on VMware Workstation Pro 15 [35], on which we installed
Ubuntu 18.04.4 LTS and the Cy-Through agent. In addition,
a customized version of Snort based on Snort 2.9.15.1 was
installed on the virtual machine as a part of the Cy-through
gateway. By monitoring the traffic between the attacker and
the victims, we can verify if the LVC interoperability of the
Cy-Through platform is realistically achieved.

The feature of the Cy-Through agent was expanded to send
and receive real packets including real threat packets, as well
as emulated threats. Note that these are handled by different
applications in the real environment. However, we introduced
the functions into the Cy-Through agent to build an integrated
simulation environment, enabling a smooth simulation work-
flow.

The demonstration procedure is thoroughly designed as
a typical APT scenario so that we can run through most
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FIGURE 5. Example of real and emulated port knocking attack.

of the platform features. The demonstration procedure is
divided into two phases. Phase 1 demonstrates most of
the simulation scenario including the LV-to-C translation.
Phase 2 was specifically designed to present the C-to-LV
translation, where the roles of the attacker and the victim
are reversed. The following is a detailed expatiation of the
demonstration procedure provided in Fig. 6:

Demonstration Procedure - Phase 1

Step. 1 Web server 1 is compromised by Attacker, setting
up a spear-phishing site on the web server.

Step. 2-3 Attacker sends Victim 1 a spear-phishing email
to lure the victim to Web Server 1, the compromised one.

Step. 4-9 After Victim 1 reaches Web Server 1, his creden-
tials for Web Server 2 is acquired by Attacker.

Step. 10 Attacker sets up another trap on Web Server 2,
with a drive-by compromise technique using the valid account
acquired from the previous attack.

Step. 11-12 Victim 2 is compromised by the drive-by
compromise attack.
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Step. 13-15 Web server 2 used as a C&C server delivers
Attacker’s command to infiltrate data from Victim 2. The
victim sends back the targeted data to Attacker via FTP.

Demonstration Procedure - Phase 2

Step. 16-20 Switching their roles between Attacker and
Victim 2, Victim 2 delivers Automated Exfiltration as an emu-
lated threat to Attacker (Step. 16). Then, Victim 2 sends an
e-mail and subsequently a threat packet with Win32_Miner
to Attacker. This procedure is intended to represent a sce-
nario where Attacker is victimized by a phishing email and
downloads a malicious file from Web Server 1 (Step. 17-20).
In this case, Win32_Miner is not an emulated threat, but a
binary threat file which is actually used in cyber attack cases.

To make the above traffic flow without packet-specific
counterparts at the live/virtual host, we developed an inte-
grated processing agent to deal with every packet received
through the Cy-Through gateway. In addition, the agent is
designed to generate different types of traffic delivered across
the gateway. Without loss of generality, UDP was chosen as
a transport layer protocol for traffic generation, instead of
TCP with which operations are more complicated because
of its session management. We intentionally differentiated
destination ports into 11223 and 11224, which is for benign
packets and threat packets, respectively.

Note that although all the packet types in the procedure
can be categorized into threat packets in a broad sense,
only the packet whose payload is directly associated with
the ATT&CK techniques (hence the simulation/emulation of
the threat effect is explicitly required), was considered as a
threat packet. In other words, the packets were categorized as
benign, except for the packets that required the engagement of
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FIGURE 7. Measured traffic flow received/sent by Attacker.

a threat-related process of the Cy-Through platform. It should
also be noted that the direction of each flow does not represent
a single packet necessarily. Each flow may consist of multiple
packets, which can include ones in the opposite direction as
well.

We added background traffic between the live/virtual
world and the constructive world to prove the real-time capa-
bility of our simulation platform in a real-life environment.
The emulated database access traffic, added up to 1 MByte/s
on average, from both directions, was given between the
Attacker host and the DB servers in the DB zone.

B. EXPERIMENTAL RESULTS

First, the received and sent traffic at the major nodes was
examined to make sure that the overall simulation and the
generation of the traffic flows were carried out as planned
in the demonstration procedure. Fig. 7 and Fig. 8-9 present
the byte rate of received/sent traffic by the attacker node
and the victim nodes, respectively. It can be observed that
the traffic pattern is following the demonstration procedure
throughout the simulation. Comparably higher peaks appear
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around T = 50 (at Attacker and Victim 1) and 7 = 80 (at
Attacker and Victim 2), which are related to the infiltration
traffic via FTP. On the other hand, only Victim 1 has peaks
around T = 25, which is related to the website access
traffic via HTTP between Web Server 1 and Victim 1. The
highest peak is found around 7 = 107, which arose from the
transmission of Win32_Miner [36], the binary file with a size
of 1.4 MByte.

More importantly than the byte rate, we needed to identify
the content of the traffic flow to verify if the threat translation
was performed properly between the live/virtual and the
constructive worlds. The packet captures with Wireshark
in Fig. 10 confirm how the Cy-Through gateway translated
different types of packets. In Fig. 10a-10b, we can look
into the LV-to-C packets before and after preprocessing. The
packet in Fig. 10a is the first threat packet (Exploitation for
Client Execution at T = 10) sent from Attacker. Any readable
information is not found here as the packet is delivering
binary data. This packet is not supposed to be received
from the constructive world as our gateway captures and
preprocess it before its delivery. The inside of the prepro-
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cessed packet is seen in Fig. 10b, where the structure of the
preprocessed threat packet described in Fig. 2 is identified
clearly through the highlighted part. The first 0 x 01 part
denotes that it is a threat packet while 0 x 00 means a benign
packet. The size of the original payload (= 111 Byte) can
also be confirmed from the *6f” part at offset 0 x 007b in the
packet byte pane.

Looking into the C-to-LV packets depicted in
Fig. 10c-10d, the two different types of threats, a real threat
and an emulated threat, are clearly distinguished from each
other. Fig. 10c shows the packet dump from the delivery
of an actual malware (Win32_Miner at T = 107). We can
confirm the name of the malware as well as the signatures
of a PE format including the magic number (= 0 x 4d5a).
On the other hand, Fig. 10d presents the packet bytes of an
emulated threat (Automated Exfiltration at 7 = 90) delivered
to the Cy-Through agent at the Attacker host. As mentioned
above, the structure of the data is the same as the one in
a preprocessed packet, however, the additional info field is
filled out with an attack script so the agent can emulate cyber
attack behavior.

As aresult of the extensive demonstration, we were able to
ensure that the LVC interoperable simulation was carried out
with precision per the demonstration procedure. Particularly,
no significant delay was observed in the process of packet
exchange although additional background traffic was given
between the live/virtual world and the constructive world.
The different types of packets between the two worlds
were translated by the Cy-Through gateway as we intended,
and the Cy-Through agent processed and generated the
delivered packets in a timely and accurate manner. This
encouraging result shows promise for a fully functional

VOLUME 9, 2021

;
2 )

"7 15000 |- —+ Benign |
S

a8

= 10000 ]
L

%]

2

“ﬁ 5000 7
s

F

. ! all | |
0 20 40 60 80 100 120
Elapsed Time (s)
(b) Traffic sent by Victim 1
1e+06 E ! E
= — Al Traffic
< 100000 £ [—+ Benign 3
g —= Threat
@ 10000 ¢ 3
£ 1000 F 1
%)
2 100 F 1
E
E 10 b ]
0 20 40 60 80 100 120

Elapsed Time (s)
(b) Traffic sent by Victim 2

LVC interoperable simulation platform that provides a
seamless, flawless exchange of cyber threats between sim-
ulation models with different fidelity. Nevertheless, our
prototype also shows some limitations to improve upon,
which will be further discussed in the next section of the
study.

V. DISCUSSIONS

The LVC interoperability of the Cy-Through platform with
the support of the threat translation and emulated threat
features could be confirmed in the prototype demonstra-
tion. However, no direct performance comparison with other
simulation schemes has been provided since very limited
work on the LVC interoperation of cyber threats has been
done. For this reason, we conducted a comparative study in
functional aspects of the simulation schemes. Table 2 pro-
vides the comparison results between a number of simula-
tion schemes/platforms. As listed in the table, a significant
amount of work has been proposed as ICS/SCADA testbeds
since TASSCS [26] adopted SITL as an LVC gateway
and RTDS for its constructive environment. All the other
ICS/SCADA schemes in the table also followed a similar
architecture to support the LVC interoperability, however,
no work that considered the LVC interoperation of cyber
threats in earnest until recently. In the other words,
existing ICS/SCADA cyber security testbeds assume that
cyber attacks occur only in the live/virtual world, which can
be a plausible assumption when the constructive world is sim-
ply composed of sensors and actuators. Nevertheless, consid-
ering the recent changes in the pattern of cyber attacks, where
the threats to embedded systems and hardware are on the
rise, there will be a need to cover cyber threats existent in the
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No. Time. Source Destination Protocol  Length Info
E 368 11.117297 172.168.0.157 192.168.30.2 ubp 153 55343-11224 Len=111
516 16.082458 172.168.0.157 192.168.100.2 UDP 194 40135-11223 Len=152
517 16.082461 172.168.0.157 192.168.100.2 ubp 194 40135-11223 Len=152

No. Time. Source Destination Protocol  Length Info
371 11.117449 172.168.0.157 192.168.30.2 UDP 239 55343-11224 Len=197
517 16.082461 172.168.0.157 192.168.100.2 ubP 194 40135-11223 Len=152
1052 36.112980 172.168.0.157 192.168.30.2 upP 153 55343-11224 Len=111

1852 26 112096 172 162 n_157 162 20 2 uno. 2 5524211224 Lan=111

|__1nea se 13117 19 120 n_aes 102 120 20 o unn 104 &
» Frame 368: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits) on interface @

» Ethernet II, Src: Vmware_ae:6a:9c (00:0c:29:ae:6a:9c), Dst: 00:00:00_00:00:7b (00:00:00:00:00:7b)
» Internet Protocol Version 4, Src: 172.168.0.157, Dst: 192.168.30.2

» User Datagram Protocol, Src Port: 55343, Dst Port: 11224

» Data (111 bytes)

00 00 00 00 00 7b 00 Oc 29 ae 6a 9c 08 00 45 00
00 8b ed 70 40 00 40 11 cl1 01 ac a8 @0 9d c0@ a8
le 02 d8 2f 2b d8 @0 77 94 b6 00 25 af c9 f1 11
75 17 92 10 1f e9 c9 cf 55 49 1f 51 9f db 35 98
3526 1c 1d 5c 81 f7 49 dl1 d3 13 05 e6 75 3d ce
a2 f6 2c e5 ef c6 d9 d3 4a 78 1la d6 a7 bl d3 8f
ef la db d7 35 14 55 a2 97 d4 c4 el e3 96 7a @b
1f 68 95 5f 45 d6 e5 7c ed 5f fe 7a 36 2f b6 e4
7d @e 01 9d 90 of 08 dc @c 78 59 b5 82 c6 7f 17
86 5d 3e 3b 24 c5 f4 22 be

(a) LV-to-C packet before preprocessing

10> a5
Frame 371: 239 bytes on wire (1912 bits), 239 bytes captured (1912 bits) on interface @
Ethernet II, Src: Vmware_ae:6a:9c (00:0c:29:ae:6a:9c), Dst: 00:00:00_00:00:7b (00:00:00:00:00:7b)
Internet Protocol Version 4, Src: 172.168.0.157, Dst: 192.168.30.2
User Datagram Protocol, Src Port: 55343, Dst Port: 11224
Data (197 bytes)
Data: 01457865637574696f
00 00 00 00 00 7b 00 Oc 29 ae 6a 9c 08 00 45 00
00 el ed 71 40 00 40 11 O aa ac a8 00 9d c@ a8

«vvvvl—

0020 le @2 d8 2f 2b d8 00 cd 28 b4 01 45 78 65 63 75

0030 74 69 6f 6e 00 00 00 00 00 00 00 00 00 00 00 00

0040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 . ae aes
0050 00 00 00 45 78 70 6¢c 6f 69 74 61 74 69 6f 6e 20 ...Explo itation
0060 66 6f 72 20 43 6c 69 65 6e 74 20 45 78 65 63 75 for Clie nt Execu
0070 74 69 6f 6e 00 00 00 00 00 00 00 6f 00 00 00 01 tion.... ... Ouuns
0080 40 65 63 68 6f 20 6f 66 66 0d @a 52 45 4d 20 57 @echo of f..REM W
0090 69 6e 52 4d c@ bb 20 c@ cc bf eb c7 d8 20 bf f8 o

inRM.. .
b0 dd 20 cl a2 bc d3 c@ cc 20 b@ al b4 c9 c7 cf ..

00b0 b5 b5 b7 cf 20 bd c3 bd ba c5 db 20 bc b3 cl a4
00c0 @ bb 20 ba af b0 e6 c7 d4 @d @a 77 69 6e 72 6d
60do 20 71 75 69 63 6b 63 6f 6e 66 69 67 20 2d 66 6f quickco nfig -fo
00e0 72 63 65 20 3e 72 65 73 75 6¢ 74 2e 74 78 74 rce >res ult.txt

(b) LV-to-C packet after preprocessing

No. Time. Source Destination Protocol  Length Info
3061 109.401424 192.168.100.2 172.168.0.157 UDP 1428 11224-11224 Len=1386
3062 109.404093 192.168.100.2 172.168.0.157 uoP 1428 11224-11224 Len=1386
3063 109.406623 192.168.100.2 172.168.0.157 ubP 1428 11224-11224 Len=1386

2064100 400124 102 162 100 2 172 162 0 157 uni 1122411224 1 an=1226

No. Time. Source Destination Protocol  Length Info
2558 91.163959 192.168.200.100 172.168.0.157 ubP 310 11224-11224 Len=268
2973 106.156320 192.168.100.2 172.168.0.157 UDP 270 11223-11223 Len=228
3061 109.401424 192.168.100.2 172.168.0.157 ubP 1428 11224-11224 Len=1386

062100 404002 102 162 100 172 168 o 15 1122411224 1 an=1226

3 EVEYS
» Frame 3061: 1428 bytes on wire (11424 bits), 1428 bytes captured (11424 bits) on interface @

» Ethernet II, Src: 00:00:00_00:00:7b (00:00:00:00:00:7b), Dst: Vmware_ae:6a:9c (00:0c:29:ae:6a:9c)
» Internet Protocol Version 4, Src: 192.168.100.2, Dst: 172.168.0.157

» User Datagram Protocol, Src Port: 11224, Dst Port: 11224

v Data (1386 bytes)

Data: 0157696e33325f: 7

00 9d 2b d8 2b d8 05 72 b6 db 01 57 69 6e 33 32
5f 4d 69 6e 65 72 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 @0 58 4d 52 69 67 2e 43 6f 6d 6d 6f 6e 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 14 05 00 00 00
4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00

1D EVEYS
Frame 2558: 310 bytes on wire (2480 bits), 310 bytes captured (2480 bits) on interface @

b8 00 00
00 00 00
00 00 00
Qe 1f ba
69 73 20
74 20 62
6d 6T 64
50 45 00
00 00 00
00 b8 of
00 fo b

00 00 00 00 00
00 00 00 00 00
00 00 00 00 00
0e 00 b4 09 cd
70 72 6f 67 72
65 20 72 75 6e
65 2e 0d od 0a
00 4c 01 @b 00
00 €0 00 0e 03
00 00 18 00 00
00 00 00 40 00

40 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 80 00 00 00
21 b8 01 4c cd 21 54 68
61 6d 20 63 61 6e 6e 6f
20 69 6e 20 44 4f 53 20
24 00 00 00 00 00 00 00
ae f8 89 5a 00 00 00 00
0b 01 02 1c 00 €@ 0b 00
00 15 00 00 00 10 00 00
00 10 00 00 00 02 00 00

is progr am canno
t be run in DOS
mode. ..

PE..L

04 00 00 00 00 00 00 00
00 50 10 00 00 04 00 00

04 00 00 00 00 00 00 00
14 56 10 00 03 00 00 00

(c) C-to-LV traffic with a real threat (Win32_Miner)

>
» Ethernet II, Src: 00:00:00_00:00:7b (00:00:00:00:00:7b), Dst: Vmware_ae:6a:9c (00:0c:29:ae:6a:9c)
» Internet Protocol Version 4, Src: 192.168.200.100, Dst: 172.168.0.157
» User Datagram Protocol, Src Port: 11224, Dst Port: 11224
v Data (268 bytes)

Data: 01457866696c7472617469676e0000000000000000000000. . .

00 @c 29 ae 6a 9c 00 00 00 00 00 7b 08 00 45 00

01 28 00 12 00 00 18 11 6b 61 cO a8 c8 64 ac a8
0020 00 9d 2b d8 2b d8 @1 14 a0 fe 01 45 78 66 69 6¢C
0030 74 72 61 74 69 6 6e 00 00 00 00 00 00 00 00 00
0040 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
0050 00 00 00 41 75 74 6f 6d 61 74 65 64 20 45 78 66 .« .Autom
0060 69 6c 74 72 61 74 69 6f 6e 00 00 00 00 00 00 00 iltratio
0070 00 00 00 00 00 00 00 00 00 00 00 b6 00 00 00 01 ........ seovuens
0080 0d Ga 24 70 69 6e 67 20 3d 20 4e 65 77 2d 4f 62 $ping = New-Ob
0090 6a 65 63 74 20 53 79 73 74 65 6d 2e 4e 65 74 2e  ject Sys tem.Net.
00a0 4e 65 74 77 6f 72 6b 69 6e 66 6f 72 6d 61 74 69 Networki nformati
00b0  6f 6e 2e 70 69 6e 67 3b 20 66 6f 72 65 61 63 68 on.ping; foreach
00co 28 24 44 61 74 61 20 69 6e 20 47 65 74 2d 43 6f ($Data i n Get-Co
00d0 6e 74 65 6e 74 20 2d 50 61 74 68 20 23 7b 69 6e ntent —P ath #{in
00e0 70 75 74 5f 66 69 6c 65 7d 20 2d 45 6e 63 6f 64 put_file } -Encod
00f0 69 6e 67 20 42 79 74 65 20 2d 52 65 61 64 43 6f ing Byte -ReadCo
0100 75 6e 74 20 31 30 32 34 29 20 7b 20 24 70 69 6e unt 1024 ) { $pin
0110 67 2e 53 65 6e 64 28 22 23 7b 69 70 5f 61 64 64 g.Send(" #{ip_add
0120 72 65 73 73 7d 22 2c 20 31 35 30 30 2c 20 24 44 ress}", 1500, $D
0130 61 74 61 29 20 7d ata) }

(d) C-to-LV traffic with an emulated threat (Automated Exfiltration)

FIGURE 10. Captured traffic between the live/virtual world and the constructive world.

ICS/SCADA constructive environment. Although StealthNet
is a great example that demonstrated the simulation of cyber
threats in the constructive environment, supporting a wide
range of hardware-targeted cyber attacks such as radio jam-
ming and channel scanning, the cyber threats cannot roam
freely between the different worlds due to the limitation of
the simulation scheme.

Emulytics can be said to be one of the most advanced
work in the LVC interoperation of cyber threats. However,
as mentioned above, the scheme also has a limitation in the
seamless exchange of cyber threats. For instance, in [21],
the experiments in the cyber defense and performance aspects
of moving target defense framework were carried out each
in the live/virtual and constructive environments separately.
This is due to the limited LVC interoperability of the
simulation framework, which allows only partial support of
cyber threat translation such as the pass-through of cyber
threats.

Given all the analysis, it is obvious that the Cy-through
platform delivers unparalleled interoperabiltiy in a cyber
security simulation, compared to the other simulation
schemes. Despite the achievement with our prototype, we still
have challenges to overcome before a fully functional
interoperable LVC simulation can be achieved. The major
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challenges that can be posed for a fully interoperable LVC
platform include the following: 1) Scarcity of real threats: In
contrast with the LV-to-C translation, the real-world threat
packets are necessary to convert threats in the C-to-LV
translation. Collecting almost every cyber threat mfrom the
real-world is a pious hope at a laboratory level. We believe
the emulated threat feature of the Cy-Through agent will
be helpful to address this issue, however, some problems
remain. For example, emulated threats cannot be used when
testing a network-based IPS, as an emulated threat packet
does not include signatures found in the real-world threats.
An additional feature like signature injection might be needed
for such cases. 2) Lack of TCP support: The Cy-Through
platform can process the exchange of TCP packets at the
packet-level, but we had to choose UDP as a default pro-
tocol for the packet exchange because of the uncertainty in
session management. However, considering that TCP is also
a dominant protocol in cyber threats, the support for TCP
will be essential for future simulation platforms. There are a
few more limitations to our simulation platform. For instance,
for a similar reason with 2), support for TLS (Transport
Layer Security) such as SSL (Secure Socket Layer) is hardly
expected in our platform. All these limitations will be tackled
in our future iterations.
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TABLE 2. Comparison between LVC interoperable cyber simulation schemes/platforms.

. Cyber Attack LVC Threat Underlying Emulated
K Appl D
Wor pplication NV Framework Translation | Technology/Tools Threat

Cy-Through Cyber Trainer/ |y pq ATT&CK N/A SITL YES
Testbed
Military Trai

StealthNet [2] [19] | Military Trainer/ |-y pq N/A N/A TENA N/A
Testbed

Emulytics [3] [4] Cyber Trainer/ . .

N/A | Kill Chain [37 N/A SITL N/A

[20] [21] [22] Testbed il Chain [37]
I ADA

COSSIM [14] [15] | [C5/SC N/A N/A N/A HLA N/A
Testbed

CSDS [17] Cyber Trainer/ N/A N/A N/A TENA N/A
Testbed

NCR [18] Military Trainer/ |\, Kill Chain N/A TENA N/A
Testbed

TASSCS [26] ICS/SCADA N/A N/A N/A SITL N/A
Testbed

RTCPS [27] ICS/SCADA N/A N/A N/A SITL N/A
Testbed

NISTIR 8089 [28] | [CO/SCADA N/A N/A N/A Simulink [38] N/A
Testbed

RTTE [29] ICS/SCADA N/A N/A N/A Simulink N/A
Testbed

Softgrid [30] ICS/SCADA N/A N/A N/A PowerWorld [39] N/A
Testbed
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FIGURE 11. Sequence diagram of LV-to-C translation.
VI. CONCLUSION

In this paper, we proposed a novel cybersecurity simulation
platform, Cy-Through. Our platform is designed to pro-
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vide interoperability between simulation models with differ-
ent fidelity, live/virtual and constructive models. To enable
this, the Cy-Through gateway and Cy-Through agent were
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FIGURE 12. Sequence diagram of C-to-LV translation.

introduced. The Cy-Through gateway carries out the
exchange of cyber threats with a packet-specific conversion
process called threat translation. The Cy-Through agent
processes delivered packets at end-point hosts to support
smoother threat delivery and various types of cyber threats
including emulated threats, which can enrich cyber threats for
diverse attack scenarios. Despite the imperfections aforemen-
tioned in the previous section, we expect that our platform
will pave the road towards cybersecurity simulation with
full LVC interoperability by greatly enriching cyber attack
scenarios in cybersecurity simulation that demand the LVC
interoperable exchange of cyber threats. Our platform is
expected to be widely adopted for a range of applications,
including cybersecurity simulation for decision making and
analysis as well as cybersecurity training and exercise sys-
tems. Additional synergies are expected to arise through
an integration between our platform and a widely used
model-driven architecture such as TENA.

APPENDIX A
SEQUENCE DIAGRAM OF LV-TO-C TRANSLATION
See Fig. 11.

APPENDIX B
SEQUENCE DIAGRAM OF C-TO-LV TRANSLATION
See Fig. 12.
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