IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received October 30, 2020, accepted December 12, 2020, date of publication December 31, 2020, date of current version February 2, 2021.

Digital Object Identifier 10.1109/ACCESS.2020.3048614

Physical Layer Security Performance Analysis of
Hybrid FSO/RF Communication System

WAFAA MOHAMMED RIDHA SHAKIR", (Student Member, IEEE)

Department of Computer Systems, Technical Institute of Babylon, Al-Furat Al-Awsat Technical University, Babil 51015, Iraq

e-mail: inb.wfa@ atu.edu.iq

ABSTRACT In this paper, the secrecy performance of the physical layer security (PLS) of the hybrid
free-space optical/radio frequency (FSO/RF) communication system is analyzed. The transmission protocol
of the considered system is performed under the eavesdropper’s attempt to overhear the RF link between
the transmitter and legitimate receiver of the hybrid system. The FSO link is characterized by Malaga-M
distribution while the RF links are modeled by Nakagami-m distribution. The two practical eavesdropping
modes considered in this paper include: colluding and non-colluding. Exact closed-form expressions for the
system’s secrecy outage probability (SOP), the asymptotic of the SOP (SOP°), the probability of strictly
positive secrecy capacity (SPSC), the average secrecy capacity (ASC), and the asymptotic of the ASC
(ASC®), are specifically derived under the influence of both eavesdropper modes. Our derived analytical
expressions present an efficient tool to investigate the impact of some channel parameters on the secrecy
performance, namely the fading severity of the RF links, atmospheric turbulence severity, pointing error of
the FSO link, number of eavesdroppers, and the power of the eavesdropper links. The results show that the
increase of the eavesdroppers’ number under both modes profoundly degrades the considered system secrecy
performance. The accuracy of the numerical results obtained is validated by Monte-Carlo simulations.

INDEX TERMS Physical layer security, hybrid FSO/RF system, secrecy outage probability, asymptotic of

the secrecy outage probability, probability of strictly positive secrecy capacity, average secrecy capacity.

I. INTRODUCTION

A. BACKGROUND AND RELATED WORKS

Along with the massive increasing demands of the
fifth-generation (5G) wireless networks for the high-data
rates technology, the scientific community has witnessed a
huge growth of interest in the optical wireless communica-
tions (OWC) that satisfies the 5G broad bandwidth speci-
fications [1]. Free-space optical (FSO) is considered to be
one of the most promising WOC techniques due to its merit
specifications. The extensive bandwidth, free licenses, strong
security, low implementation costs, and many other attractive
properties make the FSO technology permits the realization
of many potential applications in the front-haul access net-
work, building communications, emergency disaster recov-
ery, and military applications [2]. However, the FSO link
is susceptible to atmospheric turbulence, pointing error, and
adverse weather effects that can create an optical-beam signal
divergence and significantly attenuate the optical signal [3].
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For example, a moderate fog condition may attenuate the
optical beam by 40 dB/Km [4].

Hybrid free-space optical/radio frequency (FSO/RF) com-
munication is one proposed approach to improve the reliabil-
ity and availability of the FSO link by enabling the benefits
of both technologies [5], [6]. The overarching idea of the
hybrid FSO/RF system is to transmit identical signals simul-
taneously over both links and combining the received signals
using one diversity combining technique. This is logical
because the two links exhibit compatible characteristics to
atmospheric and weather effects; whereas the RF link is not
prone to atmospheric turbulence or fog as the case of the FSO
link, but rather to heavy rain [7]. It should be noted that the
considered hybrid FSO/RF system in this paper significantly
differs from the mixed FSO-RF systems since the FSO
link is only part of the mixed FSO-RF relay system [8].
However, the differences in the system configurations of the
hybrid FSO/RF and mixed FSO-RF systems make them have
different methods of analysis and advantages.

Recently, due to the broadcasting nature of the wireless
medium, makes the RF channel vulnerable to eavesdropping
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attack, there is an enormous amount of private information
leakage from legitimate channels [9]. On other hand, FSO
communication is more secure due to the highly directional
optical beam, but it is highly susceptible to atmospheric
conditions and adverse weather effects and may experience
transmission outage when the channel quality of the FSO
link is poor [10]. The physical layer security (PLS) has
been widely considered as a companion tool to the con-
ventional higher layer’s cryptography schemes. The PLS
aims for enabling significantly improve security level of
communications as well as offer low computing complexity
for devices with fewer resources in the 5G networks [11].
Interestingly, the PLS paradigm, introduced pioneeringly by
Wyner in [12], aims at establishing perfectly secure com-
munication, by exploiting the random characteristics of the
wireless channel (e.g., fading, noise, interference, etc.) in the
presence of an eavesdropper. In practice, all eavesdroppers
may jointly process their received message to a central data
processing unit as in the case of the colluding eavesdropper
mode. For a non-colluding mode, the eavesdroppers individ-
ually overhear the communication without centralized con-
trol. Inherently, the colluding case is more efficient where
multiple eavesdroppers appear and work in a cooperative
manner [13]. Therefore, the latest developments in PLS along
with the tremendous capability of the hybrid FSO/RF system
in different applications have motivated us to investigate the
PLS performance of such a system in this research work.
A comprehensive open literature review confirms that the
current research works on the PLS of such systems are mostly
limited to either the single FSO link systems [14]-[17] or
mixed FSO-RF systems [18]-[30], and the PLS of hybrid
FSO/RF system is not yet explored despite the enormous
potential of this system in different current and future appli-
cations. In [5], the secrecy performance analysis of the hybrid
FSO/RF system is restricted to the secrecy outage probability
only. Recently authors’ in [31] investigated the PLS for an RF
backhaul system with a parallel FSO link. In this work [31],
the authors’ considered an eavesdropper which is trying to
intercept data from the RF link only. The scenario of [31] can
be considered as our special case because the investigation
of both eavesdropping modes unifies the performance eval-
uation of PLS of the hybrid FSO/RF system. More recently,
in [32], the communication over hybrid FSO and MMW links
is assumed to be secure by optimizing the resource allocation
of each link concerning the system’s power budget. It is
noteworthy to point out that, all the aforesaid studies never
focus on a general security performance of the physical layer
of the hybrid FSO/RF systems that is influenced by both
modes of eavesdropping.

B. MOTIVATION AND CONTRIBUTIONS

The secrecy performance of the hybrid FSO/RF systems
is still, an open topic, as there are very few studies that
carried out the secrecy analysis of these systems. Again,
in the open literature, secrecy performances were analyzed
mostly for mixed FSO-RF systems. To the best of our
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knowledge, the general security performance analysis of the
hybrid FSO/RF system has not yet been fully investigated.
In this paper, in addition to considering a PLS analysis of
the hybrid FSO/RF system configuration, we address the
secrecy performance of this considered configuration under
the effects of the non-colluding and colluding eavesdrop-
ping modes, with the presence of multiple eavesdroppers
for the first time for this type of configuration. Moreover,
since the wireless channels vary frequently with time, hence
assuming Nakagami-m channel model in the RF links will
provide a more realistic secrecy analysis of hybrid FSO/RF
systems. On the other hand, the Mdlaga-M fading model of
the FSO link of the investigated system can also accurately
make intelligible outcomes amid intense atmospheric turbu-
lence and pointing error impairment circumstances. Inspired
by these conveniences, we present a secure scenario over
the Mélaga-M/Nakagami-m hybrid FSO/RF fading channel.
We also assume an eavesdropper can wiretap transmitted data
utilizing RF link only. In summary:

o« We first obtain the cumulative distribution func-
tion (CDF) of selective combining (SC) scheme-based
hybrid FSO/RF system using the CDF of each link.

o We analyze the secrecy characteristics when the legiti-
mate RF link is subjected to colluding and non-colluding
attacks by eavesdroppers considering popular secrecy
metrics. More precisely, new exact expressions of the
secrecy outage probability (SOP), the asymptotic SOP
(SOP®°), the probability of strictly positive secrecy
capacity (SPSC), the average secrecy capacity (ASC),
and the asymptotic of the ASC (ASC®°) are deduced.
These expressions are novel compared to the exist-
ing works as the effect of colluding and non-colluding
attacks is not reported in the exiting hybrid FSO/RF
literature.

« We exploit these expressions to drive the numerical
results with selected figures. Moreover, Monte-Carlo
simulations further verify the accuracy of the derived
analytical results.

« As our proposed model ascertains security at the physi-
cal layer, we exhibit all consequences regarding effects
of fading/scintillation severity, pointing error, the num-
ber of eavesdroppers, and SNR of the eavesdropper link
parameters are investigated to gain further insight into
the behavior of the PLS of the investigated system.

The outline of this paper is as follows: Section-II intro-
duces models of the adopted system and channel, while in
Section-111, an analytical expression for the two eavesdropper
modes is derived for the SOP, SOP*°, SPSC, ASC, and
ASC®™. Section-IV contains several illustrative numerical
examples accompanied by insightful discussions. Section-V
concludes the paper.

Il. SYSTEM AND CHANNEL MODELS
As shown in Fig. 1, we consider a hybrid FSO/RF
system operating under parallel FSO and RF legitimate
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transmission links in the presence of N eavesdroppers (Eve)
intended to overhear the legitimate RF link. In such a sce-
nario, the transmitter (T) of the considered system transmits
a private message to the desired receiver (R) over both links
simultaneously. At the receiver, the selective combiner (SC)
selects the signal of the best link (i.e., the signal with the high-
est signal-to-noise ratio (SNR)). Here, the hybrid FSO/RF
link is considered the main channel, while the transmitter-
to-eavesdroppers (T-Eve) link is named the wiretap channel.

A. THE MAIN CHANNEL MODEL
The FSO link is characterized by the Mdélaga-M distribu-
tion [33], whereas the atmospheric turbulence and pointing
error impairments of the FSO link have been described are
very accurately by this model. Considering the intensity mod-
ulation/direct detection (IM/DD) and heterodyne detection
(HD) schemes for optical signal detection, the probability
density function (PDF) and cumulative distribution func-
tion (CDF) of instantaneous SNR y are as the following [34]
2 ; 2
A B e +1
o=y it n(2) 52

1,61
. 0) (2

In (1) and (2), G;’f”; is the Meijer’s G-function, and
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denotes the average power of the scattering component
received by off-axis eddies, €’ represents the average power
from the coherent contributions, & represents the ratio
between the equivalent beam radius at the receiver and the
pointing error displacement standard deviation (jitter), r is
the parameter defining the type of detection technique (i.e.,
r = 1, represents the HD and r = 2, represents the IM/DD),
yf’ is the average SNR of the FSO link, for the HD technique
case (r=1) )7f1 =E [yf], and for the IM/DD case (r = 2):
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Hybrid FSO/RF link

FIGURE 1. Hybrid FSO/RF system model depicting the transmitter (T),
receiver (R), and the eavesdropper (Eve) with their respective links
between them.

In addition, the legitimate RF link is independent and iden-
tically distributed (i.i.d.) and characterized by the Nakagami-
m distribution. The choice of this distribution to characterize
the RF links is mainly due to the ability of this distribution
to approach other widely used fading models very well. For
a legitimate RF link between the transmitter T and receiver
R, the PDF and CDF of the instantaneous SNR y, are given
by [35]

ymr—l
(y) = QM -Q 3
Jr V) ’ F(mr)exp( rY) (3)
Cine (my, 2;7)
F,, (y) = —me M 25V) @)
Y T (m,)
where Q, = m_—:, and m, and y, denote the fading severity

parameter, the average SNR of the legitimate RF link between
transmitter T and receiver R respectively, whereas ['j,¢ (., .)
and I" are represented the lower incomplete Gamma function
and the Gamma function [35] respectively.

B. THE WIRETAP CHANNEL MODEL

The fading in the wiretap channel i.e., the T-Eve; links
between the transmitter T and eavesdropper Evej, 1 <i <N,
are supposed to under Nakagami-m fading with m, fading
severity parameter. Firstly, let us consider the non-colluding
mode, the instantaneous SNR y*¢ of the T-Eve link can be
written as [36]

Yo'C = MaxXi<i<N7Ve; Q)

where y,, denotes the average SNR of the T- Eve; links.

The PDF and CDF of the T-Eve; links between the trans-
mitter T and the eavesdropper Eve; among the N eavesdrop-
pers are expressed as [37]

N-—1
N N —1
F(maz( g )(_l)g

§=0

Jyee (v) =

x e @HDRey g gmetTeymetYetl (6
N

Fyne (y) = Z (Z) ()8 e 8%V B () e (7)
g=0
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= _ g uy Ume—2 g me—1
where g T u1=0 Zug:O T Zumezo (tme—1) Hv:l

%, with up = g, U, = 0 and Y, = Z;"zfl us, where
the scale parameter Q, = Z¢, with m, refer to the fading
severity parameter of the T-Eve link.

Secondly, for the colluding eavesdropping mode, the
eavesdroppers cooperated to exchange their observations to
decode the confidential message overhearing from the legiti-
mate RF link using maximum ratio combining (MRC). Thus,
the instantaneous received SNR y for the T-Eve link can be

expressed as [36]
N _
vi=3 .  a @®

Accordingly, the PDF and CDF of the SNR y/ at the MRC
output can be expressed as the following [36]

N mee—l

£ 0) = Qe L exp (~Sy) ©
Finc Ni e’Qe

Fe () = Lne (e Re) (10)

' (Nme)

C. STATISTIC CHARACTERISTICS OF THE HYBRID FSO/RF
SYSTEM

With the receiver of the hybrid FSO/RF system employing the
SC scheme, the equivalent SNR y,, of the considered system
relies upon the SNRs of both links. Thus, the CDF F,, ” of the
instantaneous SNR y,,, is obtained as [6]

Fyy V) =Fy F, (¥) (11)

By substituting (2) and (4) in (11), (11) can be rewritten as
the following

E
3r.1 Y
Fy, () = DG, 3, <-_r

1
LK(I) —Dine My, Q)
Yy k2, OJ T (m;)

12)

When y, — oo, the asymptotic CDF F;,’:J (.) of the
instantaneous SNR y,, is found by utilizing the asymp-
totic property of lower incomplete Gamma function [38, eq.
(06.06.06.0004.02)] as

D ()" 31 Ey| 1,k
o0 ~ N ’
Fyey V) = m, T (m,) Gri1ar v/ | K2, 0 (13)

Ill. SECRECY PERFORMANCE EVALUATION

In order to quantify the considered systems’ PLS level, this
section is devoted to presenting the secrecy performance
metrics, namely SOP, SOP*°, SPSC, ASC, and ASC®°. In this
work, we assume that the FSO communication is secure
while RF confidential information transmission is subject to
eavesdropping of N malicious eavesdropper.

A. SECRECY OUTAGE PROBABILITY (SOP) ANALYSIS

This security metric is defined as the probability that the
security capacity Cy falls below a predetermined informa-
tion transmission rate R of the system [39]. In this case,
the capacity of the main channel is lower than that of the
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wiretap channel which leads to the system being security
outage.

SOP = P, (Cs < Ry)
=P, (Veq = Ve)

=/(; Je (¥) Feg (1 +y)0 — Ddy (14)

In (14), ¥ = exp(R;) [39].

Theorem 1: The SOP for the non-colluding and collud-
ing eavesdropping modes is expressed in exact closed-form
expressions as stated in (15) and (16), respectively, as shown
at the bottom of next page.

Proof: See Appendix A.

B. ASYMPTOTIC ANALYSIS OF SOP

The closed-form expressions for secrecy outage probability
is complex to study the effect of various system parameters.
Hence, to gain more insights understandings on the PLS per-
formance of the investigated system, we study hereafter the
asymptotic behavior of SOP under the effect of both eaves-
dropper modes. At high SNR i.e., when y, — 00, the hybrid
FSO/RF system will always utilize the radio channel for
confidential information transmission, and the eavesdropper
will also continuously intercept the information through the
RF link. In this case, the SOP*° can be represented in mathe-
matical terms as [31]

o

S0P = f Fse (N f (1) dy a7
0

Theorem 2: The SOP* under non-colluding and colluding
eavesdropping modes namely, SOP;° and SOP2°, as stated
in (18) and (19), respectively, as shown at the bottom of the
next page. It is worth mentioning that, the diversity order is
decided by the least exponent of y, in (18)-(19), it is that the
secrecy diversity order is m, in terms of ;.

Proof: See Appendix B.

C. PROBABILITY OF STRICTLY POSITIVE SECRECY
CAPACITY (SPSC) ANALYSIS

The SPSC [39], which refers to the probability of positive
secrecy capacity, is a crucial criterion for secure communica-
tions. Therefore, it can be determined by [39, eq. (23)]

SPSC = P {Cs(Veq» ve) > 0}
=P (Veq > J/e)
o0
= 1—/0 Je (V) Feq (y)dy (20)
Thus,
SPSC =1—-SOP, for ¥=1 21

The exact expression of SPSC under the non-colluding
SPSC", and colluding SPSC¢ eavesdropping modes are eval-
uated directly by substituting ¥ = 1 in corresponding SOP
expression of (15) and (16) respectively, then inserting the
results into (21).
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D. AVERAGE SECRECY CAPACITY (ASC) ANALYSIS

Average secrecy capacity, defined as the maximum informa-
tion rate at which the transmitter may transmit to the receiver
without the eavesdropper being able to acquire any informa-
tion. The information-theoretic mathematically describes the
secrecy capacity C; as the difference between the capacity of
the main channel C,, and the wiretap one C, [40] as

Cy = Cey—C, (22)
where C,, is the instantaneous capacity of the main channel
Ceq =10g (1 + yeq) (23)

while C, is the instantaneous capacity of the wiretap channel
Ce = log(1 +ye) (24)

The average value of the secrecy capacity can be expressed
as [19]

ASC = 5 f

g(y)
: (

+Fy, (n)dy (25

Theorem 3: The exact closed-form expression for the
non-colluding and colluding eavesdropping modes namely,
ASC" and ASC*, respectively are as state in (26) and (27), as
shown at the bottom of the next page.

Proof: See Appendix C.

E. ASYMPTOTIC ANALYSIS OF ASC
The asymptotic expression of ASC, ASC®, for the investi-
gated system when y, — o0 is expressed as

ASC™® = /
In (2)

Theorem 4.: The ASC® for the non-colluding and colluding
eavesdropping modes namely, ASCyc and ASC?°,, as the as
shown in (29) and (30), respectlvely, as shown at the bottom
of the next page.

Proof: See Appendix D.

To the best of the author’s knowledge based on the open

literature, the expressions in (15), (16), (18), (19), (26), (27),
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(29), and (30) corresponding to our considered system are
new and never found before, and hence our derived expres-
sions are novel.

IV. NUMERICAL RESULTS
In this section, the PLS performance analysis of the con-
sidered hybrid system having varying channel conditions
under both non-colluding and colluding eavesdropper modes
is presented. Without loss of generality, it is assumed that
the average SNRs for both the legitimate links are equal
(¥ = ¥r) and the average SNR of the hybrid system is set
as (10 dB). The results are obtained by assuming HD optical
signal detection technique, weak (@« = 3.78, 8 = 3.74,& =
6.0), moderate (¢ = 2.50, 8 = 2.06,¢& = 3.1) and strong
(¢ =2.04, B = 1.10, & = 1.0) scenarios of the atmospheric
turbulence strength and pointing error effect, turbulent, (2 =
1.3265, b, = 0.1079), p = 0.596, and 4 —pp = 7 /2. More-
over, the secrecy rate for information transmission is set to
be 0.1 bit/s/Hz. In MATLAB, the Mdlaga-M channel random
variable was generated via squaring the absolute value of a
Rician-shadowed random variable [33]. Also, for all cases,
10° realizations of the random variable were generated to
perform the Monte-Carlo (MC) simulations in MATLAB.
Figure 2 shows the SOP performance of the considered
system under different atmospheric turbulence conditions
for the colluding and non-colluding eavesdropping modes.
From this figure, it can be seen that the system’s overall
SOP performance is deteriorated with atmospheric turbulence
strength shifting from weak to strong. It can be deduced that
the secrecy outage probability under colluding is degraded
further compared with the non-colluding mode under the

| —E— Strong,Calluding
Strong,Non-colluding

| z Modesate, Colluding
Modesate, Non-colluding |

| —E Weak Colluding i

! == Weak Non-colluding

= = Asymplotic
% MG

Q 3'
107
w

20 25
SNR (dB)

15 40

FIGURE 2. SOP versus the average SNR under different turbulence effects
where e =6,ye = 1dB,my =me =2,and N = 4.

same turbulence condition. Whereas, the hybrid system loses
around 18 dB at SOP of 1073, as the turbulence increases
from weak to strong in the non-colluding eavesdropping
mode.

The plot of SOP versus the average SNR of the investigated
hybrid system for chosen values of N and & is displayed
in Fig. 3. It can be inferred from the results of this figure that
the smaller the values of &, the greater the effect of pointing
error on the system’s secrecy performance under both eaves-
dropper modes. Also, it can be deduced in comparison with
the non-colluding and the same number of eavesdroppers that

1 N
ASC™ = —— (—DEEgQIT (Ye+ DY (Yo + 1, Yo+ 15 8Q) + D
In(2) §=0
my—1 (mr_l)! 1,0:1,1:3r,1 L my + Y| 1,61 1 E
— Gy , 26
in:o n(Q, + gp) VO3 \ 0| my + Y| k2, 0| (9, + g<%) 77 + 820 (26)
1 Nme—1 (Nm, — 1) !
¢ = rk+1 k+1,k+1;Q2
o) sz—o T (k + 1) ¢ (k+1,k+ e)}
my—1 Nme—1 (Nme — 1) (m, — 1)! 1,0:1,1:3r,1 1{n+k 1,k 1 E
XZn:o Z (Q, + Qk!n! 1,0;1,1;r+1,3r4+1 | — n+k'er, 0 Q + Q. ’ _’(Q T Q) 27
00 ~ 1 N N g= oYe .
ASC = n2) Zg:() 2 (=DFEQ, [T (Ve + DY (Yo + 1, T, + 1; g82.)
D (2,)"™ GlO 13,1 1 Ye| Lisy| 1 E (29)
(8Qe)my T (my) ~ BOLIHLIHL O Y| 12, 0] (g90)” 7 (89)
(Nme — 1)1 =Nme—1 (2,)F 1
ASC® = —— —TIk+1 k+1,k+1;Q
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Gt vimy oloT Trea 30
Q mrr(mr) 1,0;1,1;r+1,3r+1 _ k|K2,0 Qe yfr(Qe) ( )
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FIGURE 3. SOP versus the average SNR for selected values of £ and N
where « =2.04,8 =1.10,ye = 1dB, my = me = 2.
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FIGURE 4. SOP versus the average SNR for selected values of y, and N
where « = 2.04,3=1.10,e =6,mr =me =2.

the colluding mode had a strongly negative impact on SOP
performance. In addition, the obvious degradation in SOP
performance of the system can be noted with the increasing
of N. For the analytical curve corresponding to the low value
of pointing error, £ = 6, and N increases from 2 to 8§,
the investigated system loses approximately 13 dB at SOP
of 107> under non-colluding eavesdropping scenario. While
under the colluding scenario, the system loses about 15 dB
for the same values of £ and N.

Figure 4 illustrates the SOP performance for selected val-
ues of the wiretap links’ average SNR y,, and N. This fig-
ure shows that the case with a greater number of eavesdrop-
pers N = 4 and high value of y,, y. = 0 dB, provides poor
secrecy performance in both eavesdropping scenarios.

Moreover, it can be observed that for the same values of
N and y,, the investigated system provides better results in a
non-colluding case. For example, with SOP of 10~4, there is
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FIGURE 5. SOP versus the average SNR for selected values of m; where
«=2.04,=1.10,6 =6,ye = 1dB,me =2,and N = 4.
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FIGURE 6. SOP versus the number of the eavesdroppers N, where
«=2.04,3=1.10,6 =6,mr =me =2,and N = 4.

about 7 dB SNR losses as y, and N shifted from -10 dB and
2 to 0 dB and 4 respectively in the colluding case.

The SOP versus the average SNR of the considered system
under selected values of the legitimate RF link’s fading sever-
ity parameter, m, at strong turbulence condition is shown
in Fig. 5. We find that the system’s secrecy performance
has greatly deteriorated when the main channel experiences
significant fading (i.e., lower values of the fading severity
parameter m, ), particularly under the colluding eavesdrop-
ping mode.

Furthermore, the asymptotic curves (SOP°) match tightly
the exact ones (SOP), which proves the accuracy of the
retrieved expressions in high SNR values (i.e., >10) as can
be seen all in the previous figures.

Figure 6 depicts the SOP performance against the vari-
ous numbers of the eavesdroppers N for selected values of
ve. As expected, the rise in the number of eavesdroppers
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FIGURE 7. SOP versus the number of eavesdroppers and selected my
where « =2.04,8=1.10,¢ =6, ye = 1dB,me =2, and N = 4.
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FIGURE 8. SPSC versus the average SNR under different turbulence
effects where ye = 1dB, e =6, m =me =2,and N = 4.

triggered a clear decrease in the system’s SOP performance,
which is more pronounced under the colluding mode. Also,
for both modes, increasing y, causes a considerable loss
of secrecy performance, especially for colluding case. For
example, at the low value of y,, . = —10 dB, and
N = 20, the system achieves SOP of 1.8 x 1072 under the
non-colluding case which reduces to 3 x 1072 under the
colluding one. While under a high value of y,, . = 0 dB,
the SOP deteriorates to 1.4 x 107! and 2.6 x 10! under
the non-colluding and colluding mode respectively. As is
apparent, the probability of the system being secrecy outage
increases as the number of eavesdroppers rises, highlighting
the negative impact of a large number of eavesdroppers on
the PLS performance of the investigated system.

Then we continue to evaluate the effect of the eavesdrop-
per’s number N and fading severity parameter m, on the SOP
performance in Fig. 7. As we can see, with the increasing
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FIGURE 9. SPSC versus the average SNR for selected ye where
«=2.04,8=1.10,6 =6,my =me =2,and N = 4.
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FIGURE 10. SPSC versus average SNR for selected values of my where
®=2.04,=1.10,6 =6, ye = 1dB, me =2, and N = 4.

of N, the probability of the investigated system being outage
is significantly increased. Also, it is observed that, for the
non-colluding mode, the influence of N on the SOP is limited.
While, for the colluding mode, the rise in N would cause
considerable losses in the SOP. Increasing in fading severity
has also led to a clear deterioration of the system’s security
performances because the eavesdroppers received low SNR
values at higher m,. It is also noticed from the results that the
analytical results agree with simulation results which validate
the accuracy of the derived SOP expression.

Now shifting to the probability of strictly positive secrecy
capacity of the considered system, three figures (Fig. 8, Fig. 9,
and Fig.10) are provided. Fig. 8 illustrates the SPSC versus
the average SNR under various atmospheric turbulence con-
ditions that affected the legitimate FSO link of the main chan-
nel. From this figure, we can see that the SPSC performance
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FIGURE 11. ASC versus the average SNR for different turbulence
conditions where ¢ = 6,m; =me =2, ye = 1dB,and N = 4.
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FIGURE 12. ASC versus the average SNR for selected values of ye where
«=2.04,8=1.10,6 =6, my =me =2,and N = 4.

deteriorates further as the influence of turbulence has become
stronger. The degradation of secrecy performance is more
apparent in the case of a colluding mode of eavesdropping.

Figure 9 demonstrates the SPSC versus the average SNR
for the selected values of y,. As expected, a clear improve-
ment can be noticed in the SPSC performance when y,
decreases. This can be related to the huge deterioration in
the wiretap channel with the decreasing of power received
by the eavesdroppers with the reduction of y,. For instance,
at SNR of 10 dB, the SPSC for y,= —10,0, 5dB is 7 x 10!,
3 x 107! and 2 x 1072 respectively under the non-colluding
eavesdropping mode.

Figure 10 shows the SPSC versus the average SNR for
selected values of the fading severity parameter, m,. As the
results in the figure indicate, the obvious improvement in the
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FIGURE 13. ASC versus the average SNR for selected values of ¢ where
o« =2.04,8=1.10,ye = 1dB, m; =me =2, and N = 4.

SPSC performances can be noticed with the reduction of m,
and the enhancement is more obvious in the non-colluding
case. The reason behind that is related to the increasing of
the SNR values received by the legitimate receiver with the
decreasing of the fading severity over the RF link of the main
channel.

Figure 11 depicts the average secrecy capacity versus the
average SNR under different atmospheric turbulence con-
ditions. It can be seen that the worst ASC performance is
obtained for a strong turbulence effect compared to weak
turbulence under both eavesdropping modes, although the
colluding scenario shows deeper adverse effects. This indi-
cates that stronger turbulence affects the SNR received by
the legitimate receiver more significantly than the weaker
turbulence. And as mentioned before, in the case of colluding
eavesdropping mode, more eavesdroppers can exchange and
combine the received information to decode the confidential
message over the main channel.

The impact of the average SNR of the wiretap channel, y,
on the ASC performance of the investigated system is seen
in Fig. 12. As can be seen in this figure, the higher value of
y. induced a decrease in ASC performance under both modes
with a more serious effect in the case of colluding mode. This
is due to the channel quality of legitimate link gets worse than
eavesdropper link which is related to high values of SNR at
the eavesdropper terminal with higher y., y. = 10dB.

In Fig. 13, the impact of the pointing error over the FSO
link on ASC performance under both eavesdropper modes is
analyzed. From this figure, it is indicated that ASC perfor-
mance improves as the value of ¢ increases. Also, the ASC
variations due to the pointing error caused by jitter are further
obvious in the case of the colluding eavesdropping.

From Fig. 11- Fig. 13, it can be observed at low SNR
values, i.e., > 10 dB, the ASC performance curves converges
quite fast to each other under all channel conditions. As can
be readily observed, the analytical results are in perfect
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agreement with the simulation results, which confirm the
accuracy of the closed-form analytical expressions of (26)
and (27). In general, the ability of colluding eavesdroppers
to share their observations and decode confidential messages
together resulted in more detrimental in system secrecy com-
pared to the case of non-colluding eavesdroppers.

V. CONCLUSION

In this paper, a hybrid FSO/RF system is analyzed from the
physical layer secrecy performance perspective. To analyze
the system in-depth, the colluding and non-colluding eaves-
dropping modes are considered. The analytical closed-form
expressions for both mode in terms of SOP, SOP*°, SPSC,
ASC and ASC®™ are obtained and verified by simulation.
From the given results, a reduction in the value of the SOP,
SOP®°, SPSC, and ASC can be observed when the value
of «, B,y, m, of the main channel decrease or/and m, of
the wiretap channel increase. Moreover, the secrecy perfor-
mances of the system improve when y, of the eavesdropper
reduces because the legitimate link “occupy” the “‘best” sig-
nal. However, one can be concluded that colluding eavesdrop-
ping has a significant negative effect on the secrecy behavior
of the physical layer of the considered system compared
with a non-colluding case. Also, it can de deduce that under
both eavesdropping modes, increasing of N deteriorates pro-
foundly the system’s secrecy performance.

APPENDIX A

PROOF OF THEOREM 1

The SOP of the hybrid FSO/RF system under non-colluding
eavesdropping mode, SOP™ can be written as follows:

o0
SopP"™ = / Jyre (W) Feg (1 +y)¥ —Ddy — (31)
0
Substituting the expressions of fyne (y) in (6) and Fq ()
in (12) into (31), SOP™ can be further expressed as
N—1

N_l _1Vé¢ = me+Y,
F(me)z< g )( D" B2 D

o0

Me+Ye+1 —(g+l)QeyG3rl
r+1,3r+1

1, Ky
K2,0
L m, Q((I+y)¥-1)dy (32

X
U (m) ine

After some manipulation, (32) can be expressed as

SOP™ =

0
E(1+y)0—1)
X | ————
v

oo
SOP™ — / et et = (D271
0

ol (EOAnI-D 1
r+1,3r+1 )7fr K2, 0
XTine (my, 2,(1+y) P —1))dy (33)
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where

ND N-1 /(N —1
Hi=— —1)8 B Qmet e
" Tmo)T (my) Zg=0< g >( ) Bt

(34)

The integral of (33) is solved by using the follow-
ing modification: [x = (1+4+y)@ — 1], and making
use of the following equality: [(1 — @) + x]™etTet]

ng+Te+l <m8+;g+13 X1 — (/))me+Te+l—m [4l.eq. (1.111)]

m=0

to obtain,

) D=2 e+ Yetl (me + Ve + 1

ne _ gy (FEELGED ) et met+Tet1
SOP™ = Hie > ( — )

(1 _ @)me+Te+1—m
gty 2+ sl (35)

where

Hor = / x"exp (— (g + 1) Q..x)
0

1,x1
k2,0

(2 r Qx)dx (36
XGr+1’3r+1 )7_fr inc (My, 2,;x) dx (36)

o
Hz = / x"exp (— (g + 1) Qe.x)
h—1

Ex 1,k
XfoHl 341 <yfr |K2’ (l)) Cine (my, Q,x)dx  (37)

The integral of (36) can be computed in the following way:
first we express the lower incomplete Gamma function in
terms of [38, eq. (06.06.06.0005.01)] as:

Cine M, x) = (n— Dle™ Z "—w, and by further express-

=0
ing the exponentlal function in terms of Taylor series:

& = Zf—f [41, eq. (1.211.1)], (i.e., Z}j(x) on R
j=0
included an infinite series that converges for any x [41])

and utilize [42], eq. (8.4.3.3)] and further involve [38],
eq. (07.34.21.0011.01)] to obtain

my—1 s o0
Hy = (m, — 1)! Z %/wﬂ

s=0 0
o)

Gy (((g +1) Qe+ Q) x

Ex 1,k
3r,1 s K1
Gri13r41 (f_fr |K2’ 0) dx

" @)
= (m = 1! Y (g + D) Qe + @] 7D
S.
s=0
G2 E —(m+s), 1,k
r+2,3r+1 y [(g+1)g2 +Qr] K2,0
(38)
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Next, we compute the closed-form solution of 3 by
expressing the exponential term in using the same equality
of [41], eq. (1.211.1)], then solve the resultant integral by
utilizing the antiderivative:

m,n
a—1 ’ A _ o pmntl l—a, A
I “ <Wx'8)dx‘x Pt (W’“' B,—a>

[38], eq. (07.34. 21. 0013.01)], the integral of Hj3 is

solved as
my—1 0
T Q S
Hs = (m, — 1)! Z % / X" exp(— (g + 1)
=0 7T g7

Ex

3r,1

X Qex = Q)G 3, <-_r
s

1, Ky
K2,0> dx

1)m+s+w+l

my—1 s
= —(m, — 1! Z (Q) Z(Q
s=0

x [—(g + DS2 — Qr]_wG3i§,3r+2

EW@—1)
X e —
7

Substitutions (38) and (39) in (35), we obtain the exact
expression of SOP under the non-colluding mode, SOP™ as
given in (15).

To find the SOP in the colluding mode SOP¢, we substi-
tute (9) and (12) into (14) as

_(m+S+W),1,K]
k2,0, —(m+s+w+1) (39)

o0
DO [

SOPf = ——— [y
I'(Nme)I'(m;) J

n (B4 9—1)
X exp(=Qe7) G 541 (V—

i

1,/(1
k2,0
X 1—‘inc (mrv Qr((l + V) 9 — 1)) dV (40)

Follow the same rational of finding SOP"™, then we have
SOP¢ as

50P¢ = Hapmee ) Nmfl <N’"_‘1)

k=0 k
x (1 — @Nmet 1=k (915 + M) 1)
here
D)V
= T .

Now, by following the same previous steps of find-
ing H, and H3 to find Hs and Hg, we have the
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following

Q N
my — 1)! Z 82y Q.+ Q1 (k+s+1)
s=0 '

Hs = (

KZ,O

E —(k+s),1,k

3r,2 > L, K1

xG S 3)
r+2,3r+1 (yf [Qe 4 Qr] )

my—1
— (©2,)° 09—
~on - 3 S
[_Qe _ Qr]_wG3r 2

r+2,3r+2
E@W-1)
7

)k +s+w+1

k2,0, —(k+s+w+1) @4

ks w), 1k )

By plugging (43) and (44) into (41), we have the final expres-
sion of the SOP¢ as provided in (16) which completes the
proof.

APPENDIX B

PROOF OF THEOREM 2

Inserting the expressions of (6) and (13) into (17) and uti-
lizing a similar rationale as in (36)-(39) to derive SOP",
the asymptotic SOP under the non-colluding mode, SOP;¢
can be expressed by

(*(gﬂ)(wl*ﬂ)ﬂe) Me+Yo+1

~ Hi (&)™
SOP° = m—r’e >
m=0
Me + Yo+ 1\ (1 — gynetYetlzm
X ( m ) Jmet Tet2) [H7 — Hs]
(45)
here H, is previously calculated by (34) and
my—1
— (m, — D!(Q)?
Hy = Z M[(g +1)Q, + Q,] et
q=0 T
G2 E —(m+q), 1,k
R\ e D Qe+ 1] K2.0
(46)

HS _ Z 1 (g"f' 1) Q ] (@ _ l)mr+m+q+l

-0
G2 E@—-D| —m+m+¢q),1,x
IR yp k2,0, =G tmt g+ 1)

(47)

Substituting (46) and (47) into (45), we obtain the asymptotic
expression for SOP(? as in (18).

For the colluding eavesdropping case, SOP is indicating
here as SOP2° and can be calculated by plugging (9) and (13)
in (17) and using a similar argument as in (40)-(44) to derive
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the SOP° expression, as

Ha (@ (U5%) Nt
————¢€

Nm, — 1
my ];0 < k )

W — ])Nme—l+k

12

SOP

. [Ho—Hio] (48)

where Hy is previously defined by (42) and

—1 (my — D!(R2)?
Ho=3 " o q), E 1, 4 @1+
XG3V,2 E _(mr"‘k"f“])’ly/(l
r+2,3r+1 77;[96 i Qr] K2, 0
(49)
TR
HIO — Z — |:_] (M _ 1)m,+m+q+1
— g | 9
q=0
G2 E@-D| —m+k+q.1,1
IRy e, 0= (m+k+ g+ 1)

(50)

Thus, by substituting (49) and (50) in (48), we obtained the
final expression of SOPZ° as in (19), and this completes the
proof.

APPENDIX C

PROOF OF THEOREM 3

For the non-colluding eavesdropping mode, the average
secrecy capacity can be calculated by inserting (7) and (12)
in (25) as

1
ASC™ = — (M +H 51
ln(2)( 1+ Hi2) 51
where H1 = fooo Fri()}:)dy and Hiy = 000 Fye(}’l)—f;:eq(y)d
Now,
al N g T o0 ]/Teexp(_gﬂey)
Hir = E —1DEE,RQ, ¢ —dy (52
11 (g>( ) ghée /0 l-l—y y( )
g=0
Hiz
and
oo Y. (_ngV)
Yy ‘e
e [, .
3=, i+, Y (53)

Based on (2.3.6.9) of [43], (53) can be simplified to
Hiz=T Y+ DY (Ye+1,Te+1;82) (54

Then by substituting (54) in (52), we have H; of (52).

In (54), ¥ (a, b;c) = ﬁ Zoe”’t“l(l+t)b_“_1dt repre-

sented the confluent hypergeometric function, as defined by
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(9.211.4) of [41]. Now we have H;; of (51) as

N T,
N\ (—=1)8 B,Q.D
Hip =) - - gl
N g:0<g) I (my)

o
1 —gQuy 311 Eyll, i«
/()1+yyee & yGr:-l,3r+l J7_erZ’0 Cine(m, .y )dr
Hia
(55)
and
* 1 T, Q
H = [ e, 85V
14 /0 1+ y)/ e
Ey|l,«
3r,1 V1l Kk
XGr:-l,?yr—H <? K2,0> Cine (my, Q;y)dy  (56)

By using (10) and (11) of [44], (06.06.06.005.01) of [38],
and (20) of [45], together to simplify the integration of (56),
we have

" my - 1)
Hia = r . Gl,051,133r,1
14 ; 2, + g MO+l
1| my 4+ Y| 1, k1 1 E
0] my + Ye| k2, 0] (R, +ng), ?f(Qr—l-ng)

(57
where Ggll”[;‘ll;;";’zég?;?i]’; 3 is the extended generalized bivariate
Meijer’s G-function (EGBMGF), as defined by (8) of [46].
This function can be conveniently evaluated using mathemat-
ical software such as MATLAB. Now, by inserting (54) in
(52) and (57) in (55), we have the final analytical expression
for the non-colluding mode ASC™ as in (26).

In the same way, by plugging (10) and (12) in (25) and
making use of (10) and (11) of [44], (06.06.06.005.01)
of [38], and (20) of [45], we have the accurate expression for
the colluding mode ASC® as provided in (27) and in this case,
the proof is completed.

APPENDIX D

PROOF OF THEOREM 4

For the non-colluding eavesdropping mode, the asymptotic
of the average secrecy capacity ASC5o can be obtained by
substituting (7) and (13) in (28) as

1
SC® = — (H H 58
e = ) (H1s + Hie) (58)
Fne FYC(V)FSS (v)
where H 5 = fO°° le_(:)d)/ and Hig = fooo Ye L Yeg yH;e" Y dy.
Now, we have
NN
His = Hi = Z (g) (—DEE,Q.
g=0

[T (Ye+ Dy (Te+1,Ye+ 158Q)]  (59)
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And by making use of (10) and (11) of [43], (9.31.5) of [41],
and (20) of [45], we have

N — . N
= g ngmrr (mr) 1,0: lr 13}’-‘1—1
1| my + Y| 1, k1 1 E
0] my +Te| k2, 0] (@, + g20)" 7@ + 8220

(60)

Finally, by substituting (59) and (60) in (58), an asymptotic
expression for ASC for non-colluding case of the investigated
system can be seen in (29).

For the colluding eavesdropping mode, the average secrecy

capacity ASC°

can be find by substituting (10) and (13)

in (28) as

Following the same steps of (29) the proof of ASCo

(V)

ASC = ln(2)/ 1—|—F (y)) dy (61)

. in (30)

can be accomplished.
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