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ABSTRACT This paper investigates a secure transmission in the multiple-input multiple-output (MIMO)
cognitive wiretap networks, where a secondary transmitter (Alice) sends data to a secondary receiver (Bob) in
the presence of an eavesdropper (Eve). In order to solve the problems of inter channel interference and inter
antenna synchronization encountered by traditional MIMO technologies, the antenna transmission scheme
is adopted at the transmitter. As a comparison, we design two different antenna transmission schemes,
namely transmit antenna selection maximal-ratio combining (TAS-MRC) scheme and differential spatial
modulation maximal-ratio combining (DSM-MRC) scheme, respectively. Moreover, due to outdated channel
state information (CSI) of the interference link from Alice to the primary user (PU), we propose power control
mechanism to protect the quality of service (QoS) of PU. Furthermore, the closed-form for the secrecy outage
probability and the secrecy throughput with TAS-MRC and DSM-MRC schemes are derived to evaluate the
secrecy performance, respectively. What’s more, we explore the security diversity gain and coding gain based
on the asymptotic secrecy outage probability. As the results, it demonstrates that DSM-MRC requires less
CSI and is convenient for modulation and demodulation, but sacrifices some secrecy performance gains
between two proposed schemes.

INDEX TERMS Physical layer security, cognitive radio, differential spatial modulation, secrecy outage

probability, secrecy throughput.

I. INTRODUCTION

Cognitive radio technology was proposed by J. Mitola
in 1999 [1]. It is an intelligent software radio and has more
flexible features than traditional software radio. Then in 2003,
the Federal Communications Commission (FCC) gave the
specification definition as a technology that can guide the
communication system to adjust the performance parameters
and transmission strategies to effectively use the licensed
spectrum. It means that under the premise of not affecting
the quality of service (QoS) of primary users (PUs), sec-
ondary users detect available frequency bands through spec-
trum sensing technology, use spectrum judgment to select the
best available frequency band, and use spectrum sharing to
negotiate with primary users to access the spectrum and carry
out their communication tasks [2], [3].
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A. BACKGROUND
Due to the openness of wireless communication, private
information in the networks is vulnerable to attacks such
as eavesdropping. In addition, the cognitive radio networks
(CRNs) use a dynamic spectrum access mechanism to
enhance spectrum utilization and reduce the scarcity of spec-
trum resources, but it poses a huge threat to users in the net-
works [4], [5]. Compared with the traditional cryptographic
security strategy, the physical layer security (PLS) transmis-
sion strategy is considered to be a simpler and more efficient
solution. The current research of PLS is mainly based on the
wire-tap channel model proposed by Wyner in 1975 [6]. Over
the years, researchers have proposed signal processing tech-
nologies such as user scheduling, artificial noise, multi-input
and multi-output (MIMO), zero-forcing jamming, and relay
coordination to improve the secrecy performance [7]-[11].
In particular, the cognitive radio technology is an
necessary requirement for next generation communication.
However, the security of wireless networks is critical as it
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is easily exposed to external threats, and several works have
investigated the security issues from the perspective of the
physical layer CRNs [12]-[14]. In [12], the authors design a
secure transmission, where cooperative beamforming is used
to enhance the secrecy performance for PUs and secondary
users. In addition, the authors in [13] guarantee the secrecy
performance of the system by controlling the power distri-
bution of jamming relay and forwarding relay to optimize
the secrecy rate. Since asymmetric signals have better per-
formance in the interference-limited networks, the authors
in [14] propose improper Gaussian signaling (IGS) in order
to improve the PLS of CRNs. However, the key limitations
of these aforementioned works is that the perfect knowl-
edge of the channel state information (CSI) is assumed.
Due to the requirement for more information interaction
in CRNs, the impact of outdated CSI of the interference
link to PU should be considered. Thus, the authors in [15]
researched the secrecy outage performance of a single-input
multiple-output (SIMO) underlay cognitive radio networks
with outdated CSI. Furthermore, the authors in [16] design
a secure transmission in a dual-hop randomize-and-forward
(RaF) cognitive MIMO wiretap networks with outdated CSI.
Moreover, several works have investigated the security issues
from the perspective of the physical layer with different
transmit antenna selection schemes [17], [18]. The authors
in [17] investigated four transmit antenna selection schemes
in a dual-hop relay RF-FSO systems. In [18], Lei et.al consid-
ered a NOMA network wiretapped with suboptimal antenna
selection and optimal antenna selection schemes.

We note that the difference spatial modulation (DSM)
scheme is an effective approach with a low implementation
complexity and achieve a tradeoff between performance and
delay [19]. In particular, DSM is based on the evolution
of spatial modulation (SM) technology. Compared with the
traditional multi-antenna transmission schemes, the SM only
needs one radio frequency (RF) unit at the transmitter, which
can solve the problems of inter channel interference (ISI) and
inter antenna synchronization (IAS) [20], [21]. The trans-
mission signals of the SM scheme is made up of two parts,
which one part transmitted by symbol modulation and the
other part mapped to an antenna to transmit information by
selecting an antenna. What’s more, each data block actually
transmitted depends on the actual data currently and the
previously data block, so as to achieve differential modulation
in the network using the DSM scheme, thereby eliminating
the need for CSI during demodulation by the receiver [19].
Considering the benefits of DSM, authors combine DSM
with PLS and investigate the secure transmission based on
differential quadrature spatial modulation with artificial noise
in MISO wiretap networks in [22]. Despite the above benefits,
the PLS by the DSM scheme in MIMO CRNs has not been
investigated so far.

B. MOTIVATION AND CONTRIBUTION
In this paper, we investigate secure transmission in the
MIMO cognitive wiretap networks with outdated CSI of
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interference link to PU over Rayleigh fading channels under
two different antenna transmission schemes, transmit antenna
selection maximal-ratio combining (TAS-MRC) and differ-
ential spatial modulation maximal-ratio combining (DSM-
MRC) schemes, in which the secondary transmitter (Alice)
transmits private information to the secondary receiver (Bob)
in the presence of an eavesdropper (Eve). In the network,
both Bob and Eve are equipped with multiple antennas and
adopt maximal-ratio combining (MRC) to receive the signals
from Alice. Significantly, considering the interference from
Alice to PU with outdated CSI, power control mechanism is
adopted to guarantee the normal communication of PU. The
contributions of this paper are summarized as follows.

o We derive the closed-form expressions for the secrecy
outage probability and the secrecy throughput of
the considered sensor networks with TAS-MRC
and DSM-MRC schemes, respectively. Moreover,
we explore the impact of the various system parame-
ters on the secrecy outage probability and the secrecy
throughput, i.e, the time correlation coefficient, the num-
ber of antennas and the interference threshold of PU.

« We derive the asymptotic closed-form expressions for
the secrecy outage probability and the secrecy diversity
order. And secrecy coding gain is achieved under two
different high SNR scenarios. The research results show
that the two schemes we considered can obtain the same
diversity gain N4 Np, but there is a gap in the coding gain
between them.

o Through the analysis for the secrecy outage probabil-
ity and the secrecy throughput, it has been verified
that DSM-MRC achieves the same diversity gain as
TAS-MRC with less CSI, sacrificing some coding gain
in CRNs. The asymptotic expressions can show the
influence of different parameters on the system. Through
research we can draw the conclusion that increasing the
interference threshold of PU and increasing the number
of antennas of Alice and Bob can enhance the secrecy
performance.

The remaining parts of this paper is organized as follows.
In Section II, the system model are proposed and described.
In Section III, the secrecy outage probability of the con-
sidered networks is derived. In Section IV, we investigate
the asymptotic secrecy outage probability of the considered
networks under high SNR and the secrecy throughput.
In Section V, the numerical results and discussions are
presented. Finally, we make a conclusion in Section VI.

Il. SYSTEM MODEL

In this paper, we consider the MIMO cognitive wiretap radio
networks, where the secondary transmitter (Alice) sends pri-
vate information to the secondary receiver (Bob) in the pres-
ence of an eavesdropper (Eve) as shown in Fig.1. According
to existing researches, there are three main CRNs spectrum
sharing strategies, i.e., underlay, overlay and interweave [23].
The underlay CR is the most easily used method to access
the licensed spectrum in CRNs. In underlay paradigm,
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FIGURE 1. System model.

primary users (PUs) allows secondary users (SUs) to transmit
concurrently in the same spectrum the interference caused by
SUs is below a given threshold [24]. Assume that the cog-
nitive networks adopt the underly spectrum sharing method,
which allows primary networks and secondary networks in
the same spectrum band. For the cognitive MIMO radio
networks, Alice, Bob and Eve are equipped with multi-
ple antennas N4, Np and Ng, respectively, whereas the PU
is equipped with a single antenna. And we assume that
the primary transmitter (PT) is far away from the sec-
ondary receivers, thus PT will not interfere the secondary
user [25]-[27]. In addition, Eve is an passive eavesdropper
[28], [29].

In this paper, all the channels are assumed to undergo inde-
pendent identically distributed (i.i.d.) Rayleigh fading. And
the channel coefficient of link N — M is defined as Ay,
which is exponentially distributed random variable with zero
mean and variance Apy. And we define the channel gains
E [|hNM|2] = Anm = dyy;, where E [] is the expectation
operation, dyy and o are the distance of the link and the
path loss factor, respectively. What’s more, in the general
CRN:s, in order not to cause mutual interference between the
primary and secondary networks, the power of the transmitter
is limited. It reduces the interaction performance between
the primary and secondary networks, and causes the sec-
ondary user transmitter to be unable to obtain the perfect CSI
between Alice and PU, making the channel inevitably present
feedback delay. In this paper, the channel coefficient between
Alice and PU can be modeled as [30]

hap = phap + V11— p2eap. (D

where e4p is the complex Gaussian variable having the same
variance as hap and is uncorrelated with hap, p is the time
correlation coefficient between ZAP and hgp. According to
Jake’s autocorrelation model, p = Jy (27fT), where f is the
represents the maximum Doppler frequency, T is the delay
between the selection instant and the transmission instant, and
Jo (¢) is the zeroth-order Bessel function of the first kind [31].
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Suppose Alice encodes the data into a codeword x using
a capacity achieving codebook for wiretap channel [32].
To explore the secrecy performance of CRNs, we investigate
the transmission process with different antenna transmission
schemes i.e. TAS-MRC and DSM-MRC schemes.

A. TAS-MRC SHEME
In the TAS-MRC scheme, Bob adopts MRC receiving mode
to combine all received channel’s signals, and Alice selects
the antenna with maximum channels gain by the information
based on the feedback of CSI from Bob. Thus, the instanta-
neous SNR received at Bob is derived as

ms—psm _ Ps Ihassl*

yB - 0_2 ’ (2)

where Py = min {ﬁ P, } in which EA* p is the delayed
A% P
channel from Alice’s transmission antenna to PU. P, and Q

denote the maximum transmit power constraint at Alice
and the tolerable interference threshold at PU, respectively.
In addition, 4+ denotes the channel vector CV8*! between
the transmit antenna with maximum channels gain at Alice

(lhaesl? = max |7a;8]%). And o2 is the additive white
i=1, Ny
Gaussian noise (AWGN) at Bob.

Moreover, due to the influence of outdated CSI on the
interference of Alice to PU, PU will be interrupted half of
the time due to exceeding its preset the tolerable interference
threshold Q [33]. Alice adaptively adjust the power margin
factor k according to the channel feedback delay coefficient p
and the primary user constraint interference Q, thereby ensur-
ing the QoS of the primary network [34], [35]. Thus, we set a
new interference power constraint ¥ by power control mech-
anism to guarantee the QoS of primary user. According to the
power control mechanism, we take the probabilistic approach
as in [16], where Alice adapts its power such that the PU
can maintain a pre-selected outage probability 8g. Therefore,
the transmit powers P; at Alice can be derived as

P, = min ik%,P,}, 3)
|hA*P

where « is the power margin factor at Alice, the power margin
factor x can be numerically expressed as follows:

_ et [s=no [s+no
do = et rQO(\/ 2P, \/ 2P, )

1 t\ _s0 202
+—<1+—>€ 2P,[0 L\/E
2 r V1= p2aapP;

0 2
—e PP Qg 2p°0 , 2<Q ,
(1= p?) rapP:” (1 — p?) hapP;
“)
— 2 (14« _ 2 (1=« —
where s = 5= (1_p2>, to= i (1_p2>, roo=
2 16kp?

s Qo (a,b) is the first-order Marcum

T 32 (1-52)
)‘AP(I p?)’
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Q-function and Iy (-) is the zeroth-order modified Bessel
function of the first kind.

In general, MRC scheme is also adopted at Eve for enhanc-
ing eavesdropping capabilities. Therefore, the SNR received
at Eve can be get as

_ Py
yEAS—MRC = Ihase)?, 5)

where hy+f is the channel vector CVEX! and o2 is AWGN at
Eve.

B. DSM-MRC SHEME

In the DSM-MRC scheme, Alice adopts DSM to modulate the
signal and sends the information to Bob, which means each
antenna at Alice sends signals in turn according to the coding
order, relative to TAS scheme, there is no need to adjust the
sending order based on feedback. And we also assume Bob
adopts MRC to combine signals of all received channel. It is
noteworthy that using DSM, each information transmission
block is constituted of N4 consecutive time slots. Signals are
N4 x Ny space-time matrix block S, which is composed of
the signal vector within N4 time instant. The (m, t)th entry
of S denotes the symbol s,,; transmitted via,which the mth
transmit antenna at time instant ¢. Given that Alice transmits
the rth block S; € CN4+*Na_ each antenna is activated only
once per space-time block. In other words, only one entry in
any column or row of S; is nonzero. The signals received by
the k;-th antenna of Bob ((1 < k; < Np)) or the k»-th antenna
Eve (1 < k» < NEg) during the duration of 7-th block can be
given as:

YB.ky = hAB,klst + nBk;» (6)

and

YE ky = hAE,kZSt + NE iy 7

where ygx, € CVV5 and yg i, € CNE are the received
signal vector, hap i, € C™*Ns and haEk, € CI*NE gre
the channel vector. And npy, and ng y, are additive white
Gaussian noise (AWGN) vectors at ki -th antenna of Bob and
ko-th antenna of Eve, respectively. Thus, the received SNR at
the k;-th antenna of Bob and the k>-th antenna of Eve can be
get as

2
hAB,kl S H 3
VB.ki = W ®)

and

2
hAE.kz Si ©)

VE k, = NioZ
There’s only one non-zero value per row per column in

2
the matrix S;. As the result, we can get

hAB,kl Si

2 2 2 o
Py|[hapi |, ”hAE,kz S H = Py|hag |- By substituting
these into (8) and (9), respectively, the received SNR at the
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ki-th antenna of Bob and the k»-th antenna of Eve can be
derived as

2
P | h
VBk = %, (10)
and
Py |has i |
YE ky = W (11

In addition, we assume that Bob and Eve receive the mes-
sages by MRC scheme to combine the signals received by
each antenna. In this way, the SNR received at Bob and Eve
can be derived as

DSM—MRC _ Py |lhagll? (12)
B Njo?
and
_ Py || hagll?
DSM—MRC s
= — 13
Vi Neo? (13)

where hug € CNAXNB and hyp € CNAXNE are the channel
matrix. In addition, the transmit powers P; at Alice is limited
to the same as the TAS-MRC sheme and o' is AWGN at Bob
and Eve.

Then, according to Shannon’s information theory,
the capacity of Bob and Eve can be get as Cp = log, (1 + yp)
and Cg = log, (1 4+ yE), respectively. In addition, the achiev-
able secrecy rate of the system is C; = [Cp — Cg]T by
Wyner’s encoding strategy, where [x]T = max {x, 0}.

To simplify the representation of the following expres-

sions, we define u© = 1%,)73 = %AAB = %)\AB, y =

~ 2
%)&AE = %)\.AE and G = ’]’lAp’ .

IIl. SECRECY PERFORMANCE ANALYSIS

In this section, the closed-form expressions for the secrecy
outage probability, which defined as the probability of the
secrecy capacity (Cy) is smaller than the given threshold
rate (Ry) are investigated. As the result, the secrecy outage
probability is written as follows.

Pous (Rg) = Pr(Cs < Ry)
- /FVB (2Rs (1+x) — 1)ny ) dx.  (14)
0

Then, we derive the closed-form expressions for the
secrecy outage probability of CRNs with different antenna
transmission schemes, i.e. TAS-MRC and DSM-MRC
schemes.

A. TAS-MRC SCHEME

The main challenge in solving the secrecy outage probability
of CRNSs is that yp and yg are statistically dependent due to
the presence of the common random variable, G. We solve
the problem in two steps by first solving the conditional
probability, and then using the conditional average method.
Thus, we find the cumulative distribution function (CDF) of
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the SNR at Bob and the probability density function (PDF)
of the SNR at Eve conditioned on the random variable G,

respectively.
According to (2), the conditional CDF of yTAS ~MRC can

be expressed as

Na
FIASTMRC (x1G) = > (N.A> (—1)exp

l
i=0

( io2x ) e
X |- N,
PS)"AB i

) sz 4)
"\ Psrap)

(15)
i n nNg—2 Np—1 _
L il @)1
where Oy, = 35 > - X nNg—1! I (r41—n1)!
n1=0 np=0 nyg—1=0 8 =1
Np—1
withng =i, ny, =0and g = ) ng,.

qo=1

Then, the conditional PDF of ygAS ~MRC \ith the help
of (5) is given by

fTAS —MRC «|G)=

Ng—1 2
al - exp< P"Ax ) (16)
I (Ng) (P AAE) SME

Next, substituting (15) and (16) into (14), the conditional
PZ’;,S ~MRC (R |G) can be derived as (17), shown at the bottom
of the page.

Finally, the secrecy outage probability of TAS-MRC
scheme averaging over G can be computed by mathematical
operation.

Theorem 1: By using TAS-MRC scheme, the secrecy out-
age probability of PZ‘;‘IS ~MRC(R ) can be get as (18), shown at
the bottom of the page.

Where I (-, -) is the incomplete upper gamma function,
as defined in [31, Eq. (8.350.2)].

Proof: See Appendix A.

B. DSM-MRC SCHEME
Similar to TAS-MRC, due to the transmit power P; is
restricted by the PU, yD SM=MRC and yD SM=MRC are statis-
tically dependent due to the common random variable, G.
Thus, we find the conditional CDF of yé) SM=MRC and the
conditional PDF of yD SM—MRC

For DSM-MRC scheme, observing from (12), the condi-
tional CDF of yD SM—=MRC is derived as

Nyox NAffl 1 [Njo2x k
Poap) = K\ Poas)
(19)

Then, the conditional PDF of yg SM=MRC with the help
of (13) can be derived as
NAO’2x )
Pshag )

(20)

FVDSM (x1G)=1—exp <_
B

xNANE_l

I' (NaNE) ( YA«AE)NANE exp(

fpom (x1G) =

Next, substituting (19) and (20) into (14), the conditional
PEMS,M —MRC (R, |G) is derived as (21), shown at the bottom of
next page.

Similarly, averaging over G, we can get the result as
follows.

Theorem 2: By using DSM-MRC scheme we can calculate
the secrecy outage probability of PUD,ftM ~MRC(R), which is
get as (22), shown at the bottom of next page.

Proof: See Appendix B.

IV. HIGH SNR ANALYSIS AND SECRECY THROUGHPUT

A. HIGH SNR ANALYSIS

Diversity technology is the study of how to make full use of
the energy of the multipath signal in transmission to improve
the reliability of transmission. It is also a study of how to use

Na - _29Rs
N, i ic”(2™ —1)
Poi YRR, 1G) = ) :( lf*)(—l)’exp (——P " )
i=0 §

< ) I 1 I E
X
PS )"AB (N ) ( s )‘4A )

PIASMRC (R ) — (1 _exp (_ﬂ>> 5t (M) e
i=0

AApP

Rs
O S Ty
VB I Ne) (V)" YE VB

12

()£ )

=0 Jj=0

w2 (5)

- (NE—1+w—j)!(

UZ(ZRS _ 1))/
Pshap

o2 io22
Pidag

) $(0) ()
——— ) Ong.i )=
( VB No. j:ZO J VB

1 i2Rs > —(Ng+9—))

R\ —WVE+9—))
> (17)

Psap

1

2R — 1 2R N ,
(YT L,
Y BK I Y BK I I (Ng) (Veknw)

| R \TNEROTD sioRs gy NI i(2Rs — D, |
X\ = + = —_t ryj+1,| — K (18)
YEKWL VKU YBKI Aap YBKI AAP
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NaNp

the basic parameters of the signal in the time domain, fre- R R, \NalNB— .

quency domain and space domain, how to disperse and how x Z (2 T 1) (2 ) (NAN s—i+Ng — D!

to cqllect t.hem technology [36]—[38]. In order to QGscribe the | ~NaNp—i+Ng) | —NaNg+] .
relationship between system performance and various param- X — . r ( NyNg + 1, K )
eters more intuitively, we studied the asymptotic performance VE Aap AP

of the security outage probability under high SNR condi- (24)

tions, and then obtain the diversity gain. Thus, we gain more
insight on secrecy performance of CRNs by the high SNR
analysis expression. Specifically, we consider two scenarios: b: DSM-MRC SCHEME
1) yp — oo and fixed ¥, i.e., the SNR at Bob outperforms
the SNR atEve. 2) Vg = 00 andyp — 00, Le., both Bob and scheme under 775 — 00 and fixed 7 can be given as

Eve are close to Alice. It means that both the wiretap channel

and secondary transmission channel are equipped with better P(l,),zM “MRC(Ry) ~ Apsm—-mre Vs ANB (25)
SNR. In addition, the secrecy performance of CRNs can be
expressed by the diversity gain and coding gain.

Proof: See Appendix C.

Corollary 2: The secrecy outage probability for DSM-MRC

Then, Apsy—mrc 1S given as

Apsm—mrc
1) SCENARIO I: 7g — oo AND FIXED ¥ — (1 ex _kp 1
a: TAS-MRC SCHEME B PAT0r ) ) Wanp)!
Corollary 1: The asymptotic secrecy outage probability of NaNg _ NaNg
NiN NpgNp—i . N,
TAS-MRC scheme under Y5 — oo and fixed y can be X Z ( Ai B) (ZRS—I) 2R (Na) Y
given as =0 [ (NaANE) (VE)
_ —(NANE+1)
PIAS=MRC (Ro) ~ Aqas_mrc75"*". (23) X (NaNp+i—1)! <_> R
. . . . YE Aap (NaNp)!
Similarly, by simple calculation, Ar4s_prc is given as NuN NuNs
: ()" e £ ()
woee | ) T (NaNg) ()N S\
=|1—exp <——)) NaNp—i ., .
( rap)) (NgDMT (NE) (7e)NE x (2R = 1) 2R (NN i - !
NaNp i NoNp—i —(NANE+i) —NagNp—1
X Z <2Rs — 1) (st> (NgANp—i+ Ng — 1)! % <_i> (L) r (NANB-H, ﬂ)
i=0 YE AP rap
| —(NaN—i+Ng) 1 1\ NaNe (26)
X — + .
VE (NgYM T (Ng) (7p)NE <Q/u<) Proof: See Appendix D.
Npo? (2R — 1 1 MVs=l oy N,
out Pshap Poug \ ANE k! \ Pshap
: T (NaNg) ( AE) =0 s
k . . 2~R 2\ —NANg—i
k ( R k—i R\ . Npo =25 Nao
x ) (2R - 1) (2 ) (NaNg — 1+ i)! + . Q1)
; ( l ) Psiap PsAaE
N ZRS -1 1 NaNp—1 1 N
POD,f,M —MRC (Ry) = 1 —exp _Kr exp | — 4 (_ ) Z A
Aap VB 7 k!
raane () =0
k . R —NusNEg—i
k—i N2 N,
x Z(’f)(z’*s—l) (2Rs) (NANE—1+1)‘( 4 +_—A)
5 l VB YE

NaNp—1

b ! ) 1( )ki( )( )k_i<2Rs>i(NN — 140
A N_; "= wevs/) i o .

—k+i—1 _NANg—i
Na(2B—1) 1 Ng2Rs N, ATE Ny (2B —1 1
X A(—_)_i__ ( A_ + i) ' k—i+l1, A(—_)+ KL
UKV g AAP HKYp  UKVE UKY B AAP

(22)
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Remark 1: The secrecy diversity gain of the TAS-MRC
and DSM-MRC schemes is N4y Np, which is only determined
by the number of N4 and Np. Moreover, the quality of the
secondary transmission channel and wiretap channel influ-
ence the system secrecy performance through the coding
gain, ie., G, = A, /NaNe_in which * € (TAS-MRC,
DSM-MRC), respectively.

According to the results in Remark 1 achieve the same
diversity gain,it demonstrates that the difference between the
two schemes depends on the coding gain. Then, we charac-
terize the gap between two schemes as a simple ratio of their
respective coding gain, which can be obtained as follows.

TAS—MRC —
Gooue _ ( ATAS—MRC ) NaNg

= 27
GCDO?;I —MRC ApSM—MRC

Remark 2: Furthermore, by finding the logarithm of the
simple ratio of their coding gains, the result indicates that for
the same condition, the TAS-MRC scheme outperforms the

DSM-MRC scheme by an gap of — 1% Ig ( A7As—MRC ) dB.

NaNp ApsM—MRC

2) Scenario ll: yg — 00 AND Y — 00
a: TAS-MRC SCHEME

Corollary 3: The asymptotic secrecy outage probability of
the TAS-MRC scheme under Y5 — oo and yp — 00 is
derived as follows.

out

Np Rs\ ¢
N . 2

~ 2 < lf‘)(—n’ Ong.i (—_ )
i—0 VB

1
“T WNe) (o)

(NE—1+¢)!(_—+ = ) .
YE 4:]
(28)
Proof: Due to Yy — oo and Yy — 00, the impact of
the tolerable interference threshold Q can be ignored. With
the help of (17), the asymptotic secrecy outage probability
can be derived after the approximate computation.

b: DSM-MRC SCHEME

Corollary 4: The asymptotic secrecy outage probability of
the DSM-MRC scheme under yp — o0 and yr — oo can
be written as

NaNp—1 1

)NANE Z F

_ 1
Pou TMRC (Ry) ~ 1 — -
I (NaNe) (§

x <&)k (2Rf)k (NaNg — 1+ k)!

k=0

VB
Na2Re Ny Ve
x< A 4 _—A) . (29
V8 VE

Proof: Similar to the above scheme, according to (21),
the asymptotic secrecy outage probability is derived with-
out considering the impact of the tolerable interference
threshold Q.
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Remark 3: When Y — oo and Yy — o0, both two
schemes reach the secrecy outage probability floor, which
turns out that the system secrecy performance can only be
enhanced by the secrecy coding gain under the scenario II.

B. SECRECY THROUGHPUT

In order to measure the reliability and security of CRNs more
comprehensively, the secrecy throughput is proposed, which
represents the amount of average secrecy information trans-
mitted per unit time [22], [39]. As the result, the throughput
expression for the two schemes of the considered networks
can be given as

Toit (Rs) = (1 = Py, (R9) Ry, (30)

where * € (TAS-MRC, DSM-MRC).

Remark 4: We can find out by analysis that T}, (Ry) exist
an optimal value in a given range of R by the equation (30).
When Ry is small, T, (R,) is small. However, when Ry is
large enough, the secrecy outage probability tends to 1, and
the T, (Ry) tends to 0. Therefore, determining the optimal
value, R, which can achieve the local optimal secrecy

throughput.

V. NUMERICAL RESULTS
In this section, the numerical results prove the correctness
of the TAS-MRC and DSM-MRC schemes in the theoretical
derivation of system secrecy performance. A detailed inves-
tigation on the effect of various system parameters, such as
the number of antennas N4, Np and Ng, the time correlation
coefficient p, and the interference threshold Q. In generally,
R, = 1and o2 = 1 are set. In addition, the simulation results
are obtained through 300000 independent Monte Carlo trials.
Fig. 2 plots the effects of the secrecy outage probability
versus P; /0% of TAS-MRC and DSM-MRC schemes with
different time correlation coefficient p. The figures show
that when P; /o is low, the secrecy outage probabilities of
TAS-MRC and DSM-MRC schemes keep decreasing while
P;/c? increasing. When P; /a2 is high, the secrecy outage
probabilities appear to be leveled, which means that the
P;/o? is limited by interference threshold Q. In addition,

10°

<" TAS-MRC simulation

< DSM-MRC simulation
— TAS-MRC exact
—— DSM-MRC exact

e

Secrecy Outage Probability

2
&

10 15 20 25 30
Pt /o(dB)

o
o

FIGURE 2. Secrecy outage probability of TAS-MRC and DSM-MRC scheme
for different time correlation coefficient p when N4 = 4, Ng = Ng =2 and
Q =20dB.
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due to the outdated CSI of the interference link (p = 0.6),
the transmit power P; /o is limited by Alice. So P;/c? is
simultaneously restricted by the interference threshold Q and
the power margin factor «. Since the constraints of Q and «
are not synchronized, the secrecy performance will have a
minimum value when p = 0.6. As we can see from Fig. 3,
the more deterministic the interference channels the « is large,
which means that the control constraints on P; is lower and
the secrecy performance is better. What’s more, when P; /o2
and Q are fixed, TAS-MRC scheme can attain better secrecy
performance than DSM-MRC scheme in CRNs.

1

The Power Margin Factor s
o o o o o o o
o » @ o N ® o

o
)

01 n I | I I I I I
0 0.1 02 03 04 05 06 07 08 09 1

The Time Correlation Coefficientp

FIGURE 3. The power margin factor « versus the time correlation
coefficient p when Ny = 4, Ng = Ng =2 and Q = 20dB in high SNR.

Fig. 4 and 5 plot the influence for different numbers of N4
and the interference threshold Q on the secrecy outage per-
formance of the TAS-MRC and DSM-MRC schemes, respec-
tively. From both figures, the Monte Carlo simulation results
are in good agreement with theoretical results. It shows
that both schemes can enhance the secrecy performance by
increasing the number of antennas or Q. In addition, as Q
is larger, the secrecy performance gradually approaches that
of traditional non-cognitive wiretap sensor networks without
Q constraints. In addition, TAS-MRC scheme achieve better

10°

<l TAS-MRC exact
—— TAS-MRC simulation
<" DSM-MRC exact
—— DSM-MRC simulation
— — - TAS-MRC asymptotics
— — ~DSM-MRC asymptotics | |

<

<
S

Secrecy Outage Probability

10-3 L L L L L L L
0 5 10 15 20 25 30 35 40
Q(dB)

FIGURE 4. Secrecy outage probabilities of TAS-MRC and DSM-MRC

schemes versus Q when Ny = 4, Ng = Ng = 2 and P; =20dB.

5786

o
°

— DSM-MRC simulation
<! DSM-MRC exact

— TAS-MRC simulayion

< TAS-MRC exact

e

Secrecy Outage Probability

<
&

15 20 25 30
Pt /o%(dB)

o
o b
o

FIGURE 5. Secrecy outage probability of TAS-MRC and DSM-MRC
schemes versus the tranmit power P; /o2 for different number Nj.

secrecy performance than the DSM-MRC scheme, no matter
what the number of antennas or Q.

Fig. 6 shows the influence of the secrecy outage probability
versus P; /o of TAS-MRC and DSM-MRC schemes under
different eavesdropping strategies, which Eve is equipped
with single-antenna or multiple-antennas using selection
combining (SC) and MRC strategies. With the increase of
transmit power P;, the cures of secrecy outage probability
under the three eavesdropping strategies decreases, and con-
verges to a fixed value under the interference constraint Q.
Moreover, we can see from the figure that, similar to the
previous analysis, Eve has the best eavesdropping effect by
adopting MRC, SC takes the second place, and single antenna
eavesdropping is the worst. In addition, we can find that
TAS-MRC scheme is always better than DSM-MRC scheme.

10°

T T
—— DSM-MRC Eve-MRC

— — -DSM-MRC Eve-single-ntenna
—— DSM-MRC Eve-SC

—— TAS-MRC Eve-MRC

— — - TAS-MRC Eve-single-ntenna
—— TAS-MRC Eve-SC

< DSM-MRC exact

< TAS-MRC exact

Secrecy Outage Probability

Pt /o%(dB)

FIGURE 6. Secrecy outage probability for the TAS-MRC and DSM-MRC
schemes under different eavesdropping strategies.

Fig. 7 shows the influence of the secrecy outage probability
versus P; /o2 of TAS-MRC and DSM-MRC schemes and the
asymptotic expressions curves of the secrecy outage proba-
bility attained from (23) and (25) under the ¥ — oo and
fixed y g, respectively, where Y = 10dB. We can see from
the figure that the diversity order is the same of two schemes,
which confirms the asymptotic results in (23) and (25).
In addition, when the number of antennas of Alice or Bob
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FIGURE 7. Exact and asymptotic secrecy outage probability for the
TAS-MRC and DSM-MRC schemes under Scenario 1.

is increased, the diversity gain increases, and the slope of
the diversity order increases. And it shows that two schemes
achieve the same secrecy diversity order of N4Np. Further,
the TAS-MRC scheme always gets better secrecy perfor-
mance than the DSM-MRC scheme. Moreover, the secrecy
outage probability will be improved with N4 and Np increase,
which indicates that using the DSM or TAS schemes at Alice
or MRC at Bob will enhance the secrecy array gain of CRNs
by increaing the number of antennas.

Fig. 8 plots the influence of the secrecy outage probabil-
ity versus P,/o? of the two schemes when ve/Ye = L.
The asymptotic expressions of secrecy outage probability
are achieved from (28) and (29) under the Y — o0 and
YE — 00, respectively. The simulation results shows that
the TAS-MRC scheme has better secrecy performance than
DSM-MRC scheme. For fixed y /Y. increasing Ny and
Np lead to reduce the values of secrecy outage probability.
When P; /o2 in high region, the asymptotic secrecy outage
probability reaches the secrecy outage probability floor. Thus,

—— TAS-MRC simulation
< TAS-MRC exact

— — - TAS-MRC asymptotics

—— DSM-MRC simulation
<l DSM-MRC exact

— — -DSM-MRC asymptotics | |

e

Secrecy Outage Probability

10—3 L L L L L L L
0 5 10 15 20 25 30 35 40
Pt /o(dB)

FIGURE 8. Exact and asymptotic secrecy outage probabilities for the
TAS-MRC and DSM-MRC schemes under Scenario Il with different values
NA and NB‘
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FIGURE 9. Secrecy outage probability of TAS-MRC and DSM-MRC
schemes versus Rs.

the secrecy coding gain of TAS-MRC is better than that
of DSM-MRC scheme, we can enhance the secrecy perfor-
mance of CRNs by increasing the secrecy coding gain.

Fig. 9 plots the secrecy throughput versus R; with
TAS-MRC and DSM-MRC schemes when Ny = 4 and
Np = 2. In the figure, the theoretical analysis were obtained
from (30) is the same as the simulation curves. We can clear
see that the secrecy throughput of two schemes increases at
the beginning, and then decreases with the increase of R;.
It shows that the two schemes have an optimal value R}
to make the secrecy throughput reach the maximum value.
What is more, we observe that the system with TAS-MRC
scheme can get higher secrecy throughput than DSM-MRC,
while RJ"™ can be obtained by global search.

VI. CONCLUSION

This paper investigated the secrecy performance of the cogni-
tive MIMO wiretap networks with different antenna transmis-
sion schemes. Considering the influence of outdated CSI on
the interference from Alice to PU, power control mechanism
is adopted to guarantee the QoS of PU over Rayleigh chan-
nels. In addition, in order to solve the problems of ICI and
IAS faced by traditional MIMO technology, DSM technol-
ogy was introduced at the Alice to facilitate the modulation
and demodulation at Bob without CSI. As a comparison,
we also introduced TAS technology that requires feedback
CSI to compare and select antennas at Alice. To assess
the secrecy performance of the CRNs based on TAS-MRC
and DSM-MRC schemes, the closed-form expressions for
secrecy outage probability and secrecy throughput were
derived. And we studied the influence of different transmis-
sion parameters on secrecy performance. Moreover, the diver-
sity gain and coding gain of the CRNs were analyzed based
on the asymptotic expression for secrecy outage probability.
As the results, it demonstrates that DSM-MRC requires less
CSI and is convenient for modulation and demodulation,
but sacrifices some secrecy performance gains between two
proposed schemes.
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APPENDIX A
From (17), the secrecy outage probability of the TAS-MRC
scheme can be expressed as

TAS—MRC
Pout (Rs)

_ /0 Pou(Ry |G )f(8)dg
KL

. 1 —ﬁgd > Na li
= me 82 A ) (Diexp | -
0 i=0
4 2(9Ry J s 29Rs\ ¢
2% — 1 28s
<on 2 (1) (i) ()
—\J PiiaB Pihap
1
X
Ng
I W) (24e)

o2 i 20Rs \ ~NETO=) x 11,
+ +
KL

——e tap
Pidag  Pihap Aap
Na i 2(Rs
N ; ic°(2™ —1)
X Z( 3“) (—1D)'exp <——g
=\ Kk OraB

¢ 2/~R J 2R ¢—j
‘ ® o-(2% — 1) <c72~Y )
X Onp. Z <j ) ( kOB & KQ)»ABg

io2(2Rs — 1))
PiAaB

(Ne =14+ ¢ = ))!

Jj=0
x (N —1+¢ —)!
T (Ng )(KQKAE) Ne
o2 5 22R;s —(Ne+9—))
) (KQ)»AEg * KQ)»ABg) . Gh

Then, substituting fg () in (31), the PIAS=MRC(R )y can

out

be get as (18) with the help of [31, Eq. (3.381.3)] and some
mathematical integration operations.

APPENDIX B
From (21), the secrecy outage probability of the DSM-MRC
scheme can be expressed as

Pour (Rs)

f PPSM=MEC (R 1G5 (2) dg

0
33
Npo? (2R—1) 1
:1—/exp — IR NaNi
; tAMAB F(NN)(PMAI:>
NaNg -1 1 NAO‘2 kX k k—i i
x — ) (28 — 1) (2’*)
> wl(m) ()0

NAO‘22R“ NAO'2
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X (NANg —1+i)! ( ) Ja (g)dg

"U‘fg

t
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Nalp -1 1 ]VAO‘2 kX k k—i i
) Xg E(xQ,\ABg> Z(;(i)(zle';_l) (ZRS)

k=
[Nao22Rs  Nyo2\ ANET
X (NANg — 1 4+ 0)!
AAB AE

NpNEg—+i
X (%) fc (g)dg. (32)

Then, substituting f (g) in (32), the desired Pf,),f;M —MRC (Ry)
can be get as (22) with the help of [31, Eq. (3.381.3)] and
some mathematical integration operations.

APPENDIX C
When yp — o0, the conditional CDF of y,
desired as

TAS—MRC can be

FTAS—MRC (x | G)

Ny .2
= Z (N.A> (=1 exp <— o ) ®
T\ ! PshaB

UZX ¢
N1 Pidag)

(33)
Then, the conditional PDF of ygAS ~MRC 5 desired as
Ng—1 2
_ X o°X
fVTEAS w6 = Poar \VE P <_P~A.AE)'
r(ve) (P4 ’
(34

Substituting (33) and (34) into (14), the asymptotic

P ZZ‘,S MRC (R, |G) can be desired as

PTAS MRC(RS |G)
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Now, the desired result PZ‘;‘ZS —MRC (R;) based on f (g) can

be get as
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By using (36), A7as—mrc is given by (24).
APPENDIX D
As yp — 00, the conditional CDF of yD SM=MRC jq approxi-
mated as
1 NAUZX NaNeg
F G)~ . 37
vy «l6) (NaNB)! <Ps?»AB> G

Similarly, when yg SM—MRC ;

of yD SM—MRC is desired as

is fixed, the conditional PDF
xNANE_l

X
I (NaNg) ()N &P <_y_E> G

Substituting (37) and (38) into (14), the conditional asymp-
totic secrecy outage probability based on DSM-MRC can be
desired as

PDSM —MRC (Ry |G)
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Finally, the asymptotic expression for secrecy outage
probability can be get as
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By using (40), Apsy—mrc is given by (26).
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