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ABSTRACT In Vehicular Ad-hoc Networks (VANET), vehicles act like mobile nodes for fetching, sharing,
and disseminating important information related to vehicle safety, warning messages, emergency events, and
passenger infotainment. Due to continuous information sharing of vehicles with their surrounding nodes,
Road Side Units (RSUs), and infrastructures, the existing host-centric IP-based network cannot fulfill the
requirements of VANETs. Therefore, Information Centric Networking (ICN) architectures are the introduced
to comprehensively address the problems of Internet of Things (IoT)-based VANETs, known as VANET-IoT.
This paper introduces a new ICN-based proactive left-right-front (LRF) caching strategy for VANETs, which
maximizes the performance of VANETs by placing content proactively at the right nodes. The proposed
strategy also provides amechanism for the timely dissemination of safety-relatedmessages. LRF is compared
with other caching strategies in the NS-3 simulator, which outperforms those schemes in terms of cache
utilization, hop ratios, and resolved interest ratios with respect to 100 MB, 500 MB, and 1 GB cache sizes.

INDEX TERMS IP-based network, VANETs, information centric network, VANET security, Internet of
Things.

I. INTRODUCTION
A Serious concentration has been made in the vehicular ad
hoc network (VANET) technology [1], [2] since 1990s, and
especially in the last decade, many advancements have been
seen. Internet of Things (IoT) has been deployed (and being
deployed) in various domains, such as agriculture [3], [4],
healthcare [5]–[8], cloud computing [9], [10], edge com-
puting [11], smart cities [12]–[14], smart homes [15],
etc [16], [17]. However, VANETs in combination with IoT is
a familiar research topic and has attracted attention from the
research community at large [18]. VANETs drive networks
on wheels and assist drivers and passengers by implementing
the latest technologies in vehicles [19], [20]. In a secure
VANET-IoT, each vehicle acts as a network node containing
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On-Board Units (OBU) [21]–[24] that exchange and trans-
fer information to nearby vehicles and access points on the
road, named Road Side Unit (RSU) [25]–[27]. All RSUs
are placed on the side of roads for information exchange.
In secure VANET-IoT, vehicles are also equipped with Vehic-
ular Network sensors (VNS) that sense and process infor-
mation from surrounding conditions, i.e., warning signs on
roads, movement of other vehicles, sudden breaks sensing,
accident conditions, etc., [28], [29]. VANETs applica-
tions are primarily divided into three categories [30],
i.e., Road Safety [31], Infotainment Related, and Traffic
Management [32], [33]. In VANETs, vehicles or nodes use
intelligent transportation systems (ITS) [34] providing con-
venience to drivers by enhancing road safety and traffic
efficiency [35]. VANETs use wireless communication [36]
for message transferring among vehicles in a decentralized
manner [37].
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In a secure VANET-based Internet of Things (IoT),
i.e., VANET-IoT, connections are created among different
network participants, i.e., Vehicle-to-Vehicle (V2V) [38],
Vehicle-to-Infrastructure (V2I) [39], and Vehicle-to-
everything (V2X) [40]. Mainly, VANETs use three types of
communications for information retrieval and sharing [41].
First is the V2V communications that occur among vehicles
for direct information sharing and transferring. V2V commu-
nications, which is also called communications of vehicles,
mostly use two types of broadcasting techniques, i.e., Naive
broadcast [42] and Intelligent broadcast [43]. Naive broadcast
sends messages to all vehicles in the front direction and
ignores messages coming from the back. Intelligent broad-
cast sends a limited number of messages for an event and
stops broadcasting when a vehicle receives a message in a
controlled manner [44]. Second is the V2I communications,
which permit vehicles to communicate with RSUs [45], [46].
In V2X communications where X is any third party (pedestri-
ans, road signals, other vehicles, infrastructure, etc.) that are
involved in the communication. V2X communication is also
called Hybrid communication [47].

VANETs mostly use two basic mechanisms for data
dissemination, i.e., push-based [48] and pull-based [49]
schemes. A push-based mechanism broadcasts messages
proactively to other vehicles without sending any request.
This mechanism is used to push necessary information
in approaching vehicles, such as road safety and warning
messages. The pull-based mechanism first sends a mes-
sage for the content/data it needs, and the response con-
tains the data packet. This mechanism is mostly used for
infotainment-related services or where communications start
with the request of consumer/requester [50]. VANET nodes
mostly usewireless communications for information transfer-
ring. For this purpose, radio waves, Dedicated Short Range
Communication (DSRC) [51], and IEEE 802.11p [52] are
used.

VANET nodes are highly mobile due to which the con-
nection time for information sharing is very short that leads
to the problem of connectivity [53]. Many strategies that
use IP-based ad-hoc networking are proposed in the liter-
ature [54] for routing and forwarding. The currently used
host-centric network cannot fulfill the requirements of highly
mobile VANET nodes. Direct V2V communications are not
secure with the TCP/IP implementation because of network
topology, a large number of nodes/vehicles, and ad-hoc
network connectivity. There are also some technical
limitations when we try to run or implement an IP-based
system over the IEEE 802.11p [55]. To deal with this prob-
lem, researches have been trying for the last decade to
embed a newly emerging technology in VANETs, named
Information-Centric Networking (ICN) [56]. To support
V2V communications, named-data networking (NDN), and
Content Centric Networking (CCN) [57], which are instances
of the ICN, best fit in the future Internet [56]. ICN architec-
tures work well in searching, sharing, and retrieving informa-
tion in highlymobile nodes of VANETs. Themain problem in

the existing techniques is at the access points or RSUs when a
vehicle moves away from the RSU. Due to frequent changes
in the RSUs and movement of the vehicles, connectivity and
delivery problems arise. Hence, a proactive caching strategy,
named Left-Right-Front (LRF) is proposed in this study
to improve the performance of VANETs. In addition, this
strategy also well addresses the issues of intermittent connec-
tivity. The LRF caching mechanism is especially designed
for the ICN-based VANET whereby vehicles move from
one location to another with frequent mobility and content
caching becomes difficult. The proposed strategy is suitable
for improving cache utilization, hop ratios, and resolved
interest ratios.

The LRF caching strategy is a novel approach presented
to cope with the problems of the dynamic nature of net-
work and mobility due to IoT-based VANET nodes in the
ICN environment. The proposed cache strategy fully utilizes
ICN architectures with little modification in the NDN stack.
Furthermore, the LRF caching approach is compared with
PeRCeIVE [58] and Q-Learning [59] with respect to various
metrics.

The remaining sections of the paper are as follows:
Related studies are discussed in Section II, in Section III, the
LRF caching strategy is presented with detailed description;
in Section IV, the scenario is built and the results are com-
pared with that of the PeRCeIVE strategy; in Section VI,
the probable limitations are provided; whereas, Section VII
concludes the paper with some future research directions.

II. RELATED WORK
Preference-aware Fast Interest Forwarding (PaFF) [60] pro-
vides an interest forwarding strategy for ICN based VANETs.
Firstly, PaFF selects nodes that have the same mobility and
preference of video called ‘associate’ nodes. The associate
nodes can be selected by estimating similarity in mobility
patterns, video performance agreements, and by discovering
associate nodes away from one hop neighborhood. Secondly,
the associate nodes cache status is stored and maintained in
the High Preferred Content Table (HPTC). HPTC has the
name of contents cached by associate nodes and has infor-
mation of the associate nodes for unicast routing. Further,
PaFF provides a performance-aware selection mechanism for
interest forwarding. PaFF is efficient in content searching and
finding data in terms of delay as compare to other solutions
but still needs improvement in the sharing of video streaming
in terms of performance.

Utility Gradient cache (UG-Cache) [61] is a technique
that provides cache insertion policy on the basis of request
frequency and distance of cache from the content provider
in ICN-VANETs. The UG-Cache increases the probability
of content caching and decreases content average hop dis-
tance so that the request should be cached within the net-
work. UG-Cache proposes a utility gradient function that
informs nodes about the intermediate caching on the basis
of increased cache hit rate. UG-Cache also proposes a vari-
ant named as Minimum Gradient Cache (MGCache) that
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works with the lowest frequency of requested content for
evaluation of cache insertion. MG-Cache works with replace-
ment policy like Least Frequently Used (LFU) for deploy-
ment. UG-Cache proposes an efficient implicit coordination
scheme that reduces the cost of additional coordination in
IC-VANETs. UC-Cache also lighted the future work for the
improvement of cache replacement algorithms.

The Community Similarity and Population-based Cache
Policy (CSPC) [62] is a technique for caching content in
IC-VANETs for the V2V scenario. CSPC first determines the
dynamic privacy rating of vehicles by evaluating the contri-
bution of vehicles according to their participation in caching
the content. To find privacy ratings, vehicles are grouped to
form two categories: the set of public vehicles and private
vehicles. The CSPC also determines the community simi-
larity that is subdivided into content similarity and moving
similarity. Moving similarity defines the stability of the link
between vehicles, as the higher moving similarity between
vehicles indicates they have a more stable link. Content sim-
ilarity indicates drivers with similar hobbies means there is a
higher probability of vehicles to cache the same content. The
CSPC decrease the average time delay, increase cache hit, and
decrease cache hit distance in V2V scenario.

The Efficient Content Routing Model Based on Link Expi-
ration Time (ECRMLET) [63] uses a strategy of ICN archi-
tecture in VANETs to decrease useless traffic and to make
sure the successful return of data packets. ECRMLET calcu-
lation is based on some predefined requirements like highway
environment where vehicles are moved in a parallel direction,
and the transmission range is 500 meters. The ECRMLET
also modifies PIT by adding two more domains receive time
and tolerance time. The ECRMLET provides transmission
efficiency, and the highest cache hit ratio with less response
time. ECRLMET also uses full network cache and selects
stable paths for routing.

Trajectory forwarding scheme (TFS) [64] is a routing pro-
tocol proposed to solve the problem of interest flooding,
disconnecting link, andmobility inVANETs. TFS embeds the
CCN inVANETs to tackle the forwarding problems instead of
host-centric-network. TFS selects the best forwarder within
the architecture of NDN. TFS selects the best forwarder
within the transmission range on the basis of two metrics
vehicle trajectory and vehicle velocity. Each vehicle shares
its trajectory and velocity; based on these metrics, and the
best forwarder vehicle is selected. TFS strategy works in
two steps; in the first step, each vehicle shares its neighbor
table (NT) values to neighbor vehicles by sending beacon
messages. TFS through this information, select the best for-
warder in the communication range, and establish a path.
In TFS, when the provider receives the interest packet, it gen-
erates a data packet in response that contains requested data,
hop-count, and ID of content and sends back to the consumer
through the best forwarder. TFS, in this way, archives the best
communication by selected forwarding and reduces delay.

PeRCeIVE [58] is a proactive caching technique that
places data in the network at the right time without altering

the architecture of NDN. A hierarchical namespace is used
by PeRCeIVE to request data chunks in the network. In the
PeRCeIVE strategy, the vehicle makes a request for the
interest of data from the network through RSU with the
initial request. PeRCeIVE data store requires some additional
information for placing of data chunks at RSU that must
be provided with initial interest requests. The information
contains the position of the vehicle that determines the cur-
rent location and used for caching subsection of data in a
network, Velocity that predicts the position of the vehicle in
future, and interest frequency used to determine the number
of different requests in the network. PeRCeIVE, by using
these parameters, calculates the output number of chunks and
determines a way to distribute these chunks along RSUs.
This strategy ensures the availability of interest requested
by a vehicle when passing an RSU. Hence, it shows better
results in terms of one-hop and interest ratios while keeping
a minimal number of copies in the network.

In [59], a heuristic Q-learning strategy is proposed that
jointly considers the problems of vehicles’ mobility and
caching content. In this strategy, the Q-learning algorithm
takes into consideration the movement of vehicles on the
basis of long short-term memory. The proposed heuristic
strategy can minimize the content retrieval latency because of
the derived greedy training procedures. The obtained results
show that Q-learning can perform better with several refer-
ence points under various precision.

Some other strategies have been proposed in the lit-
erature are Green Information-centric Multimedia Stream-
ing (GrIMS) [65] designed for multimedia streaming in
VANETs keeping into account energy efficiency and qual-
ity of experience (QoE); Efficient Content Routing Model
based on Link Expiration Time (ECRMLET) [63] used to
decrease useless traffic and make sure the successful return
of data packets; Information-Centric Approach for Data
Dissemination (ICADD) [66] organizes information into
three categories for proper data dissemination in VANETs;
V-ICE architecture [67] timely spreads information related to
vehicles’ safety when a black ice event occurs. Black ice is
an ice layer on a road surface that may cause road accidents
or vehicles may lose control during traveling as it is not
easily detectable; Opportunistic Interest Forwarding Protocol
(OIFP) [68] proposed for Interest forwarding that defines
priorities for interest transmission among neighbor nodes on
the basis of distance between two nodes; Utility Gradient
cache (UG-Cache) [61] provides cache insertion policy on the
basis of request frequency and distance of cache from the con-
tent provider in ICN-VANETs; Density-aware Delay-tolerant
(DADT) strategy [69] is used for interest forwarding, which
is utilized to overcome the problems of broadcast storm,
transmission overhead, and data delivery ratios; Community
Similarity and Population-based Cache Policy (CSPC) [62]
is designed for V2V scenarios to determine the dynamic
privacy rating of vehicles by evaluating their contributions
in content caching; Source Selection Dynamically Network
Coding-based Information Centric Network (SSDNC) [70]
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TABLE 1. ICN-based VANET strategies with their contributions and limitations.

is used to exploit various features for selection from multiple
data sources; Improved Named Data-based Forwarding Strat-
egy (INDBFS) [71] is used to calculate the concerned degree
of nodes about a particular named content and then request
interest in the direction of high concern.

Besides, several other strategies have been proposed for
IoT-based VANETs caching in the ICN environment, which
can be studied in the literature [72]–[82]. The comparison
of the surveyed schemes along with their contributions and
limitations is presented in Table 1.

III. LEFT-RIGHT-FRONT CACHE STRATEGY
The paper provides a mechanism for proactive caching
and introduces Left-Right-Front (LRF) cache strategy
for VANETs. The LRF cache mechanism proactively places
the requested data at upcoming nodes/RSUs for vehicles.
In VANETS, vehicles continuously change their positions
while travelling and move with the changing RSUs. This
strategy works with a predefined ICN architecture without
making a change in the existing data structures. In addi-
tion, LRF just adds another data structure, named Address
Table (AT), for storing the addresses of left, right, and front
RSUs. The addresses of these RSUs are embedded within the
design of ICN at the time of installation of RSUs.

Figure 1 shows the LRF cache mechanism. Vehicles are
moving and approaching from different sides of the roads
within the ranges of their respective RSUs. These RSUs
are the source of content caching and distribution. Contents
are retrieved from the base station and VANET sensors.
These contents are placed and forwarded according to the AT.

Each vehicle can request some named content from RSUs.
The RSU checks the content, if available, it responds the
vehicle with the requested data. Otherwise, if the RSU does
not contain the requested data, the interest is sent to the
base station. A base station is a place that holds and main-
tains the RSUs of a certain area. Since the base station
has 10 GB size in the simulated scenarios, it has enough
space for caching and holding contents. Moreover, it searches
the request in its CS within the network. After searching
the content, the base station sends it back to the RSU that
stores and provides the content to vehicles. The RSU also
sends a copy of the content to the upcoming left, right, and
front RSUs. These RSUs utilize this content when the vehi-
cles move left side, right side, or may go straight to mini-
mize the disconnection problem due to frequent changes of
RSUs during vehicle movements. The LRF caching strategy
works the same as that of the NDN architecture. As shown
in Figure 2, vehicles initially request contents from their near-
est (in range) RSUs with the help of NDN naming schemes.
If the content is available at the RSU, it sends it to the vehicle
as well as to addresses that are stored in the AT for proactive
caching at the left, right, and front RSUs. If the content is
not available at the RSU, the LRF strategy utilizes the NDN
architecture. TheRSU checks its PIT entries; if the same entry
of the content is present in the PIT, it discards the request
and makes an entry into the FIB. The entries in the FIB are
sent to the base station where the base station responds to
the request and provides data to the RSU. The RSU, after
receiving the requested data, caches it into the CS and fulfills
the request of the vehicle. The RSU also proactively caches
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FIGURE 1. LRF caching strategy.

this information against the addresses stores in the AT. In this
way, the requested data is proactively cached at the upcoming
left, right, and front RSUs. The proactively placing of data at
left, Right, and front RSUs is due to the fact that vehicles
may either move left, right, or go straight on the road. In the
LRF strategy, whether a vehicle moves at one side of the
road or changes the route, it receives data/content without
any delay. Data from the other two RSUs is discarded with
the help of the eviction policy. The eviction policy is used to
make space for newly received information from stored data
on the device. In other words, when the memory of a device
is full, the eviction policy is used to make space by evicting
the old content. The LRF strategy uses Time-Aware Least
Recently Used (TLRU) eviction policy [83] for the eviction
of content from RSUs. TLRU keeps up contents in the store
as per their access time. On the off chance that there is no
free space and another content shows up, it deletes the least
recently used one to provide space for the new content. With
the help of TLRU, the old content that has no more use is
evicted, and more space is provided for the newly arriving
content. Therefore, using TLRU policy, the performance of
the network can be increased.

A push-based mechanism is used for emergency-related
messages, as shown in Figure 3. Through the push

mechanism, messages are sent without interest generation
from vehicles for the timely sharing of information. Sensors
from the incident area, push information to the nearest RSU.
These messages are specified by a special symbol. The
LRF strategy uses the ‘‘#’’ symbol to recognize emergency
messages. After this, the RSU pushes these messages to the
base station for further action and providing the necessary aid.
The RSU also pushes the messages to the stored addresses in
the AT on the reverse path for vehicles that are approaching
the incident area.

IV. EXPERIMENTAL SETUP
The LRF caching strategy builds a simple scenario of high-
way, as presented in Figure 1. In this technique, vehiclesmove
along the road, bypassing different RSUs. The RSUs act as
access points and have the capability to store, search, and
send different types of data as provisioned by the network.
The vehicles and RSUs are connectedwith each other through
a wireless connection, whereas RSUs and base stations have
a wired connection to provide fast data access without any
signal interruption. The base station is the main provider
of data where RSUs and vehicles are caching locations in
the network. The RSUs have overlapping ranges throughout
the road/track to avoid interruptions in connectivity. In the
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FIGURE 2. LRF working mechanism.

LRF strategy, the network has only V2I communications for
complete utilization of the network. This strategy does not
use V2V and other communications of VANETs. The NDN
paradigm is used in the LRF cache strategy for download-
ing named contents. To compare the performance of LRF,
PeRCeIVE, and Q-Learning caching strategies, a testbed is
prepared by using the NS-3 simulator and SUMO to build
ICN-based IoT-VANET. SUMO is a highly transportable,
open source, continuous and microscopic traffic simulation
package intended for managing huge networks. The LRF
strategy is used on the highway scenario, having moving
vehicles that generate different sizes and volumes of data
requests. The vehicles and RSUs use IEEE 802.11 standard
Wi-Fi connection for data sharing. TheNS-3 simulator is used
for building scenario, base station, RSUs, and vehicles. The
scenario consists of 60 vehicles, 24 RSUs, and 1 interest is
generated per second for a total of 1000s. The vehicles are
running with a varying speed ranging from 15 to 60m/s. The
RSUs are 200m away from each other so that their signal area

is overlapping for improving communications performance.
The RSUs are also equipped with bidirectional antennas that
help make communications in all directions.

V. RESULTS AND DISCUSSION
After performing the simulations, the results of the
LRF is compared with those of the PeRCeIVE and
Q-Learning strategies on three defined metrics, i.e., cache
utilization, one-hop ratio, and resolved interest ratio. Each
metric is further tested with speed variations, i.e., low,
medium, and high. In the proposed strategy, the speed of
vehicles does not matter because of the proactive placement
of content on all upcoming paths of vehicles, i.e., left, right,
and front RSUs. In the simulation process, different numbers
of tests were performed on each metric with varying speeds
to produce results. Then the average of these results was
taken and compared with the PeRCeIVE strategy for each
metric.
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FIGURE 3. LRF working mechanism for emergency messages.

A. CACHE UTILIZATION
The number of copies of particular content in a network
defines the cache utilization. The existing PeRCeIVE and
Q-Learning schemes are affected by the popularity of content.
If the popularity of content is low, PeRCeIVE andQ-Learning
produce good results, but when the popularity increases, there
is a decrease in the value for cache utilization. The simulation
results show that for the LRF strategy, content popularity does
not affect the cache utilization value. PeRCeIVE strategy
produces results at an average of 3.56, Q-Learning attains
3.63 for the cache utilization value, whereas LRF strategy
provides an average of 3.88 for the same metric, as presented
in Figure 4. Thus, the proposed scheme produces better
results than the other two strategies. The main reason behind
this improvement is the use of eviction policy, i.e., TLRU,
by the LRF strategy. The simulation results show that the
cache utilization metric is greatly affected by the cache man-
agement policy.

B. ONE-HOP RATIO
It is the ratio of interests directly satisfied by the RSUs with-
out searching within the network. In proactive approaches,
the content is placed at RSUs according to the probability of
interest generation prior to a request for particular content.
The PeRCeIVE approach divides the content into chunks
before placing it at RSUs. There is a chance for a vehicle
to miss a chunk, thus, it has to request again for the same
chunk. On the other hand, LRF strategy proactively places
content on all paths of vehicles’ movement, i.e., left, right,
and front, which is also different than Q-Learning. There-
fore, it increases the one-hop ratio. The simulation results
show that the LRF caching strategy has 50% improvement

FIGURE 4. Cache utilization with different speed variations.

as compared to the results of other two strategies by placing
content proactively at RSUs. The results clearly show that the
LRF strategy improves the performance of IoT-VANETs as
compared to PeRCeIVE andQ-Learning (see Figure 5). In the
simulation environment, LRF strategy achieves better value
than PeRCeIVE and Q-Learning regardless of the speed.

FIGURE 5. One-hop ratio with different speed variations.

C. RESOLVED INTEREST RATIO
This metric shows the ratio of interests satisfied by a vehicle
as compared to the total interests sent. The ratios of inter-
ests are greatly affected by the speed and mobility of the
vehicle. The vehicles requesting certain contents are also
moving towards the upcoming RSUs. Therefore, there are
more chances of missing contents from the requested RSU
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FIGURE 6. Resolved interest ratio with cache size 100 MB.

FIGURE 7. Resolved interest ratio with cache size 500 MB.

and may have to request again from another RSU. These phe-
nomena cause the problem of mobile node delivery. Due to
this problem, a vehicle has to repeat its request and therefore
consumes extra bandwidth. At a very high speed, 10% of
the requests may be missed to be fulfilled at the requested
node/RSU. Since this parameter is mostly affected by the
speed, we have evaluated it against different cache sizes,
i.e., 100 MB, 500 MB, and 1 GB, respectively. The proposed
strategy shows higher resolved interest ratios in all cache
sizes, as presented in Figures 6 through 8. The simulation
results clearly define that LRF caching strategy has better
results in terms of the above-mentionedmetrics. LRF strategy
improves the performance of IoT-VANETs and decreases the
delay time of interests by ensuring proactive data delivery at
left, right, and front RSUs.

FIGURE 8. Resolved interest ratio with cache size 1 GB.

VI. LIMITATIONS OF LRF
Since LRF is simulated considering highway scenarios,
which do not have frequent turns. Therefore, if LRF is
deployed in case of a mountain winding road, having frequent
U-turns, it would face difficulties when RSUs share content
with each other. Onemore limitation of LRF is such that when
a vehicle moves with fast speed, the RSUs may not be able
to serve the user requests after asking the BS, if the content
is not available in the RSU. Hence, it can be thought-out to
modify LRF caching strategy to work well in such kind of
challenging scenarios.

VII. CONCLUSION
This paper discusses the potentials and solutions of the ICN
paradigm that provides the best results for ad-hoc networks
like VANETs. This is the reason that the research community
has a growing demand for ICN to be used as an alternative to
the IP-based host-centric network in the IoT-VANETs.

Though several strategies have been proposed for ICN
caching provided in the Related Work section, a few of
them are designed to take the VANET technology into con-
sideration joint with ICN. The proposed ICN-based LRF
caching strategy is specifically designed for ICN-based
VANETs, which provides better results than the existing pop-
ular strategies, i.e., PeRCeIVE and Q-Learning, by caching
contents at the left, right, and front RSUs. The results
show that the LRF strategy has a more significant improve-
ment in terms of cache utilization, one-hop ratio, and
resolved interest ratio. The LRF strategy also provides a
mechanism for emergency-related messages to be delivered
timely.

In the future, the work will also be extended for
V2V communications. The strategy may also be modified to
work for infotainment-related data for the passengers inside
vehicles.
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