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ABSTRACT The processes and systems in the real world actually contain order and symmetry. Understand-
ing these order and symmetrical behavior has been a common effort of scientists. Chaos theory has been an
interesting topic to understand these order and symmetrical behavior. One of the most important reasons for
this interest is the rich dynamics of chaotic systems. A remarkable application of these systems is statistical
randomness. Especially in random number generator designs based on discrete time chaotic systems,
an important design parameter affecting the success of the generator (statistical randomness properties) is
the initial conditions of chaotic maps. Obtaining different initial conditions that will meet the statistical
requirements is important in terms of generating different random number sequences. In order to determine
the initial conditions, an algorithm that updates the initial conditions depending on the number of successful
statistical tests is proposed. Although the proposed design approach is similar to a back propagation neural
network, it has a unique design approach. The NIST SP 800-22 test suite has been used to analyze the
statistical properties of the proposed generator. It is known that the NIST SP 800-22 test suite is a hypothesis
test. Therefore, in order to show the success of the proposed method in the best way, various additional
analysis studies have been carried out proving that the generator outputs have a uniform distribution. Using
the proposed method, six different initial conditions have been determined that provide statistical random
properties for the discrete-time chaotic systems known as logistic map and tent map. 1,000,000 bits have been
generated using the obtained initial conditions. These bit values are then converted to decimal values between
0-15. It is observed that the obtained numbers have a uniform distribution. These outputs are thought to be
applicable in many areas such as games, simulation, modeling, determination of optimization parameters
and cryptology. It is shown in a practical application for cryptographic substitution-box designs to examine
the success of the outputs.

INDEX TERMS Chaos, cryptography, deterministic random numbers, randomness, statistical tests, s-box.

I. INTRODUCTION
Curiosity is always at the center of scientific research.
Humanity has wondered many things throughout history. The
outputs of the questions their tried to answer appeared as
important milestones of science and engineering. One of
the most important questions that researchers focus on is to
predict the future behavior of processes and systems.Wewish
to be able to predict the outcomes of many processes and
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systems in order to sustain our lives more easily, comfort-
ably and with good quality. However, the random nature of
these processes and systems is one of the most important
problems that prevent researchers from making successful
predictions [1].

One of the remarkable studies among these prediction
studies was conducted by Edward Lorenz in 1963 [2]. Lorenz,
a mathematician and meteorologist, designed a model using
differential equations to predict the weather. However, while
analyzing the model, he discovered that the behavior he orig-
inally defined as an error is actually a product of the internal
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dynamics of the system. This principle, defined as sensitive
dependence on initial conditions and control parameters, later
revealed a new branch of science that researchers base on to
model real-world systems [1]. This branch of science, known
as the chaos theory, has revealed that even systems with a
mathematical model are sensitive to changes in the initial
conditions and control parameters. This phenomenon, also
known as the butterfly effect, has affected many branches
of science since its inception. Chaos theory has many appli-
cation area such as math, biology, economy and medicine.
One of the successful applications of the subject is statistical
randomness [3]. The idea that chaotic systems can be used as
a powerful entropy source has been extensively researched in
the literature and continues to be investigated. Chaotic sys-
tems have rich dynamics as an entropy source. However, one
of the most important parameters affecting the randomness
quality of entropy sources to be generated based on chaotic
systems is the initial conditions and control parameters of the
system. Very small changes in the initial conditions and con-
trol parameters can produce very different outputs. Therefore,
the quality of entropy source will be affected the most from
these choices. In other words, choosing the appropriate initial
conditions is an important design problem in chaos-based
randomness studies [4].

The aim of this study is to find a suitable solution for this
design problem. However, the initial conditions of chaotic
systems are shown in fractional numbers. Since there are an
infinite number of fractional numbers, an infinite number
of different initial conditions can be selected. An infinite
number of initial conditions can generate an infinite number
of entropy sources. But which initial condition is best suited
for randomness? There is no direct answer to this question
because the solution space of the problem is infinite. In this
study, a method has been proposed to solve this difficult
problem. In order to determine the convenient initial condi-
tions, proposed algorithm update the firstly selected initial
conditions depending on the number of successful statistical
tests is proposed. Although the proposed design approach is
similar to a back propagation artificial neural network, it has
a unique design approach. The success of the obtained results
has been confirmed through the NIST SP 800-22 randomness
test suite, which is considered a standard analysis method.
It is thought that the chaos-based entropy source, which is the
output of the study, can be widely used in many applications
that require statistical randomness.

The rest of the study is organized as follows. In the second
section, the relationship between chaos and randomness is
explained. Also, in this section, a short literature summary
about chaos based randomness studies is tried to be given.
In the third section, details of the proposed architecture are
explained in order to obtain the suitable initial conditions.
In the fourth section, a random number generator is designed
using the obtained initial conditions with the help of the
proposed architecture. Then randomness properties of this
generator have been analyzed using NIST SP 800-22 tests.
The success of the obtained random bit sequences in a

practical application is tested in the fifth section. The results
are interpreted and suggestions are made for future studies in
the last section.

II. CHAOS AND RANDOMNESS
Randomness plays an important role in many applications.
In games, the result is desired to be uniform distribution
for the satisfaction of the players. In fact, gamblers are
a very good statistician. Therefore, it is desired that the
outputs thought to be random are statistically independent.
Cryptology is another application area where randomness is
critical [5], [6]. Statistical independence is necessary but not
sufficient in this discipline where sensitive data should be
anonymized. In addition to statistical randomness, the out-
puts must be unpredictable in the information security appli-
cations. Avalanche criterion, or avalanche effect, a critical
design parameter in many cryptographic protocol designs,
can be used to best describe this statistically independent and
unpredictable behavior. This criterion is satisfied ‘‘if, when-
ever a single input bit is complemented, each of the output bits
changes with a 50% probability.’’ In other words, randomness
needs different requirements for different applications. If a
general classification is to be made, there are two basic
requirements for randomness [7], [8]. These requirements
are:
• The randomness source should show good statistical
properties.

• The randomness source should be unpredictable.
There are two basic classes of random numbers associ-

ated with these two basic requirements. These classes are
deterministic and true random number generators [7]–[9].
Since it is not appropriate to talk about the randomness of
a value alone, a random number sequence is used to measure
randomness. Therefore, the random number generator (RNG)
term will be used for the rest of the study. Deterministic ran-
dom number generators (DRNG) generate random number
sequences with the help of an algorithm. Since the algorithms
are well-defined, before or after of the sequence can be
predicted using a portion of the random number sequence.
Therefore, the important thing for DRNG is that the generator
has good statistical properties.

True random number generators (TRNG) use a powerful
entropy source for generating random number sequences.
This entropy source is unpredictable. In other words, the sec-
ond requirement of randomness is provided. However,
the outputs of TRNG do not have good statistical proper-
ties [7]–[9]. Various suggestions have been made to solve
statistical problems in TRNG designs, which have been made
recently in the literature. These suggestions are commonly
known as post-processing techniques. The most widely
known examples of these post-processing techniques are Von
Neumann corrector [10], H-function [11], and resilient func-
tions [12]. The emergence of various problems, such as the
low data rate and high energy consumption speed in these
widely known techniques, led researchers to seek new alter-
natives. Among these studies, various alternatives such as
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using the chaotic entropy pool [13], sampling through chaotic
systems [14], using s-box structures [15] and other hardware
implementation [16]–[18] attract attention.

Both DRNG and TRNG have been designed based on
chaotic systems. In chaos-based DRNG studies, the chaotic
system have been first modeled by computer and outputs of
chaotic system have been calculated usingmodels [19]. These
outputs have been converted to random number sequences
with the help of various conversion functions. There are
many suggestions in this design approach that use different
chaotic systems and different conversion functions [20]–[23].
Electronic circuit simulations of chaotic systems are gener-
ally used in chaos based TRNG designs. Random number
sequences have been obtained by creating a strong entropy
source with unexpected situations that could not be con-
trolled situation in the electronic circuit design and opera-
tion [24]–[26]. There are several chaos-based random number
generators that adopt the hybrid design approach in the
literature [27]–[29].

A DRNG design has been used in this study. In the study,
discrete-time chaotic systems have been used as chaotic sys-
tems. The reason for choosing discrete-time chaotic systems
are simple mathematical models. This simple structure pos-
itively affects the speed parameter, which is an important
evaluation factor in generator design. Again, within the scope
of the speed parameter, the threshold function is used as
the conversion function. The mathematical expression of the
threshold function is given in Eq. (1). The flowchart showing
the detailed structure of the generator is given in Figure 1.

fthreshold(x) : x <= 0, 5 ? 0 : 1 (1)

III. DETAILS OF PROPOSED ARCHITECTURE
Choosing the appropriate initial conditions is an important
problem for researchers. Since the most prominent feature
of chaotic systems is the sensitive dependence on the initial
conditions [30]. In order to show the relationship between
chaotic behavior and initial conditions, the bifurcation dia-
gram of the logistic map is shown in Figure 2 [31], [32]. The
mathematical model of the logistic map is given in Eq. (2).
The simple structure of the system is related to the fact that it
contains only one initial condition and one control parameter.
It can be observed from the bifurcation diagram that the
control parameter value should be between 3.5 and 4 in order
to display chaotic behavior [32].

xn+1 = r∗xn∗(1-xn) (2)

The bifurcation diagram is a qualitative analysis method.
In other words, an expert is required to interpret the results of
the analysis. Although there are different methods to analyze
the presence of chaotic behavior in a system, Lyapunov
exponents have several advantages over others. Lyapunov
exponents are a quantitative analysis method. Positive
Lyapunov exponents overlap is associated with chaotic
behavior. Figure 3 shows the Lyapunov exponents calculated
for the logistic map [1], [31], [32].

FIGURE 1. General design approach for chaos-based cryptographic
protocol designs.

FIGURE 2. Bifurcation diagram of logistic map.

The analysis results which are carried out with both the
bifurcation diagram and Lyapunov exponent of the logistic
map show that the control parameter value of the system,
which has the richest chaotic behavior, is 4. The question to be
answered at this stage is what would be the most appropriate
initial conditions to achieve the most appropriate statistical
randomness using the method detailed in Figure 1? An archi-
tecture has been proposed to answer this question. Details
of the proposed architecture are given in Figure 4. In order
to determine the initial conditions, an algorithm that updates
the initial conditions depending on the number of successful
statistical tests is proposed. Although the proposed design
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FIGURE 3. Lyapunov exponent diagram of logistic map.

approach is similar to a back propagation neural network,
it has a unique design approach.

The proposed architecture is a three-layer back propagation
architecture. There are two neurons in the input layer. There
are 15 neurons in the middle layer of the neural network.
Each neuron corresponds to one test in the NIST SP 800-
22 test suite [33]. The initial values are updated depending
on the number of successful tests. The starting point of this
study is based on the proposed approach to determine the
initial conditions with the help of optimization algorithms.
In the proposed method in Ref. [34], the most appropriate
initial condition and control parameters have been tried to

be determined with the help of six different optimization
algorithms. The initial condition of the logistic map is in the
range of [0, 1]. So; there is an infinite number of possibilities
to choose. The purpose of the proposed method in this study
is to reduce the computational complexity of the previously
proposedmethod. Themethod described below has been used
to narrow the selection space containing the initial conditions.

Step 1. Firstly, [0.1; 0.3; 0.4; 0.7] are used as the initial
condition.

Step 2. A digit value between 0-9 is generated using the
rand() function.

Step 3. This digit value is added to the initial condition.
Step 4. Continue by selecting the digit value that provides

the most test.
Step 5. Continue from step 2 until the number of digits

after the comma reaches 15.

The obtained initial conditions using this architecture are
given in Table 1.

Although the initial conditions listed in Table 1 have been
obtained using the proposed method, it has been evaluated
that there might be some defects of the method that needed
improvement. Because in step 1 of the proposed algorithm
an initial population has to be determined by the user. This
choice can be interpreted as a disadvantage as it requires
a user dependency. However, this disadvantage should be
interpreted as a trade-off. Because determining the initial con-
ditions with optimization algorithms is a process that takes
weeks using an average computer (2,2 GHz Intel Core i7,
16GB1600MHzDDR3). It took less than 5minutes to obtain

FIGURE 4. General overview of proposed architecture.
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TABLE 1. The obtained initial conditions for logistic map.

FIGURE 5. Bifurcation diagram of tent map.

the results using the proposed method in the same computer.
In other words, compared to methods based on optimization
algorithms in terms of performance / user domain knowledge
balance, the proposed method offers significant advantages
for performance criteria. It is planned to publish various prob-
able initial population sets in the future in order to eliminate
possible problems related to user domain knowledge.

The proposed method can be used not only for the logistics
map but also for other chaotic maps to obtain initial condi-
tions that will meet the statistical requirements. For example,
various chaotic maps that can be used in random number
generators are listed in Ref. [35]. Tent map, which is one
of these maps with successful randomness values, has been
considered as the other analysis study. The mathematical
model of the tent map is given in Eq. (3). The bifurcation
diagram and Lyapunov exponentials are given in Figure 5 and
Figure 6, respectively.

xn+1 = xn < 0.5 ? r∗xn : r∗(1-xn) (3)

One of the important reasons for giving Lyapunov expo-
nentials for chaotic maps in Figure 3 and Figure 6 in the
study is to explain the selection criteria of control parameters.
Lyapunov exponentials are a quantitative indicator of the
chaotic behavior of the system. The positive Lyapunov expo-
nential indicates chaotic behavior. Therefore, it is thought that
there is a linear relationship between the value of Lyapunov
exponents and the disorder of the system (in other words,
the quality of the entropy source). Therefore, the control
parameter value r = 4 has been chosen for the logistics map.

FIGURE 6. Lyapunov exponent diagram of logistic map.

Similarly, the control parameter value r = 1.999 has been
chosen for the tent map. Because for these values, the largest
Lyapunov exponential values have been obtained.

The obtained initial conditions for tent map using proposed
architecture are given in Table 2.

TABLE 2. The obtained initial conditions for tent map.

In information security applications, if the outputs of the
generator are used as secret keys, it is thought that deter-
mining dynamical the control parameter value with the help
of the proposed algorithm instead of choosing a constant
is another alternative. In this case, by obtaining a larger
key space, a more robust structure can be obtained against
brute force attacks. Due to the priority of the performance
criterion, this option has not been tried in the study. However,
it is planned to investigate these alternatives in future
studies.

IV. ANALYSIS RESULTS
Statistical randomness is a basic feature that must be pro-
vided for many applications. Therefore, many studies have
been carried out to evaluate the statistical properties of the
generator. Approaches known as hypothesis tests are often
used to check statistical properties. There are many com-
prehensive test packages in the literature. Among these test
packages, the NIST SP 800-22 test package is accepted by
many researchers as a standard test tool. NIST SP 800-22 test
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TABLE 3. NIST test results for random number sequences which has been generated using initial conditions in the Table 1.

TABLE 4. NIST test results for random number sequences which has been generated using initial conditions in the Table 1I.

package contains 15 different tests. Details of these tests can
be accessed from Ref. [33].

In this study, the logistic map and tent map have
been chosen as the chaotic map for the method detailed
in Figure 1. Two random number sequence with a length
of 1,000,000 have been generated for six different initial
conditions using the proposed model and r = 4 (logistic map)
and r = 1.99 (tentmap) control parameter value that would be
most suitable for statistical randomness. Two random number
sequence of 1,000,000 lengths each have been generated for
six different initial conditions (In total, 12 different data sets
have been obtained). The NIST SP 800-22 test results of these
sequences are given in Table 3 and Table 4, respectively.

The NIST SP 800-22 test suite [33] is one of the most
successful statistically accepted test tools. But it is a hypoth-
esis test. ‘‘Hypothesis testing is the use of statistics to
determine the probability that a given hypothesis is true.

The usual process of hypothesis testing consists of four
steps.

i. Formulate the null hypothesis H0 (commonly, that the
observations are the result of pure chance) and the
alternative hypothesis Ha (commonly, that the obser-
vations show a real effect combined with a component
of chance variation).

ii. Identify a test statistic that can be used to assess the
truth of the null hypothesis.

iii. Compute the P-value, which is the probability that a
test statistic at least as significant as the one observed
would be obtained assuming that the null hypothesis
were true. The smaller the P-value, the stronger the
evidence against the null hypothesis.

iv. Compare the p-value to an acceptable significance
value alpha (sometimes called an alpha value).
If p<=alpha, that the observed effect is statistically
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FIGURE 7. Distribution of generated random members using logistic map.

FIGURE 8. Distribution of generated random members using tent map.

significant, the null hypothesis is ruled out, and the
alternative hypothesis is valid.’’ [36], [37]

As stated above, p-values must be smaller than the deter-
mined alpha values for the test to be successful. P-values
given in Table 3 and Table 4 are below the alpha values
determined in NIST SP 800-22 test suite. However, these
results do not fully prove that the generated random num-
bers are statistically strong. With a newly designed statistical
test, the generator has the potential to fail this statistical
test successfully. Therefore, 1,000,000 bit value is divided
into 4-bit blocks and converted to 250,000 decimal value
between 0-15 to show the statistical success of the generator.
Figure 7 and Figure 8 show the distribution of values con-
verted to decimal values between 0-15 for six different initial

conditions in Table 1 and Table 2. In addition, Table 5 and
Table 6 can be examined to analyze howmany of each number
are produced.

There are sixteen different options as the value ranges are
from 0-15. Therefore, ideally, the number of each decimal
value is expected to be 250,000/16=15,625. It is clearly
observed from Figure 7 and Figure 8 that the distributions
of generated random numbers for the six different initial
conditions in Table 1 and Table 2 have a uniform distribution.
After converting the generated bit sequences to decimal
values, another statistical test has been applied. In this test
approach known as chi-square test, it is possible to make a
quantitative evaluation using the confidence intervals deter-
mined. Since the generated bit sequence is converted to
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TABLE 5. Distribution of decimal values for generated using logistic map.

TABLE 6. Distribution of decimal values for generated using tent map.

TABLE 7. The confidence values for degree of freedom 16.

TABLE 8. Chi-square test results.

16 different decimal values, the degree of freedom of the test
is 16. All confidence values for degree of freedom 16 are
given in Table 7. The calculated chi-square values for dataset
produced in Table 5 and Table 6 are given in Table 8. When
the calculated chi-square values are analyzed, it shows that all
datasets are acceptable for 0.20 confidence value. However,
it can be stated that dataset6 is statistically more suitable
among these datasets.

It should be noted that all the analyzes given in this section
are statistical hypothesis tests. In other words, even a gener-
ator that has successfully passed all the tests may not be able
to provide a new test. Therefore, it cannot be used directly
in certain cryptographic applications. The reason for drawing
attention to this kind of disadvantage is that the main aim in

the studies on chaos based random bit generators is to realize
practical designs that can be used in cryptographic applica-
tions. In the following section, the outputs of the proposed
method are used in the design of a cryptographic component
that has a critical importance in information security applica-
tions. Thus, a practical application of the proposed method is
also shown.

V. A PRACTICAL APPLICATION OF GENERATED RANDOM
BIT SEQUENCES IN CRYPTOGRAPHY
The determined initial conditions using the proposed method
in the study provide both NIST SP 800-22 and chi-square
tests. The design problem in chaos-based random number
generators is that there are an infinite number of possi-
bilities to select initial conditions. This design problem is
inherently an NP problem. Optimization algorithms can be
used to find an approximate solution to this problem [34].
However, optimization algorithms may have a disadvan-
tage in practical applications due to computational difficulty.
Since performance is also a critical evaluation criterion in
cryptology applications, a method that is more convenient
than optimization algorithms has been proposed in terms
of performance. In order to analyze the success of this
method in practical applications, the design of the substi-
tution box (s-box) structures has been investigated using
the obtained random bit sequences. S-box structures are a
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TABLE 9. S-box structure generated form logistic map.

nonlinear component in block cipher systems, they directly
affect the encryption requirements such as confusion. One of
the most important reasons affecting the transition from DES
(Data Encryption Standard) algorithm to AES (Advanced
Encryption Standard) algorithm is differential attacks on
s-box structures. Therefore, researchers focus on alternative
s-box designs approaches. Particularly with the popularity
of practical cryptanalysis techniques such as side channel
attacks, interest in s-box design techniques based on random
selection techniques has increased [38].

In this section, a s-box design approach is proposed based
on generated random number sequences based on chaotic
map. The design logic of the proposed method is detailed
in the flowchart in Figure 9. Two different s-box structures
generated for a random bit sequence obtained using two
different datasets produced by using logistic map and the tent
map are given in Table 9 and Table 10, respectively. There
are five basic criteria to evaluate the success of the produced
s-box structures. Ref. [39] can be examined for both detailed
information about these criteria and an analysis program that
can be used free of charge. Analysis results regarding these
criteria are given in Table 11. Table 11 presents performance
analysis of both the generated s-box structures and the various
designs proposed recently. Therefore, the opportunity to eval-
uate the success of the proposed method has been provided.

It is necessary to evaluate the references given in Table 11 in
two different categories. Because Ref. [40]–[45] is based on
mathematical transformations. It can be observed that these
designs are closed to ideal values for both the nonlinearity
criterion and the XOR value. Ideal values refer to structures
with analysis results equivalent to the AES s-box structure.
The nonlinearity value is 112 and the XOR value is 4 for the
AES s-box structure. However, it has been observed that these

FIGURE 9. General design approach for chaos-based entropy pool [33].

studies only focused on various criteria. For example, it has
been observed that while the desired value has been obtained
for the nonlinear value, the condition for the XOR value has
not been met in Ref. [40]–[42]. In the approaches suggested
in Ref. [43]–[45], the design criteria have been reached. It has
also been shown in different studies that a similar approach
can be achieved by optimizing the results [46], [47]. Although
there is a possibility to use these design approaches to
improve s-box criteria; the performance of s-box structures to
be generated from random bit sequences have been analyzed.
Therefore, it is considered to be more fair to compare the
produced s-box structures with the other references presented
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TABLE 10. S-box structure generated form tent map.

TABLE 11. Performance comparison for s-box structures.

in the Table 11. Another point to note is that the s-box
structures presented in Table 9 and Table 10 are the first
s-box structures produced from bit sequences obtained from
chaotic maps. Maybe better or worse s-box structures can be
obtained. However, such a comprehensive analysis has not
been carried out in order to make a fair evaluation of the
study. From the analysis results; It has been observed that the

produced s-box structures have values close to the designs in
the literature.

Although the proposed s-box structures have average per-
formance criteria, their biggest advantage is that they will
be more resistant to side channel attacks than mathematical
designs [38]. In addition to these advantages, it is thought that
a dynamic s-box structure can be generated by using different
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initial conditions. For example, it can be used instead of the
s-box structures in Ref. [61], as well as in successful image
encoding algorithms in the literature [62], [63].

Another practical application of the proposed method is
that the initial conditions and control parameters of chaotic
systems can be used as the secret key of the encryption
algorithm in these designs. A strong feature in chaos-based
random bit generators is the guarantee of a large key space.
For example, the initial condition and control parameter of the
Logistic map are expressed in 52 bits each. So even the key of
a simple design will be 2∗52 = 104 bits. An attack scenario
will be addressed because it is greater than the 80-bit limit
value accepted for attacks known as brute force attack.

VI. CONCLUSION
The initial conditions determined using the proposed method
in the study provide both The NIST SP 800-22 and chi-square
tests. The design problem in chaos-based random number
generators is that there are an infinite number of possibilities
to select initial conditions. This design problem is inherently
an NP problem. Optimization algorithms can be used to
find an approximate solution to this problem. optimization
algorithms have several computational difficulties. In this
study, a method that attempts to solve the success achieved
with optimization algorithms using a simpler method is pro-
posed. The problem is determining the most suitable initial
conditions of chaotic systems that will provide statistical
randomness in the best way is analyzed. A model similar to
artificial neural network architecture has been proposed to
solve this problem. The proposed approach has been tried
to overcome the computational difficulty of the problem. Six
different initial conditions of the logistic map and tent map
have been calculated using the proposed method. Random
number sequences have been generated using the determined
initial conditions. The statistical properties of the generated
random number sequences have been checked with The NIST
SP 800-22 test suite. The analysis results showed that the
determined initial conditions successfully provided all ran-
domness tests.

The obtained results in this study are important as they have
verified the study previously performed using optimization
algorithms. In previous study [34], using the six optimiza-
tion algorithms for four different chaotic systems, the most
appropriate initial conditions and control parameters have
been determined. In this study, it is aimed to determine only
the most suitable initial conditions based on the assumption
that the best statistical properties can be reached for the
value of control parameter 4. In this way, the computational
complexity of the method is better than the previous method.
However, similar studies should be carried out in different
chaotic systems in future studies. Another study planned in
the future is to investigate both the initial conditions and the
selection of control parameters together, as in the previous
study.
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