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ABSTRACT With the advent of new technologies and the fast pace of human life, patients today require
a sophisticated and advanced smart healthcare framework that is tailored to suit their individual health
requirements. Along with 5G and state-of-the-art smart Internet of Things (IoT) sensors, edge computing
provides intelligent, real-time healthcare solutions that satisfy energy consumption and latency criteria.
Earlier surveys on smart healthcare systems were centered on cloud and fog computing architectures,
security, and authentication, and the types of sensors and devices used in edge computing frameworks. They
did not focus on the healthcare IoT applications deployed within edge computing architectures. The first
purpose of this study is to analyze the existing and evolving edge computing architectures and techniques for
smart healthcare and recognize the demands and challenges of different application scenarios. We examine
edge intelligence that targets health data classification with the tracking and identification of vital signs
using state-of-the-art deep learning techniques. This study also presents a comprehensive analysis of the
use of cutting-edge artificial intelligence-based classification and prediction techniques employed for edge
intelligence. Even with its many advantages, edge intelligence poses challenges related to computational
complexity and security. To offer a higher quality of life to patients, potential research recommendations for
improving edge computing services for healthcare are identified in this study. This study also offers a brief
overview of the general usage of IoT solutions in edge platforms for medical treatment and healthcare.

INDEX TERMS Internet of Things, smart healthcare, artificial intelligence, edge computing, fog computing.

I. INTRODUCTION
Healthcare currently uses IT to provide smart systems that
speed up health diagnosis and provide accurate and effec-
tive treatment. Intelligent health surveillance frameworks and
automated medical diagnosis systems provide services in
various environments and scenarios, which include hospitals,
workplaces, and homes, and transportation support to dra-
matically cut the cost of doctor visits as well as to increase
the overall quality of patient care [1]. Smart healthcare IoT
sensors and applications for general healthcare have dramat-
ically altered the approach to healthcare, as the number of
healthcare IoT devices used globally is estimated to be more
than 162 billion as of 2020 [1].

Wearable and embedded smart IoT sensors can collect real-
time data, including data relating to user habits, mobility, and
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device usage. These data are collected and processed using
machine learning (ML) or deep learning (DL) techniques
to reveal hidden patterns in the data and to track users to
diagnose and warn about critical conditions. Cloud-based
frameworks, which often employ big data analysis tech-
niques, can achieve reliable and accurate results for general
IoT applications that require a rapid response [2]-[4]. How-
ever, for critical medical IoT-based applications that require
higher accuracy, real-time responses, and robust behavior,
cloud-based architectures can have a significantly adverse
impact in cases of network failure or bandwidth delay, and
this may result in medical emergencies or even the loss of
life [5].

Recently there has been growing interest in sophisticated
cloud architectures that employ edge intelligence and fog
computing. The key objective of this amalgam is to exploit
the maximum benefits from edge and fog computing capa-
bilities for data collection, interpretation, processing, and
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analysis [6]. Such architectures provide promising solutions
for increasing reliability and responsiveness in the case of dis-
tributed applications involving healthcare, because intelligent
device and sensor mapping as well as resource management
are key issues for smart healthcare IoT systems [5]. Hence,
this study aims to highlight the advantages of edge computing
for intelligent solutions for the distributed processing and
analysis of smart [oT healthcare sensors.

Edge intelligence can be used on smart devices that have
sensors attached to them, and on devices that are available at
gateways near the smart sensors: wearable smart devices with
sensors, like smart phones or smart watches, and gateway
devices like microcontrollers can serve as edge nodes. Fog
computing can be implemented on local area networks and
can integrate powerful, larger devices like personal computers
or servers that are installed at a greater distance from the
smart sensor devices. Both edge and fog computing architec-
tures are widely used together to take advantage of sensors
within the users’ proximity to deliver healthcare services with
greater availability, lower latency, and location awareness [7].
Recently, many researchers have proposed methods based
on hierarchical computing to leverage techniques like DL
and ML for the distribution and allotment of inference-based
tasks among edge and fog nodes, which could tremendously
improve the computing power and computational capabilities
of edge devices [8], [10]-[16].

In the smart healthcare domain, mobile cloud architec-
tures that incur high cost for data transmission and cover
a limited area are gradually being transformed to mobile
edge computing architectures that employ edge ML, have
the characteristics of lower latency and higher coverage, and
are more reliable than cloud-based models [17]. In this arti-
cle, we provide a review of the edge-based IoT healthcare
frameworks that focus on health surveillance. This study
discusses the trends in the advancement of edge IoT-based
smart healthcare frameworks, including systems that employ
edge computing for functional processes to the more recently
proposed edge architectures that also exploit fog computing
and ML techniques.

Edge computing can be used with multiple edge devices
and local servers for the collaborative and efficient process-
ing of healthcare sensor data. By employing Al techniques,
edge intelligence is moving toward smart healthcare frame-
works that have human-like intelligence and even cognitive
intelligence. Edge intelligent architectures can be totally or
partially trained at the edge level, while further processing
can be distributed among edge and fog nodes, or cloud pro-
cessing can be done for computationally intensive applica-
tions. The surge in smart sensors and IoT devices has now
made the Internet of Everything (IoE) [18] achievable. Edge
intelligence also works with platforms for Industry 4.0, and
Healthcare 4.0, thus making IoT architectures smarter and
more resilient [19]. Edge intelligence is being used in smart
cities for ambient-assisted living (AAL) [20]. It is also being
employed to build cognitive intelligence systems for ECG and
EEG data monitoring and classification [21].
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TABLE 1. List of abbreviations.

Abbreviation | Full Form

AAL Ambient Assisted Living

5G Fifth Generation

Al Artificial Intelligence

AR Augmented Reality

BAN Body Area Network

BCI Brain Computing Interface
BSN Body Sensor Network

CNN Convolution Neural Network
CVD Cardiovascular Diseases
DBN Deep Belief Network

DL Deep Learning

ECG Electrocardiogram

EEG Electroencephalogram
H-IoT Healthcare Internet of Things
kNN k-Nearest Neighbor

KPI Key Performance Indicators
MEC Mobile Edge Computing
ML Machine Learning

NFV Network Function Visualization
(O] Operating System

PoP Point to Point

QoL Quality of Life

QoS Quality of Service

RF Random Forests

SDN Software Defined Network
SVM Support Vector Machines

TI Tactile Internet

VR Virtual Reality

WBAN Wireless Body Area Network
WSN Wireless Sensor Network

Hence, we are witnessing a convergence of various types
of Al, ML, and DL-based technologies for the automation
of complex decision-making tasks, which results in multi-
purpose intelligent inference architectures. In fact, edge intel-
ligence cannot be restricted to ML or DL-based techniques
only [22], but it is now being researched for every domain
of smart healthcare involving IR 4.0, Healthcare 4.0, 5G, and
tactile internet.

Figure 1 shows the taxonomy as a pictorial view of the
sections and subsections discussed in this study. The rest of
this study is organized in the following manner. Section II
provides a brief comparison of related surveys. The basic
architecture of edge IoT healthcare systems is described in
Section III. Section IV provides a review of state-of-the-art
IoT healthcare systems based on different areas of applica-
tion. The application of ML, edge intelligence, blockchain,
and big data for IoT healthcare frameworks is explored in
Sections V to VIIL. Section VIII discusses trends in the field
of intelligent edge applications for IoT healthcare, and the
conclusion is given in Section IX.
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FIGURE 1. Taxonomy.

Il. COMPARISON WITH OTHER SURVEYS

From a review of the literature and surveys of the state-
of-the-art architectures, the essential aspects and applica-
tions of IoT healthcare systems were identified. Employing
ML and DL techniques is an integral part of smart health-
care IoT systems. ML/DL models can be applied in the
device, data processing, or communication layers [3], [23].
In this study we discuss in detail the application of ML
and DL models at the various layers and nodes of IoT
healthcare architectures, which has not been addressed by
other surveys. Study [24] presents a good evaluation and
discussion of fog-based architectures, but the authors do
not discuss the architectures from an application point of
view. We also discuss the application of blockchain in IoT
healthcare systems, something else that is not covered by
many studies. A survey in [25] provides a detailed discus-
sion of many ICT-based architectures, but it is quite dated
and does not include more recent advancements. Another
detailed survey in [26] available focuses on the application
aspects of IoT healthcare but not on emerging technologies.
This study focuses on evolving and revolutionary techniques
for IoT healthcare systems. Table 2 presents a compari-
son between the content of previous study on IoT health-
care systems [17], [27]-[36], [100] and that of the present
study.
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Ill. EDGE loT SMART HEALTHCARE ARCHITECTURE
Edge-based IoT healthcare frameworks generally involve
remote monitoring systems that exploit different types of
smart sensors for the implementation of healthcare systems
that are diagnostic, sensitive, and preventive [1], [37]-[39].
In most recent studies, fog computing nodes work as local
servers: they gather, analyze, and process health IoT sensor
data and give rapid-response services [40]. For many years,
healthcare researchers have been exploring solutions for the
remote monitoring of patients and for the transmission of
health reports to provide clinicians with patient data in real
time. Previous researchers like Liu ef al. [41] primarily sug-
gested simple computers and microcontroller-based monitor-
ing systems for patients, such as using ECG and heartbeat
sensors to warn about high heart rate or for the prediction
and filtering of vital situations. These physiological data are
then collected from smart ECG sensors for further analysis
and processing [42], [43].

Recent advances in [oT technology have opened a door for
intelligent solutions that take advantage of software platforms
and system architectures. These solutions, such as for mon-
itoring chronic illness, epidemic surveillance and control,
elderly and pediatric care, and management of health and
fitness [44]-[50], are intended to resolve healthcare issues at
various levels.
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TABLE 2. Comparison of state-of-the-art for loT-based healthcare.

Machine
Use Case: Edge/ Fog Big
Reference Learning/ Deep Blockchain
Architecture Computing Data
Learning
Hartmann et al. [17] v
Alam et al. [27] v
Mutlag et al. [28] v v
Qadri et al. [30] v v v
Greco et al. [31] v v v
Yuetal [32] v
Hossain & Ghulam
v v v
[33]
Habibzadeh et al. [34] v v v
Aceto et al. [35] v v v v
Dhanvijay et al. [36] v
Baali ef al. [100] v v
This Work v v v v v

In this work, we focus primarily on the challenges for
health surveillance systems. These issues can be divided
into two parts, static and dynamic patient monitoring. Static
patient monitoring can be done in a home, office, or hospital,
and dynamic patient monitoring would track the patient in an
outside environment.

A general edge/fog computing-based approach uses an
architecture with multiple levels [51], which is illustrated
in Fig 2. The three basic levels are:

o Level for edge nodes, where data are collected from
IoT body sensors. Low-level processing takes place in
hand-held or portable devices like smart watches, smart-
phones, tablets, or embedded devices or local gateway
devices.

« Level for fog nodes, where data are collected from IoT
field sensors or edge devices. Storage and local process-
ing are performed here using servers or PCs.

« Level for cloud processing, where all the data are gath-
ered and stored. High-level processing takes place here,
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including the application of sophisticated algorithms and
data analysis.

It is not necessary that all three levels of edge archi-
tecture are contained simultaneously in the same archi-
tecture. In non-dynamic solutions, fog nodes can be used
to collect data directly from sensors, and they may be
assisted by cloud service providers. Similarly, edge devices
explicitly interact with cloud providers in certain com-
plex dynlmic situations where a fog level cannot be
enforced.

IV. REVIEW OF EDGE BASED IOT HEALTHCARE
MONITORING SYSTEMS

Several research studies have proposed IoT-based smart
health monitoring frameworks during the last few years.
In this study, we review a variety of such research studies
to demonstrate the advances in IoT-based healthcare sys-
tems that employ edge intelligence, as shown in Table 3.
This study discusses the trends in the advancement of edge
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FIGURE 2. Simple three-tier architecture for loT-based healthcare systems.

IoT smart healthcare frameworks, including systems that
employed edge computing for functional processes, to the
recently proposed edge architectures that also exploit fog
computing and ML techniques.

The research studies reviewed here include various fields
of IoT smart healthcare applications for the monitoring of
physiological health data including skin, voice, posture, and
movement. The studies are grouped according to the applica-
tion area.

Figure 3 shows the application of edge intelligence in
combination with ML for IoT smart sensor based scenario.
The data that is collected from the IoT smart sensors are
collected and preprocessed by edge devices. These devices
also apply Al techniques for preprocessing and initial data
analysis, but for intensive processing and classification tasks
it is sent to the ML backend core where advanced deep
learning algorithms are employed for in-depth analysis and
decision making.

A. PHYSIOLOGICAL HEALTH DATA ANALYSIS

Recently, many research studies have proposed IoT-based
healthcare systems that focus on physiological health data for
accessing and diagnose critical health situations.

In [101], a wireless body sensor network is employed
for movement and heart data monitoring for individuals
inside living places. The edge layer enables members of
patient’s family or healthcare experts to receive health alerts
on their smartphones. Sudden changes in sensor values
are calculated, which help to detect falls or critical health
conditions early. Likewise, another IoT smart healthcare
system [102] was proposed for the home monitoring of
critical heart conditions of patients using ECG sensor data.
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The proposed method performed system interaction through
the use of a TV interface.

In [35], the researchers explored the cloud-based Bluemix
technology for collecting and storing physiological infor-
mation. They employed IBM Watson IoT platforms to
make it possible for health experts to remotely access and
analyze analytical findings using health data. In another
study [54], researchers proposed an embedded system for
fever diagnosis that monitors patient temperature in real
time. An ECG telemetry system [55] based on the IoT
is proposed, where health assessment can be carried out
on a smartphone in real time. Various physical activities
have been evaluated on the proposed system, illustrating its
usefulness.

Field sensors can be used for collecting static moni-
toring physiological data, and can be employed in mul-
timodal activity detection. In one study [104] for this
researchers used a smartphone, smartwatch sensors, and
a camera to gather audio, video, and motion information.
In fact, the cloud architecture was used for fog comput-
ing, where activity recognition, data preprocessing, and
localization were done using a local gateway, and cloud
processing was employed for remotely accessible data
storage.

Similar studies [68], [11] have proposed activity recog-
nition using fog-based frameworks. In [11], twelve human
activities were detected by employing wearable body sensors.
These studies used an LSTM based RNN model that was
implemented on the fog nodes of local servers, whereas [68]
proposed other types of movement monitoring sensors and
used SVM and random forests for activity classification.
Edge-based ML models (Edge ML) have been explored in
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TABLE 3. Overview of loT-based healthcare.

Research Study

Aim

Smart Sensors

Devices (Fog/edge)

Method Adopted

Abdellatif et al. [8]

EEG classification and
analysis

EEG headset and smart
sensors

Not mentioned

Employed stacked autoencoders on
edge nodes for feature extraction

Uddinetal. [11]

Activity recognition
using wearable smart
sensors

Many types of wearable
sensors including ECG,
accelerometer, and
gyroscope

GPU-based fog
server

Activity detection done using RNN
model

Greco et al. [24]

Real time health data
anomaly detection

Gyroscopes and
accelerometers

Raspberry Pi

Proposed distributed edge
framework for stream computing
and HTM algorithm employed for
anomaly recognition

Kaur et al. [25]

Pulse rate and body
temperature
monitoring

Heart rate and
temperature sensors

Raspberry Pi

Bluemix technology used for remote
data collection in the cloud

Orhaetal. [42]

Physiological data
recording using
Arduino
microcontroller

Special sensor

PC and Arduino
microcontroller

No edge used, sensor data
processed on PC

Yakut et al. [43]

ECG data recording,
loT Healthcare
framework using
Raspberry Pi.

Electronic health smart
sensors

Raspberry Pi

Data processed on MATLAB
environment using PC

Satija et al. [55]

ECG real-time
monitoring

ECG smart sensors

Arduino
microcontroller

ECG collection during activities and
abnormality detection using DFT

Mathur et al. [56]

Gait detection for
lower limb
rehabilitation using
hand orthosis

Hand movement and
temperature sensors

Arduino, Raspberry
Pi and smartphone

Machine learning employed for
temperature detection using
MATLAB

detection using speech
and ECG signals

smartphone

Muhammad et al. | Detection of voice Voice, temperature, Smartphone loT devices used for data collection;
[57], [58] pathology ECG, and humidity ELM technique employed on the
sensors cloud for feature extraction and
classification; LBP and Mel-spectrum
features used for voice.
Dubey et al. [59] Parkinson’s disease Microphone and Intel Edison DTW technique used for pattern

identification in ECG signal. Pitch
estimation used for speech signals

Sood et al. [62]

Chikungunya virus
detection and alert
system

Environmental and
wearable smart sensors

No edge support

Data analysis and real-time
processing done on fog nodes; main
processing and storage done in the
cloud

Sareen etal. [63]

Zika virus detection
and prevention system

Insect sensors

Smartphone

Fog-based servers used for data
processing, computations and
analysis done on cloud

Hegde et al. [64]

Detection and
prevention system for
COVID-19, symptom

Infrared camera

Raspberry Pi

Forehead detection for temperature
monitoring, and lip detection for
symptoms

50

VOLUME 9, 2021




S. U. Amin, M. S. Hossain: Edge Intelligence and loT in Healthcare: A Survey

IEEE Access

TABLE 3. (Continued.) Overview of loT-based healthcare.

Research Study Aim Smart Sensors Devices (Fog/edge) | Method Adopted
screening,
temperature
monitoring

Liuetal. [65] Different types of food | Smartphone Smartphone Segmentation and preprocessing of
classification for diet image done using smartphone and
analysis classification done using CNN model

implemented in the cloud
Daietal. [66 Skin cancer recognition | Smartphone Smartphone Pre-trained CNN implemented on

smartphone for skin lesion
classification without the use of
cloud services

Queralta etal. [67

Fall detection for
monitoring heart
disease and diabetes

EEG, ECG, blood
pressure

Raspberry Pi

RNN implemented on edge gateway
for detecting falls

[71]

classification for

monitoring heart rate
and diabetes

sensors and embedded
devices

Ram et al. [68 Activity recognition ECG, gyroscopes, PC SVM and random forest used for
using multimodal accelerometers and activity precognition
signal other movement
sensors
Abdel-Basset et al. | Type-2 diabetes Heart rate, blood PC Hybrid deep learning model for
69 detection and pressure, activity, blood Type-2 diabetes prediction
monitoring glucose sensors
Devarajan et al. Real time remote ECG, blood glucose and | Smartphone Decision tree for diabetes risk
70 monitoring, diabetes movement sensors prediction
patients
Priyadarshini et al. | Stress prediction and Various wearable body PC Deep learning employed for stress

detection for predicting early
symptoms of Type-2 diabetes

Magafia et al.

101

Fall detection and alert
system, heart disease
detection and
classification

Heart rate sensors

Microcontroller

Proposed data encryption;
smartphone-based application and
alert notifications

Villarrubia et al.
102

Patient monitoring
inside the homes

ECG sensor and
accelerometer

Arduino
microcontroller
and Raspberry Pi

Home tracking of patients with
accelerometer on Wi-Fi

signal monitoring done
at home

camera, ECG, breath
sensors

Monteiro et al. Parkinson’s disease Microphone on Intel Edison Cloud processing done by extracting
103 treatment using smartwatch acoustic speech features

telemetry and speech

signals
Pham et al. [104 Motion data and voice | Infrared, OptiTrack Arduino Wearable sensors signal sent to a

local gateway for activity recognition
and pre-processing

recent studies, and involved the analysis of physiological
health data using wearable sensors. The research in [24]

discussed the issue of anomaly detection by proposing an
architecture based on edge stream computing. They used a
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distributed HTM algorithm [72], which was implemented on
edge nodes for classification. Another study [67] suggested a
model for fall detection using an LSTM-based RNN imple-
mented on edge nodes.

A recent study [8] proposed an EEG classification
approach based on multi-access edge architecture. In order to
satisfy the necessary requirements, like robust feature detec-
tion and classification, data reduction, and fast processing, the
authors implemented key modules on edge nodes. In order to
evaluate the performance, they also compared the results with
methods like k-nearest neighbors, naive Bayes, and random
forests.

Another research study proposed a new architecture based
on hierarchical computing [5] to categorize anomalies in ECG
signals. In order to dispense these computations in the cloud,
fog, and edge layers, the authors used a version of MAPE-K
architecture by IBM.

The architecture consists of four key processing modules.
A monitoring module is used to link the sensors and the edge,
in which all the preprocessing, data collection, and storage is
carried out. Then, an analyzer module is created that performs
the main computing and processing tasks like the training
of the model, and is implemented in the cloud. The third
one is the planning module, which is implemented at the
edge level and is controlled by the analyzer module. This
module runs the trained model and is responsible for making
decisions. The model was tested on two approaches, SVM [5]
and DL [5].

B. EDGE BASED IOT SYSTEMS FOR REHABILITATION
There are many recent studies for post-operative cases in
which researchers proposed edge-based rehabilitation sys-
tems [1] for monitoring health complications or infections
after treatment. One such study [56] proposes a system for
monitoring the health of an orthotic for an amputated limb
by tracking patient’s gait and temperature. They employed
edge nodes in the form of smartphones to collect and transfer
health data to fog nodes, where ML-based techniques were
implemented for feature extraction classification. Another
similar study [74] proposed IoT -based arm kinematics using
accelerometers.

Several research studies have proposed speech synthesis
and voice pathology IoT-based smart systems. Voice-related
ailments and diseases were studied in [57] and [58] using
smartphones and wearable sensors that recorded data and
send it to a cloud-based module where an extreme learning
machine was employed for feature extraction classification
tasks. Dubey et al. [59] employed fog computing to provide
Parkinson’s patients with teletherapy. They collected audio
data using smartwatch sensors, which was then transferred to
fog nodes for acoustic feature identification and then to the
cloud for further classification.

C. SKIN DISEASE DETECTION AND DIET MONITORING
Recently, advanced deep models have been built for mobile
platforms, smartphones and other industrial applications
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[75], [105]. Many new research studies have offered phenom-
enal solutions for mobile IoT-based smart healthcare. One
study [66] proposed a skin cancer diagnosis system based
on a pretrained, lightweight CNN model implemented for a
standalone mobile platform that classified skin cancers.

Another researcher [65] proposed food classification and
recognition for dietary evaluation. They performed prepro-
cessing on a mobile device and implemented a CNN model
using cloud processing.

D. EPIDEMIC PREVENTION SYSTEMS
In the field of diagnostics and treatment, [oT smart healthcare
systems have provided many feasible solutions for infectious
disease management. Such systems have made real-time pro-
cessing, location detection, motion information, and several
types of data fusion a possibility. With the help of biosensors,
and location and environmental sensors, epidemic disease
detection and diagnostic systems have become state-of-the-
art. The importance of such systems is all the more evident
in cases where viral infectious diseases must be detected in
the early stages so that timely treatment can be provided
to patients. One study [62] proposed a system for Chikun-
gunya diagnosis using fog computing for the analysis of
disease-related symptoms, including environmental condi-
tion data. The system also alerted users to disease-prone
areas using Google Map information. Another study [63]
provided a solution to diagnose and prevent the Zika virus
from spreading using a mobile cloud computing architecture.
Fog nodes were used to carry out preprocessing, and the cloud
layer was used for processing, storage, and results analysis.
The present COVID-19 conditions have dramatically
changed the global scene, hence smart healthcare systems
are the need of the hour. Many IoT-based smart architectures
have been proposed for accurate screening, maintaining a
1-meter social distance, and the diagnosis of symptoms like
fever, cough, and body pain. For example, in study [64],
an auto triage method was proposed based on real-time DL
techniques implemented in the edge layer. DL has been
used to detect the forehead area and to measure tempera-
ture using an infrared camera. In other studies [76]-[79],
a multimodal DL-based system was proposed that employed
smartphone sensors to determine user location and to warn
about risk-prone areas.

E. DIABETES TREATMENT

Many research studies have focused on prevalent diseases like
diabetes and high blood sugar, and have proposed loT-based
smart healthcare systems for diagnosis and treatment. Addi-
tionally, many wearable body sensors have been produced for
managing diabetes, like real-time blood glucose sensors and
insulin pens. In such systems, devices like smartphones can
act as edge devices, providing analysis and diagnosis services
without using the cloud [36]. In one study [69], researchers
proposed a system to predict the early symptoms of Type-
2 diabetes. In another study [70], decision trees were used for
the classification of diabetes risk level, and the smartphone
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FIGURE 3. An Intelligent edge architecture with smart devices.

was used as an edge device. Another DL-based system was
proposed in [71] to predict stress, hypertension, and diabetes
using wearable body sensors, and it was implemented using
the fog layer.

V. BIG DATA AND BLOCKCHAIN IN 10T-BASED
HEALTHCARE FRAMEWORKS

An enormous amount of data is being generated at every
moment, especially in an IoT network. Hence, the process-
ing such a large amount of data needs intensive process-
ing capabilities. Many big data analytics techniques have
been suggested in the literature for real-time IoT frame-
works [80], [81], however; the need for QoS has not been
properly addressed. Machine and DL techniques combine
with [oT architecture to boost big data processing ability, and
advanced DL models in particular are extremely powerful for
managing such data [82]. DL has been applied by researchers
for various types of medical big data, including data from
wearable body sensors and HER data [83].

Figure 4 shows some of the applications of big data in IoT
healthcare. Big data analytics applications in IoT healthcare
systems have revolutionized statistical analysis and real-time
tracking of health data. Wearables sensor data is continuously
tracked like sleep, exercise, walk, heart rate data, etc. New
types of IoT smart sensors can also track blood pressure, glu-
cose, pulse, etc. Big health data analytics helped patients out
of healthcare facilities and provided diagnosis and improved
healthcare facilities at home. Big data has also helped IoT
healthcare systems to reduce overall treatment costs by reduc-
ing staff and travel. It has also enabled healthcare profession-
als to find high-risk patients and administer special care. It has
also lowered errors due to human factors bringing in more
confidence in artificial intelligence. Advanced Al tools like
IBM’s Watson can predict diseases in seconds by searching
through huge amounts of medical data. Hence, big data and
Al and IoT can help the smart healthcare industry progress
rapidly.
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In order to solve the issues related to big data, IoT health
systems can implement blockchain to maintain data privacy
and safeguard patient’s interests. Blockchain has helped in
the deployment of critical services in IoT healthcare archi-
tecture, but challenges like scalability, storage, and combined
operation are a major concern [84]—[87]. The main healthcare
application of blockchain is providing access and storage con-
trol for private medical information [85]. However, the advan-
tages of blockchain have not been realized to the full for IoT
healthcare (HealthIoT) systems [9].

As shown in figure 5, the blockchain for IoT healthcare
can be designed in a way that blocks are created to store
unique identifiers for each patient. Hence, all the health
transactions consist of this secure identifier, and each health
record is encrypted along with the timestamp for the health
transaction. The blockchain consists of complete medical
history, including wearable sensors and smartphone health
data. This huge amount of data is stored in data lakes where all
types of health data can be abundantly stored. Data lakes can
be accessed by edge based intelligent algorithms like deep
learning, and it supports all types of data queries. The data
stored in the data lake is also encrypted and authenticated.
Whenever data is saved in the data lake, a pointer is cre-
ated using the patient’s unique identifier and added to the
blockchain. The patients receive this information every time
any related data is added. The edge devices like smartphones
and body sensors help the patient add his authenticated
health information to the data lakes in a secure fashion using
blockchain.

VI. EDGE INTELLIGENCE IN IOT HEALTHCARE
FRAMEWORKS

While edge computing strives to combine various types of
edge devices and servers that can collaborate for the efficient
processing of locally generated data, edge intelligence strives
to embed Al and cognitive intelligence related to human
behavior into edge architectures.
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Using intelligent Al-based edge in IoT architectures does
not necessarily mean that the Al techniques are totally trained
and analyzed at the edge layer; they may also involve a col-
laboration of cloud, fog, and edge computing. The innovation
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and advancement in IoT devices have made it possible to
achieve the Internet of Everything (IoE) [18]. Huge cloud data
centers are distributed worldwide, hence edge intelligence is
all the more necessary for processing so much information.
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Al techniques can be implemented with edge computing
using many new platforms and scenarios, such as Industry
4.0, tactile internet, Healthcare 2.0, advanced DL, and terri-
torial control, which could be embedded in IoT healthcare
platforms to connect them with humans, which makes infor-
mation more relevant and intelligible [88].

Similarly, for smart city healthcare applications like
AAL [20], edge intelligence is proposed to offer healthcare
systems based on intelligent agents. These agents can manage
the environment according to the situation, provide contex-
tual support to users, adapt to user’s preferences, and monitor
and control the environment automatically.

Intelligent edge platforms are also used in proposals for
smart telemedicine systems [88], and for providing treat-
ment, disease prevention and detection, and medical support
to patients using advanced wearable sensors for real-time
patient monitoring. Fog-based data analytics [89] was also
proposed in a recent study for a smart healthcare framework.
One study even proposed a cloud-to-fog architecture [90] for
healthcare where intelligent edge nodes were placed in smart
hospitals and homes, which made remote interaction easy.

Another study used edge intelligence to build a real-time
health data gathering and analysis system [91], for which it
proposed a three-layer patient-driven healthcare architecture
for real-time data collection, processing, and transmission.
This system provides insight into the application of fog nodes
and servers in a Healthcare 4.0 environment. An ECG-based
intelligent edge cognitive framework [92] was also proposed
for real-time health monitoring. Cognitive intelligence makes
the proposed edge computing system smarter, and allows for
optimized resource allocation.

Hence edge intelligence is now an element of state-of-
the-art IOT healthcare architectures that aim to work with
more intelligence, reliability, privacy, and efficiency.

VIl. MACHINE LEARNING AND IOT IN HEALTHCARE
FRAMEWORKS

ML has been applied for multiple applications and domains
by a number of researchers all over the world. The use of ML
in the healthcare IoT domain has seen huge interests from
researchers recently. ML helps in remote and real-time mon-
itoring, and treatment of diseases in the H-IoT framework.
ML has also been used in Assistive Systems to rehabilitate
patients after accidents. ML has been very popular in diagno-
sis and prediction of cardiac arrest in heart patients, using loT
based smart sensors [68]. In heart patients the ECG signal is
monitored continuously and after noise filtering it is sent to
ML algorithms for feature extraction [68].

In the field of Ambient Assisted Living (AAL), there
are many applications of machine learning for IoT based
healthcare scenarios. ML has been used for fall detection
of patients employing edge and cloud computing archi-
tecture [67]. In AAL domain ML has also been used by
researchers for patient’s sleep pattern monitoring. For analyz-
ing sleep patterns, a multi-modal data is employed consisting
of EEG, ECG, or EOG.
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With the development and advancements in the field of
prosthetics, now ML is being used for aiding and rehabili-
tation after accidents or trauma. Deep learning has revolu-
tionized the way Brain-Computer Interfacing (BCI) systems
are being developed to improve quality of human life and for
providing smart cognitive healthcare as shown in Figure 6.
Deep learning is being used to interpret brain patterns by
analyzing EEG signals and convert the thought processes to
speech [55]. It is also being used for emotion recognition
and classification thereby making machines aware of human
emotions [73]. It has enabled humans to control robots using
their brains without doing any action. Hence ML based IoT
healthcare systems are being used to help patients with severe
disabilities to lead a normal life [56].

VIil. DISCUSSION AND TRENDS

In this study, we reviewed many important loT-based smart
healthcare systems using edge, fog, and cloud computing.
The studies we discussed employed various types of artificial
intelligence, and ML and DL techniques for disease diag-
nosis, anomaly identification, symptoms detection, disease
classification, and prediction. In most of the studies, the main
analysis and processing tasks were implemented in the cloud
layer, as the edge devices had limited power, capability, and
resources. However, many recent studies have started to com-
bine edge, fog, and cloud layers to improve resource manage-
ment and reduce latency. Recent studies have implemented
ML and DL models for applications like fall prevention and
detection, multimodal activity recognition, disease diagnosis,
and treatment on local edge nodes, which are close to the data
gathering devices. This helped to reduce data transfer time
and consumption of resources, and increased the capability
of real-time execution.

For non-dynamic monitoring scenarios, fog-based frame-
works provided the best solution, where local servers added
GPUs to cater to the demands of intense ML processing tasks.
However, for dynamic tasks where resource optimization and
saving power comes into the picture, limited-power edge
devices were used.

Stream computing has been applied at the edge level
to render the inference process among various edge nodes
parallel, and ML techniques implemented with lightweight
architectures have been adopted to optimize processing and
resource management for embedded sensor devices [93].
Hence, advanced mobile DL architectures have been modi-
fied for limited resource utilization and low power edge nodes
without compromising performance [94]. However, there are
certain issues that these systems suffer from at the edge level:

o Training data overfitting: because processing is per-
formed at local edge nodes, devices that use wireless
body sensors usually collect data from the same set
of users, which results in data redundancy. When DL
models are retrained or updated using such data, they
are usually poorly fitted or overfitted.

o Limited computational power: as the DL-based mod-
els need to be retrained and updated frequently,
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the computation overhead can be high in terms of cost,
even if lightweight models are implanted. Hence, such
intensive processing is often offloaded to the cloud.

To solve such issues, many researchers have proposed new
IoT architectures and concepts [95]. Based on the distributed
DL concepts proposed in some studies [96], many researchers
have employed such distributed networks to build point-to-
point architectures. In [97], the authors propose a distributed
deep network implemented on local edge nodes. They used
a simple neural network at each edge node and exchanged
weights with other nodes to train the nodes in a distributed
fashion.

In another study that may offer a viable solution to such
problems, the researchers proposed distributed training for
DL models and ML algorithms that collaborate at the edge
layer to process classification tasks in a decentralized man-
ner [98]. In addition to the issues discussed here, such
architectures also promise to alleviate data distribution issues
over time, as these issues may adversely affect IoT-based
healthcare systems. As in the case of covariate shift, dis-
tributed edge-based DL models can easily cope with this
issue using segmentation at the edge nodes [99]. Through
the findings of this review, we expect edge-based smart IoT
healthcare systems to alleviate these issues by implementing
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the solutions proposed in the literature. We also need further
investigation to amicably solve such issues, so that edge intel-
ligence can be used with all its advantages and computational
capabilities.

IX. CONCLUSION
IoT-based smart healthcare frameworks are advancing from
simple models used for data collection, preprocessing,
transmission, and analysis to sophisticated and intelligent
systems that can do intensive processing and remote data
analytics, and make smart decisions. These advanced models
require DL methods to be wisely implemented and to increase
computational ability without increasing resource overhead.
Sometimes, such models can only be implemented in the
cloud layer due to the enormous amount of data being pro-
duced by real-time smart sensors. However, such approaches
present many drawbacks, as we discussed in this study, such
as issues with data availability, data quality, and real-time
processing in an environment where prevention and the
timely detection of symptoms are the main requirements.
Data security and storage is also a major concern in health-
care systems, as personal and confidential information is
used in such systems. However, local storage and informa-
tion processing management has still not been addressed in
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edge-based solutions, especially those that involve a dynamic
health environment. Some researchers have also proposed
models for distributed DL that employed edge and fog nodes,
which enabled them to reduce training and processing time.
Local decision-making responsibility was relegated to the
edge nodes, while model training was allocated to the cloud
layer. The increased importance of the edge nodes was mainly
because the GPU devices were embedded at the edge level.
These GPU-powered nodes were also employed at the fog
level to increase the computational power and data processing
capabilities of the model. In smart healthcare systems where
training DL-based models at the fog and edge level is still
not feasible, the distribution of workload and partitioned deep
network approaches are a viable solution.

ACKNOWLEDGMENT
The authors extend their appreciation to the Deputyship for
Research and Innovation, ‘“Ministry of Education™, Saudi
Arabia for funding this research work through the Project
No. (IFKSURP-162).

REFERENCES

[1] A. O. Akmandor and N. K. Jha, “Smart health care: An edge-side
computing perspective,” IEEE Consum. Electron. Mag., vol. 7, no. 1,
pp- 29-37, Jan. 2018.

[2] P.GabaandR.S. Raw, “Vehicular cloud and fog computing architecture,
applications, services, and challenges,” in IoT and Cloud Computing
Advancements in Vehicular Ad-Hoc Networks. Hershey, PA, USA: 1GI
Global, 2020, pp. 268-296.

[3] W.He, G. Yan, and L. D. Xu, “Developing vehicular data cloud services
in the IoTenvironment,” IEEE Trans. Ind. Informat., vol. 10, no. 2,
pp. 1587-1595, May 2014.

[4] C. S. Kruse, R. Goswamy, Y. Raval, and S. Marawi, “Challenges and
opportunities of big data in health care: A systematic review,” JMIR Med.
Informat., vol. 4, no. 4, p. 38, 2016.

[5]1 1. Azimi, A. Anzanpour, A. M. Rahmani, T. Pahikkala, M. Levorato,

P. Liljeberg, and N. Dutt, “HiCH: Hierarchical fog-assisted computing

architecture for healthcare 10T,” ACM Trans. Embedded Comput. Syst.,

vol. 16, no. 5s, pp. 1-20, Oct. 2017.

K. Bierzynski, A. Escobar, and M. Eberl, “Cloud, fog and edge: Cooper-

ation for the future?”” in Proc. 2nd Int. Conf. Fog Mobile Edge Comput.

(FMEC), May 2017, pp. 62-67

M. Chiang and T. Zhang, “Fog and IoT: An overview of research oppor-

tunities,” IEEE Internet Things J., vol. 3, no. 6, pp. 854-864, Dec. 2016.

[8] A. A. Abdellatif, A. Mohamed, C. F. Chiasserini, M. Tlili, and
A. Erbad, “Edge computing for smart health: Context-aware approaches,
opportunities, and challenges,” IEEE Netw., vol. 33, no. 3, pp. 196-203,
May 2019.

[9]1 L. Hu, M. Qiu, J. Song, M. S. Hossain, and A. Ghoneim, “Software
defined healthcare networks,” IEEE Wireless Commun., vol. 22, no. 6,
pp. 67-75, Dec. 2015.

[10] W. N. H. Ibrahim, A. Selamat, O. Krejcar, and J. Chaudhry, ‘“Recent
advances on fog health—A systematic literature review,” New Trends in
Intelligent Software Methodologies, Tools and Techniques. Amsterdam,
The Netherlands: 10S Press, 2018.

[11] M. Z. Uddin, “A wearable sensor-based activity prediction system to
facilitate edge computing in smart healthcare system,” J. Parallel Distrib.
Comput., vol. 123, pp. 46-53, Jan. 2019.

[12] M. S. Hossain, M. A. Rahman, and G. Muhammad, ‘““Cyber—physical
cloud-oriented multi-sensory smart home framework for elderly people:
An energy efficiency perspective,” J. Parallel Distrib. Comput., vol. 103,
pp. 11-21, May 2017.

[13] Y. Zhang, X. Ma, J. Zhang, M. S. Hossain, G. Muhammad, and
S. U. Amin, “Edge intelligence in the cognitive Internet of Things:
Improving sensitivity and interactivity,” IEEE Netw., vol. 33, no. 3,
pp. 58-64, May 2019.

[6

[7

VOLUME 9, 2021

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

Y. Hao, Y. Miao, L. Hu, M. S. Hossain, G. Muhammad, and S. U. Amin,
“Smart-edge-CoCaCo: Al-enabled smart edge with joint computation,
caching, and communication in heterogeneous IoT,” IEEE Netw., vol. 33,
no. 2, pp. 58-64, Mar. 2019.

M. Chen, Y. Hao, L. Hu, M. S. Hossain, and A. Ghoneim, “Edge-
CoCaCo: Toward joint optimization of computation, caching, and com-
munication on edge cloud,” IEEE Wireless Commun., vol. 25, no. 3,
pp- 21-27, Jun. 2018.

X. Yang, T. Zhang, C. Xu, S. Yan, M. S. Hossain, and A. Ghoneim,
“Deep relative attributes,” IEEE Trans. Multimedia, vol. 18, no. 9,
pp. 1832-1842, Sep. 2016.

M. Hartmann, U. S. Hashmi, and A. Imran, “Edge computing in smart
health care systems: Review, challenges, and research directions,” Trans.
Emerg. Telecommun Technol., early access, Aug. 2019, Art. no. 3710,
doi: 10.1002/ett.3710.

M. H. Miraz, M. Ali, P. S. Excell, and R. Picking, “A review on Internet
of Things (IoT), Internet of everything (IoE) and Internet of nano things
(IoNT),” in Proc. Internet Technol. Appl. (ITA), Sep. 2015, pp. 219-224.
A. Pazienza, G. Polimeno, F. Vitulano, and Y. Maruccia, “Towards a
digital future: An innovative semantic IoT integrated platform for industry
4.0, healthcare, and territorial control,” in Proc. IEEE Int. Conf. Syst.,
Man Cybern. (SMC), Oct. 2019, pp. 587-592.

K. Lin, C. Li, D. Tian, A. Ghoneim, M. S. Hossain, and S. U. Amin,
“Artificial-intelligence-based data analytics for cognitive communication
in heterogeneous wireless networks,” IEEE Wireless Commun., vol. 26,
no. 3, pp. 83-89, Jun. 2019.

M. Chen, W. Li, Y. Hao, Y. Qian, and I. Humar, “Edge cognitive comput-
ing based smart healthcare system,” Future Gener. Comput. Syst., vol. 86,
pp. 403-411, Sep. 2018.

X. Wang, Y. Han, C. Wang, Q. Zhao, X. Chen, and M. Chen, “In-edge Al:
Intelligentizing mobile edge computing, caching and communication by
federated learning,” IEEE Netw., vol. 33, no. 5, pp. 156-165, Sep. 2019.
S. M. Riazul Islam, D. Kwak, M. Humaun Kabir, M. Hossain, and
K.-S. Kwak, “The Internet of Things for health care: A comprehensive
survey,” IEEE Access, vol. 3, pp. 678-708, 2015.

L. Greco, P. Ritrovato, and F. Xhafa, “‘An edge-stream computing infras-
tructure for real-time analysis of wearable sensors data,” Future Gener.
Comput. Syst., vol. 93, pp. 515-528, Apr. 2019.

A. Kaur and A. Jasuja, ‘‘Health monitoring based on IoT using raspberry
PL” in Proc. Int. Conf. Comput., Commun. Autom. (ICCCA), May 2017,
pp. 1335-1340.

D. C. Klonoff, “Fog computing and edge computing architectures for
processing data from diabetes devices connected to the medical Internet of
Things,” J. Diabetes Sci. Technol., vol. 11, no. 4, pp. 647-652, Jul. 2017.
M. M. Alam, H. Malik, M. I. Khan, T. Pardy, A. Kuusik, and Y. Le
Moullec, “A survey on the roles of communication technologies in
IoT-based personalized healthcare applications,” IEEE Access, vol. 6,
pp. 36611-36631, 2018.

A. A. Mutlag, M. K. A. Ghani, N. Arunkumar, M. A. Mohammed, and
O. Mohd, “Enabling technologies for fog computing in healthcare IoT
systems,” Future Gener. Comput. Syst., vol. 90, pp. 62-78, Jan. 2019.

S. U. Amin, M. S. Hossain, G. Muhammad, M. Alhussein, and
M. A. Rahman, “Cognitive smart healthcare for pathology detection and
monitoring,” IEEE Access, vol. 7, pp. 10745-10753, 2019.

Y. A. Qadri, A. Nauman, Y. B. Zikria, A. V. Vasilakos, and S. W. Kim,
“The future of healthcare Internet of Things: A survey of emerging tech-
nologies,” IEEE Commun. Surveys Tuts., vol. 22, no. 2, pp. 1121-1167,
2nd Quart., 2020, doi: 10.1109/COMST.2020.2973314.

L. Greco, G. Percannella, P. Ritrovato, F. Tortorella, and M. Vento,
“Trends in IoT based solutions for health care: Moving Al to the edge,”
Pattern Recognit. Lett., vol. 135, pp. 346353, Jul. 2020.

W. Yu, F. Liang, X. He, W. G. Hatcher, C. Lu, J. Lin, and X. Yang, “A sur-
vey on the edge computing for the Internet of Things,” IEEE Access,
vol. 6, pp. 6900-6919, 2018, doi: 10.1109/ACCESS.2017.2778504.

M. S. Hossain and G. Muhammad, ‘“Cloud-assisted industrial Internet
of Things (IloT)—Enabled framework for health monitoring,” Comput.
Netw., vol. 101, no. 2016, pp. 192-202, Jun. 2016.

H. Habibzadeh, K. Dinesh, O. Rajabi Shishvan, A. Boggio-Dandry,
G. Sharma, and T. Soyata, “A survey of healthcare Internet of Things
(HIoT): A clinical perspective,” IEEE Internet Things J., vol. 7, no. 1,
pp. 53-71, Jan. 2020, doi: 10.1109/JI0T.2019.2946359.

G. Aceto, V. Persico, and A. Pescapé, “The role of information and com-
munication technologies in healthcare: Taxonomies, perspectives, and
challenges,” J. Netw. Comput. Appl., vol. 107, pp. 125-154, Apr. 2018.

57


http://dx.doi.org/10.1002/ett.3710
http://dx.doi.org/10.1109/COMST.2020.2973314
http://dx.doi.org/10.1109/ACCESS.2017.2778504
http://dx.doi.org/10.1109/JIOT.2019.2946359

IEEE Access

S. U. Amin, M. S. Hossain: Edge Intelligence and loT in Healthcare: A Survey

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

[55]

[56]

[57]

58

M. M. Dhanvijay and S. C. Patil, “Internet of Things: A survey of
enabling technologies in healthcare and its applications,” Comput. Netw.,
vol. 153, pp. 113-131, Apr. 2019.

M. S. Hossain and G. Muhammad, ‘“Cloud-based collaborative media
service framework for HealthCare,” Int. J. Distrib. Sensor Netw., vol. 10,
no. 3, Mar. 2014, Art. no. 858712.

G. Muhammad, M. S. Hossain, and N. Kumar, “EEG-based pathology
detection for home health monitoring,” IEEE J. Sel. Areas Commun.,
early access, Aug. 31, 2020, doi: 10.1109/JSAC.2020.30206.

M. Masud, M. S. Hossain, and A. Alamri, “Data interoperability and
multimedia content management in e-Health systems,” IEEE Trans. Inf.
Technol. Biomed., vol. 16, no. 6, pp. 1015-1023, Nov. 2012.

L. Liu, Z. Chang, and X. Guo, ‘““Socially aware dynamic computation
offloading scheme for fog computing system with energy harvesting
devices,” IEEE Internet Things J., vol. 5,no. 3, pp. 1869-1879, Jun. 2018.
L. Liu, Z. Chang, X. Guo, S. Mao, and T. Ristaniemi, ‘“Multiobjective
optimization for computation offloading in fog computing,” IEEE Inter-
net Things J., vol. 5, no. 1, pp. 283-294, Feb. 2018.

I. Orha and S. Oniga, “Automated system for evaluating health status,
design and technology in electronic packaging (SIITME),” in Proc. IEEE
19th Int. Symp., Oct. 2013, pp. 219-222.

O. Yakut, S. Solak, and E. D. Bolat, “Measuring ECG signal using e-
health sensor platform,” in Proc. Int. Conf. Chem., Biomed. Environ. Eng.
(ICCBEE), Oct. 2014, pp. 65-69.

M. Alhussein and G. Muhammad, “Voice pathology detection using
deep learning on mobile healthcare framework,” IEEE Access, vol. 6,
pp. 41034-41041, Dec. 2018.

A. A. A. El-Latif, B. Abd-El-Atty, M. S. Hossain, S. Elmougy, and
A. Ghoneim, “Secure quantum steganography protocol for fog cloud
Internet of Things,” IEEE Access, vol. 6, pp. 10332-10340, 2018.

Z. Ali, G. Muhammad, and M. F. Alhamid, “An automatic health mon-
itoring system for patients suffering from voice complications in smart
cities,” IEEE Access, vol. 5, pp. 3900-3908, 2017.

G. Muhammad, T. A. Mesallam, K. H. Malki, M. Farahat, M. Alsulaiman,
and M. Bukhari, “Formant analysis in dysphonic patients and automatic
arabic digit speech recognition,” Biomed. Eng. OnLine, vol. 10, no. 1,
p- 41, 2011.

M. S. Hossain and G. Muhammad, “Deep learning based pathology
detection for smart connected healthcare,” IEEE Netw., vol. 34, no. 6,
pp. 120-125, Dec. 2020, doi: 10.1109/MNET.011.2000064.

A. Ghoneim, G. Muhammad, S. U. Amin, and B. Gupta, “Medical image
forgery detection for smart healthcare,” IEEE Commun. Mag., vol. 56,
no. 4, pp. 33-37, Apr. 2018.

Y. Abdulsalam and M. S. Hossain, “COVID-19 networking demand: An
auction-based mechanism for automated selection of edge computing
services,” IEEE Trans. Netw. Sci. Eng., early access, Sep. 24, 2020, doi:
10.1109/TNSE.2020.3026637.

A. Al-Fuqaha, M. Guizani, M. Mohammadi, M. Aledhari, and M. Ayyash,
“Internet of Things: A survey on enabling technologies, protocols,
and applications,” IEEE Commun. Surveys Tuts., vol. 17, no. 4,
pp. 2347-2376, 4th Quart., 2015.

M. S. Hossain, G. Muhammad, and S. U. Amin, “Improving consumer
satisfaction in smart cities using edge computing and caching: A case
study of date fruits classification,” Future Gener. Comput. Syst., vol. 88,
pp. 333-341, Nov. 2018.

G. Muhammad, M. Masud, S. U. Amin, R. Alrobaea, and M. F. Alhamid,
“Automatic seizure detection in a mobile multimedia framework,” IEEE
Access, vol. 6, pp. 4537245383, 2018.

O.S. Alwan and K. Prahald Rao, “Dedicated real-time monitoring system
for health care using ZigBee,” Healthcare Technol. Lett., vol. 4, no. 4,
pp. 142-144, Aug. 2017.

U. Satija, B. Ramkumar, and M. Sabarimalai Manikandan, ‘Real-
time signal quality-aware ECG telemetry system for IoT-based health
care monitoring,” IEEE Internet Things J., vol. 4, no. 3, pp. 815-823,
Jun. 2017.

N. Mathur, G. Paul, J. Irvine, M. Abuhelala, A. Buis, and 1. Glesk,
“A practical design and implementation of a low cost platform for remote
monitoring of lower limb health of amputees in the developing world,”
IEEE Access, vol. 4, pp. 7440-7451, 2016.

G. Muhammad, S. M. M. Rahman, A. Alelaiwi, and A. Alamri, “Smart
health solution integrating IoT and cloud: A case study of voice pathology
monitoring,” IEEE Commun. Mag., vol. 55, no. 1, pp. 69-73, Jan. 2017.

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

G. Muhammad, M. F. Alhamid, M. Alsulaiman, and B. Gupta, “Edge
computing with cloud for voice disorder assessment and treatment,” /EEE
Commun. Mag., vol. 56, no. 4, pp. 60-65, Apr. 2018.

H. Dubey, J. Yang, N. Constant, A. M. Amiri, Q. Yang, and K. Makodiya,
“Fog data: Fnhancing telehealth big data through fog computing,” in
Proc. ASE Bigdata Socialinformatics, Oct. 2015, p. 14.

M. F. Alhamid, M. Rawashdeh, H. Al Osman, M. S. Hossain,
and A. El Saddik, “Towards context-sensitive collaborative media
recommender system,” Multimedia Tools Appl., vol. 74, no. 24,
pp. 11399-11428, Dec. 2015.

K. Lin, J. Song, J. Luo, W. Ji, M. S. Hossain, and A. Ghoneim, “Green
video transmission in the mobile cloud networks,” IEEE Trans. Circuits
Syst. Video Technol., vol. 27, no. 1, pp. 159-169, Jan. 2017.

S. K. Sood and I. Mahajan, “A fog-based healthcare framework for
chikungunya,” IEEE Internet Things J., vol. 5, no. 2, pp.794-801,
Apr. 2018.

S. Sareen, S. K. Gupta, and S. K. Sood, “An intelligent and secure system
for predicting and preventing zika virus outbreak using fog computing,”
Enterprise Inf. Syst., vol. 11, pp. 1-21, Jan. 2017.

C. Hegde, P. B. Suresha, J. Zelko, Z. Jiang, R. Kamaleswaran,
M. A. Reyna, and G. D. Clifford, “Autotriage-an open source edge com-
puting raspberry pi-based clinical screening system,” MedRxiv, to be
published, doi: 10.1101/2020.04.09.20059840.

C.Liu, Y. Cao, Y. Luo, G. Chen, V. Vokkarane, M. Yunsheng, S. Chen, and
P. Hou, “A new deep learning-based food recognition system for dietary
assessment on an edge computing service infrastructure,” IEEE Trans.
Services Comput., vol. 11, no. 2, pp. 249-261, Mar. 2018.

X. Dai, I. Spasic, B. Meyer, S. Chapman, and F. Andres, ‘““Machine learn-
ing on mobile: An on-device inference app for skin cancer detection,”
in Proc. 4th Int. Conf. Fog Mobile Edge Comput. (FMEC), Jun. 2019,
pp. 301-305.

J. P. Queralta, T. N. Gia, H. Tenhunen, and T. Westerlund, “Edge-Al in
LoRa-based health monitoring: Fall detection system with fog computing
and LSTM recurrent neural networks,” in Proc. 42nd Int. Conf. Telecom-
mun. Signal Process. (TSP), Jul. 2019, pp. 601-604.

S.S.Ram, B. Apduhan, and N. Shiratori, ‘“A machine learning framework
for edge computing to improve prediction accuracy in mobile health
monitoring,” in Proc. Int. Conf. Comput. Sci. Appl., Cham, Switzerland:
Springer, Jul. 2019, pp. 417-431.

M. Abdel-Basset, G. Manogaran, A. Gamal, and V. Chang, “A novel
intelligent medical decision support model based on soft computing and
10T,” IEEE Internet Things J., vol. 7, no. 5, pp. 4160-4170, May 2020.
M. Devarajan, V. Subramaniyaswamy, V. Vijayakumar, and L. Ravi,
“Fog-assisted personalized healthcare-support system for remote patients
with diabetes,” J. Ambient Intell. Humanized Comput., vol. 10, no. 10,
pp. 3747-3760, Oct. 2019.

R. Priyadarshini, R. Barik, and H. Dubey, “DeepFog: Fog computing-
based deep neural architecture for prediction of stress types, diabetes and
hypertension attacks,” Computation, vol. 6, no. 4, p. 62, Dec. 2018.

N. Community. (2018). Introduction to HTM. [Online]. Available:
https://numenta.org.

M. S. Hossain and G. Muhammad, “Audio-visual emotion recognition
using multi-directional regression and ridgelet transform,” J. Multimodal
User Interfaces, vol. 10, no. 4, pp. 325-333, Dec. 2016.

E. Villeneuve, W. Harwin, W. Holderbaum, B. Janko, and R. S. Sherratt,
“Reconstruction of angular kinematics from wrist-worn inertial sensor
data for smart home healthcare,” IEEE Access, vol. 5, pp. 2351-2363,
2017.

M. Alhussein, G. Muhammad, M. S. Hossain, and S. U. Amin, “Cogni-
tive IoT-cloud integration for smart healthcare: Case study for epileptic
seizure detection and monitoring,” Mobile Netw. Appl., vol. 23, no. 6,
pp. 1624-1635, Dec. 2018.

H. S. Maghdid, K. Z. Ghafoor, A. S. Sadiq, K. Curran, D. B. Rawat,
and K. Rabie, “A novel Al-enabled framework to diagnose coronavirus
COVID 19 using smartphone embedded sensors: Design study,” 2020,
arXiv:2003.07434. [Online]. Available: http://arxiv.org/abs/2003.07434
S. U. Amin, M. Alsulaiman, G. Muhammad, M. A. Bencherif, and
M. S. Hossain, “Multilevel weighted feature fusion using convolutional
neural networks for EEG motor imagery classification,” IEEE Access,
vol. 7, pp. 18940-18950, 2019.

M. S. Hossain, G. Muhammad, and N. Guizani, “Explainable AI
and mass surveillance system-based healthcare framework to combat
COVID-I9 like pandemics,” IEEE Netw., vol. 34, no. 4, pp. 126-132,
Jul. 2020.

VOLUME 9, 2021


http://dx.doi.org/10.1109/JSAC.2020.30206
http://dx.doi.org/10.1109/MNET.011.2000064
http://dx.doi.org/10.1109/TNSE.2020.3026637
http://dx.doi.org/10.1101/2020.04.09.20059840

S. U. Amin, M. S. Hossain: Edge Intelligence and loT in Healthcare: A Survey

IEEE Access

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[94]

[95]

[96]

[97]

[98]

[99]

M. A. Rahman, M. S. Hossain, N. A. Alrajeh, and N. Guizani,
“B5G and explainable deep learning assisted healthcare vertical at the
edge—COVID-19 perspective,” IEEE Netw., vol. 34, no. 4, pp. 98-105,
Aug. 2020.

S. Verma, Y. Kawamoto, Z. M. Fadlullah, H. Nishiyama, and N. Kato,
“A survey on network methodologies for real-time analytics of massive
IoT data and open research issues,” IEEE Commun. Surveys Tuts., vol. 19,
no. 3, pp. 1457-1477, 3rd Quart., 2017.

E. Ahmed, I. Yaqoob, I. A. T. Hashem, I. Khan, A.I. A. Ahmed, M. Imran,
and A. V. Vasilakos, “The role of big data analytics in Internet of Things,”
Comput. Netw., vol. 129, pp. 459-471, Dec. 2017.

M. S. Hossain, S. U. Amin, M. Alsulaiman, and G. Muhammad, “Apply-
ing deep learning for epilepsy seizure detection and brain mapping visu-
alization,” ACM Trans. Multimedia Comput., Commun., Appl., vol. 15,
no. 1s, pp. 1-17, Feb. 2019.

S. U. Amin, M. Alsulaiman, G. Muhammad, M. A. Mekhtiche, and
M. S. Hossain, “Deep learning for EEG motor imagery classification
based on multi-layer CNNs feature fusion,” Future Gener. Comput. Syst.,
vol. 101, pp. 542-554, Dec. 2019.

A. Panarello, N. Tapas, G. Merlino, F. Longo, and A. Puliafito,
“Blockchain and IoT integration: A systematic survey,” Sensors, vol. 18,
no. 8, p. 2575, Aug. 2018.

J. Xie, H. Tang, T. Huang, F. R. Yu, R. Xie, J. Liu, and Y. Liu, “A survey
of blockchain technology applied to smart cities: Research issues and
challenges,” IEEE Commun. Surveys Tuts., vol. 21, no. 3, pp. 2794-2830,
3rd Quart., 2019.

I. Makdoom, M. Abolhasan, H. Abbas, and W. No, “Blockchains adop-
tion in IoT: The challenges, and a way forward,” J. Netw. Comput. Appl.,
vol. 125, pp. 251-279, Jan. 2019.

M. S. Hossain and G. Muhammad, ‘“Emotion-aware connected health-
care big data towards 5G,” IEEE Internet Things J., vol. 5, no. 4,
pp- 2399-2406, Aug. 2018.

G. Mallardi, A. M. Mariani, F. Altomare, Y. Maruccia, F. Vitulano,
F. Bellifemine, “Telemedicine solutions and services: A new challenge
that supports active participation of patients,” in Proc. i-CiTies 3rd CINI
Annu. Conf. ICT Smart Cities Communities, 2017.

A. M. Rahmani, T. N. Gia, B. Negash, A. Anzanpour, I. Azimi, M. Jiang,
and P. Liljeberg, “Exploiting smart e-Health gateways at the edge
of healthcare Internet-of-Things: A fog computing approach,” Future
Gener. Comput. Syst., vol. 78, pp. 641-658, Jan. 2018.

C. S. Nandyala and H.-K. Kim, “From cloud to fog and IoT-based real-
time U-Healthcare monitoring for smart homes and hospitals,” Int. J.
Smart Home, vol. 10, no. 2, pp. 187-196, Feb. 2016.

A. Kumari, S. Tanwar, S. Tyagi, and N. Kumar, “Fog computing for
healthcare 4.0 environment: Opportunities and challenges,” Comput.
Electr. Eng., vol. 72, pp. 1-13, Nov. 2018.

S. Modgil, “Reasoning about preferences in argumentation frameworks,”
Artif. Intell., vol. 173, nos. 9-10, pp. 901-934, Jun. 2009.

S. Dey, J. Mondal, and A. Mukherjee, “Offloaded execution of deep
learning inference at edge: Challenges and insights,” in Proc. IEEE
Int. Conf. Pervas. Comput. Commun. Workshops (PerCom Workshops),
Mar. 2019, pp. 855-861.

J. Yang, W. Xiao, C. Jiang, M. S. Hossain, G. Muhammad, and
S. U. Amin, “Al-powered green cloud and data center,” IEEE Access,
vol. 7, pp. 4195-4203, 2019, doi: 10.1109/ACCESS.2018.2888976.

A. Poniszewska-Maranda, D. Kaczmarek, N. Kryvinska, and F. Xhafa,
“Studying usability of Al in the IoT systems/paradigm through embed-
ding NN techniques into mobile smart service system,” Computing,
vol. 101, no. 11, pp. 1661-1685, Nov. 2019.

J. Dean, G. Corrado, R. Monga, K. Chen, M. Devin, M. Mao, and
Q. V. Le, “Large scale distributed deep networks,” in Proc. Adv. Neural
Inf. Process. Syst., 2012, pp. 1223-1231.

K. Chung and H. Yoo, “Edge computing health model using P2P-based
deep neural networks,” Peer Peer Netw. Appl., vol. 13, no. 2, pp. 694-703,
Mar. 2020.

J. Park, S. Samarakoon, M. Bennis, and M. Debbah, “Wireless network
intelligence at the edge,” Proc. IEEE, vol. 107, no. 11, pp. 2204-2239,
Nov. 2019.

X. Wang, Y. Han, V. C. M. Leung, D. Niyato, X. Yan, and X. Chen,
“Convergence of edge computing and deep learning: Acomprehensive
survey,” IEEE Commun. Surveys Tuts., vol. 22, no. 2, pp. 869-904,
2nd Quart., 2020 .

VOLUME 9, 2021

[100] H. Baali, H. Djelouat, A. Amira, and F. Bensaali, “Empowering technol-
ogy enabled care using IoT and smart devices: A review,” IEEE Sensors
J., vol. 18, no. 5, pp. 1790-1809, Mar. 2018.

[101] P. Magafia-Espinoza, R. Aquino-Santos, N. Cardenas-Benitez,
J. Aguilar-Velasco, C. Buenrostro-Segura, A. Edwards-Block, and
A. Medina-Cass, “WiSPH: A wireless sensor network-based home care
monitoring system,” Sensors, vol. 14, no. 4, pp. 7096-7119, Apr. 2014.

[102] G. Villarrubia, J. Bajo, J. De Paz, and J. Corchado, ‘“Monitoring and
detection platform to prevent anomalous situations in home care,” Sen-
sors, vol. 14, no. 6, pp. 9900-9921, Jun. 2014.

[103] A. Monteiro, H. Dubey, L. Mahler, Q. Yang, and K. Mankodiya, “Fit:
A fog computing device for speech tele-treatments,” in Proc. IEEE Int.
Conf. Smart Comput. (SMARTCOMP), May 2016, pp. 1-3.

[104] M. Pham, Y. Mengistu, H. Do, and W. Sheng, “Delivering home health-
care through a cloud-based smart home environment (CoSHE),” Future
Gener. Comput. Syst., vol. 81, pp. 129-140, Apr. 2018.

[105] M. S. Hossain, M. Al-Hammadi, and G. Muhammad, ‘“Automatic fruit
classification using deep learning for industrial applications,” [EEE
Trans. Ind. Informat., vol. 15, no. 2, pp. 1027-1034, Feb. 2019.

SYED UMAR AMIN received the master’s degree in computer engineering
from Integral University, India, in 2013, and the Ph.D. degree in computer
engineering from King Saud University (KSU), in 2019. He is currently a
Researcher with the Department of Computer Engineering, College of Com-
puter and Information Sciences, KSU. His research interests include deep
learning, brain—computer interface, and cloud and multimedia for healthcare.

M. SHAMIM HOSSAIN (Senior Member, IEEE) received the Ph.D. degree
in electrical and computer engineering from the University of Ottawa,
ON, Canada. He is currently a Professor with the Department of Software
Engineering, College of Computer and Information Sciences, King Saud
University, Riyadh, Saudi Arabia. He is also an Adjunct Professor with
the School of Electrical Engineering and Computer Science, University of
Ottawa. He has authored or coauthored more than 300 publications. Recently,
he has coedited the book Connected Health in Smart Cities (Springer). His
research interests include cloud networking, smart environment (smart city
and smart health), Al, deep learning, edge computing, the Internet of Things
(IoT), multimedia for health care, and multimedia big data. He is a Senior
Member of ACM. He was a recipient of a number of awards, including
the Best Conference Paper Award, the 2016 ACM Transactions on Mul-
timedia Computing, Communications, and Applications (TOMM) Nicolas
D. Georganas Best Paper Award, the 2019 King Saud University Scientific
Excellence Award (Research Quality), and the Research in Excellence Award
from the College of Computer and Information Sciences (CCIS), King
Saud University (three times in a row). He has served as the Co-Chair,
the General Chair, the Workshop Chair, the Publication Chair, the Publicity
Chair, and the TPC for several IEEE and ACM conferences, symposiums,
and workshops. He is also the Chair of the IEEE Special Interest Group on
Artificial Intelligence (AI) for Health with IEEE ComSoc eHealth Tech-
nical Committee. He serves/served as a Lead Guest Editor for the /IEEE
Communications Magazine, IEEE TRANSACTIONS ON INFORMATION TECHNOLOGY
IN BiomEepiciNe (currently JBHI), IEEE TransacTioNs oN CLoub COMPUTING,
ACM Transactions on Internet Technology, and ACM Transactions on Mul-
timedia Computing, Communications, and Applications (TOMM). He is on
the editorial board of the IEEE WIRELESS COMMUNICATIONS, IEEE NETWORK,
IEEE TrANsAcTIONS ON MULTIMEDIA, IEEE MuLrimMeDpiaA, IEEE Access, and the
Journal of Network and Computer Applications. He is an IEEE ComSoc
Distinguished Lecturer (DL) for 2021-2022.

59


http://dx.doi.org/10.1109/ACCESS.2018.2888976

