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ABSTRACT The resistance of S-box-based cryptosystems to linear cryptanalysis is often determined by
the nonlinearity (NL) and the linear approximation probability (LAP) of the underlying S-box. Constructing
dynamic bijective S-boxes with high nonlinearity is a challenging problem. In this paper, we propose a novel
S-box construction method based on the concept of constrained optimization. The proposed method uses a
random-restart hill-climbing algorithm to construct randomized S-boxes and maximize the nonlinearity of
each Boolean function under bijectivity constraints. The proposed algorithm dramatically reduced the S-box
construction time. Compared to recent S-box construction methods, the proposed method strikes a better
balance among the three design objectives of dynamic S-boxes, namely, cryptographic strength, dynamicity,
and speed of construction. On the average, the proposed method constructs a new dynamic 8×8 S-box with
NL=112 every 118 ms, whereas a NL=110 S-box can be generated in 5.3 ms, which makes it suitable for
real time applications. The proposed method also constructs 8× 8 S-boxes with NL=114, which is among
the highest reported in literature. Moreover, we demonstrate the extensibility of the proposed constrained
optimization formulation to improve other S-box design criteria. Namely, we propose an algorithm to
optimize the LAP of an S-box while preserving its NL and bijectivity.

INDEX TERMS Cryptography, bijective substitution boxes, dynamic s-boxes, nonlinearity, constrained
optimization.

I. INTRODUCTION
Image encryption cryptosystems should produce a certain
confusion and diffusion level in the cipher image. One of
the most important blocks in many encryption systems is
the S-box. An S-box must satisfy certain design criteria
pertaining to its resistance to a variety of cryptanalysis
attacks [1]. Among these criteria, the bitwise functional
nonlinearity (NL) and the linear approximation probability
(LAP) tests determine the S-box resistance to linear crypt-
analysis [2]. Since an S-box is the only nonlinear component
in many ciphers, S-boxes with high nonlinearity are required.
For ciphers that depend on secret key-dependent dynamic
S-boxes, S-box construction faces many challenges. First,
pseudorandom constructions of S-box tend to have an unsat-
isfactory nonlinearity distribution. Therefore, S-boxes must
be carefully designed to guarantee high nonlinearity. Second,
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to prevent adversaries from obtaining enough information to
infer the encryption key, the dynamic S-box must be changed
frequently with each session, message or even with each mes-
sage block. This requirement enforces stringent constraints
on the S-box construction speed in real-time applications.
Finally, there should be sufficientlymany potential S-boxes to
choose from to prevent brute-force guessing the secret S-box.
Satisfying all three requirements simultaneously is still an
open research issue.

When designing a dynamic S-box construction method,
three objectives should be taken into account: 1) the quality of
generated S-box (e.g., nonlinearity), 2) the dynamicity of the
constructed S-boxes, and 3) the speed of S-box construction.

The quality of the S-box determines its cryptographic
strength and consequently the resistance of the cipher using
the S-box to resist various cryptanalysis attacks. Clearly,
compromising on the quality of a dynamic S-box requires
additional attention the design of the cipher to ensure its
resistance to relevant cryptanalysis methods [3].
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The dynamicity of constructed S-boxes indicates the
number of different S-boxes a method can construct.
Therefore, the dynamicity determines the search space facing
an adversary attempting to discover the S-box function. For
key-dependent S-boxes, this search space translates into a
corresponding key space. The larger the potential number
of S-boxes generated by a construction method the larger
the key space added to the corresponding encryption method
using the dynamic S-box [4]. Cipher designers using S-box
construction methods that generate a significantly limited
number of S-boxesmust consider that the S-box functionmay
be discovered by an adversary using brute-force.

The last design objective is reducing the S-box con-
struction time. This is an important factor in ciphers that
depend for their security on the dynamicity of the S-box.
In this case, frequently changing the S-box function is crucial
for thwarting cryptanalysis attacks as well as limiting the
damage caused by a successful attack [4]. The faster an
S-box construction method can construct a dynamic S-box,
themore frequently the S-box can be changed. In other words,
a fast dynamic-S-box construction method gives the cipher
designer the flexibility to design more secure ciphers.

To the extent of our knowledge, existing methods for
constructing S-boxes suffer in varying degrees from at least
one of the following shortcomings: 1) relatively low non-
linearity, 2) limited number of potential S-boxes, or 3) high
construction time.

S-box construction methods based on chaotic maps or
other pseudorandom generators such as [5]–[20], are basi-
cally fast, but the average S-box nonlinearity generated by
these methods is below NL = 100 and S-boxes with
NL = 108 can hardly be constructed.
On the other hand, algebraic methods, such as [1], [2],

[4], [21]–[27], use efficient algebraic construction to generate
8 × 8 S-boxes with high nonlinearity reaching NL = 112.
However, they can only generate a limited number of different
S-boxes. For instance, [27] generates only one S-box, [23]
generates only 16 base S-boxes, [26] constructs 256 S-boxes
and [4] constructs 462422016 S-boxes.

Optimization-based methods, such as [28]–[36], can also
achieve relatively high nonlinearity, usually NL ≥ 110 up
to NL = 114, and have the advantage of generating a virtu-
ally unlimited number of S-boxes. Their main disadvantage,
however, is the long execution time that disqualify them for
real-time construction of highly dynamic strong S-boxes. For
instance, the method presented in [29], divides the problem
of constructing an n × n S-box into simpler subproblems of
designing n balanced Boolean function. However, the prob-
lem of fitting n balanced Boolean functions into a bijective
S-box is much harder. The authors of [29] used genetic algo-
rithms to approach this problem and the best 8 × 8 S-box
nonlinearity achieved was NL=110, which required evolving
hundreds of generations, thus taking too long to qualify for
real time construction of dynamic S-boxes.

In this paper, we present a novel method to strike a bal-
ance between these three objectives. The proposed S-box

FIGURE 1. Design objectives of the proposed dynamic S-box construction
method in comparison to existing methods.

constructionmethod is capable of fast generation of an unlim-
ited number of randomized S-boxes with high nonlinearity.
Figure 1 illustrates dynamic S-box construction objectives
and how the three broad categories of dynamic S-box con-
struction methods fare with these objectives. The proposed
S-box construction method combines the advantages of the
three categories to achieve the speed of chaotic and algebraic
methods, and the dynamicity and quality of optimization
methods.

The proposedmethod can generate a dynamic 8×8 S-boxes
with high nonlinearity up to NL = 110 in a few milliseconds
and with NL = 112 in just 118 milliseconds, on the average.
This achievement makes the proposed method applicable to
real time encryption schemes employing dynamic S-boxes.
The dynamic S-boxes in many encryption schemes such
as [7], [25], [37]–[44] can be replaced with higher security
S-boxes generated by the proposed method.

This dramatic achievement is possible due to a combi-
nation of two novel algorithms. First, we propose a novel
dynamic-programming algorithm for constructing a random-
ized Boolean function to fit within a partially constructed
bijective S-box. Second, we propose a novel formulation,
by deriving nonlinearity improvement constraints, such that
when a Boolean function is modified under these constraints,
its nonlinearity must improve. These constraints, as well as
bijectivity constraints, enable our second algorithm to effi-
ciently maximize the nonlinearity of the constructed coor-
dinate Boolean function. By utilizing these two algorithms,
we propose a third algorithm to incrementally construct a
bijective S-box with high nonlinearity. As an icing on the
cake, we demonstrate the reusability of our constrained opti-
mization method to modify Biryukov’s LAP refinement algo-
rithm [45] such that nonlinearity is preserved during LAP
improvement.

The rest of the paper is organized as follows. Section 2
presents the S-box security criteria and reviews existing
S-box construction methods relevant to the proposed method.
In Section 3, we present the basic constrained optimization
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formulation and the proposed algorithms. Section 4 evaluates
the efficiency of the proposed algorithms, as well as the
properties of constructed S-boxes and compares results with
related methods. In Section 5, we present some concluding
remarks and future prospect.

II. S-BOX DESIGN CRITERIA
A general n × m cryptographic substitution box, S, is a
function from an n-bit input to an m-bit output, i.e.,
S : Zn2→ Zm2 , where Z2 = {0, 1} and Zn2 is an n-dimensional
bit vector. S-boxes are a crucial component for many cryp-
tographic applications. Therefore, numerous research papers
have been devoted to secure and efficient S-box design [8].
In this section, we review the S-box design criteria and give a
brief review of themost recent and relevant advances in S-box
construction methods.

The S-Box design criteria determine the S-box suitabil-
ity for a certain cryptographic application. These criteria
include bijectivity, nonlinearity, linear approximation prob-
ability, differential approximation probability, input-output
strict avalanche criterion, output-bit independence criterion.

A. BIJECTIVITY
A bijective S-box, S : Zn2 → Zm2 , is an invertible function,
i.e., ∃S−1 : Zm2 → Zn2,such that S−1 (S (x)) = x,∀x ∈ Zn2.
This implies that m = n, and each of the 2n output patterns
y ∈ Zn2 must appear only once in the function output,
i.e., S (x0) 6= S (x1) ,∀x0, x1 ∈ Zn2, x0 6= x1. Most
S-box-based encryption schemes require bijective S-boxes.

Bijectivity is closely related to the concept of balanced
Boolean functions. The j th output bit of S, denoted fj, is a
Boolean function fj : Zn2 → Z2. A balanced Boolean
function, f , has an equal number of inputs that map to zero
and that map to one. In other words, #

{
i ∈ Zn2 | f (i) = 0

}
=

#
{
i ∈ Zn2 | f (i) = 1

}
= 2n−1, where the operator means

the set cardinality. It can easily be shown that a necessary
condition for S to be bijective, is that its coordinate Boolean
functions to be balanced. A sufficient condition for bijectivity
of an S-box with coordinate functions f0, f1, . . . , fn−1, is

#
{
x ∈ Zn2 | fj (x) = cj,∀ j, 0 ≤ j < m

}
= 2n−m,

∀ 0 < m ≤ n, (c0, c1, . . . , cm−1) ∈ Zm2 (1)

A proof of (1) can be found in [29].

B. NONLINEARITY (NL)
The nonlinearity of an S-box measures the minimum dis-
tance between the set of coordinate Boolean functions of
the S-box,

{
fj
}
, and the set of all linear Boolean functions{

Lα (x) : Zn2→ Z2 = α � x, α ∈ Zn2
}
. The � operator rep-

resents the modulo-2 dot product of the two bit vectors, i.e.,
α � x = ⊕0≤i<n (αixi), where ⊕ is the modulo-2 addition
operator.
To measure the Hamming distance between a Boolean

function, f , and a linear Boolean function, Lα , we first
calculate the correlation of the two functions using the

Walsh-Hadamard transform (WHT),

f̂ (α) =
1
2

∑
x∈Zn2

(−1)f (x)⊕(α�x) (2)

The maximum absolute correlation between f and any
linear Boolean function Lα is

F̂ = max
αεZn2

∣∣∣f̂ (α)∣∣∣ (3)

The minimum distance between f and all linear Boolean
functions, and thus the nonlinearity of f , is determined by the
linear function with the maximum absolute correlation to f ,

NL (f ) = 2n−1 − F̂ (4)

Themaximum nonlinearity of a Boolean function is 2n−1−
2(n/2)−1, but such high nonlinearity contradicts the bijectivity
criterion [46]. The nonlinearity of an S-box function is the
minimum nonlinearity of its Boolean functions.

NL (S) = min
0≤j<n

NL(fj) (5)

C. LINEAR APPROXIMATION PROBABILITY (LAP)
The LAP criterion measures the probability of obtaining a
linear Boolean approximation of the S-box. LAP can be
viewed as the maximum probability of approximating a linear
Boolean function of the S-box output, Lβ (S (x)) = β�S (x)
by a linear Boolean function Lα (x) = α � x. To resist the
linear approximation attack, Lβ (S (x)) should be as different
from Lα (x) as possible for all α ∈ Zn2, and β ∈ Zn2

∗, where
Zn2 is the set of nonzero elements of Zn2

∗. Therefore, we aim
to minimize the linear approximation probability given by the
equation

LAP (S) =
1
2n

max
a∈Zn2,β∈Z

n
2
∗

∣∣∣ {#x ∈ Zn2|α � x

= β � S (x)} − 2n−1
∣∣∣. (6)

The value of LAP should be close to zero to indicate
that the output bits of the S-box are uncorrelated to the
input bits. The authors of [45] proposed a combinatorial
optimization algorithm to iteratively improve the LAP of an
S-box by swapping two elements. Their method preserves
bijectivity but doesn’t preserve nonlinearity. This means that
while attempting to improve LAP, their method may well
decrease NL.

D. OTHER S-BOX DESIGN CRITERIA
Additional S-box tests, namely differential uniformity (DU),
bit-independence criterion (BIC) and strict avalanche crite-
rion (SAC), will be presented briefly.

The DU test measures the maximum number of S-box
mappings that can be calculated by applying a constant dif-
ference to input bits and a constant difference to output bits.

DU (S) = max
a∈Zn2∗,β∈Z

n
2
∗
#{x ∈ Zn2|S (x ⊕ α)⊕ S (x) = β} (7)
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The value of DU should be close to zero to indicate that the
S-box is highly immune to differential attacks.

The BIC test measures the correlation between each pair of
output bits when one input bit changes. The result of the test is
an n×n symmetric matrix excluding the diagonal. The matrix
element in row i and column j indicates the dependence
between bits i and j of the S-box output.

BICi,j (S) =
1
n2n

∑
1≤k≤n

#
{
x ∈ Zn2 |V

i
k (x) = V j

k (x)
}
, (8)

where V i
k (x) = 2i−1 �

(
S
(
x ⊕ 2k−1

)
⊕ S (x)

)
.

The SAC test measures the probability of changing each
output bit when an input bit is changed. The result of this test
is an n× n matrix. The matrix element in row i and column j
indicates the probability that output bit j changes when input
bit i changes.

SACi,j (S) =
1
2n

#
{
x ∈ Zn2 |V

j
i (x) 6= 0

}
(9)

The optimal value of each element of the SACmatrix is 0.5,
which means that output bits are completely uncorrelated to
input bits.

III. PROPOSED S-BOX CONSTRUCTION METHOD
The proposed S-box construction method consists of four
algorithms. Algorithm 1 constructs a randomized n-input
coordinate Boolean function satisfying the bijectivity con-
straints. Algorithm 2 attempts to improve the NL of a given
coordinate Boolean function iteratively to reach the required
value, NLmin, while maintaining bijectivity constraints.
Algorithm 3 constructs an n × n S-box incrementally
from coordinate functions by invoking Algorithm 1 and
Algorithm 2 and appending the resulting coordinate Boolean
function to the constructed S-box. Since Algorithm 2 may
occasionally get stuck at a local maximum and fail to achieve
the required NL, Algorithm 3 employs a random-restart hill-
climbing technique to repeatedly invoke Algorithm 1 and
Algorithm 2 until the required NL is achieved. Finally,
Algorithm 4 iteratively swaps S-box elements to improve its
LAP while maintaining its NL.

A. CONSTRUCTING A BIJECTIVE S-BOX INCREMENTALLY
A bijective S-box can be constructed incrementally using
the constraints in (1). Namely, coordinate Boolean functions,
f0, f1, . . . , fn−1, are appended one by one to the n× n S-box.
After appending the first j functions, f0, f1, . . . , and fj−1,
to the S-box, the resulting partially constructed S-box is
denoted Sj−1 (x) = decimal

(
f0 (x) , f1 (x) , . . . , fj−1 (x)

)
.

Algorithm 1 constructs a coordinate Boolean function, fj,
by adding one bit at a time while satisfying the bijectivity
constraint in (1). To achieve this, the domain of the jth
Boolean function, fj (x), is divided into 2j segments, denoted
σj,y =

{
x ∈ Zn2, Sj−1 (x) = y

}
, 0 ≤ y < 2j, where y is

a distinct output value of the partially constructed S-box,
Sj−1. For instance, when generating the first coordinate
Boolean function f0 (x), there is only one segment, denoted

σ0,0 = {x ∈ Zn2}. For the second coordinate Boolean
function f1 (x), there are two segments, denoted σ1,0 = {x ∈
Zn2, S0 (x) = 0} and σ1,1 = {x ∈ Zn2, S0 (x) = 1}. When
generating the third Boolean function, f2 (x), there are four
groups, σ2,y =

{
x ∈ Zn2, S1 (x) = y

}
, where 0 ≤ y ≤ 3. For

each segment, we define two indicator variables ζj,y and ωj,y,
which indicate the number of zeros and the number of ones
of fj (x) in segment x ∈ σj,y.

ζj,y = #{x ∈ σj,y, fj (x) = 0}, and

ωj,y = #{x ∈ σj,y, fj (x) = 1}.

The bijectivity constraint, (1), can be rewritten as

ζj,y = ωj,y = 2n−j−1, ∀ 0 ≤ y < 2j. (10)

Whenever a bit, fj (x), is being added to a Boolean func-
tion fj, the corresponding value of the partially constructed
S-box function, y = Sj−1 (x), determines the segment, σj,y,
to which the new bit will be added. We check the number of
zeros, ζj,y, and the number of ones, ωj,y, already in segment
σj,y. If either ζj,y or ωj,y has reached the maximum allowed
within the segment, i.e., 2n−j−1, the new bit is determined
to be a one or a zero, respectively. Otherwise, the new bit is
chosen at random. The process of constructing a coordinate
Boolean function satisfying bijectivity constraints is listed in
Algorithm 1. To simplify notation, the given partially con-
structed S-box with j− 1 coordinates is denoted S. A simple
worked example of Algorithm 1 can be found in the appendix.

Algorithm 1 Bijective Coordinate
Inputs: S-box input size, n, coordinate index, j, partially

constructed S-box, S, pseudorandom bit generator, R
Output: n-input Boolean function, fj

Initialize number of zeros and number of ones in each of the
2j segments: ζj,y← 0, ωj,y← 0,∀y ∈ {0, 1, . . . , 2j − 1}
for x = 0 : 2n − 1 do

if ζj,S(x) = 2n−j−1 then
fj (x)← 1

else if ωj,S(x) = 2n−j−1 then
fj (x)← 0

else
fj (x)

R
←− 0, 1}

if fj (x) = 0 then
ζj,S(x)← ζj,S(x) + 1

else
ωj,S(x)← ωj,S(x) + 1

end
end if

end for
output fj�

B. IMPROVING NONLINEARITY
Since Algorithm 1 generates randomized Boolean functions
with random nonlinearity, it is necessary to post-process its
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output to reach a desired high nonlinearity. For this purpose,
we proposed Algorithm 2 which is a variation of standard
hill-climbing search with nonlinearity as the objective. Given
an initial coordinate Boolean function, f , a partially con-
structed (j− 1)-coordinate S-box and a target nonlinearity
NLmin, Algorithm 2 attempts to maximize the nonlinearity
of f , defined by (4), by iteratively swapping bits of f , while
maintaining bijectivity constraints defined by (10). A stop-
ping condition, NL (f ) ≥ NLmin is introduced to limit the
search to a desired nonlinearity.

To speed up the search, our goal is to define the neighbor-
hood operatorN (f ), such that all neighbors, f ′ ∈ N (f ), have
a nonlinearity better than NL(f ). To achieve this goal, we use
(2) and (3) to identify the linear functions, Lα = α�x, which
are relevant to NL (f ). We adapt the method of [29] to keep
track of the correlation of f with each linear function, Lα in
an array f̂ (α), and find the set of nearest linear functions to

f , M0 =

{
α |

∣∣∣f̂ (α)∣∣∣ = F̂
}
. The set of linear functions that

may become the nearest to f in case NL (f ) is improved, are
kept in M1 =

{
α |

∣∣∣f̂ (α)∣∣∣ = F̂ − 2
}
. To speed up calcula-

tion, the proposed algorithm incrementally updates these two
sets after each iteration to reflect the refined f . To improve
the nonlinearity, we choose two complementary elements,
x0 and x1, such that f (x0) = 0, f (x1) = 1, and the swapping
of the two elements brings f farther from the linear functions
inM0, and also keeps f at least as far as it already is from those
in M1. It turns out that the set of pairs (x0, x1) that improve
nonlinearity can be precisely identified by the constraints
given in Theorem 1.We use the following mathematical nota-
tion: ‘‘¬’’ represents the logical negation (NOT) operator,
‘‘∨’’ represents the logical disjunction (OR) operator, ‘‘∧’’
represents the logical conjunction (AND) operator, and ‘‘`’’
represents the implication operator, i.e., A ` B ≡ ¬A ∨ B.
Theorem 1: Given a Boolean function f : Zn2→ Z2, n ≥ 6,

and a pair of inputs x0 and x1 ∈ Zn2 such that

f (x0) = 0, f (x1) = 1, (11)

the modified Boolean function f ′ : Zn2→ Z2, defined as

f ′ (x) =


1, x = x0
0, x = x1
f (x) , otherwise.

(12)

has an improved nonlinearity,NL
(
f ′
)
= NL (f )+2, provided

that

α � x0 =

{
0, f̂ (α) > 0
1, f̂ (α) < 0,

∀ α ∈ M0 (13)

α � (x0 ⊕ x1) = 1, ∀ α ∈ M0, and (14)

(α � (x0 ⊕ x1) = 0) ∨(
α � x0 =

{
0, f̂ (α) > 0
1, f̂ (α) < 0

)
, ∀ α ∈ M1.

(15)

Proof: Let1f̂ (α) = f̂ ′ (α)− f̂ (α). From (2), we obtain

1f̂ (α) =
1
2

∑
x∈Zn2

(−1)f
′(x)⊕(α�x)

−
1
2

∑
x∈Zn2

(−1)f (x)⊕(α�x) .

From (12), it follows that ∀x /∈ {x0, x1} , f ′ (x) =
f (x) , and the corresponding terms of the summations are
eliminated.

∴ 1f̂ (α) =
1
2

((
(−1)f

′(x0)⊕(α�x0) + (−1)f
′(x1)⊕(α�x1)

)
−

(
(−1)f (x0)⊕(α�x0) + (−1)f (x1)⊕(α�x1)

))
(16)

Substituting from (11) and (12)

1f̂ (α) =
1
2

(
(−1)1⊕(α�x0) + (−1)0⊕(α�x1)

)
−
1
2

(
(−1)0⊕(α�x0) + (−1)1⊕(α�x1)

)
=

1
2

(
− (−1)(α�x0) + (−1)(α�x1)

)
−
1
2

(
(−1)(α�x0) − (−1)(α�x1)

)
= −

(
(−1)(α�x0) − (−1)(α�x1)

)
(17)

∴ 1f̂ (α) = −(−1)(α�x0)
(
1− (−1)α�(x0⊕x1)

)
(18)

There are three cases for (18), namely, when α ∈ M0, when
α ∈ M1, and when α /∈ M0 ∪M1.
Case 1: when α ∈ M0. Substituting from (13) and (14)

into (18)

∀ α ∈ M0: 1f̂ (α) =

− (−1)
0
(
1−(−1)1

)
, f̂ (α)>0

− (−1)1
(
1−(−1)1

)
, f̂ (α)<0

=

{
−2, f̂ (α) > 0
2, f̂ (α) < 0

∴ ∀ α ∈ M0:

∣∣∣f̂ ′ (α)∣∣∣ =

∣∣∣f̂ (α)− 2

∣∣∣ , f̂ (α) > 0∣∣∣f̂ (α)+ 2
∣∣∣ , f̂ (α) < 0

By definition
∣∣∣f̂ (α)∣∣∣ = F̂,∀α ∈ M0, and according to [46],

F̂ ≥ 2(n/2)−1, which yields F̂ ≥ 4, for n ≥ 6. Therefore,∣∣∣f̂ (α)∣∣∣ ≥ 4,∀α ∈ M0.

∴ ∀ α ∈ M0 :

∣∣∣f̂ ′ (α)∣∣∣ = { f̂ (α)− 2, f̂ (α) > 0∣∣∣f̂ (α)∣∣∣− 2, f̂ (α) < 0.

∴
∣∣∣f̂ ′ (α)∣∣∣ = F̂ − 2, ∀α ∈ M0 (19)
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Case 2: when α ∈ M1. From (15) it follows that

∀ α ∈ M1 : (α � (x0 ⊕ x1) = 1)

`

(
α � x0 =

{
0, f̂ (α) > 0
1, f̂ (α) < 0

)
Substituting in (18), we obtain

∀ α ∈ M1: 1f̂ (α)

=


− (−1)(α�x0)

(
1− (−1)0

)
, α � (x0 ⊕ x1) = 0

− (−1)0
(
1− (−1)1

)
, α � (x0 ⊕ x1) = 1, f̂ (α) > 0

− (−1)1
(
1− (−1)1

)
, α � (x0 ⊕ x1) = 1, f̂ (α) < 0.

∴ ∀ α ∈ M1 :

1f̂ (α) =


0, α � (x0 ⊕ x1) = 0
−2, α � (x0 ⊕ x1) = 1, f̂ (α) > 0
2, α � (x0 ⊕ x1) = 1, f̂ (α) < 0.
∴ ∀ α ∈ M1 :

∣∣∣f̂ ′ (α)∣∣∣ =

∣∣∣f̂ (α)∣∣∣ , α � (x0 ⊕ x1) = 0∣∣∣f̂ (α)− 2

∣∣∣ , α � (x0 ⊕ x1) = 1, f̂ (α) > 0∣∣∣f̂ (α)+ 2
∣∣∣ , α � (x0 ⊕ x1) = 1, f̂ (α) < 0.

Since F̂ ≥ 4 when n ≥ 6, it follows from the definition of
M1 that

∣∣∣f̂ (α)∣∣∣ = F̂ − 2 ≥ 2,∀α ∈ M1

∴ ∀ α ∈ M1:

∣∣∣f̂ ′ (α)∣∣∣ =

∣∣∣f̂ (α)∣∣∣ , α � (x0 ⊕ x1) = 0

f̂ (α)− 2, α � (x0 ⊕ x1) = 1, f̂ (α) > 0∣∣∣f̂ (α)∣∣∣− 2, α � (x0 ⊕ x1) = 1, f̂ (α) < 0.∣∣∣f̂ ′ (α)∣∣∣ ≤ F̂ − 2,∀ α ∈ M1 (20)

Case 3: when α /∈ M0 ∪M1

∀ α /∈ M0 ∪M1 :

1f̂ (α) = − (−1)(α�x0)
(
1− (−1)α�(x0⊕x1)

)
∴ ∀α /∈ M0 ∪M1 :

1f̂ (α) =


0, α � (x0 ⊕ x1) = 0
−2, α � (x0 ⊕ x1) = 1, (α � x0) = 0
2, α � (x0 ⊕ x1) = 1, (α � x0) = 0.

Since f̂ ′ (α) = f̂ (α)+1f̂ (α),

∴
∣∣∣f̂ (α)∣∣∣− 2 ≤

∣∣∣f̂ ′ (α)∣∣∣ ≤ ∣∣∣f̂ (α)∣∣∣+ 2,∀ α /∈ M0 ∪M1

From the definition ofM0 and M1, it follows that∣∣∣f̂ (α)∣∣∣ ≤ F̂ − 4,∀ α /∈ M0 ∪M1

∴
∣∣∣f̂ ′ (α)∣∣∣ ≤ F̂ − 2,∀ α /∈ M0 ∪M1 (21)

Combining the three cases, i.e., (19), (20), and (21),
we obtain ∣∣∣f̂ ′ (α)∣∣∣ ≤ F̂ − 2,∀ α ∈ Zn2

∴ F̂ ′ = F̂ − 2 (22)

∵ NL
(
f ′
)
= 2n−1 − F̂ ′ = 2n−1 −

(
F̂ − 2

)
∴ NL(f ′) = NL (f )+ 2 �

To preserve the bijectivity of the S-box when constructing the
j th coordinate Boolean function fj, we ensure that both x0 and
x1 belong to the same segment σj,y by asserting the constraint

y = Sj−1 (x0) = Sj−1 (x1) . (23)

Using the constraints defined in Equations (11), (13), (14),
(15) and (23), we can identify pairs (x0, x1) that improve
NL (f ) while preserving S-box bijectivity. As shown in
Algorithm 2, nonlinearity improvement is iterated until the
desired nonlinearity is achieved or a local maximum is
encountered. Note that the WHT of the Boolean function, f̂ ,
is calculated only once at the beginning of the algorithm and
subsequently updated using (17) after each iteration.

Algorithm 2 Refine Nonlinearity
Inputs: S-box input size, n, coordinate index, j,

coordinate Boolean function, f , partially constructed
S-box, S, desired nonlinearity, NLmin.

Output: Updated Boolean function, f .

Calculate f̂ (α)← 1/2
∑

x∈Zn2
(−1)f (x)⊕(α�x) ,∀ α ∈ Zn2.

Find F̂ ← max
αεZn2

∣∣∣f̂ (α)∣∣∣.
while 2n−1 − F̂ < NLmin do

M0←

{
α ∈ Zn2 , suchthat

∣∣∣f̂ (α)∣∣∣ = F̂
}
,

M1←

{
α ∈ Zn2 , suchthat

∣∣∣f̂ (α)∣∣∣ = F̂ − 2
}

Choose x0, x1 ∈ Zn2 such that constraints (11), (23),
(13), (14), and (15) are satisfied.

if no such choice exists then
break

else F update S, f̂ and F̂ using (12), (17) and (22)
f (x0)← 1, f (x1)← 0, F̂ ←

(
F̂ − 2

)
.

f̂ (α)← f̂ (α)+ (−1)α�x1 − (−1)α�x0 ,∀α ∈ Zn2 .
end if

end while
output f�

C. CONSTRUCTING HIGHLY NONLINEAR BIJECTIVE
S-BOXES
The process of the constructing a bijective n × n S-box
with a given nonlinearity, NLmin, is listed in Algorithm 3.
The algorithm starts with an empty S-box and incremen-
tally appends coordinate Boolean functions produced by
Algorithm 1 (Bijective Coordinate) and Algorithm 2 (Refine
Nonlinearity), satisfying bijectivity and nonlinearity con-
straints. SinceAlgorithm 2may get stuck at a local maximum,
failing to achieve the required nonlinearity, Algorithm 3 uses
a random-restart strategy to repeatedly invoke Algorithm 1
andAlgorithm 2 until success. OnceAlgorithm 2 successfully
produces a coordinate Boolean function with the required
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NL, the resulting Boolean function is placed into the S-box
and Algorithm 3 moves to the next coordinate, until all n
coordinates are constructed.

Algorithm 3 Construct S-Box
Inputs:S-box input size, n, required nonlinearity, NLmin,
pseudorandom bit generator R
Output: n× n bijective S-box, S(x)

Initialize S (x)← 0,∀ x ∈ Z2n

for j = 0 : n− 1
Initialize number of zeros and ones in each segment:

ζj,y← 0, ωj,y← 0,∀y ∈ {0, 1, . . . , 2j − 1}
found← false
for iter = 1 : itermax

fj← Bijective Coordinate (n, j, S,R)
fj← Refine Nonlinearity (n, j, fj, S,NLmin)
if NL

(
fj
)
≥ NLmin then
found← true
break

end if
end for
if found then

S (x)← S (x)+ 2jfj (x) ,∀x ∈ Z2n

else
terminate unsuccessfully

end if
end for
output S�

To ensure that the proposed method is key-dependent, the
arbitrary choices made during the S-box construction pro-
cess are fully determined by a Mersenne twister (MT19937)
pseudorandom bit generator (PRBG), R. Thus, the seed of
the PRBG can be considered the S-box construction key. If a
need for the inverse S-box arises, the same key can be used
to construct the S-box first, then its inverse can be calculated
at a negligible cost.

D. IMPROVING LINEAR APPROXIMATION PROBABILITY
To further improve the properties of the resulting S-boxes
we propose a LAP refinement algorithm by modifying the
heuristic search method given in [45] to guarantee nonlinear-
ity preservation. The Linear Approximation Table (LAT) is a
matrix, in which the element in row a and column b represents
the correlation between the Boolean function Lb (S (x)) and
the linear Boolean function La (x),

`lS (a, b) = #{x ∈ Zn2|a� x
= b� S (x)} − 2n−1, ∀ a, b ∈ Zn2

The maximum absolute LAT value is denoted 3,

3 = max
a∈Zn2,b∈Z

n
2
∗
|`lS (a, b)|

We use the objective function proposed by [45]

R (S) =
∑
l≥0

Nl · 2l

where Nl is the number of LAT elements with absolute
value l, i.e., Nl = #

{
a ∈ Zn2, b ∈ Zn2

∗, |`lS (a, b)| = l
}

To improve LAP, we select a pair of S-box elements to
swap, S (x0) and S(x1). We choose a LAT element `S (a, b)
that has an absolute maximum value,3. Then, we find the set
of candidate elements of S that contribute to `S (a, b). After
that, we pick a pair of different elements from L to swap such
that R (S) is minimized as proposed in [45]. However, the
method in [45] disregards S-box nonlinearity, which usually
decreases consequently. The proposed algorithm introduces a
new constraint to guarantee nonlinearity preservation during
element swapping. The constraint is defined in the following
theorem.
Theorem 2: Given a bijective S-box S : Zn2 → Zn2,

with coordinate functions f0, f1, . . . , fn−1, and two inputs x0,
x1 ∈ Zn2, the modified S-box S ′ : Zn2→ Zn2 defined by

S ′ (x) =
(
f ′0 (x) , . . . , f

′

n−1 (x)
)
=


S (x1) , x = x0
S (x0) , x = x1
S (x) , otherwise

(24)

has nonlinearity NL
(
S ′
)
≥ NL (S), provided that ∀j, α,

0 ≤ j < n, α ∈ Zn2, at least one of following constraints
is satisfied:

fj (x0) = fj (x1) (25)

|f̂j (α) | ≤ max
0≤i<n

F̂i, (26)

(
fj(x0) 6= fj(x1)

)
∧

(
f̂j(α) = max

0≤i<n
F̂i

)
∧
(
fj(x1)⊕ (α � x0) = 1

)
(27)(

fj(x0) 6= fj(x1)
)
∧

(
f̂j(α) = − max

0≤i<n
F̂i

)
∧
(
fj(x1)⊕ (α � x0) = 0

)
(28)(

fj(x0) 6= fj(x0)
)
∧

(
f̂j(α) = max

0≤i<n
F̂i

)
∧
(
fj(x0)⊕ (α � x0) = 1

)
(29)(

fj(x0) 6= fj(x0)
)
∧

(
f̂j(α) = − max

0≤i<n
F̂i

)
∧
(
fj(x0)⊕ (α � x0) = 0

)
(30)

Proof: First, we show that for any 0 ≤ j < n, each of
the conditions (25), through (30) is sufficient to preserve the
nonlinearity of the Boolean function, fj.

1) From (25), if fj (x0) = fj (x1), then f ′j (x0) = f ′j (x1).

Consequently, f ′j ≡ fj and NL
(
f ′j
)
= NL

(
fj
)
. Since

NL (S) = min
0≤j<n

NL
(
fj
)
,we conclude that NL

(
f ′j
)
≥

NL(S).
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2) From (26), if ∀α :

∣∣∣f̂j (α)∣∣∣ < max
0≤i<n

F̂i, then

∀α,

∣∣∣f̂j (α)∣∣∣+ 2 ≤ max
0≤i<n

F̂i. Since,
∣∣∣f̂ ′j (α)∣∣∣ ≤ ∣∣∣f̂j (α)∣∣∣+∣∣∣1f̂j (α)∣∣∣ and from (18)

∣∣∣1f̂j (α)∣∣∣ ≤ 2, then
∣∣∣f̂ ′j (α)∣∣∣ ≤

max
0≤i<n

F̂i,∀α. Therefore, F̂ ′j ≤ max
0≤i<n

F̂i. From the

basic definition of NL, (3) and (4), we conclude that
NL

(
f ′j
)
≥ NL(S).

3) From (27), fj (x1)⊕ (α � x0) = 1,∀α ∈ Zn2, and since
fj (x0) 6= fj (x1), then fj (x0)⊕ (α � x0) = 0,∀α ∈ Zn2.
From (24), f

′

j (x0) = fj (x1) and f
′

j (x1) = fj (x0).
Therefore, f ′j (x0) ⊕ (α � x0) = 1,∀α ∈ Zn2 and
f ′j (x1)⊕ (α � x0) = 0,∀α ∈ Zn2. Substituting in (16),
we obtain

1f̂j (α) =
1
2

(
−1+ (−1)f

′
j (x1)⊕(α�x1)

)
−
1
2

(
1+ (−1)fj(x1)⊕(α�x1)

)
≤ 0

∴ f̂ ′j (α) ≤ f̂j (α)

Since f̂j (α) = max
0≤i<n

F̂i, from (27),

∴ f̂ ′j (α) ≤ max
0≤i<n

F̂i

Therefore, NL
(
f̂
)
≥ NL(S).

4) From (28), fj (x1)⊕ (α � x0) = 0,∀α ∈ Zn2, and since
fj (x0) 6= fj (x1), then fj (x0) ⊕ (α � x0) = 1,∀α ∈
Zn2. From (24), f

′

j (x0) = fj (x1) and fj (x1) = fj (x0).
Therefore, f ′j (x0) ⊕ (α � x0) = 0,∀α ∈ Zn2 and
f ′j (x1)⊕ (α � x0) = 1,∀α ∈ Zn2. Substituting in (16),
we obtain

1f̂j (α) =
1
2

(
1+ (−1)f

′
j (x1)⊕(α�x1)

)
−
1
2

(
−1+ (−1)fj(x1)⊕(α�x1)

)
≥ 0

Using (18)
∣∣∣1f̂j (α)∣∣∣ ≤ 2, we obtain

∴ f̂j (α) ≤ f̂ ′j (α) ≤ f̂j (α)+ 2

Since f̂j (α) = − max
0≤i<n

F̂i, from (28),

∴ − max
0≤i<n

F̂i ≤ f̂ ′j (α) ≤ max
0≤i<n

−F̂i + 2

∴ max
0≤i<n

F̂i ≥ −f̂
′

j (α) ≥ max
0≤i<n

F̂i − 2

∴ max
0≤i<n

F̂i ≥
∣∣∣f̂ ′j (α)∣∣∣ ≥ max

0≤i<n
F̂i − 2

Therefore, NL
(
f̂j
)
≥ NL(S)

5. Following similar steps used to prove (27) and (28),
it can be shown that each of (29) and (30) guarantees
that NL

(
f̂j
)
≥ NL (S).

Since satisfying any of the constraints defined by (25)-(30)
guarantees that NL

(
f̂ ′j
)
≥ NL (S) ,∀0 ≤ j < n ⇒

NL
(
S ′
)
≥ NL(S), i.e., the NL of the S-Box is preserved �

Using Theorem 2, the LAP optimization procedure is writ-
ten in Algorithm 4. The optimization process is repeated
recursively until no further improvement in the objective
function can be found.

Algorithm 4 Refine LAP
Input: S-box, S
Output: Updated S-box, S

Calculate the LAT of S, `lS (a, b) ,∀a ∈ Zn2, b ∈ Zn2
∗

Find 3 = max
a∈Zn2,b∈Z

n
2
∗
|`lS (a, b)|

for each a, b such that |`lS (a, b)| = 3 do
Construct L ←

{
x ∈ Zn2|a� x = b� S (x)

}
for (x0, x1) ∈ L2, x0 < x1 do

if ∀ 0 ≤ j < n, α ∈ Zn2, any of constraints (25)
through (30) is satisfied, then

S ′← S,
Swap S ′ (x0)↔ S ′ (x1)
if R(S ′) < R(S) then

S ←Refine LAP (S ′)F recursion
end if

end if
end for

end for
output S�

IV. PERFORMANCE ANALYSIS
In this section, we analyze the security properties of the
S-boxes generated by the proposedmethod and compare them
with recent S-boxes. The computational efficiency of the
proposed method will also be examined.

A. S-BOX SECURITY ANALYSIS
The minimum nonlinearity required, NLmin, is an input to
Algorithm 2 and Algorithm 3. Throughout our experiments,
with itermax = 1000, Algorithm 3 always constructed an 8×8
S-box with nonlinearity equal to NLmin, for all NLmin ≤ 112.
Higher nonlinearity, NLmin = 114 requires a much larger
number of iterations.

Figure 2 shows a sample dynamic 8 × 8 S-box, S1, con-
structed using Algorithm 3 with NLmin set to 112, whereas
Figure 3 shows the corresponding improved-LAP S-box,
S2. Similarly, Figure 4 presents a sample 8 × 8 S-box,
S3, constructed with NLmin set to 114, whereas Figure 5
shows the corresponding S-box, S4, after LAP refinement
with Algorithm 4. The highlighted elements in Figure 3 and
Figure 5 indicate the elements changed from S1 to S2 and
from S3 to S4, respectively.
Results of S-box security tests are listed in Table 1. Results

show that Algorithm 3 successfully generated an S-box with
NL = 112 and that Algorithm 4 successfully decreased its
LAP from 0.1406 to 0.1094 while preserving nonlinearity at
NL = 112. Similarly, Algorithm 3 successfully generated
an S-box with NL = 114 and Algorithm 4 successfully
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TABLE 1. S-box test results of sample S-boxes showing the LAP improvement due to Algorithm 4.

FIGURE 2. S-box, S1, constructed using Algorithm 3 with NLmin = 112.

FIGURE 3. S-box, S2, after applying Algorithm 4 to S1. Swapped elements
are highlighted.

FIGURE 4. S-box, S3, constructed using Algorithm 3 with NLmin = 114.

decreased its LAP from 0.1484 to 0.1328 while preserving
nonlinearity at NL = 114.

FIGURE 5. S-box, S4, after applying Algorithm 4 to S3. Swapped elements
are highlighted.

For more detailed cryptographic analysis of S2, Table 2
shows the input-output dependence matrix used for the SAC
test and Table 3 shows the BIC-SAC matrix.

TABLE 2. Input-output dependence matrix for S2.

TABLE 3. BIC-SAC matrix for S2.

Table 4 present a comprehensive comparison of S-box
security analysis. The sample S-boxes, S2 and S4, generated
by the proposed method are compared with relevant dynamic
S-boxes published in the last few years.

By comparing the nonlinearity and the linear approx-
imation probability (LAP), which are the two objectives
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TABLE 4. Comparison of sample S-box generated by the proposed method with recent S-boxes.

TABLE 5. S-box LAP refinement results for a sample of S-boxes
generated by the proposed method.

optimized by the proposed method, the results of S2 and S4
surpass those of all chaotic S-boxes and optimization-based
S-boxes. The results of S2 and S4 are close to the best
algebraic S-boxes.

Table 4 also presents the remaining security analysis
including BIC, SAC and DU tests.

To demonstrate the effectiveness of the proposed LAP
refinement algorithm, Table 5 lists the LAP for a sample of
initial S-boxes generated by the proposed Algorithm 3 with

different NLmin. The initial S-boxes are then refined with
Algorithm 4 and the new LAP and NL are reported in the
table. The proposed algorithm successfully decreases LAP
while retaining initial S-box nonlinearity. Biryukov’s algo-
rithm [45] was applied to the same initial S-boxes and the
results are shown for comparison indicating an accidental loss
in nonlinearity.

B. COMPUTATIONAL EFFICIENCY
As mentioned in the introduction there are several existing
methods to construct 8 × 8 S-boxes with NLmin = 112. The
main advantage of our proposed method is the capacity to
efficiently generate an unlimited number of such S-boxes.

To demonstrate the computational efficiency of the pro-
posed method, we implemented the proposed algorithms in
Java and executed them on a PC with Intel Core i7-4790 @
3.6GHz with 32GB of RAM.

The main algorithms to be evaluated are Algorithm 3,
which generates an S-Box with a specific NL, and
Algorithm 4, which improves the LAP.
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The efficiency of Algorithm 3 can be demonstrated by
observing the number of iterations required to find an S-box
satisfying the given nonlinearity criterion and the correspond-
ing construction time, as shown in Table 6. For each NLmin,
100 ≤ NLmin ≤ 112, we constructed 1000 S-boxes and
observed the average number of iterations and the average
construction time.

TABLE 6. Average number of iterations and construction time of
Algorithm 3 for each NL criterion.

Results indicate that constructing a dynamic S-box with
NL ≤ 108 requires only one iteration per Boolean func-
tion, i.e., eight iterations in total. The construction time in
this case is merely a few milliseconds. For NLmin = 110,
the number of calls to Algorithm 2 increases slightly and the
average construction time is 5.34 milliseconds. The number
of iterations significantly increases for NLmin = 112 and
the average construction time is 118 milliseconds. However,
S-boxes with higher nonlinearities, NL ≥ 114, take hours to
construct.

These results show that the proposed constrained opti-
mization formulation has a significant speed advantage over
existing heuristic optimization methods, which simply treat
bijectivity and nonlinearity as objectives. Results also show
that the proposed incremental coordinate-by-coordinate con-
struction method is more efficient than existing methods that
attempt to construct the S-box function as a single unit.

Next, we investigate the computational efficiency of the
proposed LAP refinement algorithm (Algorithm 4). The algo-
rithm was applied to initial S-boxes with varying nonlinear-
ities. For each nonlinearity constraint, the experiment was
repeated 100 times and the average time taken to reach a set
of LAP objectives was reported in Table 7. It can be observed
that the execution time of Algorithm 4 decreases for S-boxes
with higher nonlinearity. This is because when the nonlinear-
ity constraints are more restrictive, there are fewer candidate
elements for the swapping process, which reduces the search
space and consequently the execution time. When the nonlin-
earity is too high (NL≥114), the nonlinearity constraints are
often too restrictive to allow for LAP improvement.

TABLE 7. S-box LAP refinement time for a sample of S-boxes generated
by the proposed method.

In traditional generate-test methods, most of the compu-
tational time is spent testing random S-boxes against secu-
rity criteria. For instance, testing the NL criterion for an
8 × 8 S-box takes 2.5 ms using our implementation. With a
generate-test method such as [20], an average of 7000 random
S-boxes must be generated and tested to find an S-box with
NL= 106, which requires a total of 17 seconds. On the other
hand, the proposed generate-optimize method constructs an
S-box in 2.76 ms with guaranteed NL = 106, thus avoid-
ing the need for a posterior NL test. Namely, the gradual
improvement of the constructed S-box allows incremental
update of test results without the need for performing the
tests all over after each optimization step. For higher NL cri-
teria, traditional generate-test methods are computationally
too expensive, whereas our method can generate dynamic
S-boxes up to NL = 112 in real time, as shown in Table 6.
A similar argument can be made about the LAP test, which

takes 75ms using our implementation. Generate-test methods
must generate hundreds of thousands of random S-boxes to
find an S-box with LAP = 0.1094, which requires hours
of testing. On the other hand, the proposed LAP refinement
method, finds such an S-box in about 2.5 seconds.

DAP, SAC and BIC tests take 20 ms, 0.1 ms, 0.5 ms,
respectively using our implementation, which can be expen-
sive when repeated in generate-test methods. Since some
cryptosystems require S-boxes to be tested for all criteria,
the proposed generate-optimize method can be extended to
include DAP, SAC and BIC as optimization objectives to
avoid the time wasted in repeated testing.

V. CONCLUSION
In this work, a novel formulation of S-box design as a con-
strained optimization problem was proposed. The S-box is
constructed incrementally, one coordinate function at a time,
with nonlinearity as an objective, and both bijectivity and
nonlinearity improvement as constraints. This formulation
offers a considerable performance advantage over existing
heuristic optimization methods. Compared with dynamic
S-box construction methods in general, the proposed method
produces better quality S-boxes than chaotic methods, offers
a larger key space than algebraic method, and faster con-
struction than other optimization methods. The proposed
method successfully obtains a dynamic 8 × 8 S-box with
nonlinearity 112 in an average of 118 ms, whereas non-
linearity 110 can be achieved in 5.3 ms, which enables
real-time applications. Another advantage of the proposed
method is the ability to construct dynamic S-boxes with
higher nonlinearities, such as NL = 114. The constrained
optimization formulation approach can be extended to other
S-box design criteria. We demonstrated this extensibility by
developing a linear-approximation-probability optimization
algorithm with bijectivity and nonlinearity treated as con-
straints. We suggest that future work can extend our method
to include differential uniformity objective. Another future
prospect is to investigate the combination of nonlinearity and
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linear approximation probability as simultaneous objectives
under bijectivity constraints.

APPENDIX
WORKED EXAMPLE OF ALGORITHM 1
To better understand how Algorithm 1 works, we provide this
simple use case, in whichwe traceAlgorithm 1 as it is invoked
repeatedly to construct a bijective 3× 3 S-box.
First, we invoke Algorithm 1 with n = 3, j = 0, and

S = (0, 0, . . . , 0). We assume that R generates the sequence
(1, 0, 1, 1, 1). As shown in Figure 6, Algorithm 1 starts by
initializing ζ0,0 andω0,0 to zero. Themaximum allowed value
for each of them is 2n−j−1 = 4. The loop counter, x, starts
from 0 up to 7. When x = 0, both indicators, ζ0,0 and ω0,0
are smaller than the maximum, 4. Therefore, a random bit is
drawn from R, which happens to be 1. Consequently, f0(0) is
set to 1, and the number of ones, ω0,0, is incremented to 1.
In the next iteration, both indicators are still smaller than the
maximum. Therefore,R is queried and returns 0. Hence, f0(x)
is set to 0, and the number of zeros is incremented and so on.
When x reaches 5, ω0,0 is already saturated at 4, which forces
f0 (5) to zero. The same happens with f0 (6) and f0(7). Note
that there is no need to query the random generator for any of
these three elements.

FIGURE 6. Calculating f0 of 3× 3 S−box using Algorithm 1.

The resulting Boolean function, f0, is placed in the partially
constructed S-box, S0 = f0, i.e., S0 = (1, 0, 1, 1, 1, 0, 0, 0).
To construct the next coordinate Boolean function, f1,

we invoke Algorithm 1 again with n = 3, j = 1, and
S = (1, 0, 1, 1, 1, 0, 0, 0). We assume that R generates the
sequence (0, 0, 1, 0). As shown in Figure 7, Algorithm 1 iden-
tifies 2j = 2 segments of f1 and initializes the number of ones
and number of zeros in each of the segment of f1 to zeros, i.e.,
ζ1,0 = ω1,0 = ζ1,1 = ω1,1 = 0. The maximum allowed ones
or zeros in each segment if 2n−j−1 = 2.
At x = 0, the corresponding segment index is S (0), which

is 1. Both indicators of segment 1, namely, ζ1,1 and ω1,1,
are smaller than the maximum, 2. Therefore, R generates a
random bit, which happens to be 0. Consequently, f1 (0) is
set to 0 and the corresponding indicator ζ1,1 is incremented.

FIGURE 7. Calculating f1 of 3× 3 S−box using Algorithm 1.

When x = 1, the corresponding segment index is S (1),
which is 0. All indicators of segment 0, ζ1,0 and ω1,0, are
smaller than the maximum, 2. Therefore, R generates a ran-
dom bit, which happens to be 0. Consequently, f1 (1) is set to
0 and the corresponding indicator ζ1,0 is incremented. This
goes on until x = 4, at which case, the corresponding number
of zeros indicator, ζ1,1, is saturated at 2. Therefore, f1 (4) is
set to 1 without the need for querying R.

At x = 5, the corresponding segment is neither saturated
with zeros nor ones. So, f1 (5) is chosen randomly using R.
When f1 (5) is set to 0, the number of zeros in the corre-
sponding segment, i.e., ζ1,0 reaches 2. As a result, both f1 (6)
and f1 (7) are set to one, since both fall in the same segment,
indicated by S (6) = S(7) = 0.
The resulting Boolean function, f1, is appended to the

partially constructed S-box, S, to obtain S1 = (f0, f1) =
f0 + 2f1 = (1, 0, 3, 1, 3, 0, 2, 2).
To construct the last coordinate Boolean function, f2,

we invoke Algorithm 1 again with n = 3, j = 2, and
S = (1, 0, 3, 1, 3, 0, 2, 2). We assume that R generates the
sequence (0, 1, 0, 1). As shown in Figure 8, Algorithm 1 iden-
tifies 2j = 4 segments of f2 and initializes the number of
ones and number of zeros in each of the segment to zero. The
maximum allowed ones or zeros in each segment is one.

At x = 0, the corresponding segment index is S (0) = 1.
Both indicators of segment 1, ζ2,1 andω2,1, are zero. So, f2 (0)
is chosen at random from R, which generates 0. After setting
f2 (0) to 0, the number of zeroes in segment 1, i.e., ζ2,1 is
incremented. f2 (1) and f2 (2) are treated similarly. However,
at x = 3, the corresponding segment, which has index
S (3) = 1, is already saturated with zeros, i.e., ζ2,1 = 1.
Therefore, f2 (3) is determined to be one, without queryingR.
f2 (4), f2 (5) and f2 (7) are similarly determined, whereas
f2 (6) is chosen randomly by R.
The resulting Boolean function, f2, is appended to the

partially constructed S-box, S, to obtain S2 = (f0, f1, f2) =
f0 + 2f1 + 4f2 = (1, 4, 3, 5, 7, 0, 6, 2). The obtained 3 × 3
S-box is clearly bijective.
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FIGURE 8. Calculating f2 of 3× 3 S−box using Algorithm 1.

Following a similar procedure, a bijective n × n S-box,
for any arbitrary n, can be incrementally constructed by
repeatedly invoking Algorithm 1 n times. It’s worth noting
that Algorithm 1 only guarantees bijectivity. To optimize
nonlinearity, Algorithm 2 should be invoked after each call
to Algorithm 1.
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