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ABSTRACT Heterogeneous vehicle network, which integrates cellular network with dedicated short-range
communication network, is an effective solution for meeting the communication requirements of the
intelligent transportation system. Aiming at the diversity of network applications and harsh environment,
and multiple network physical media fusion demand, this pasper mainly puts forward a new link scheduling
algorithm in LLC layer (LLCA) based on the vehicle risk estimation and event-triggered mechanism to
control and schedule the link resources of heterogeneous vehicle networks. Firstly, after establishing the
vehicle-risk-field model and estimating the vehicle risk state, the real-time sending frequency of the WSM
data is derived. In order to provide the theoretical basis for data packets to select links, the upper bound
of the non-WSM data largest distribution frequency of IEEE 802.11p link is given according to the Pareto
optimality. Then, based on the upper bound of the maximum non-WSM distribution frequency and IEEE
802.11p link, LLCA algorithm is designed. Meanwhile, the theoretical analysis of time complexity of the
algorithm is implemented. Finally, the simulation results show that the proposed LLCA not only reduces the
transmission delay of WSM data for secure applications, but also improves the utilization of links on the
premise of satisfying most of the QoE network applications.

INDEX TERMS Heterogeneous vehicle networks, link scheduling, Pareto optimality, vehicle-risk-field.

I. INTRODUCTION
The heterogeneous vehicle network, a network for infor-
mation exchange in the Internet of Vehicles (IoV) among
on-board unit (OBU) on vehicles, road side unit (RSU)
and the cloud platform, plays an important role in improv-
ing the performance of the transportation system of the
city [1], [2]. As a major industrial cyber–physical systems
(ICPS), wireless communication technologies widely used
in IoV including Wi-Fi, WiMAX, IEEE 802.11p, LTE and
5G [3], [4]. WAVE protocol is proposed by the United
States, which is used for the standard communication proto-
col between vehicles and vehicles (V2V), vehicles and road
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side infrastructure (V2I) [5]. The standard architecture of
WAVE protocol is shown in Figure 1. IEEE 802.11p is used
as the bottom transmission protocol in WAVE standard pro-
tocol stack. Different from the traditional TCP/IP protocol,
WAVE adds IEEE 1609.3 WSMP protocol in the network
layer, which is specially used to deal with the wireless short
message (WSM) related to the safe driving of vehicles [6].
WSM is related to the safe driving of vehicles, so that higher
transmission requirements are needed.

At present, the application demand of IoV is growing, and
it is difficult to meet the actual demand only using a single
wireless network access technology [7]. In order to improve
the reliability and robustness of IoV networks, it is necessary
to combine a variety of wireless communication technologies
to realize the construction of IoV [8]. By integrating multiple
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FIGURE 1. WAVE standard protocol stack.

network interfaces on the vehicle terminal, a variety of net-
work resources can be reasonably utilized [9], [10]. However,
data transmission is still based on TCP/IP protocol in the
current network convergence framework, and there is still a
lack of data content-oriented distribution strategy [11], [12].

According to the data content and considering the impact
of harsh environmental factors, improving the transmission
rate ofWSM and the QoE of security services, while ensuring
the QoE of non-security services, are the challenges faced by
the integration of heterogeneous networks [13].

Aiming at the above problems, this paper introduces the
concept of energy field to describe the risk filed intensity
of vehicle driving which can be seen as a special triggered
rule, and controls the transmission frequency of WSM data
according to the risk field intensity, so as to optimize network
resource scheduling and improve channel utilization on the
premise of ensuring vehicle driving safety.

The innovation of this paper is mainly reflected in the
following three aspects.

1) Based on the physical phenomenon of field energy,
the relationship among the vehicles speed, distance
and the frequency of safety information transmission
is presented, which provides the basis for adjusting the
network resource optimization.

2) It is first time that the vehicle risk field model is
introduced for vehicle communication. The risk filed
intensity of vehicle is described by both of the vehicle
speed V and relative distance D with a solid theoretical
basis.

3) In this paper, Pareto optimality theory is used to analyze
the upper bound of the non-WSM (NWSM) largest
distribution frequency.

II. RELATED WORKS
Recently, the continuous upgrading of network hardware and
the emergence of 5G network present a stringent requirement
for the data transmission rate of the underlying hardware [14].
Thus, many researchers begin to use network functions vir-
tualization (NFV) technology to improve network protocol,
manage and use network resources, to realize the heteroge-
neous network integration of IoV [15]. Till now, most of the
improvement of network protocol is aimed at one layer of
five-layer network protocol stack [16], [17].

In reference [8], a QUVoD architecture is proposed featur-
ing to the integration of 4G, VANET, and a QXIP module in

the IP layer. Due to its intelligent data distribution function,
the QXIP can select appropriate links for data transmission
according to the quality parameters of different links, such
as RTT, packet loss rate and throughput, to integrate and
manage the two networks. In reference [13], a concept of Het-
VNETs is proposed and a Heterogeneous Link Layer (HLL)
is added toMac layer to realize the network integration of IoV.
HLL can shield the details of the lower layer, provide a
unified interface for the upper layer, and adapt to different
wireless access technologies of the lower layer. It is notice-
able that, in reference [8], a network resource scheduling opti-
mization method is designed. Based on the queuing scenario
of driverless vehicles, the transmission frequency is automati-
cally adjusted according to the distance between vehicles, and
the number of safety information transmission is increased
on the premise of ensuring the normal transmission of safety
information.

Risk field is an effective evaluation method of vehicle driv-
ing safety assistance. Modern driving risk evaluation method
combines mathematics, physics, Artificial Intelligence (AI)
and other theories to study [18]. In recent years, some schol-
ars have introduced the artificial potential energy field model
to describe the vehicle movement risk, established the poten-
tial energy function, and compared the driving risk by the
potential energy size [19]. A model based on the concept
of gravitational field is proposed to describe the behavior
relationship between the target vehicle and the surrounding
vehicle with the help of gravity and repulsion [20]. A spring
model is established, which assumes that a virtual potential
energy field is formed by the spring link between vehicles.
The risk field intensity of vehicles is determined by analyzing
the force model [21]. The electric field model is introduced
to simulate the vehicle as a particle with the same charge,
the risk field of the vehicle as an electric field generated
by particles, and the risk of the vehicle driving in the risk
field as an electric field force received by particles in the
electric field [22]. On this basis, the risk field model of
the influence of the three factors of human vehicle road is
proposed, which is applied to the vehicle collision avoidance
problem. In 2017, Intel Corporation put forwardRSS (respon-
sive sensitive safety) technology, which determines the safety
distance based on the factors such as front vehicle speed,
rear vehicle speed, driver response time, minimum brake
acceleration, maximum brake acceleration, etc., to achieve
collision warning [23]. In 2019, NVIDIA company proposed
the SFF (the safety force field) model, through the driving
data collected by sensors, considering the factors such as
vehicle steering, braking, etc., using the mathematical model
to establish an equivalent ‘‘safety force field’’ in front of the
vehicle, to achieve the purpose of avoiding collision [24].

To summarize, most of the current work is only improved
based on the traditional TCP/IP protocol [25], lack of network
resource management and optimization for security related
data packets, such as WSM packets. To solve the above
problems, this paper uses the vehicle risk field to judge the
driving state of the vehicle, and designs the link scheduling
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algorithm for the LLC layer to realize the mixed transmission
of safe and unsafe data messages (WSM and NWSM) in
heterogeneous networks. The specific algorithm and protocol
architecture are shown in Figure 2.

FIGURE 2. LLCA and vehicle protocol structure.

III. LINK STATE EVALUATION MODEL
A. VEHICLE RISK FIELD MODEL
In this paper, the electric field model is chosen to describe the
risk of vehicles. As shown in Figure 3, considering the current
vehicle 0 to be the reference system, a vehicle risk fieldmodel
is established. Because there is interaction between vehicle
and vehicle, vehicle and object, its function can be regarded
as a kind of ‘‘physical field’’, like charge field. Vehicle and
object can be regarded as charged charge, and each charge
will be affected by other charges, which is expressed as
electric field force. Its formula is as follows:

F =
kq1q2
r2

(1)

FIGURE 3. Schematic diagram of vehicle risk field.

where q1, q2 is the amount of charge of the two charges,
and r is the distance between them. k is a constant called
electrostatic force constant and k = 9.0× 109 Nm2/C2. F is
the force on the charge in the electric field.

Similarly, the interaction between vehicles can be regarded
as the action of force, and the risk field is used to describe
the field of vehicle running state. The charge field is used to
describe the vehicle risk field of vehicles. The objects on the
road generally include vehicles, obstacles, pedestrians, etc.

The vehicle risk field is determined by the object type and
speed. When an object is moving, the distribution of vehicle
risk field is different fromwhen it is stationary. From practical
experience, the risk level in front of the moving object is
greater than that is in the rear, as shown in Figure 3, which
is similar to the Doppler effect. Doppler effect refers to
the change of the wavelength of the object radiation due to
the relative motion of the source and the mover. In front of the
moving wave source, the wavelength becomes shorter and the
frequency becomes higher; behind the moving wave source,
the wavelength becomes longer and the frequency becomes
lower.

E ′

E
=

(Vmax + cos |V0i|)
V

= β (2)

θ = arcsin(sgn(
r
V0i

)|
d
r
|) (3)

V0i = V0 − Vi (4)

where E is the risk field intensity when the vehicle is sta-
tionary and E ′ is the risk field intensity when the vehicle is
moving. Vmax is the maximum speed allowed for the road,
generally Vmax = 40m/s, d is the road width, r is the distance
from the current vehicle 0 to the surrounding vehicle i, with
the road direction as the positive direction. When the current
vehicle is in front of the surrounding vehicle, r is positive,
and when the current vehicle is at the rear of the surrounding
vehicle, r is negative. θ is the angle between r and the
relative velocity V0i between the current vehicle 0 and the
surrounding vehicle i, θ ∈ [0, π]. V0 is the speed of current
vehicle 0, Vi is the speed of surrounding vehicle i.

The model of vehicle risk field is related to vehicle type,
vehicle speed and vehicle distance. This information can be
obtained in real time through vehicle and road test unit or
other vehicle communication.
mi is defined as the type of vehicle. According to the

actual situation, the road moving objects are divided into
six types: 1: obstacles, 2: pedestrians, 3: non-motor vehi-
cles, 4: small-motor vehicles, 5: medium-motor vehicles,
6: large-motor vehicles. After normalization, formula (5) is
obtained.

m′i =
mi

mi + 1
(5)

Mi = m′iV
2
i (6)

When vehicle i enters the risk field of vehicle 0, vehicle 0
receives the force F0i from vehicle i, which is expressed as:

F0i =
βGM0Mi

r20i
(7)

where G is a constant and G = 1. Mi is the relative mass of
vehicle i, which is related to vehicle type and vehicle speed.
roi is the distance from vehicle 0 to vehicle i.

The relationship between risk power and risk intensity is
shown in formula (8), where E0 is the risk intensity of the
risk field of vehicle 0.

F0i = E0Mi (8)
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DefineFmax as the maximum risk force of the current vehicle:

Fmax = β ·
GM0Mi

s2

∣∣∣∣
θ=0

(9)

where s is the minimum safe distance between vehicles,
which is related to the current speed of the vehicle. The
acquisition method is shown in Table 1.

TABLE 1. The relationship between safe vehicle distance and driving
speed.

The relationship between v (vehicle speed, m/s) and s
(minimum safe distance, m) can be obtained by linear fitting,
as shown in Figure 4, and its formula is as follows:

s = 4.07v− 15.82 (10)

FIGURE 4. Linear fitting of vehicle safety distance and speed.

When there are multiple vehicles in the area, the maximum
value of risk force shall be taken, including:

F ′0i = max
i∈1,2...,n

{F0i} (11)

F ′max = max
i∈1,2...,n

{Fmax} (12)

where, F ′0i and F ′max are the maximum values of F0i and
Fmax , respectively. F ′max is independent of F ′0i, because of
the driver’s control of the vehicle in the actual driving. The
driver’s understanding of driving risks is not accurate enough,
which may lead to F ′max < F ′0i. When it happens, the artificial
setting of F ′max = F ′0i indicates that the vehicle is in a
dangerous state.

B. REAL TIME DELAY RATE AND REAL TIME LOAD RATE
1) DATA PRIORITY
An important feature of vehicle safety communication is that
important safety information has higher real-time require-
ment and higher priority than general information. Therefore,
IEEE 802.11p specifically adopts the EDCA mechanism and
introduces QoS support, redefining four different Access Cat-
egories (AC). According to the importance and real-time of
message content, EDCA assigns an AC to each frame gener-
ated by the application, and determines different AC through
AC Index (ACI). Each AC has its own frame sequence and
parameter set to coordinate media access [26].

At present, according to EDCA program, AC is divided
into four types, represented by ACI, which are 0, 1, 2 and 3,
respectively, corresponding to four types of information with
different emergency degree and priority. The larger ACI is,
the higher the emergency degree of information is and the
higher the priority is. The frame of ACI= 0 is used for normal
access medium, the frame of ACI= 1 is used for non-priority
background traffic information, and the frame of ACI = 2
and 3 is reserved for priority information, such as danger and
safety warning.
Defination 1: Data priority (α) to indicate the urgency of

the current packet to be sent. The expression is as follows:

α =
ACI + 1

ACNum+ 1
(13)

where, ACI represents the sending priority of the packet,
ACI ∈ (0, 1, 2, 3). The larger the ACI, the higher the data pri-
ority. ACNum is the number of ACI species, and in IoV
environment, there are four kinds of ACI, so ACNum = 4.
According to the definition, the value of ACI is 0, 1, 2 or 3,
and the value of ACNum is 4. Therefore, it can be concluded
that ACI < ACNum, α ∈ (0, 1).

2) REAL TIME DELAY RATE
Round-Trip Time (RTT) is the total delay of data message
from the sender to the receiver. RTT is an important parameter
to judge the transmission performance of data link. In multi-
link network protocol, link selection is usually based on RTT,
such as multipath TCP protocol [27], [28].

With the continuous development and application of
heterogeneous network integration technology in the field
of IoV, there are many different types of links in the commu-
nication nodes of IoV. For the link selection algorithm in the
heterogeneous network fusion technology, it is very impor-
tant to accurately judge the link state and distribute the upper
layer data packets to the appropriate link for transmission. But
for different types of links, the measurement standard of link
state is quite different, for example, the same RTT, for Wi-Fi
and 5G, two different types of links indicate that one is in
good condition while the other is congested [29]. Therefore,
the absolute value of RTT is not suitable to measure the state
of different types of links in heterogeneous networks.
Defination 2: The real-time delay rate is used to represent

the weight of the delay at a certain time of the link when
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judging the data priority matching degree of the link. It is
represented by REi(t). The expression is as follows:

REi(t) =
Ri(t)
Ri max

(14)

where, Ri(t) represents the RTT of link i at time t , Ri max rep-
resents the maximum delay response tolerance time constant
of link i, beyond which the message is considered to be lost.
Apparently, Ri(t) > 0, Ri max > 0. It is obvious from the
definition that when Ri(t) ≤ Ri max , the message is not lost,
and REi(t) ∈ [0, 1). When Ri(t) > Ri max , the message is lost,
then the value of REi(t) is 1. Therefore, the final value range
of REi(t) is [0,1].

3) REAL TIME LOAD RATE
Link load is also one of the important parameters to measure
the performance of link transmission, which is represented
by the proportion of data messages in the transmission queue
buffer. The larger the proportion is, the higher the link load
is. Research on load balancing can improve link utilization
and communication quality. There are many load balancing
algorithms, such as polling method, weighted optimal path
method and so on. The current algorithm is mainly used in
the same type of multi-link scenarios, but in heterogeneous
networks, the parameters of each link are often different. So it
is not appropriate to distribute data by comparing the used
size of the send queue buffer. Therefore, this paper uses the
proportion of link load to represent the usage of link load,
which can better reflect the load of heterogeneous links.
Defination 3: The real-time load rate refers to the weight

of the load at a certain time of the link when judging the
data priority matching degree of the link, which is represented
by LEi(t). The expression is as follows:

LEi(t) =
Li(t)
Li max

(15)

where, Li(t) represents the load value of link i at time t , and
Li max represents the upper bound on load of link i. If Li(t) >
Li max , it indicates that the transmission buffer of the link is
full and congestion occurs, which means that the message is
unable to send into the buffer. Therefore, Li(t) ≤ Li max .
According to the congestion theorem, the change of trans-

mission buffer usage can be divided into two stages: growth
stage and congestion stage. In the growth stage, the occu-
pied interval of the transmit buffer increases all the time,
but it does not reach the peak value. In this stage, Li(t) <
Li max , LEi(t) ∈ [0, 1); While in the congestion stage,
the transmit buffer has been completely occupied, at this
time,Li(t) = Li max , LEi(t) = 1. Therefore, the value range
of LEi(t) is [0,1].

C. INFORMATION TRANSMISSION FREQUENCY MODEL
1) THE TRANSMISSION FREQUENCY MODEL OF SAFETY
INFORMATION BASED ON TRAFFIC RISK FIELD
The broadcasting frequency of status message stipulated by
the current vehicle network communication protocol standard

is 1-10 Hz. The higher the frequency is, the more frequent the
security message exchange of the vehicle is, and the safer the
environment the vehicle is in.

Section 3A introduces the vehicle risk field model,
in which the risk force can represent the risk level of the
vehicle driving. When the vehicle risk is high, the transmis-
sion frequency of WSM is more frequent; when the vehicle
risk is low, the transmission frequency of WSM is appro-
priately reduced to provide idle link resources for NWSM
transmission.

The expression of WSM sending frequency f is:

f =


1, F ′oi = 0⌊
F ′0i
F ′max

× 10
⌋
+ 1, 0 < F ′oi < F ′max

10, F ′oi ≥ F
′
max > 0

(16)

where, F ′0i is the maximum risk force of the current vehicle
0 in the communication range, and F ′max is the upper bound of
risk force that the current vehicle can theoretically be suffered
on the premise of safe driving.WhenF ′0i = 0, there is no vehi-
cles in the communication rage of the current vehicle 0. At the
time, the vehicle 0 broadcasts status messages in accordance
with the lowest frequency stipulated by the communication
protocol standard in IoV, and f takes its minimum value
of 1Hz. When 0 < F ′oi < F ′max ,

F ′0i
F ′max

< 1, the value range
of f is [1,10]. When F ′oi ≥ F ′max > 0, taking F ′max = F ′0i
indicates that the vehicle is in a dangerous state according to
the analysis of formula (11) and (12) in Section 3A, and f
takes its maximum value of 10Hz. Therefore, the value range
of f is [1,10].

2) THE TRANSMISSION FREQUENCY MODEL OF
NON-SAFETY INFORMATION BASED ON PARETO
OPTIMALITY
Pareto optimality is the ideal state of resource allocation,
which means to make at least one person better in the change
from one allocation state to another without making anyone
worse.

In the environment of IoV, both safety and non-safety
messages need to compete for network resources. In order
to ensure the safe driving, the transmission efficiency of
non-safety messages should be improved on the premise of
ensuring the transmission of safety messages. The optimal
solution is Pareto optimal solution.

WSM has periodicity and the transmission frequency of it
is 1-10Hz. In a WSM transmission period, c (the maximum
number of NWSM that can be sent by IEEE 802.11p link) is:

c =
T
f (t)

(17)

where, f (t) is the real-time transmission frequency of WSM,
and T is the maximum throughput of IEEE 802.11p link.

In an ideal state, after sending non-WSM of c size, the next
WSM can be sent directly without waiting and affecting the
sending requirements of WSM.
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Therefore, in practice, the maximum NWSM distribution
frequency of IEEE 802.11p link can be obtained by judging
whether the remaining space of MAC layer transmit buffer is
larger than that of c,

fumax =

{
T , Lmax − L80211p(t)≥c
(Lmax − L80211p(t)) · f (t), Lmax − L80211p(t)<c

(18)

where Lmax is the transmission buffer size of the IEEE
802.11p link, and L80211p(t) is the transmission buffer size
currently used by the IEEE 802.11p link. It is known from
formula (18) that when the NWSM distribution frequency of
IEEE 802.11p link reaches fumax , WSM and NWSM achieve
Pareto optimality, and both parties obtain themaximum trans-
mission benefit.

3) SECURITY INFORMATION TRAFFIC ESTIMATION MODEL
Network performance is related to the current vehicle mobile
environment in IoV. At present, IEEE 802.11p is the com-
munication protocol used in the data link layer MAC sub-
layer of the Internet of vehicles. In the cooperative vehicle
security system, a single vehicle state message exchange will
cause congestion in the control channel of IEEE 802.11p and
degrade the network performance.

According to the relevant research, the vehicle mobile
environment has an important impact on the performance of
IEEE 802.11p protocol. According to IEEE 802.11p protocol,
vehicle status messages will be transmitted between vehi-
cles in the way of periodic broadcast. When the vehicle is
congested, the IEEE 802.11p channel will increase the load
due to many such messages, and the packets will collide.
Statistically, when there are 360 vehicles in the communica-
tion range and the packet transmission rate is 10 packets/s,
the packet loss rate is as high as 71% [30]. Currently, it is
necessary to reduce the amount of packet transmission to
ensure network performance. However, in the case of sparse
vehicles, the distribution density of state messages between
vehicles will decrease. When the vehicle makes a high-risk
operation such as overtaking, accidents may occur due to
the lack or delay of state messages. Therefore, this kind of
security related messages need higher priority to meet the
real-time requirements.

According to the properties of the IEEE 802.11p pro-
tocol mentioned above, this paper proposes a traffic flow
density-based traffic volume estimation of the nodes in IoV
to ensure the transmission performance of the IEEE 802.11p
link. The estimated traffic volume between a vehicle i and
other vehicles at time t can be obtained by the following
formula (19):

Ti =
N∑
j=1

f (t)j · Aj (19)

where, f (t) is the broadcast frequency of vehicle
status message specified in IEEE 802.11p protocol

between 1-10Hz. According to different vehicle operation
conditions, it demonstrates different driving risks. The higher
the risk of vehicle operation environment, the more frequent
the exchange of safety messages together with the higher
the transmission frequency. A refers to the number of safety
applications running in the current vehicle, N refers to the
number of vehicles within the communication range, f (t) · A
refers to the estimated traffic volume of a single vehicle at
time t , and Ti refers to the total traffic volume between the
current vehicle and other vehicles at time t , including the
actual traffic volume and potential traffic volume.

IV. INTRODUCTION TO LLCA ALGORITHM
A. DATA PRIORITY WEIGHT OF LINK
(1) Gets the data type. Whenever the vehicle wants to send
data, the data packet will be transferred down to the LLC
layer. At this time, the LLC layer will judge the data type
according to the priority of the data packet. If the data packet
is WSM, the data packet will be directly allocated to the link
using IEEE 802.11p protocol for transmission, to ensure the
transmission requirements of the security message and the
QoE of the security applications.

If the data packet delivered to LLC layer is the traditional
TCP/IP packet, that is, the insecure packet, then it is necessary
to judge and analyze the current status of the link, and select
the link most suitable for the packet for transmission.

(2) The data link weight (DPW) indicates the matching
degree of the link to the current packet at a certain time.
As shown in formula (20).

si(t) =

(1− αp)REi(t)+αp · LEi(t), other link

(1−αp)REi(t)+αp ·
Li(t)

Li max − x(t)
, IEEE 802.11p

(20)

where si(t) represents the DPW value of link i with respect
to packet p at time t ,αp is the priority of non-safety type
packet p, REi(t) and LEi(t) are the RTT and link load factor
of link i at time t respectively, and x(t) is the current safety
information traffic volume estimation of the vehicle.In IoV,
the state information of vehicles will be exchanged between
vehicles to ensure the safety of vehicle driving. At the same
time, in order to spread the state of vehicles to the whole
network, vehicles will forward the received safety data of
other vehicles to ensure the consistency of the whole Internet
of vehicles and the instantaneity of current data. Therefore,
in order to ensure the transmission demand of safety informa-
tion, when calculating the DPW value of IEEE 802.11p link,
it is necessary to subtract the current estimated value of vehi-
cle safety information traffic from the denominator part of the
link load factor as the reserved space for the interaction and
forwarding of vehicle safety information. In general, there
is Li max > x(t). When the traffic environment is extremely
congested, there may be Li max < x(t), and si(t) > x(t).
When Li(t)

Li max−x(t)
> 1, take Li(t)

Li max−x(t)
= 1. According to

formula (20), the DPW value of all links is calculated, and
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the link with the lowest DPW value is selected to allocate the
packet p to the corresponding link.
(3) Calculates the maximum distribution frequency of

packets of non-security type. After the above two steps, if the
data packet p is allocated to the IEEE 802.11p link, then the
maximum NWSM distribution frequency fumax of the IEEE
802.11p link needs to be calculated by formula (18), and
then the instantaneous distribution frequency fu of the IEEE
802.11p link needs to be calculated by using the two adjacent
NWSM that arrive at the latest IEEE 802.11p link.

fu =
1

t2 − t1
(21)

where t1 and t2 are the time when two adjacent NWSM reach
the IEEE 802.11p link respectively.

Finally, the comparison between fu and fumax is used.
If fu < fumax , the distribution is successful; if fu > fumax ,
the distribution fails, and the packet enters the waiting queue
of LLC layer and waits for distribution again.

The process of LLCA algorithm is shown in Figure 5.

Algorithm 1 LLCA
1While(TURE)
2 Priority = packet.getPriority();
3 If (Priority == 3)
4 sendPkt(packet, link80211p)
5 else
6 s1 = getLinkS(link80211p,Priority)
7 s2 = getLinkS(linkLTE,Priority)
8 If (s1 < s2)
9 uMaxF = maxdistFreq(link80211p)
10 uF = nowdistFreq(packet1, packet2)
11 If (uF < uMaxF)
12 sendPkt(packet, link80211p)
13 else
14 backToQueue(packet)
15 end if
16 else
17 sendPkt(packet, linkLTE)
18 end if
19 end if

B. PERFORMANCE ANALYSIS OF LLCA ALGORITHM
Theorem 1:When there are n links and m cars in the system,
the worst time complexity of LLCA algorithm is O(m+ n).

Proof: The LLCA algorithm has a simple structure and
only one cycle. When there are m cars in the system, the time
complexity required for the algorithm to caculate the risk
forces of all cars is O(m). In the worst case, the algorithm
needs to scan all the links, calculate theDPWvalue of all links
and find out the minimum value.When there are n links in the
system, in the worst case, the time complexity required for
the algorithm to scan all links to calculate the DPW value of
each link isO(n), and the time complexity required to find the
minimum value among nDPWvalues is alsoO(n). Therefore,

FIGURE 5. Process of LLCA.

the time complexity of LLCA algorithm in the worst case is
O(m) + O(n) + O(n), that is,the worst time complexity of
LLCA algorithm is O(m+ n).
Theorem 2: LLCA algorithm satisfies Pareto optimality.
Proof: according to the description in Section 4A, under

the control of LLCA, the transmission frequency fu of NWSM
datagram on IEEE 802.11p link meets the requirement of
fu ≤ fumax . If fu = fumax , combined with the analysis of
Section 3C, it can be seen that WSM and NWSM meet the
Pareto optimization; if fu < fumax , it means that the speed of
sending NWSM on IEEE 802.11p link is faster than that of
sending NWSM on LLC layer to IEEE 802.11p link, at this
time, all data packets can be sent directly without waiting, and
at this time, LLCA still meets the Pareto optimization.

V. EXPERIMENTAL SIMULATION AND PERFORMANCE
ANALYSIS
A. EXPERIMENTAL SCENARIOS AND DATA SAMPLES
In this paper, Visual Studio 2017 is used to simulate the
multi-link communication environment, Simulation of Urban
MObility (SUMO) traffic simulation software is used to
simulate the actual road traffic scene, and different WSM
traffic volume is set according to different vehicle conges-
tion degree in IoV environment to verify the performance
of LLCA algorithm. The performance of LLCA algorithm
is compared with Polling algorithm (PA) used in
reference [31] CSVSM algorithm (Collaborative SVC Video
Streaming Methods) proposed in reference [32] for perfor-
mance analysis and comparison. Because this paper mainly
studies the implementation of heterogeneous network con-
vergence on LLC layer, which is transparent to the upper
layer network protocol, the implementation of the upper
layer protocol is not demonstrated in this section. Using
Visual Studio 2017 simulation environment, we can ignore
the unnecessary details, focus on the parts that need to be
modified, and reduce the difficulty of implementation.

In the multi-channel protocol, based on the polling mecha-
nism,which is widely used inmultichannel protocol, PA algo-
rithm allocates packets to each link in turn for transmission,
to achieve load balancing. CSVSM algorithm is designed
for the link scheduling of IoV. The algorithm schedules and
distributes different packets for IEEE 802.11p link and LTE
link, that is, use IEEE 802.11p link to transmit WSM and
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FIGURE 6. Experimental simulation model.

LTE link to transmit NWSM packets, such as video stream
packets.

The simulation model is shown in Figure 6, which was
mentioned in reference [33]. Link 1 is IEEE 802.11p link,
and Link 2 is LTE link. The parameters of the link are shown
in Table 2:
In this experiment, the above two algorithms are tested

as comparison algorithms. The test process is as follows: in
the PA algorithm, Node A will transmit the WSM directly
through Link 1, and the NWSM will be distributed to two
links in turn for transmission; in the CSVSM algorithm,
Link 1 as the exclusive channel only transmits the WSM, and
Link 2 only transmits the NWSM.

According to the different traffic environment, this experi-
ment sets up three different levels of vehicle congestion cor-
responding to the sparse, normal and congested traffic flow,
respectively. As mentioned above, the exchange of vehicle

TABLE 2. Links parameters.

status message (WSM) between vehicles is required to ensure
the safe driving of vehicles. Therefore, the more congested
the traffic flow, the higher the frequency of WSM transmis-
sion between vehicles, and the larger proportion of WSM in
all data. So, in this experiment, we adjust the proportion of
WSM in the whole data sample to reflect the different traffic
density.

For the size of the experimental sample, 6000 data packets
are set in this experiment. According to EDCA mechanism,
four kinds of data packets with different priority are randomly
generated, among which WSM is the highest priority data
packet. According to the actual driving conditions of vehi-
cles, it can be divided into three driving conditions: sparse,
normal and congestied, representing the vehicle scale within
the communication range, with corresponding coefficients
of 100, 300, 500. The design idea is: when there are many
vehicles in the communication range, but the vehicle distance
is long, the vehicle risk is not high, that is, the WSM trans-
mission frequency is low; when there are few vehicles in the

FIGURE 7. WSM delay under different WSM traffic. (a)QWSM = 100 (b)QWSM = 300 (c)QWSM = 500 (d)QWSM = 1000 (e)QWSM =

1500 (f)QWSM = 2500 (g)QWSM = 3000 (h)QWSM = 5000.
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FIGURE 8. Average delay of each priority packets under different WSM traffic. (a)QWSM = 100 (b)QWSM = 300 (c)QWSM = 500
(d)QWSM = 1000 (e)QWSM = 1500 (f)QWSM = 2500 (g)QWSM = 3000 (h)QWSM = 5000.

TABLE 3. WSM estimated traffic.

communication range, but the vehicle distance is very close,
the vehicle risk is high, that is, the WSM transmission fre-
quency is high. Therefore, the WSM estimated traffic, QWSM
is jointly determined by WSM transmission frequency f and
traffic flow estimation S, as shown in formula (22).

QWSM = f · S (22)

As mentioned above, the WSM estimated traffic in this
experiment are shown in Table 3.

B. COMPARISON AND ANALYSIS OF WSM
TRANSMISSION PERFORMANCE
Figure 7 shows the transmission delay of WSM under differ-
ent WSM estimates. It can be seen from Figure 7 that in the
case of sparse, normal and congestion, theWSM transmission
delay of LLCA is smaller than PA and larger than CSVSM.
In addition, when the link is congested, LLCA will dynam-
ically adjust the load of the link, to reduce the congestion

TABLE 4. IEEE 802.11p link utilization under different wsm traffic.

of the link, ensure that the link is in a relatively good state
and reduce the transmission delay of WSM. As mentioned
above, WSM can only be transmitted through IEEE 802.11p
link, so it can be seen from Figure 7 that when the traffic
environment is more congested and the distance between
vehicles is very close, the performance of the three algorithms
is similar, because the number of WSM transmitted through
IEEE 802.11p link is much more than other types of packets.
When the traffic density reaches its extreme, that is, when
the proportion of WSM in the total packets reaches nearly
80%, the transmission performance of the three algorithms is
almost the same.

It can also be seen from the result that in the non-extreme
case, the WSM delay of CSVSM is lower than that of
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FIGURE 9. SUMO simulation traffic scene.

PA and LLCA. This is because the frequency of generating
WSM is lower when the traffic flow is not dense. In CSVSM,
the IEEE 802.11p link is only responsible for WSM trans-
mission, so the IEEE 802.11p link will not be congested. The
WSM delay will be relatively low, but CSVSM low delay is
achieved at the expense of many link resources.

C. COMPARATIVE ANALYSIS OF LINK UTILIZATION
Table 4 shows the utilization ratio of IEEE 802.11 link under
different communication traffic scales.

It can be seen from Table 4 that PA has the highest utiliza-
tion rate of IEEE 802.11p link in general, which is over 90%.
However, it can be seen fromFigure 7 that PAwill cause IEEE
802.11p link to be congested for a long time and increase the
delay of WSM. From Figure 7 and Table 4, the low delay
of CSVSM algorithm for WSM is obtained at the cost of
low utilization of IEEE 802.11p link. In general, CSVSM’s
utilization of IEEE 802.11p link is less than 2% and less than
1% in the case of sparse traffic flow, which is undoubtedly
a great waste of network resources. LLCA adjusts IEEE
dynamically the load of 802.11p link can not only guarantee
the delay of WSM at a low level, but also keep the utilization
of IEEE 802.11p link at about 70%. In the case of extremely
dense traffic flow, the utilization ratio of the three algo-
rithms for IEEE 802.11p link is basically the same, reaching
over 93%, which is consistent with the situation shown
in Figure 7-(h). It shows that the performance of the three
algorithms is closer with the increase of WSM traffic.

D. COMPARATIVE ANALYSIS OF TRANSMISSION
PERFORMANCE OF PRIORITY PACKETS
In order to reflect the impact of LLCAon the overall transmis-
sion performance of the network, this section makes statistics
on the average delay of all different types of data packets, and
compares the differences between the three algorithms in the
overall transmission performance, as shown in Figure 8.
It can be seen from Figure 8 that in the case of sparse, nor-

mal and congestion traffic, CSVSM algorithm will increase
the delay of low priority packets, which is much larger than
that of PA and LLCA, while the average transmission delay
of low priority packets of LLCA is basically smaller than
that of PA and CSVSM; in the case of extremely dense
traffic flow, the low priority datagram of PA algorithm will
use IEEE 802.11p link to transmit, while IEEE 802.11p
link has larger bandwidth than LTE link, and transmission
delay is smaller than LTE link, which makes the average

FIGURE 10. Variation of vehicle risk intensity. (a) CAR 1 (b) CAR 2
(c) CAR 3 (d) CAR 4 (e) CAR 5.

delay of low priority packets in PA algorithm smaller than
CSVSM and LLCA, and leads to the average delay of WSM
(priority 3) in PA larger than CSVSM and LLCA. Based on
the above comparison and analysis, it can be concluded that
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FIGURE 11. Variation of WSM transmission frequency. (a) CAR 1 (b) CAR 2
(c) CAR 3 (d) CAR 4 (e) CAR 5.

LLCA can not only reduce the transmission delay of WSM
and improve the utilization of link resources, but also reduce
the transmission delay of other types of data packets, meet the

QoE of various types of applications, and improve the overall
transmission performance of the Internet of vehicles.

E. RELATIONSHIP ANALYSIS BETWEEN VEHICLE RISK
FORCE AND WSM TRANSMISSION FREQUENCY BASED
ON SUMO
This part uses SUMO traffic simulation software to build a
two-lane traffic scene, and then simulate the traffic situation
in the real scene. The scene settings are shown in Figure 9.
From the beginning of vehicle entering the scene to the

end of vehicle leaving the scene, collect the driving status
of vehicles in the area every 0.1 seconds. As the vehicle
runs, the risk intensity of each vehicle changes, as shown
in Figure 10. The corresponding WSM transmission fre-
quency is shown in Figure 11.

Based on the data obtained from SUMO scenario, the algo-
rithm proposed in this paper is further tested. The experi-
mental results are shown in the Figure 10 and Figure 11.
As can be seen from the chart, the simulation results based
on the actual scene are basically consistent with the results
in the previous section. LLCA algorithm allows some low
priority data packets to be transmitted via IEEE 802.11p
link, so it reduces the transmission performance of WSM.
In addition, with the dynamic adjustment based on link state
and traffic density, the transmission performance of WSM is
still stable. The experimental results show that the algorithm
improves the utilization of IEEE 802.11p link and improves
the transmission performance of low priority data packets.

VI. CONCLUSION
On the basis of analyzing the existing heterogeneous network
fusion research, this paper establishes the risk field model
of vehicle driving, and proposes LLCA, a heterogeneous
network link scheduling algorithm based on priority, link
state and traffic flow density, according to the transmission
requirements of security services in the Internet of vehicles
system. The link scheduling algorithm proposed in this paper
is to guarantee the QoE of non-secure services on the premise
of satisfying the transmission requirements of security ser-
vices first, and meanwhile to use event-triggered mechanism
to carry out unified management of link resources in IoV,
such that improve the utilization rate of link resources can
be improved. Simulation results show that compared with
other link scheduling algorithms, the improved algorithm can
effectively reduce the average transmission delay of WSM in
IoV and improve the average utilization rate of the link, and
further improve the overall performance of IoV.

The structure of vehicle-risk-field model needs more
details of vehicles like steering angle and braking dis-
tance. The combination of vehicle-risk-field assessment
method with V2V communication is required to get fur-
ther research. In heterogeneous network fusion, switching
between different networks often leads to delay, packet loss,
or extra communication overhead, which need to be consid-
ered in further optimization.
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