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ABSTRACT In 2018, Tang and Maitra presented a class of balanced Boolean functions in n variables with
the absolute indicator Ay < 2"/2 and the nonlinearity NL(f) > 2"~! —2"/2 that s, f is SAO (strictly almost
optimal), for n = 2k = 2 (mod 4) and n > 46 in [IEEE Ttans. Inf. Theory 64(1):393-402, 2018]. However,
there is no evidence to show that the absolute indicator of any 1-resilient function in n variables can be
strictly less than 2L"+1/2] "and the previously best known upper bound of which is 5 - 2/2 — 2%/4+2 4 4,
In this paper, we concentrate on two directions. Firstly, to complete Tang and Maitra’s work for k being even,
we present another class of balanced functions in n variables with the absolute indicator Ay < 2"/2 and the
nonlinearity NL(f) > 2"~ ! — 22 for n = 0 (mod 4) and n > 48. Secondly, we obtain two new classes of 1-
resilient functions possessing very high nonlinearity and very low absolute indicator, from bent functions
and plateaued functions, respectively. Moreover, one class of them achieves the currently known highest
nonlinearity 2"~ ! — 27/2=1 _ 27/4 "and the absolute indicator of which is upper bounded by 2"*/% 4 27/4+1
that is a new upper bound of the minimum of absolute indicator of 1-resilient functions, as it is clearly optimal
than the previously best known upper bound 5 - 2%/2 — 27/4+2 4 4,

INDEX TERMS Absolute indicator, balanced Boolean functions, nonlinearity, resilient functions, SAO

functions.

I. INTRODUCTION

Boolean functions are crucial in symmetric cryptographic
systems including the stream ciphers and block ciphers,
which are used as nonlinear filters and combiners in stream
ciphers, and utilized for designing substitution boxes (S-box)
in block ciphers. To against different cryptanalytic attacks,
the Boolean functions used in a cryptosystem must satisfy
a number of cryptographic criteria, such as balancedness (to
avoid statistical dependence between the plaintext and cipher-
text), high nonlinearity (to resist the fast correlation attack
[19] and the best affine approximation (BAA) [6]), high alge-
braic degree (to resist the Rgnjom-Helleseth attack [20] and
the Berlekamp-Massey algorithm [18]), low absolute indica-
tor (to measure the global avalanche characteristics (GAC) of
cryptographic functions [31]) and proper order of resiliency
etc. In the filter model, it is commonly considered that a
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resiliency of order 1 is sufficient. While in the combiner
model, it requires higher order resiliency for resisting the
correlation attacks [22]. Besides, there is a close relationship
between 1-order resiliency and the problem of determining
the covering radius of the first order Reed-Muller code [14].
But it is challenging to construct a Boolean function with
optimal cryptographic criteria as much as possible, as many
criteria cannot be optimized simultaneously in the most of
cases.

The best nonlinear Boolean functions is bent functions
(introduced in [21]), which possess the highest possible Ham-
ming distance to the set of affine functions and have the low-
est possible absolute indicator 0. However, it is improper to
use bent functions directly in cryptosystem, since they are not
balanced and exist only in even variables. Therefore, design-
ing a class of balanced or resilient Boolean functions with
higher nonlinearity and lower absolute indicator is desirable.
In this direction, there are two long outstanding conjectures
as follows:
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Conjecture 1 [7]: Let NLB(n) denote the maximum non-
linearity of n-variable balanced Boolean functions. Then
NLB(n) <2"—1 — 22 4 NLB(n/2), where n is even.

Conjecture 2 [31, Conjecture 1]: The absolute indicator
of every n-variable balanced Boolean function, whose alge-
braic degree is at least 3, is greater than or equal to 2L T1D/2]

Conjecture 1 is still outstanding, which has been general-
ized by Zhang et al. to the resilient functions. Zhang et al.
conjectured that the maximum nonlinearity of m-resilient
Boolean functions in n variables (n > 8) is upper bounded
by 2"~1 — [27/27 1) — 2l/4l+m=1 " see [28, Conjecture] or
[29, Conjecture 1], which is related to Conjecture 1 when
m = 0 since NLN (n/2) < on/2=1 _pn/4=1 Conjecture 2 was
disproved only for even n = 10 [11] and 14 [1], and for odd
n=29,11[11],n = 15[15]and n = 21 [9], [12] before. Until
2018, Tang and Maitra [24] disproved Conjecture 2 for n =
2 (mod 4) and n > 46 by a modification of PS™ class of bent
functions, and then Kavut et al. [13] disproved Conjecture 2
forn = 0 (mod 4) and n > 52 by a modification of the
initial functions in Tang and Maitra’s construction. Recently,
Tang et al. [25] also gave another balanced Boolean func-
tions, which was a modification of Maiorana-McFarland bent
functions, to disprove Conjecture 2 for even n > 20. But there
is still no theoretical construction to disprove Conjecture 2
for odd n, and the best result of this case is Ay = 201+1)/2
see [2].

Then a natural question is whether there are m-resilient
(m > 1) functions in n variables with their absolute indicators
strictly less than 2L**1D/2] or not. However, no matter the
balanced Boolean functions given in [13], [24] or in [25], they
cannot be transformed into m-resilient (2 > 1) functions, and
there is no evidence to show the existence of such functions.
Many works on resilient functions are devoted to estimating
the nonlinearity or other cryptographic criteria of resilient
functions, but seldom considering their absolute indicators
(see [4], [5], [16], [23], [27]-[30] and the references therein).
Until now, there are only a few works (see [10], [17]) on
this topic and the best known upper bound of the minimum
absolute indicator of 1-resilient functions on n-variables (n
even) is 5 - 2n/2 _ pn/4+2 4 4 which was obtained by
Ge et al. [10] for the calculation of the absolute indicator
of 1-resilient functions designed by Zhang and Pasalic in [30],
and it turned out that those 1-resilient functions possess the
currently highest nonlinearity 2"~ — 27/2=1 _ 2[7/41 anqd
lowest absolute indicator 5 - 27/% — 27/4+2 4 4,

The aim of this paper is two-fold. Firstly, we give another
simpler method to disprove Conjecture 2 for n = 0 (mod 4)
and n > 48, which is more direct and more effective than
Kavut et al.’s method given in [13]. Secondly, we obtain
two new classes of I-resilient functions having very high
nonlinearity and very low absolute indicator, from bent func-
tions and from plateaued functions, respectively. Moreover,
we prove that our 1-resilient functions from bent functions
possess the currently highest known nonlinearity 2"~1 —
27/2=1 _ 21/4 and possess the currently known lowest abso-
lute indicator 2%/% 4 2*/4+1 simultaneously, which breaks
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the previously best upper bound of the minimum absolute
indicator of 1-resilient functions given by Ge et al. in [10],
and allows us to give another new smaller upper bound for
the minimum absolute indicator of 1-resilient functions.

The rest of this paper is organized as follows. In Section II,
we give some basic notations required in this paper and
some basic knowledge associated to Boolean functions.
In Section III, we present a new method to disprove Conjec-
ture 2 for n = 0 (mod 4) and n > 48. Section IV is devoted to
constructing two classes of SAO 1-resilient functions with the
currently best known absolute indicator from bent functions
and from plateaued functions, respectively. Finally, Section V
concludes the paper.

Il. PRELIMINARIES

Throughout the paper, let 7 be the n-dimensional linear
space over the finite field [F; of two elements and let ]Fg* =
F7\{0}. In order to avoid the confusion, the addition over [F»
is denoted by “@”, while the additions over I} (n > 1)
and Z are denoted by “+”’. The set of all Boolean functions
on 7 is denoted by B,, which is formed by all the map-
pings from [ to IF;. The Hamming weight of an n-variable
Boolean function f, denoted by wt(f), is defined to be the
cardinality of the support of f, that is, wt(f) = #a € F :
f(a) # 0}. We say f € By, is balanced if wt(f) = 2"~!. The
Hamming distance of two functions f, g € B, is the number
of x € I} such that f(x) # g(x), whose value is equal to
the Hamming weight of f @ g. Every Boolean function f on
I} can be represented uniquely using many ways [26], where
one of the most commonly representations is the multivariate
polynomial representation (also called the algebraic normal
form of f), that is,

f&,x, .00, x,)= GB a1<l_[xi>, a; € Fp.

I<(l,...,n} iel

The algebraic degree of f € B, denoted by deg(f), is the
maximum cardinality of I with a; # 0. The function f € B,
is said to be affine if deg(f) < 1.
The autocorrelation function of an n-variable Boolean
function f is defined as
Crla)= Y (~1yWH Iy ey

n
xely

To provide diffusion to the cryptosystems, all the values
|Cr(a)| with o # 0 should be as low as possible. This prop-
erty can be characterized by the so-called absolute indicator.
Definition 1: The absolute indicator of a Boolean function
f onT; is defined by
Ar = max |Cr(@)].

The Walsh-Hadamard transform of f € B, is the discrete
Fourier transform of the sign function xr = (—1) of f,
whose value at . € 7 is equal to

Xy =Yy (=1 %,

n
xely

Similarly to the support of Boolean functions, we define the
set Sy = {u € IF’Z’ : )(Af(u) # 0} to be the Walsh-Hadamard
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support of f. A Boolean function f on I} is called an r-
plateaued if its Walsh-Hadamard transform xy(u) belongs to
{0, 2172} for any u € %, where r and n have the same
parity, and 0 < r < n. In particular, f is a bent function if and
only if » = 0. Every bent function f admits a unique Boolean
functionf € B, such that x;(u) = 22 (— 1y W), wheref
is usually said to be the dual of f. Clearly, f is also a bent
function whose dual is f itself.

An r-plateaued function f € B, is said to be r-partially
bent if its Walsh-Hadamard support is an affine subspace of
IF}. Obviously, all affine and quadratic Boolean functions are
partially bent functions.

Definition 2: A Boolean function f on Fon is said to be
an m-resilient function if and only if its Walsh-Hadamard
transform at any point @ € {o € Fopn : 0 < wt(w) < m}
is equal to zero.

The minimum Hamming distance between f and the set
of affine Boolean functions is defined to be the nonlinearity
of f € B, denoted by NL(f), which can be computed by
Walsh-Hadamard transform as

1 ~
NL(f) = 2""" — ~ max | ().
2 aclF)

We say f is strictly almost optimal (SAO) if its nonlinearity

is strictly great than 27~ 1 — 217/2]

lll. ANOTHER METHOD FOR DISPROVING CONJECTURE

2 IN EVEN VARIABLES

In 2018, Tang and Maitra [24] disproved Conjecture 2 forn =

2 (mod 4) and n > 46 by the following construction:
Construction 1: Let k > 9 be an odd integer, n = 2k and

A,pnel ;k. Let f be an n-variable Boolean function defined

as

ho(y),  ifx=0

hi(y), ifx=pu , (H
Tr’l‘(%‘), otherwise

flx,y) =

where

hoy1,. o Yi) =801, - ., Y&)BYkS0(V5,- - -, Yk—1)

()
MO, Y)=8101,. - YO ®Yis1(Vs,. - o, Yk—1),

go and g1 are 4-variable Boolean functions defined as [24,
Lemma 3], so and s1 are two quadratic bent functions ink —5
variables such that wt(so) = wt(s;) = 2k=6 — 2&=7/2 gpq
50 @ §7 is also bent.

Tang and Maitra have proved that the function f in the
above construction is a balanced Boolean function satisfying
the algebraic degree deg(f) = n — 1, the absolute indicator
As < 2k for k > 23, and the nonlinearity NL(f) > 2"~ — 2k
fork > 11.

To complete Tang and Maitra’s work for any even integer
k > 24, our method is to modify the initial functions 4o and
hy of Construction 1, such that

ho1s- . k) =801, - ., Y&) BYkS0(Y5,- - -» Yk—2),

3)
MO Y)=8101,- - YO®Yk—15105,. - ., Yk—2)s
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where k > 10 is even, go and g; are the same as Construc-
tion 1, so and s are two quadratic bent functions in k — 6
variables such that wr(sg) = wt(s;) = 2K=7 — 2k=8)/2 and
50 @ 57 is also bent. Then our result is presented as follows.

Theorem 1: Letk > 10 be evenand hy, hy € By be defined
by (3). Then the function f € B, defined by (1) satisfies:

(1)f is a balanced function of algebraic degree n — 1;

(2) Ay < 2k —20FD/2 for ko > 24;

(3) NL(f) = 2"~1 — 2 for k > 12.

Proof: The proof of this theorem is similar to that of
[24], we only give a sketch of proof.

Firstly, similarly as that of [24, Lemma 6], for any even
integer k > 10, we can deduce that

(i) deg(o) = deg(h1) = 3:

()22 < Cp(B)+ Ch, (B) < 28 +281 forany B € FX';

sl ak—2 Ak—3 k k=2 _ k2

(i) —2 -2 —90.22 < A< =2 — 27 for any
B e ]Fk, where A = 2 Zye]F]z‘(_l)hO(y)Jrhl(}%ﬁ);

(iv) max, g | Wiy (B)] = max e (W, (B)] = 3243 4
3.25;

(v) w(ho) + wt(hy) = 2~.

Then by (v), it is easily seen that f is balanced, whose
algebraic degree can be derived by the same way as that of
[24, Theorem 3]. Similarly to the proof of [24, Theorem 1],
one can prove (2), and similarly to that of [24, Theorem 2],
one can obtain (3). O

Compared Tang and Maitra’s main function with ours,
the main difference is the definition of 49 and A, see (2)
and (3), respectively. Using this way, we transform Tang and
Maitra’s work into the case of even k, and hence give a
complement for their work.

Remark 1: Theorem I disproves Conjecture 2 for any n =
0 (mod 4) and n > 48. It together with [24] disprove
Conjecture 2 for any even integer n > 46.

Remark 2: Notice that the initial functions go and gy in
Construction 1 are four variables, by changing them into
five variables (see [13, Lemma 2]), Kavut et al. [13] also
disproved Conjecture 2 for any n = 0 (mod 4) and n > 52.
This was not an easy task as to find another pair of go and
g1 in Construction I such that Ay < 2K is not an easy task.
In addition, it increased the variables of go and g1 making
the search more complex. Compared Theorem | with Kavut
et al.’s work [13], obviously, Theorem 1 is more direct and
more effective.

IV. SAO 1-RESILIENT FUNCTIONS WITH THE CURRENTLY
LOWEST ABSOLUTE INDICATOR

From the previous section, we know that the absolute indi-
cator of balanced functions on [’ can be strictly less than
2L +1/21 However, there is no evidence to show that the
absolute indicator of any m-resilient (m > 1) Boolean
functions in n variables can be strictly less than 2L0*+1D/2]
Many papers of constructing m-resilient functions are mainly
focused on the discussions of the nonlinearity and other
cryptographic criteria of resilient functions, but seldom con-
sider their absolute indicators, mostly because the analysis
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of which is rather complicated. Until now, the best upper
bound of the minimum absolute indicator of 1-resilient func-
tions in n (n even) variables is 5 - 2%/2 — 2442 4 4
see [10, Theorem 2], which was obtained by computing
the absolute indicator of I-resilient functions obtained by
Zhang and Pasalic in [30], and it turned out that the absolute
indicator of which is smaller than that of derived by Maitra
and Pasalic in [17]. In this section, we will break this limi-
tation and give an even smaller upper bound, by constructing
another new class of 1-resilient Boolean functions. Moreover,
we will show that our 1-resilient functions can be SAO. For
this purpose, the following construction of 1-resilient func-
tions in [30] is required, and the proof of which is included
for completeness.

Lemma 1: Let f be an n-variable Boolean function and
M be the complement of the Walsh-Hadamard support of f,
ie, M = {a € T} : xp(a) = O}. If there are n linearly
independent vectors w1, w2, . .., w, € M and another vector
o = ajw) + awr + - + apwy, € M such that Y, a; =

0 (mod 2), where a; € Fy for eachi = 1,...,n, then f can
be transformed into a I-resilient Boolean function.
Proof: Let fox) = f(x) & «a - x. Then the

Walsh-Hadamard transform of f at . € IF, satisfies )’(%(u,) =
)’(}(M + «), which implies that fy is balanced as ¢« € M.
Observe that the determinant

ar @1 ap an

aj adl ... an "

: . =1e@a#0.
: : : —

a a a, @1 l

thus the vectors o + wi, @ + w2, ..., + w, are linearly
independent. Let R be a matrix over F of size n x n defined as
o + wq

o+ wr
R= ) 4)

o+ wy,
and fi(x) = fo(R™'x). Then for any u € {u € F5:0 <
wt(w) < 1}, itholds X7, (w) = 0, since x5, (w) = x5 (RT ) for
any u € F?, where R' is the transpose of R. This completes
the proof. 0

Remark 3: For an n-variable balanced Boolean function
f, if there are n linearly independent vectors wi, ..., wy,
belong to M such that w;; + w;, + - - + w;, belongs to M
foranyl < e <mandanyl <ij <ip < --- <, <n,
then similar to the proof of Lemma I, one can obtain that
Jn(x) =f(A_1x) is an m-resilient Boolean function, where A
is amatrix over F of sizenxndefinedas A = (wy, . . ., o).

In what follows, we shall give a class of 1-resilient Boolean
functions in even variables with the currently highest nonlin-
earity and lowest absolute indicator by means of Lemma 1.
Our main function is presented as follows.

Construction 2: Let n = 2k be an even integer and s(x, y)
be a bent function on IFS X IFS with s(0,y) = s(x,0) =
50,y) = 5(x,0) = 0. Let g and h be two Boolean func-
tions on Fé with h(0) = 0. We define a Boolean function

222380

fon Fé X Fé as
S, y)=s0x, »)®80(x)g(n) B h(x)d0(y), (5)

where §o(x) equals 1 if x = 0, and equals 0 otherwise.

We shall choose a pair of suitable (g, #) such that the
Boolean function f in Construction 2 can be transformed to
a l-resilient function having very high nonlinearity and very
low absolute indicator simultaneously. To this end, it requires
first to compute the Walsh-Hadamard transform and the auto-
correlation function of f.

Lemma 2: The Walsh-Hadamard transform of f generated
in Construction 2 is given by

—2k 4 33.(0)+ %z (0), if $=0,v=0
~ ) xn0)+ 1 (v), if 1=0,v#0
X, v)=1q"2 B ] )

Xn(w)+ xg(0), if w#0,v=0

2K 4 7+ X (v),  otherwise

Proof: By the definition of Walsh-Hadamard transform,
for any u, v € IF’;, we have
X (i, v)

=( )DEIDBEEED )(_1)f(x,y)®u-x@v.y

x,ye]Fé* x=0,yE]F§ xe]F]é* ,y=0

( Z — Z — Z )(_l)s(x,)’)@/#x@v'y
x,ye]Fé’ x=0,yE]F§ xeFé*,y:O
+ G+ X () — (=DM,

Since s is bent with s(0, y) = s(x, 0) =35(0,y) =5(x,0) =0
and /#(0) = 0, we arrive at

7 (s ) =25 (DT = 80(10) = 80(1)) + K )+ T ().
The result follows. O
Lemma 3: The autocorrelation function of the Boolean
function f generated by Construction 2 is given by
2" if £u=0,v=0
Cg(V)+2 Z(_l)h(X)GBS(X,V)
xe]F’z‘
—28(v)—2k,
Cr(i)+2 Z(_l)g(Y)@S(u,y)
yeFé
~25(0)=2"+2p(w),
2 Z(_l )h(X)EBS(X-Q-lL, V)
erFé
) Z (1)$O®s(e.y+v)
ye]Fé
—285()=25()+24(1, v),
where p(n) = 1 — (=120 — (=W 4 (—1)8O&rG),
g, v) = 1 — (=1)8® — (=)W 4 (=)W - g(y) =
Vxerk L) and $(u) = 3 1),
Proof: According to the relationship between ., v and
0, the autocorrelation function

Cr(p,v) = Z (_l)f()f»}’)@f(xﬂl,wrv)

x,ye]Fg

if u=0,v#0

C . = . )
7 v) if u£0,v=0

otherwise
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can be determined by the following four cases.

Case 1. u = v = 0. Obviously it holds Cr(u, v) = 2" in
this case.

Case 2. u = 0, v # 0. In this case we have

cf(u,u)z( Yoo+ >+ )

xeF,yeF5\{0,v) xeFk,y=0 xeF%,y=v
x(—1 )f(XJ)@f(X,y-i-V)

(T + ¥ )
xeF5* yeFA\(0,v} x=0,yeF5\{0,v}
X(—l)f(x’y)®f(x’y+”)+2Z(_1)f(x,0)eaf(x,u)
erF’é
= T1+(Cy(v)—2(~ OB
+2 Z (1)t 0®sx.v) 4 o )2 O)Ds(v)
erF’é*
=T1 +Co(v)+2 Z(_l)h(x)@s(x,u)_z’
xelF%

where
I )x(x,y)GBS(XJ"‘”) .

=
xeF&* yeF4\{0, v}
Case 3. © # 0, v = 0. In this case, similarly to the Case 2,
one can deduce that
Cr(1, v) = Ta+Cp(u)+2 Y (1S
ye]F]z‘
+ 2[(_1 )g(O)GBh(M) — 1)g(0) - )h(M)] ;

where
1 )S(x MISs(x+i,y)

T) = >

x€FA\(0, ), yeFh*

Case 4. i # 0, v # 0. In this case, we deduce that
Crp. v) = T3+2) _(~1)I0&stctuy

k
xelfy

+2 Z(_l )g(y)@S(M,y+V) +2[(_1 )g(v)@h(u)
yeFk

— 1 )S(M, v) _ 1 )h(M) —1 )g(v)] ,

where

T; = Z

x€FA\(0, ), yeF5\ {0, 1)

“l )s(x,y)@s(x—w,y-w)_

Note that s(x, y) @ s(x + @, y + v) is balanced over F’é X ]F’é
for any (i, v) # (0, 0), so we have

<x,ye]F’§ xeFé,y:O xeFé,y:v x:O,ye]F’é\{O,v}
% (_1)S(X’Y)®S(X,Y+V)

2) 1)y — 2k -2).

k
xely

T) =

VOLUME 8, 2020

Similarly, one can deduce that

T) = —22(—1)““’”—(2"—2) and

ye]Fé
Ty = 2% (10 =23 Y 201 (1) ).
xEF’E ye]Fg

Then the result follows from the calculation by putting Ty, T>
and T3 into the above cases. O

Applying Lemma 3 to s(x, y) = x-y, we have the following
corollary.

Corollary 1: Let s be a bent function over IFIE X Fé defined
as s(x,y) = x-yandlet f be a Boolean function over IFIE X IFS
generated by Construction 2. Then for any (i, v) € Fg X IE‘IE
it holds that

2", if u=0,v=0

Co(0)+250(v)—2F, if =0, v#£0
Cr(, v)=1 Cr()+25(w) =2 +2p(p),  if £ #0,v=0,

2D (g () + X (v))

q(u, v), otherwise

where p(u) = 1 — (_1)g(0) _ (_1)h(u) 4 (_1)g(0)€Bh(M) and
g(u,v) =1— (_1)g(V) — (_1)h(u) + (_1)g(v)€9h(/¢).

Notice that p(it), g(i, v) € {0, 4} forany p, v € F&, which
can be negligible for Cr(u, v) when k is larger. So we ignore
them in the following discussions.

By Lemma 1 and Lemma 2, to enforce that the Boolean
function f in Construction 2 can be transformed into a
1-resilient function, it suffices to find two Boolean functions
g and h on FX, and a pair of k linearly independent vectors
{0, ..., 0} and {‘01/(+1’-~v0);l}’ where ! € FX. and a
vector o’ = a1 + - - + aqrw; € IF";, such that Zle ai =
0 (mod 2), xg(®)) = xg(a') = —xi(0) foreachi =1, ...k,
and xj(w;) = —X,(0) foreachi = k41, ..., n. Then, by the
proof of Lemma 1, we obtain that

AX) =fR'X) =fR'X)@a-R'X (©6)

is 1-resilient, where X = (x,y),a = (0,a’) € IFIE X IF‘IE Ris
defined by (4), w; = (0, w]) € F§ x FX fori=1,...,k and
wj = (},0) € F§ x Fy forj=k+1,...,n.

A. SAO 1-RESILIENT FUNCTIONS FROM BENT FUNCTIONS
In this subsection, we present a class of SAO 1-resilient
functions from bent functions.

Theorem 2: Letn = 2k = 4t witht > 4 and s be a bent
function on IF’2‘ X F’E defined as s(x,y) = x - y. Let g, h € By
be two bent functions with h(0) = h(0) = 0 and g(0) =
¢(0) = 1. Then the Boolean function f € B, generated by
Construction 2 can be transformed to a 1-resilient function fi
satisfying

(1) deg(f1) = k + max{deg(g), deg(h)};

(2) NL(f]) — 2n—1 _ 2k—1 _ 2t’.

(3) Ay, <2k 21+
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Proof: By the assumption that g and / are bent functions
with 2(0) = h(0) = 0 and g(0) = g(0) = 1, we have

#{v e FX : 1(0)+ 1, (1) =0}
= #{1 € FS 1 {n()+ xx(0)=0}

— 2k—1+2t—1’
since 1(0) = =2/, 7u(0) = 2/, #{v € F5 : (1) =
=21} = wi® = 2671 + 2 and #{p € F5 ¢ q(w) =

21y = 2K — wr(h) = 25=1 4 2'=1. This implies that there
are a pair of k linearly independent vectors {w], ..., w;}
and {w}_ |, ..., w,} such that x;(0) + Xz(w)) = 0 for each
i=1,..., kand)’(}l(wj’.)—i—)’(;(O) = Oforeachj = k+1,...,n.
In addition, there is also a vector o’ = ajw|+- - -+arw), € ]Flé
with Y% a; = 0 (mod 2) such that (0) + Kz(@) = 0,
as #{(ay, ..., ax) € F - 3% a; = 0 (mod 2)} = 25~ and
k=l pot=1 k> 2%‘*1 for any ¢ > 4. Thus, according to
the discussion before this subsection, the function fi defined
by (6) is a 1-resilient function.

The algebraic degree of f is clearly k+max{deg(g), deg(h)}.

Now we determine the nonlinearity and the absolute indicator
of f. By Lemma 2, we obtain that

max |7 (u, v)|=2K42""1
u,ve]Fg

which implies that
NL(f)=2""1—2k=1_»of,
By Corollary 1, we derive that
Ay <2842,

since Cy(v) and Cp(ie) are equal to O for any u # 0, v # 0,
and 212 < 2K 4 2'*1 for any 7 > 2. Note that f; and f have
the same algebraic degree, the same nonlinearity and the same
absolute indicator, the result then follows. O

The 1-resilient functions in Theorem 2 are obviously SAO.

Remark 4: Note that the currently known highest nonlin-
earity of 1-resilient functions is 2"~1 — [ 27/2=1| —2lv/4] [30]
and the previously best known upper bound of the minimum
absolute indicator of 1-resilient functions is 5-2"/* —2"/4+2 4
4 [10]. Theorem 2 provides a class of 1-resilient functions
with the currently highest nonlinearity and the currently
lowest absolute indicator simultaneously. Moreover, it also
enables us to give another new upper bound for the minimum
absolute indicator of I-resilient functions, which is clearly
optimal than 5 - 2"? — 2"/4+2 4 4,

Example 1: Lett = 5, n = 2k = 4 = 20. Let x =
o, x") e ]Fg x Fg andy = (y,y') € IF; X ]Fg where

X =@, ..0,x5),x" =g, ...,x10, Y = O1,...,y5) and
Y =6, ...,y10). Let gy) =y -y ® 1 and h(x) = x" - x".
Then for the vectors in Fé givenas w) = oy, =(1,0,...,0),
W), =), =(0,1,...,0),..., 0}y = & = (0,0,...,1)
and o' = o) + o), it is easy to verify that xy(w)) =
X)) = —xn0) = 2" for each i = 1,...,10 and
)’(}l(a)j’-) = —xg(0) = 2" for each j = 11,...,20, that is,

the conditions (a) and (b) are satisfied. Let
fx, y)=x - y®380(x)g(»)®So(»)h(x).
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TABLE 1. The absolute indicator comparison of 1-resilient functions.

n 12 16 20 24 28
[17] 512 8192 131072 20971512 33554432
[10] 292 1220 4996 20228 81412
Ours 80 288 1088 4224 16640
Then
A =fR'X)®a -R7'X
is a I-resilient function, where X = (x,y), R is a matrix

defined as R = (@ + w1, ...,a + wp)', « = (0,d) €
F3¥ x FY, w; = (0, 0)) € F)® x F}0 fori = 1,...,10 and
wj = (a)/’ 0) e IF%O X Féoforj =11, ..., 20. By calculation,
we obtain that

HG,»=X"-Y'®80(X)g(Y)®5(Y (X)) ®x1 ®x2,

where X' = (x| ®x28y1, x| @022, .. ., x1BX2®y10) € F3°
andY' = (x2, x1, X1 ®x2Bx3, X1 DX2Dx4, . . ., X1 Dx2Dx10) €
]Féo. Moreover, this function satisfies

NL(fi) = 2" 1 —2K-1_2"=523744 and
Ay = 2K 21 = 1088.

Remark 5: Observe that t > 4 is needed in the proof of
Theorem 2. However, by Example 1, it is easy to see that
Theorem 2 also holds fort > 2 when g(y',y") =y -y" & 1
and h(x', x") = x" - x", where (x', x"), (', y") € F, x IF,.

In [10], the authors gave a table to compare the absolute
indicator of their 1-resilient functions with [17]. In the fol-
lowing table, we compare our result with theirs.

From the above table, our result is obviously better than
that of [17] and [10]. Note that k is even in Theorem 2. In the
following subsection, we will present another class of SAO
1-resilient functions without this restriction.

B. SAO T1-RESILIENT FUNCTIONS FROM PLATEAUED
FUNCTIONS

In this subsection, we exhibit a class of SAO 1-resilient
functions from plateaued functions.

Theorem 3: Letk > 4, r1 and ry be three integers with the
same parity and 1 < ri,rp <k —2. Letn = 2k, s € B,
be a bent function defined as s(x,y) = x -y, g € By be a
balanced r-plateaued function and h € By, be a balanced r;-
plateaued function with h(0) = 0. Then the Boolean function
f € B, generated by Construction 2 can be transformed into
a I-resilient function f satisfying

(1) NL(f)=2"1 —2k=1_2%+1/2 \phere r =max({ry, r};

(2) Ajy < pk+1 4 o(k+r42)/2,

In particular, if g and h are ri-partially bent and r-
partially bent, respectively, then Ay, < 2k 4 plktrt2)/2,

Proof: By Parseval’s relation, it is easy to obtain that
the cardinality of the Walsh-Hadamard supports of g and &
are equal to 271 and 2¥772, respectively, which implies that
#v e FS @ 1p(v) = 0} = 2F —2k=n1 > 2kl and #{u
FA @ xu(n) = 0} = 2k — 2k=2 5 2%=1 Then similarly
to the proof of Theorem 2, one can show that the function
/1 determined by (6) is a 1-resilient function. Moreover, by
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Lemma 2, we have
max |xy(u, v)| = ok olk4r)/2 | olk+r2)/2
w.veF%
< 2k+2(k+r+2)/2

which shows that
NL(f) > 2}’1—1 _2](—1 _2(k+r)/2
By Corollary 1, we have
Af < 2k+1 + 2(k+r+2)/2.

In particular, if g is ry-partially bent, then by a well
known relationship [3] of autocorrelation function and
Walsh-Hadamard transform as

2XC (=Y G (@), Y v e FS,

k
el

we deduce that C,(v) € {0, 2K} for any v € %, since

Z )@Z(Q)(_l)u»azzk—i-rl Z(_l)v-a’

aeF% aeS,

which equals 2% if v e S}}, and equals O otherwise, where
Se = {a € ]F'; D Xga) # O} is the Walsh-Hadamard support
of g. Similarly, we have C,(11) € {0, 2€} forany i € ]F’; when
h is partially bent. Then from Corollary 1, it is easily obtained
that

Ar < ok fptktr+2)/2.

The proof is completed. U

Remark 6: The I-resilient function f1 determined by The-
orem 3 is SAO for any 1 < r < k — 2, and the upper
bound of the absolute indicator of 1-resilient functions given
by Theorem 3 is also better than the best known bound
5. 2n/2 _ 2n/4+2 + 4.

Example 2: Letn = 2k = 10, x = (x1,...,x5) € IF; and
y=01....y5) € B3 Let s(x,y) = x -y, () = y1y2 ® y3
and h(x) = x1x2 ®x4. Then it is easy to check that g and h are
two balanced 3-partially bent functions on Fg with h(0) = 0,
and for the vectors in IE‘IE given as o} = wy = (1,0,0,0,0),
w, = o5 =(0,1,0,0,0), ®5 =(0,0,1,0,0), 0y = wg =
0,0, 1,1,0), w5 = @}, =(0,0,0,0, 1), wy = (0,0,0, 1, 0)
and o' = w| + w), we have xz(0)) = xz(@') = xu(0) = 0
foreachi = 1,...,5 and )’(},(wj/.) = %4(0) = 0 for each
Jj=06,...,10, that is, the conditions (a) and (b) are satisfied.
Let

S, y)=x - y®o(x)g(y)®do(y)h(x).
Then
[ =fR'X)®a-R'X

is a I-resilient function, where X = (x,y), R is a matrix
definedasR = (a+w1, ..., a+w,)’, 0 =(0,a) € ng]Fg
w; = (0,0) € F} x F} fori=1,...,5 and wj = (},0) €
IF; X ]Fg forj=6,...,10. By calculation, we obtain that
file, =X"-Y' ®8(X)g(Y)®5o(Y WX )®x) Bx2,

VOLUME 8, 2020

where X" = (x1@x20®y1, X1 ®x2®y2, x1 X203, y3Dy4, X1 D
X2 @ ys), Y = (x2,x1, %3 ® xg, x1 D x2 D x4, %1 B x2 D x5).
Moreover, this function satisfies

NL(f) = 2" 1 —2k=1 _2*+3/2 480 and
Ag = 2k 263 D2 — 64,

Remark 7: A vector a € T} is called a linear structure
of f € B, if fx) ® f(x + ) is a constant function.
To ensure that a particular block cipher is secure, the Boolean
functions used in block cipher should have no nonzero lin-
ear structure [8]. All SAO I-resilient functions constructed
in this paper clearly satisfy this cryptographic criterion,
since an n-variable Boolean function has no nonzero linear
structure if and only if its absolute indicator is strictly less
than 2".

By Corollary 1, to make |Cr(u, v)| as low as possible for
any (u, v) # (0, 0), it requires to take max,, , cpks {ICg(v)+
250(0) =281, 1Ch(1) + 2 (1) = 2%, | Xg () + Xi(v) |} as low
as possible. In particular, if 4 and g satisfy the following four
conditions:

(a) there are k linearly independent vectors o}, ..., w; €
]Fg and a vector o’ = aj0] + -+ + qrw;, € F’E such that
Zleai = 0 (mod 2) and xg(w)) = xg(a') = —xu(0) for
eachi=1,...,k;

(b) there are k linearly independent vectors w), INTERRS w), €
]F’é such that xj(w]) = —xz(0) foreachi =k +1,...,n;

(€) Co(v) +2xn(v) and Cp(1) + 2 x¢(1) are strictly greater
than zero and less than 28*! for any 1, v € FA*;

(@) max,, gk | X0 (0) + X(w)] < 2871

Then f; defined by (6) is a 1-resilient Boolean function
with the absolute indicator Ay, < 2*. Unfortunately, we do
not know whether such functions exist or not, and we do
not know how to find them. It would be of great inter-
est and great progress if someone can give a proof or an
example to show the existence of g and / satisfying the
above 4 conditions, as it implies that the absolute indica-
tor of 1-resilient functions can be strictly less than 2"/? as
well.

V. CONCLUDING REMARKS

In this paper, we first gave a new method to disprove Con-
jecture 2 for n = 0 (mod 4) and n > 48. It turns out
that our method is more direct than that of method given by
Kavut et al. in [13]. Then we presented two new classes of
SAQO 1-resilient functions having the currently best known
absolute indicator, from bent functions and plateaued func-
tions, respectively, which allows us to give another new upper
bound (optimal than the previous one given by Ge et al. in
[10]) of the minimum absolute indicator of 1-resilient func-
tions. Moreover, we derived a class of 1-resilient functions
attaining the currently known highest nonlinearity and the
currently known lowest absolute indicator simultaneously.
However, there is still no evidence to show that there are 1-
resilient functions f € B, whose absolute indicator Ay <
2L +D72] 1t would be great interest if someone can find such
functions.
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