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ABSTRACT Recently, biometric systems are extensively and commonly utilized for authentication and
verification applications. The security issue and the dependence on a specific biometric for the biometric
verification process are the main challenges confronted in biometric systems. The security issue comes due
to the exploitation of the original biometrics in stored servers. Therefore, if any attacks have been introduced
to the stored biometrics, they will be missed indefinitely. Consequently, the stored original biometrics
must be secured through maintaining and storing these templates away from exploitation in their servers.
So, there is a need for designing a cancelable biometric recognition system (CBRS) that is a promising
protection trend in biometric verification and authentication fields. The CBRS is based on the conversion of
biometric data or its features to a different arrangement. In this article, a novel CBRS based on the suggested
optical PTFT (Phase Truncated Fourier Transform) asymmetric encryption algorithm is introduced. In the
proposed algorithm, two different distributions of phases in the output and Fourier planes are maintained as
deciphering keys, and thus, the encryption keys will not be utilized for the decryption process. This leads to
the advantage that the two ciphering keys may be utilized as public secret keys to encrypt distinct biometric
images. Consequently, the suggested PTFT cryptosystem is an asymmetric encryption/decryption technique
compared to the preceding related optical encryption techniques that are symmetric techniques such as
Optical Scanning Holography (OSH) and Double Random Phase Encoding (DRPE). The suggested PTFT
asymmetric encryption algorithm also has a wonderful practical performance in security applications. One
of the main contributions of the proposed optical PTFT asymmetric encryption algorithm is that it removes
the linearity features of the optical OSH and DRPE symmetric encryption algorithms through its great
features of the phase truncation nonlinear operation. Subsequently, this produces an encrypted biometric
templatewith two public keys, and the authenticated user can retrieve the original biometric template utilizing
two private keys with achieving a high security and cancelability performance for the stored biometrics.
To confirm the efficacy of the suggested optical encryption algorithm for developing a secure CBRS, various
biometric datasets of face, ear, palmprint, fingerprint, and iris images are examined and analyzed. Extensive
comparative analyses are performed amongst the suggested algorithm and the optical OSH and DRPE
encryption algorithms. The experimental outcomes achieved for performance quality assessment assure that
the suggested CBRS is reliable, robust, and realistic. It has great security and cancelability proficiency that
expose excellent cancelable biometric recognition performance even in the existence of noise. Moreover,
the performed experiments declare that the suggested CBRS guarantee an average FRR (False Reject Rate)
of 0.0012, EER (Equal Error Rate) of 0.0019, and FAR (False Accept Rate) of 0.0030, and an average AROC
(Areas under the Receiver Operating Characteristic) of 0.9996.
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I. INTRODUCTION
Due to the rapid advancement of digital knowledge, cloud,
and Internet of Things (IoT) applications, the privacy and
security of personal information have progressively received
a great awareness [1], [2]. To bypass challenges related
to the dependence on conventional authentication systems
like tokens, Personal Identification Numbers (PINs), and
passwords, advanced personal protection systems endorse
biometric attributes that are unique to each person for authen-
tication and identification [3]. Thus, recently, biometric
images and signals from individuals are utilized across var-
ious authentication, verification, and identification applica-
tions. So, the biometric traits exploitation in identification
and verification has observed incredible sophistication and
expansion making it pervasive for a comprehensive variety
of security applications [4].

These days, companies, institutions, banks, airports, and
universities have their private security systems utilizing sev-
eral biometric attributes. The fundamental function of these
traditional biometric systems encompasses biometrics com-
pilation from enrolled individuals, extraction of distinguish-
ing traits from the gathered biometrics for data reduction
purposes, and then stores these extracted traits in a secure
database. This enrollment or registration procedure is deemed
as the training stage. On the other hand, in the testing
stage, traits from entering biometrics for new individuals
are obtained and correlated with the previously accumulated
traits [5], [6]. The major weakness of these conventional
biometric systems is that each one of the subscribers has to
deliver his unique biometrics for registration. This indicates
that when the biometric storing server is embezzled, the main
template veracity will be missed indefinitely and, for this
reason, the complete biometric system misses its credibility
and confidentiality. Furthermore, individuals whose personal
biometrics have been purloined will not be capable to utilize
them once more in other applications. Therefore, conven-
tional biometric structures that are based on registration,
extraction of main features, and matching of extracted fea-
tures are no longer believable [7]–[10].

Consequently, in recent times, the theory of cancelable
biometrics has arisen as a paradigm and an important pro-
cessing tool to maintain the essential biometric information.
A foremost benefit of cancellable biometric frameworks is
their capability to sustain the immunization of the unique
biometric information [11]. In these cancelable biomet-
ric frameworks, various biometric records can be modi-
fied or modernized without altering the whole system. So,
cancelable biometric frameworks are based on the conversion
of original biometric information into a different arrange-
ment, so that individuals can supplant their unique biometric
patterns in the same or various applications [12]. So, in such
cancelable biometric frameworks, the original biometrics are
distorted utilizing a one-way mathematical operation prior
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to their storage in the database. Thus, the cancelable bio-
metric procedures improve the unlinkability and diversity
problem [13].

Various transformation schemes could be employed on
the identical biometric pattern for various functions and
applications to counteract the cross-correlation along with
accumulated templates in several biometric databases. More
transformations and mathematical operations can be utilized
for the cancelable biometric applications [14]–[21]. Some
of them are employed to combine two or more template
protection techniques to build a single biometric cryptosys-
tem. Also, one of the potential keys to construct cancelable
biometric frameworks is the utilization of cryptography algo-
rithms. Consequently, the main features in a biometric tem-
plate could be hidden, secured, and encrypted using secret
keys generated from any employed cryptography scheme like
optical encryption schemes that have superior advantages and
merits in enormous security applications [22], [23].

The technology of information and data processing in
the optical domain has ingrained multidimensionality and
the capability of high-speed parallel processing [24], [25].
The utilization of optical processing procedures to safeguard
information and biometric templates has been developed to
be an attractive trend for scholars. Lately, numerous research
attempts have been introduced to improve the optical cryptog-
raphy algorithms due to their immense advantages of multi-
dimensional potency and ingrained optical parallel process-
ing [24]–[29]. But the presented optical cryptography algo-
rithms mostly belong to the class of symmetric cryptography
algorithms that have similar ciphering and deciphering keys.
The critical disadvantage of symmetric cryptography algo-
rithms is that they yield numerous practical and implemen-
tation difficulties like key management and distribution [30].
Therefore, it is essential to build asymmetric cryptography
algorithms for security applications to resolve and mitigate
the challenges of the symmetric cryptography systems.

The implementation regulations of asymmetric cryptog-
raphy systems in security applications have certain require-
ments that differ from symmetric cryptography systems [31]:
(1) two different keys are required and should be simply
determined for cryptosystem, a public key (ciphering key),
and a private key (deciphering key), (2) it should be straight-
forward to produce a cipher biometric template with the
availability of the ciphering key and the plain template, (3)
it must be straightforward to retrieve the plain template with
the availability of the deciphering key and the ciphered bio-
metric template, (4) if an adversary (imposter) recognizes the
ciphering key, it should nevertheless be difficult to assume
the deciphering key, (5) if an adversary (imposter) recog-
nizes the ciphering key and the ciphered biometric template,
it must nonetheless be difficult to retrieve the plain template,
which makes the calculations and estimation impossible for
imposters. Therefore, from the implementation principles
of asymmetric cryptography systems, it is observed that a
key role that asymmetric cryptosystems perform is that they
are considered as an efficient one-way ciphering operation.
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This prompted us to take the advantage of these great and
tremendous features of asymmetric cryptosystems for CBRSs
that mostly need such features in maintaining the original
biometric templates of users from intruders.

In this article, a CBRS is suggested based on an optical
PTFT asymmetric cryptography algorithm. In the suggested
algorithm, the ciphering key is considered as two random
independent phase operations that are completely different
from those of the deciphering keys of another two random
independent phase operations. So, in the suggested algo-
rithm, the phase truncation process in the Fourier transform
is exploited to generate an asymmetric ciphered biometric
template by utilizing two arbitrary public keys of phases
truncated keys, whereas a genuine (authenticated) user can
recover the original biometric template utilizing alternative
two diverse random private phases truncated keys. Therefore,
the proposed optical PTFT cryptography algorithm has a
wonderful benefit of phase truncation nonlinear process that
can be employed for the stored and distributed biometric
templates with exploiting its capability to ensure rich diver-
sity and irrevocability and achieving superior robustness and
security against intruders and imposters in IoT and cloud-
based cancelable biometric applications. Moreover, numer-
ous quality assessments and evaluation metrics are utilized
to offer a widespread measurement of the strength of the
suggested optical encryption based CBRS when exposed to
several forms of assaults.

The remainder of this work is coordinated as follows. The
reported cancelable biometric frameworks are presented in
Section II. The preliminary studies for the basics of the DRPE
and OSH encryption algorithms are introduced in Section III.
The proposed optical PTFT asymmetric encryption based
CBRS is explained in Section IV. More comparative stud-
ies and simulation analyses are displayed and discussed in
Section V. The final observations and future trends are sum-
marized in Section VI.

II. RELATED CANCELABLE BIOMETRICS WORK
Biometrics data privacy and security have progressively
received great consideration in the era of prompt progress
in digital technologies and Internet services. The security
processing technology using optical cryptography algorithms
has ingrained multidimensionality and terrific capability of
parallel processing. The deployment of digital and optical
ciphering algorithms to protect biometrics data has become
a hot movement of a lot of researchers [24]–[31].

In [11], the authors introduced a straightforward and influ-
ential CBRS established on an arbitrary scrambling scheme.
They exploited the arithmetic eigenvectors and eigenvalues
of the plain biometric template and its arbitrarily scrambled
template for performing CBRS. Their cancelable framework
worked ambiguously by recognizing the cancelable biometric
image and a secret PIN code distributed to an enrolled user.
They tested the introduced CBRS against comparison meth-
ods on three different datasets of face, iris, and ear. In [12], the
authors suggested a novel CBRS defined as Random Slope

(RS) technique for producing non-invertible, revocable, and
secured biometric templates. The presented cancelable RS
technique achieved higher cancelability performance by pro-
viding biometric dimensionality decrement with improved
ratios. The suggested CBRS performance was experimentally
tested on numerous template modalities such as palmprint,
face, finger-vein, and palm-vein. The comparison with the
existing schemes proved the efficiency of the suggested work
in terms of effectiveness, reliability, and considerable reduc-
tion in biometrics sizes.

In [13], a remote biometric verification and authentica-
tion framework is suggested for IoT network applications
to achieve urgent biometric security requirements in digi-
tal smart cloud services in the presence of critical digital
identity burglaries and cybercrimes. In the suggested cance-
lable biometric framework, the random distance technique
is employed to create revocable, non-invertible, privacy-
preserving, and dimensionally decreased pseudo template
identities. The same authors in [12], [13] introduced an
improved CBRS in [15] based on using a random poly-
nomial transformation scheme for generating protected and
secured biometric images identified as PolyCodes. These
generated secured images are revocable, discriminability, and
privacy safeguarding, and deliver considerable dimensional-
ity diminution. To verify the applicability and security perfor-
mance of the suggested CBRS, the authors carried out several
experiments and comparisons on several biometric templates
such as finger-vein, palm vein, and palmprint.

In [16], an applicable alignment-free scheme for gener-
ating cancelable fingerprint biometrics based on a circular
curtailed convolution algorithm is presented. It is a one-
way transform model. It can safeguard the binary biometric
templates without the ability to recover them from the con-
volved and length-decreased output templates. The suggested
scheme achieved improved revocability, non-invertibility, and
diversity for the generated cancelable biometrics. Simulation
studies on different fingerprint datasets were presented to
verify the usefulness of the suggested model against existing
schemes. The authors in [17] proposed a novel CBRS for
creating cancelable templates utilizing the concept of secret
visual sharing. Different shares related to each biometric
template are generated. These generated secret visual shares
are collected and stored in a disseminated way as alternatives
to the original biometric templates. Simulations and perfor-
mance analyses have been performed on the open-access IIT
Iris Delhi database to demonstrate the effectiveness of the
suggested framework [17]. The outcomes revealed that the
accomplishment of the suggested work is superior to other
existing proposed methodologies in terms of performance
evaluation measures of average FRR, Correlation Coefficient
(Cr ), FAR, TER (True Error Rate), TSR (True Success Rate),
and GAR (Genuine Accept Rate).

The same authors in [11], [17] suggested another effi-
cient CBRS in [18] for generating protected and cance-
lable templates based on employing a reverse XOR Boolean
method. They suggested three various schemes for cancelable
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FIGURE 1. The basic concept of the DRPE algorithm.

FIGURE 2. The basic concept of the OSH algorithm.

biometrics generation with the help of exploiting the secret
visual sharing concept. The authors tested their suggested
work performance on the open-access Iris IIT Delhi database
and Face ORL database. A performance comparison between
the three suggested schemes is introduced in terms of Cr ,
Peak Signal-to-Noise Ratio (PSNR), Structural Similarity
(SSIM), and other distinct evaluation parameters. In [20],
an efficient fingerprint cryptography technique is introduced
that employs the space high-dimension projection algorithm
to generate the protected encrypted biometric template. The
suggested biometric cryptography technique incorporates the
benefits of fuzzy commitment, dynamic key generation, and
fuzzy vault schemes in its operation.

The authors in [21] suggested an improved CBRS for
fingerprint biometrics, which comprises two different lay-
ers: an expendable layer and a core layer; to achieve con-
sistent enrolment for crucial access control infrastructures.
In the core layer, a non-invertible mathematical operation
based random projection process is carried out to the fea-
ture set of fingerprint biometrics; to accomplish biometric
template revocability and protection. In the expendable layer,
the employed transformation key is protected to improve
the whole CRBS security performance, and unquestionably,
this additional protection is an improvement across the cur-
rent CBRS frameworks. In [23], the authors proposed a
hybrid biometric authentication system with the utilization
of the OSH technique and asymmetric RSA (Rivest–Shamir–
Adleman) cryptography algorithm. The proposed system
comprises two main phases. Through the first employed

phase, the process of biometric ciphering is integrated into
the OSH technique to transform the physical object image
into an encrypted biometric hologram. On the other hand,
in the second phase, the differential pulse code modulation
(DPCM) is employed to encode the resulted encrypted bio-
metric hologram, and then, the RSA algorithm is exploited to
encrypt the DPCM data polarity.

In [24], the authors suggested an optical cryptography
algorithm for secure CBRS based on the optical 3D jig-
saw and fractional Fourier transforms. The proposed CBRS
framework was tested on the face and fingerprint biometrics
to validate its performance compared to the optical DRPE
algorithm. The obtained outcomes proved that the introduced
CBRS is reliable, feasible, secured, and achieving recom-
mended ciphering and cancelability performance. In [25],
two DRPE based cancelable biometrics recognition systems
(CBRSs) for iris and face biometric templates are intro-
duced. In the CBRS for face templates, the feature scale-
invariant algorithm is employed on the face biometrics. Then,
the DRPE technique is employed to cipher the resulted and
extracted features to produce protected and encrypted face
templates. In the CBRS for iris templates, the main features
of both iris templates for the same user are extracted. After
that, the resulted and extracted features are ciphered with the
DRPE technique to generate the cancelable iris templates.
The outcomes proved the appreciated performance of the two
suggested CBRSs even in the existence of channel noise.

In [32], a steganography scheme based CBRS for iris tem-
plates is presented to preserve user verification and safeguard
the original unique iris information for IoT remote access
applications. The main benefit of the suggested CBRS is
that it integrates the data steganography process to generate
the cancelable biometric templates to mitigate the issue of
traditional CBRSs that depend on random projection and
permutation techniques that are dependent on key-dependent
transforms. In [33], the authors combined the least significant
bit-based steganography algorithm and two-fish and triple
data encryption-based cryptography algorithm to resolve the
challenge of tackling or surviving biometric templates for
a mischievous action, which has grown to be a massive
dilemma in the iris authentication and recognition frame-
works. In the suggested iris authentication system, the rubber-
sheet Daugman approach, Hough transform, and Gabor Log
filter were employed for the normalization, feature extrac-
tion, and segmentation purposes of the iris images. Then,
the created iris features are ciphered utilizing the two-fish
and triple DES encryption techniques. After that, the resulted
and ciphered biometric image is incorporated into a host
secret image to generate a stego image utilizing the LSB
based hiding technique. The key benefit of the suggested
iris authentication scheme is that it incorporated two security
levels (steganography and cryptography), and thus, it will be
capable to resist intruders and attackers.

In [34], the authors suggested deep learning-based CBRS
for biometric authentication in cloud computing services.
The suggested CBRS achieved high accuracy and efficiency
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FIGURE 3. General flowchart of the suggested cancelable biometric recognition system.

to be a good solution for cloud-based biometric security
systems achieving less computation. In [35], the authors
introduced a CBRS for multi-biometric verification and
authentication purposes. In the suggested CBRS, an effi-
cient bit-wise ciphering algorithm is employed to transform
a biometric image to a secured and cancelable biometric
template utilizing a secret generated key from an alternative
biometric image. The suggested CBRS completely maintains
the bit errors number in the protected and original biometric
templates to guarantee recognition efficacy corresponding
to the unprotected framework performance. The comparison
findings with the literature biometric security techniques on

numerous iris and face databases demonstrated that the sug-
gested CBRS provided a good and significant recognition
efficiency, whilst it delivered a high-level authentication and
protection.

Although more mathematical transformations and encryp-
tion schemes have been introduced for achieving efficient
and secure CBRS, however, many of these schemes fail
to achieve authentication and confidentiality needs in the
pilfered token situation and to be susceptible to turn into
invertible with degraded accomplishment and efficiency. The
key weaknesses identified in the associated CBRSs are as
follows:
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FIGURE 4. Block diagram of the suggested PTFT-based encryption algorithm.

FIGURE 5. Optical implementation of the suggested PTFT algorithm.

• Most of the reported cryptography-based CBRSs are
simply depending on symmetric encryption schemes to
generate the cancelable templates.

• No momentous progress is revealed in the estimated
AROC curve and EER values (the extremely valuable
security evaluation metrics in any CBRS) even in the
recent related CBRSs.

• Almost related CBRSs assess their performance maxi-
mally on two or three biometric datasets for evaluation
and investigation objectives.

• More security evaluationmetrics and broad confidential-
ity assessments have not been considered and examined
in detail in most of the related CBRSs.

• Almost related CBRSs did not consider the effect of
the noise occurrence in their performance assessment
investigations.

• The typical implementation time of the related CBRSs
has not been studied.

Thus, in this work, we suggest a PTFT asymmetric cryp-
tography algorithm for creating cancelable biometric images.
The input biometric templates are ciphered using security
keys that are considered two random independent phase oper-
ations (public keys) and are completely different from those
of the deciphering keys (private keys) of another two random
independent phase operations. Therefore, in the suggested

FIGURE 6. Samples of nine faces of different persons of the first tested
biometric dataset.

FIGURE 7. Samples of nine faces of different persons of the second
tested biometric dataset.

FIGURE 8. Samples of nine ears of different persons of the third tested
biometric dataset.

CBRS, the phase truncation process in the Fourier transform
is exploited through utilizing the PTFT cryptography algo-
rithm to generate cancelable templates with two arbitrary
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FIGURE 9. Samples of nine palmprints of different persons of the fourth
tested biometric dataset.

FIGURE 10. Samples of nine fingerprints of different persons of the fifth
tested biometric dataset.

FIGURE 11. Samples of nine irises of different persons of the sixth tested
biometric dataset.

public keys of phase truncated keys. The main contributions
of the suggested CBRS algorithm are that:

• It has the nonlinear phase truncation feature that guaran-
tees rich irrevocability and diversity to preserve greater
security and robustness against intruders for the stored
and distributed biometrics.

• The robustness performance of the suggested CBRS
algorithm is tested on six different biometric datasets
with numerous quality assessments and evaluation
metrics such as visual ciphering inspection analysis,
the impact of noise analysis, execution time analysis,
PFD (Probability of False Distribution), EER, PTD
(Probability of True Distribution), FAR, FRR, AROC,
SSIM index, histogram analysis, correlation analysis.

• More comparison analyses are introduced to offer a
broad evaluation of the potency of the suggested optical
ciphering based CBRS algorithm against various possi-
ble attacks.

FIGURE 12. Results of the encrypted biometrics for the suggested PTFT
algorithm contrasted to the literature OSH and DRPE algorithms for the
first tested biometric dataset.

III. PRELIMINARY STUDIES
The basics of the DRPE and OSH symmetric cryptography
algorithms are described in this section.

A. BASICS OF THE DRPE ENCRYPTION ALGORITHM
In 1995, Philippe et al. [36] suggested the optical Fourier
transform-based DRPE algorithm. From that time, more
optical cryptography algorithms have been developed precip-
itously. Various researchers have suggested other typical opti-
cal cryptography techniques based on the DRPE procedure,
like the Fourier fractional transform-based DRPE algorithm
[37], virtual optical cryptography algorithm [38], the DRPE
algorithm based on Fresnel transform [39], and gyrator trans-
formation based asymmetric cryptography algorithm [40].

The DRPE algorithm encompasses two random phase
keys. One of these keys is deposited in the time domain and
the other in the FT (Fourier transform) domain which applies
the OFT (Optical Fourier Transform) as a superior optical
biometric processing function. Thus, the DRPE algorithm
setup is formed from two cascaded lenses for performing
the OFT to the input biometric template object [25]. The
DRPE algorithm is generally based on the modification of
the spectral distribution of the input biometric template. The
setup of the DRPE architecture depends on two Random
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FIGURE 13. Results of the encrypted biometrics for the suggested PTFT
algorithm contrasted with the literature OSH and DRPE algorithms for the
second tested biometric dataset.

Phases (RP1 and RP2) in a 4f imaging implementation as
demonstrated in Fig. 1. The 4f implementation comprises two
cascaded lenses segregated by two focal lengths. Therefore,
the operation of the DRPE algorithm can be discovered in
three main steps:

1. The target biometric template is multiplied by the RP1 in
the time domain for supplying the first adjustment to the
target biometric template spectrum.

2. The target biometric template is then multiplied by the
RP2 in the Fourier domain resulting in the second adjustment
to the spectrum of the target biometric template.

3. An OFT is executed by the second lens to obtain the
ciphered biometric template in 2D space.

B. BASICS OF THE OSH ENCRYPTION ALGORITHM
The OSH algorithm was firstly introduced by Korpel and
Poon in [41]. The OSH is a formidable and fast scanning
algorithm that utilizes a single-pixel sensor to capture the
physical object hologram. The OSH can capture the dynamic
scene and macroscopic holograms. So, it is a sufficient and
fast scanningmechanism that does not have a strict restriction
on the resolution and size of the captured hologram. The OSH
algorithm has been employed in various applications such as

FIGURE 14. Results of the encrypted biometrics for the suggested PTFT
algorithm contrasted with the literature OSH and DRPE algorithms for the
third tested biometric dataset.

3D image recognition, scanning holographic microscopy, and
cryptography systems [22], [23].

The optical scanning holography involves the principle
of optical heterodyne scanning. So, the OSH is an elec-
tronic or digital scanning system that can interpret a 3D
structure into 2D. The operation of this system involves active
optical scanning and heterodyning [42]. Figure 2 illustrates a
conventional system of the optical heterodyne scanning oper-
ation. Through the direction of the x-y optical scanner, it is
noticed that the collimated laser beam is projected to capture
the target input biometric template stipulated by transparency
0o(x, y). The light is converted to an electrical signal by
the photodetector. This converted electrical signal comprises
the processed data for the scanned biometric template. Then,
the scanned electrical data is stored in a computer in a digital
form and processed as a 2D digital image of the scanned
input object. In Fig. 2, the i(x, y) is the biometric template
to be encrypted, the PD is the photodetector, and the P (x, y)
signifies the employed encryption key which is situated in the
focal front plane of the lens (L1) with a focal length f. This
key is illustrated by the laser wider beams with a temporal
frequency of ω0. The encryption key is exploited to adjust the
scanning beam shape in the operation of the OSH algorithm
to provide the encrypted biometric template.
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FIGURE 15. Results of the encrypted biometrics for the suggested PTFT
algorithm contrasted with the literature OSH and DRPE algorithms for the
fourth tested biometric dataset.

IV. PROPOSED OPTICAL PTFT CRYPTOGRAPHY
ALGORITHM BASED CBRS
Targeting the challenge of guarantee distribution, storage, and
transmission of biometric templates based on optical encryp-
tion and transformation, an inventive CBRS is suggested
based on optical PTFT asymmetric cryptography algorithm.
The suggested algorithm for biometric images focuses on the
problem of key distribution with improved confidence and
privacy in the optical cryptography procedure. In the sug-
gested CBRS, the cryptography keys for the biometric tem-
plates incorporate optically generated keys of random phase
masks of the PTFT algorithm. Therefore, if an authorized
person tries to retrieve the plain biometric templates at the
receiver side, the suggested system will satisfy the standards
of asymmetric encryption with biometric data validation and
authentication methodology.

The general flowchart of the suggested CBRS is presented
in Fig. 3. The suggested system involves two modules: the
authentication module and the enrolment module. In the
enrolment stage, a user introduces her/his biometric to the
biometric sensor to generate the biometric image. Afterward,
the suggested PTFT cryptography algorithm is employed to
generate the distorted and cancelable biometric image. There-
after, the obtained cancelable biometric image is stored in the

FIGURE 16. Results of the encrypted biometrics for the suggested PTFT
algorithm contrasted with the literature OSH and DRPE algorithms for the
fifth tested biometric dataset.

database in a distorted form instead of an original form. In the
authentication stage, the cancelable distorted biometric image
is acquired through the same steps of the enrolment stage
by utilizing the suggested PTFT cryptography algorithm.
At the last step, a verification process is executed using a
matching procedure which is performed among the already
collected and distorted biometric images that are accumulated
in the biometric server and the obtained cancelable biometric
images from the authentication stage.

The most important feature of the suggested PTFT cryp-
tography system is that it is an asymmetric ciphering pro-
cess, where there are two different keys for the cipher-
ing/deciphering processes. Therefore, during the authentica-
tion stage, if an imposter user knows the encryption key and
the encrypted biometric template, it will still be challeng-
ing to reclaim the plain biometric template, forcing such an
estimation infeasible. So, the optical PTFT cryptosystem is a
one-way strategy. This terrific characteristic of the suggested
algorithm has motivated us to employ it for achieving a
robust and secure cancelable biometric recognition system.
The PTFT procedure employs the Fourier transform of the
input biometric image with the process of phase truncation,
where the modular amplitude component of the FT spectrum
is only utilized. Therefore, the amplitude (modular element)
of the Fourier spectrum is only exploited, whereas the phase

221254 VOLUME 8, 2020



A. Alarifi et al.: Optical PTFT Asymmetric Cryptosystem-Based Secure and Efficient CBRS

FIGURE 17. Results of the encrypted biometrics for the suggested PTFT
algorithm contrasted with the literature OSH and DRPE algorithms for the
sixth tested biometric dataset.

component is amputated. The simple and effective mathemat-
ical model of the PTFT procedure that will be utilized in our
suggested CBRS is discussed as follows.

Suppose the plain biometric template to be encrypted is
denoted as b(i), FT is the FT operator, IFT is the inverse
FT, PT is the phase truncation operator, and PR is the phase
retention operator. So, the FT of the plain biometric image is
given as:

F(k) = FT [b(i)] = |F (k)| exp(j2πφ(k)) (1)

The phase retention is expressed as:

PR[F(k)] = exp(j2πφ(k)) (2)

The phase truncation is provided as:

PT [F(k)] = |F (k)| (3)

From this PTFT procedure, the suggested block diagram of
the PTFT ciphering process is demonstrated in Fig. 4. It is
noticed that the PTFT cryptography algorithm is similar to the
DRPE cryptography algorithm, where both of them utilize a
couple of random independent phase masks R1(i) and R2(k)
as ciphering keys. But the proposed PTFT asymmetric cryp-
tography algorithm removes the linear features of the optical
symmetric cryptography algorithm through its great feature
of the phase truncation nonlinear operation.

The ciphered cancelable biometric image g(i) can be
acquired by Eqs. (4) and (5). In the same way, the subsequent
supplementary two steps given by Eqs. (6) and (7) must also
be accomplished to create a couple of random phase keys that
are served as deciphering private keys P1(i) and P2(k). So,
the ciphering public keys R1(i) and R2(k) are different from
the deciphering private keys P1(i) and P2(k).

g1(k) = PT [FT (b(i).R1(i))] (4)

g(i) = PT [IFT (g1(k).R2(k))] (5)

P2(k) = PR[FT (b(i).R1(i))] (6)

P1(i) = PR[IFT (g1(k).R2(k))] (7)

It is observed fromEqs. (4) – (7) that the g1(k), g(i) andP2(k),
P1(i) have straightforward and uncomplicated computations.
So, it is demonstrated that:

g1(k)P2(k) = FT (b(i).R1(i)) (8)

g(i)P1(i) = FT (g1(k).R2(k)) (9)

Figure 4 and Eqs. (4) – (7) can be modified and rearranged
to be employed for the deciphering process, but this is not
required for cancelable biometric recognition systems as
exhibited in Fig. 3, where the authentication procedure is
presented in the ciphered domain. Because the ciphering keys
are different from the deciphering keys in the PTFT asymmet-
ric cryptography algorithm, the ciphering process cannot be
inversed with the ciphering keys as the process of the phase
truncation provides a one-way operation. Therefore, the deci-
phering process can be accomplished only by utilizing the
private deciphering keys P1(i) and P2(k). Thence, if the gen-
uine user tries to repossess the plain biometric image from the
ciphered one without having deciphering keys or even with
having the ciphering keys, he will not succeed because of
the nature of the PTFT asymmetric cryptography algorithm
which is a one-way phase truncation operation. So, the PTFT
cryptography algorithm is very robust and secure for biomet-
ric recognition applications.

As the PTFT asymmetric ciphering process is realized
digitally as shown in Fig. 4, it can be applied in optics by
utilizing certain optoelectronic devices. So, the phase trunca-
tion process can be simply performed using a CCD detector.
Also, the phase retention process can be straightforwardly
achieved utilizing the advantage of holographic recording
and retrieved with the interferometry of the phase-shifting
process. The optical implementation of the PTFT asymmetric
ciphering algorithm is demonstrated in Fig. 5. This optical
setup consists of a laser, a beam expander with aperture, two
SLMs, CCD, a 4f imaging system, and a computer (PC). The
SLM1 is utilized as space amplitude-modulated light modula-
tor, while the SLM2 is employed as a space phase-modulated
light modulator. The objective of using the 4f imaging model
with a lens is to facilitate the optical contact between the
employed two SLMs. The PC is utilized to control the CCD
and the two SLMs.
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FIGURE 18. PFD, PTD, and ROC for the suggested PTFT algorithm contrasted with the literature OSH and DRPE algorithms of the first tested
biometric dataset.

FIGURE 19. PFD, PTD, and ROC for the suggested PTFT algorithm contrasted with the literature OSH and DRPE algorithms of the second
tested biometric dataset.

V. SIMULATION RESULTS AND COMPARATIVE ANALYSIS
More simulation assessments are carried out and performed
in this section to clarify and test the impact of employing

the suggested CBRS based on the optical PTFT asymmet-
ric encryption algorithm. In the simulation tests, we uti-
lize different samples of biometric datasets that demonstrate
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FIGURE 20. PFD, PTD, and ROC for the suggested PTFT algorithm contrasted with the literature OSH and DRPE algorithms of the third tested
biometric dataset.

FIGURE 21. PFD, PTD, and ROC for the suggested PTFT algorithm contrasted with the literature OSH and DRPE algorithms of the fourth tested
biometric dataset.

properties anticipated in concrete application situations for
instance lightings, contrasting backgrounds, and motion
[43]–[48]. Two samples of biometric datasets of faces are
used. Also, one sample biometric dataset of each ear, palm-
print, fingerprint, and iris are investigated.

For simplicity, only nine different biometric images of
different persons of each tested biometric dataset are intro-
duced as given in Figs. 6–11. Consequently, six various
experimental cases for the examined biometric datasets are
assessed. In every simulated case, the tested biometrics are
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FIGURE 22. PFD, PTD, and ROC for the suggested PTFT algorithm contrasted with the literature OSH and DRPE algorithms of the fifth tested
biometric dataset.

FIGURE 23. PFD, PTD, and ROC for the suggested PTFT algorithm contrasted with the literature OSH and DRPE algorithms of the sixth tested
biometric dataset.

encrypted with the suggested optical PTFT encryption algo-
rithm. For each tested experiment, more simulations and
experiments are investigated. Different evaluation metrics

are employed to measure the performance efficiency of the
suggested CBRS such as visual inspection, execution time,
PFD, EER, FAR, PTD, FRR, SSIM, AROC, histogram, and

221258 VOLUME 8, 2020



A. Alarifi et al.: Optical PTFT Asymmetric Cryptosystem-Based Secure and Efficient CBRS

FIGURE 24. Histograms of the original biometrics and the encrypted
biometrics for the suggested PTFT algorithm contrasted with the literature
OSH and DRPE algorithms for the first tested biometric dataset.

correlation coefficient. But for simplicity, the results of only
nine encrypted biometrics are presented in this section to
evaluate and confirm the cancelability accomplishment and
efficiency of the suggested optical PTFT encryption algo-
rithm. The achievement of the suggested PTFT asymmet-
ric algorithm based CBRS is compared with the optical
OSH and DRPE symmetric encryption algorithms based
CBRSs [22], [23], [25], [37].

In the next sub-sections, the proposed CBRS algorithm is
evaluated in terms of different eight perspectives: (A) Visual
encryption analysis, (B) PFD, PTD, and ROC analysis, (C),

FIGURE 25. Histograms of the original biometrics and the encrypted
biometrics for the suggested PTFT algorithm contrasted with the literature
OSH and DRPE algorithms for the second tested biometric dataset.

Histogram security analysis, (D) Correlation and SSIM anal-
ysis, (E) EER, FAR, FRR, and AROC analysis, (F) Com-
putational processing analysis, (G) Noise analysis, and (H)
Comparative analysis.

A. VISUAL ENCRYPTION ANALYSIS
In this section, the objective is to justify and investigate
the encryption effectiveness of the suggested optical PTFT
cryptography algorithm. Figures 12–17 present the encrypted
biometrics for the suggested optical PTFT encryption algo-
rithm contrasted to the literature optical OSH and DRPE
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FIGURE 26. Histograms of the original biometrics and the encrypted
biometrics for the suggested PTFT algorithm contrasted with the literature
OSH and DRPE algorithms for the third tested biometric dataset.

encryption algorithms [22], [23], [25], [37] of all tested bio-
metric datasets.

For the six examined and tested biometric cases, it is
observed that the suggested algorithm is advised and rec-
ommended for effective encryption and cancelable template
recognition systems contrasted to the traditional optical OSH
and DRPE encryption algorithms [22], [23], [25], [37]. It is
demonstrated and recognized that the suggested algorithm
accomplishes complete encryption and distortion of the plain
biometric features to be safely stored in the protected storage
server, which supports counteract unapproved access to the
biometric information.

FIGURE 27. Histograms of the original biometrics and the encrypted
biometrics for the suggested PTFT algorithm contrasted with the literature
OSH and DRPE algorithms for the fourth tested biometric dataset.

B. PFD, PTD, AND ROC ANALYSIS
Moreover, to well recognize the simulation outcomes,
the results are additionally clarified through the ROC mea-
surements. Precisely, the FAR versus the FRR is studied
as in [24], [25]. The FRR characterizes the proportion of
genuine tests misinterpreted and understood as being impos-
tors, whilst the FAR signifies the misclassified imposters
as being genuine. Furthermore, the PFD and PTD prob-
abilities of the genuine and imposter correlation coeffi-
cients are tested to buttress the evaluation of the suggested
CBRS.
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TABLE 1. False and true correlation and SSIM for the sample nine templates for the first tested biometric dataset.

TABLE 2. False and true correlation and SSIM for the sample nine templates for the second tested biometric dataset.

TABLE 3. False and true correlation and SSIM for the sample nine templates for the third tested biometric dataset.

TABLE 4. False and true correlation and SSIM for the sample nine templates for the fourth tested biometric dataset.

Figures 18–23 display the results of the PFD, PTD, and
ROC curves of the verification process for the suggested
optical PTFT encryption algorithm contrasted to the literature
optical OSH and DRPE encryption algorithms of the whole

examined biometric datasets. These curves define the error
probability and threshold values in the verification process,
where the threshold value is determined by indicating the
intersection point amongst the curves of PFD and PTD. This
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TABLE 5. False and true correlation and SSIM for the sample nine templates for the fifth tested biometric dataset.

TABLE 6. False and true correlation and SSIM for the sample nine templates for the sixth tested biometric dataset.

threshold value is utilized to decide if the input tested user
is an authorized or unauthorized user. From the introduced
PFD, PTD, and ROC results of the six examined and tested
biometric cases, it is noticed that the suggested algorithm
is advised and recommended for effective cancelable tem-
plate recognition systems contrasted to the traditional optical
OSH and DRPE encryption algorithms [22], [23], [25], [37].
Therefore, the proposed cancelable recognition system based
on an optical PTFT encryption algorithm can efficiently clas-
sify authorized and unauthorized users better than the related
optical encryption algorithms.

C. HISTOGRAM ANALYSIS
In this section, to further investigate the effectiveness of the
suggested optical PTFT cryptography algorithm for devel-
oping and achieving secure CBRS, the histogram security
analysis is examined. The evaluation histogram distributions
metric is utilized in assessing the strength of the cryptography
technique to statistical assaults and attacks [24]. Figures 24 –
29 show the results of histograms of the original biometrics
and the encrypted biometrics for the suggested algorithm
contrasted to the literature optical OSH and DRPE encryption
algorithms [22], [23], [25], [37] of the whole tested biometric
datasets.

From the examined histograms, it is noticed that the sug-
gested optical encryption algorithm and the literature opti-
cal encryption algorithms present different distributions for
the encrypted biometric histograms from the original bio-
metric histograms for the whole examined images. This

means that the performance of the suggested encryption algo-
rithm is quite good for accomplishing significant encryption
efficiency and a secure CBRS. Consequently, the achieved
outcomes of the whole examined simulation tests con-
firm the superiority of the application of the optical PTFT
encryption algorithm for cancelable biometric recognition
purposes.

D. CORRELATION AND SSIM ANALYSIS
For verification and authentication, two encrypted templates
of biometrics have been examined. The first one is for the
unauthorized user and the other one is for the authorized user.
The correlation and SSIM values are estimated amongst the
two examined (authorized and unauthorized) encrypted tem-
plates and the original stored encrypted biometric templates
to assess the verification accomplishment of the suggested
optical encryption algorithm.

The correlation coefficient [18] is an extra useful evalua-
tion metric extensively utilized in assessing the effectiveness
of cryptography procedures. It is used in our proposed work
to determine the correlation between the ciphered biometric
templates stored in the biometric database and the ciphered
ones of new enrolments. Also, the SSIM metric [18] is uti-
lized for the evaluation purpose in our work. It is a commonly
utilized evaluation tool that evaluates congruity amongst two
biometric images. In our proposed work, the SSIM metric is
employed as an assessment tool for the strength of the encryp-
tion process. It is measured between the ciphered biometric
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FIGURE 28. Histograms of the original biometrics and the encrypted
biometrics for the suggested PTFT algorithm contrasted with the literature
OSH and DRPE algorithms for the fifth tested biometric dataset.

templates collected in the biometric server and the ciphered
ones of new enrollments.

Tables 1 to 6 present the false and true correlation compar-
ison results and SSIM comparison results for the sample of
nine templates of the whole six tested biometrics datasets for
the suggested optical PTFT encryption algorithm contrasted
to the literature optical encryption algorithms [22], [23], [25],
[37]. For the six examined and tested biometric cases, these
tables confirm that the suggested CBRS achieves the highest
correlation coefficients and SSIM values in the case of true
biometrics enrolment and the lowest values in the case of

FIGURE 29. Histograms of the original biometrics and the encrypted
biometrics for the suggested PTFT algorithm contrasted with the literature
OSH and DRPE algorithms for the sixth tested biometric dataset.

false biometrics enrolment contrasted to the other comparison
CBRSs. Therefore, the suggested optical PTFT encryption
algorithm is advised and recommended for effective cance-
lable template recognition systems when compared to the
traditional optical OSH and DRPE encryption algorithms
for robust and secure biometric security applications and
services. Thus, from the obtained results in Tables 1 to 6, it is
confirmed that the proposed cancelable recognition system
based on an optical PTFT encryption algorithm can effi-
ciently classify authorized and unauthorized users compared
to the literature algorithms [22], [23], [25], [37].

VOLUME 8, 2020 221263



A. Alarifi et al.: Optical PTFT Asymmetric Cryptosystem-Based Secure and Efficient CBRS

TABLE 7. EER and AROC of the first tested biometric dataset in the noise presence.

TABLE 8. EER and AROC of the second tested biometric dataset in the noise presence.

TABLE 9. EER and AROC of the third tested biometric dataset in the noise presence.

TABLE 10. EER and AROC of the fourth tested biometric dataset in the noise presence.

TABLE 11. EER and AROC of the fifth tested biometric dataset in the noise presence.

TABLE 12. EER and AROC of the sixth tested biometric dataset in the noise presence.

E. EER, FAR, FRR, AND AROC ANALYSIS
To confirm the efficacy of the suggested optical encryption
algorithm for robust CBRS, more simulations are performed
for evaluating the EER, FAR, FRR, and AROC results of

the suggested optical encryption algorithm based CBRS and
the literature OSH and DRPE encryption algorithms based
CBRSs [22], [23], [25], [37]. The numerical assessment secu-
rity evaluation of the EER, FAR, FRR, and AROC results
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FIGURE 30. AROC, FRR, EER, and FAR of the first tested biometric dataset.

FIGURE 31. AROC, FRR, EER, and FAR of the second tested biometric
dataset.

FIGURE 32. AROC, FRR, EER, and FAR of the third tested biometric dataset.

FIGURE 33. AROC, FRR, EER, and FAR of the fourth tested biometric
dataset.

of the suggested optical encryption based CBRS with the
literature encryption-based CBRSs in [22], [23], [25], [37]
are presented in Figs. 30–35. It is observed that the FRR,
FAR, AROC, and EER of the cancelable templates for the

FIGURE 34. AROC, FRR, EER, and FAR of the fifth tested biometric dataset.

FIGURE 35. AROC, FRR, EER, and FAR of the sixth tested biometric dataset.

FIGURE 36. Average execution time (s) of the tested biometric datasets.

suggested CBRS are more appreciated and recommended
because it achieves the highest AROC values and the low-
est EER, FAR, and FRR values contrasted to the preceding
related CBRSs.

F. PROCESSING TIME ANALYSIS
Moreover, the computational performance of the sug-
gested optical encryption-based CBRS with the literature
encryption-based CBRSs in [22], [23], [25], [37] is inves-
tigated. The experimental comparisons are carried out with
MATLABR2019a on a workstation withMicrosoftWindows
10 with Intel(R) CPU @ 2.40GHz/1.80GHz Core(TM) i7-
4500 and 8 GB RAM. Figure 36 shows the average execution
time required to generate the encrypted biometric templates
using the proposed optical PTFT encryption algorithm com-
pared to those of the literature OSH and DRPE algorithms
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TABLE 13. Average comparison for the suggested cancelable template
recognition system and the previous cancelable recognition works.

for the whole examined biometric datasets. It is clear that the
processing time of the proposed CBRS is recommended for
both online and offline biometric authentication applications
because it achieves the lowest execution time results in con-
trast to the other related comparison algorithms.

G. NOISE ANALYSIS
It is not conceivable to abandon this performance investiga-
tion without studying and examining the sensitivity of the
suggested CBRS to the occurrence of noise. Tables 7–12
offer the average EER and AROC values obtained from the
Gaussian noise analysis with distinct noise variances of the
suggested optical encryption-based CBRS with the literature
encryption-based CBRSs for the whole examined biometric
datasets. It is highly demonstrated that the suggested CBRS
has minimal noise sensitivity with introducing acceptable
EER and AROC compared to the literature schemes.

H. COMPARATIVE ANALYSIS
For additional verification for the competence of the sug-
gested algorithm for consistent cancelable recognitionmodel,
further comparisons are carried out for contrasting the out-
comes of the suggested cancelable system with the recent
literature CBRSs in [12], [13], [15]–[17], [21], [24], [32],
[33], [35], [49]. We contrasted the average numerical security
assessment of the FAR, EER, AROC, and FRR findings
of the suggested CBRS with the previous recent CBRSs
in [12], [13], [15], [16], [17], [21], [24], [32], [33], [35],
[49] as summarized in Table 13. The offered outcomes
in Table 13 demonstrated that the FAR, EER, AROC, and
FRR of the suggested optical cryptography algorithm based
CBRS are superior and highly contrasted as compared to the
previous CBRSs.

From all quantitative and visual results, one can con-
firm that the suggested optical PTFT encryption algorithm
is recommended and appreciated for accomplishing robust
and reliable CBRS contrasted to the traditional optical
OSH and DRPE encryption algorithms and other preced-
ing CBRSs. Additionally, it is depicted that the suggested
optical encryption algorithm presents satisfactory investiga-

tional findings for various biometric template datasets which
have various characteristics. Therefore, all findings in terms
of different standard evaluation metrics involving correla-
tion coefficients, SSIM, FAR, EER, AROC, execution time,
visual encryption, noise analysis, and FRR indicate the effec-
tiveness of our suggested optical cryptography algorithm
based cancelable system across numerous biometric secu-
rity applications that necessitate individual verification and
identification.

VI. CONCLUSION AND FUTURE WORK
An effective and enhanced optical encryption procedure is
suggested for reliable and secure CBRS. The foremost impact
of this suggested work is the employment and utilization of
the optical PTFT asymmetric ciphering for accomplishing a
strong CBRS. Consequently, the suggested algorithm intro-
duces both diffusion and confusion encryption effects to the
biometric templates. Simulation examinations are carried out
to validate the promising accomplishment of the suggested
optical ciphering algorithm in effectively scrambling the bio-
metric templates. The obtained simulation results show that
the suggested algorithm is suitable and recommended for
reliable biometric images compared to the literature optical
encryption algorithms. The proposed CBRS offers valued
ROC, PFD, EER, FAR, FRR, SSIM, PTD, visual, histogram,
execution time, and correlation results. The suggested algo-
rithm has demonstrated its potential capability to satisfacto-
rily scramble different biometric template datasets with vari-
ous features. Therefore, the suggested CBRS bolsters the can-
celability performance of the biometric images and as well
as developing significant quantitative and visual outcomes
compared to the literature algorithms. Additionally, experi-
ments and comparative findings achieved for the suggested
CBRS guarantee an average FRR, EER, and FAR of 0.0012,
0.0019, and 0.0030, correspondingly, and an average AROC
of 0.9996.

For the forthcoming investigation strategy, we suggest
building a CBRS framework that combines efficient encryp-
tion, steganography, and watermarking schemes to achieve
higher fidelity and robustness storage for biometric tem-
plates. Additionally, we are encouraged to investigate modern
deep learning-based cancelable biometric security techniques
for efficient storage and distribution of biometric templates.
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