
Received October 29, 2020, accepted November 21, 2020, date of publication November 30, 2020,
date of current version December 29, 2020.

Digital Object Identifier 10.1109/ACCESS.2020.3041326

bIoTope: Building an IoT Open Innovation
Ecosystem for Smart Cities
ASAD JAVED 1, (Member, IEEE), SYLVAIN KUBLER2, (Member, IEEE), AVLEEN MALHI 1,
ANTTI NURMINEN1, JÉRÉMY ROBERT3, AND KARY FRÄMLING 1,4, (Member, IEEE)
1Department of Computer Science, Aalto University, 02150 Espoo, Finland
2CNRS, CRAN, Université de Lorraine, F-54000 Nancy, France
3Interdisciplinary Centre for Security, Reliability, and Trust, University of Luxembourg, L-2721 Luxembourg, Luxembourg
4Department of Computing Science, Umeå University, Mit-huset, 901 87 Umeå, Sweden

Corresponding author: Asad Javed (asad.javed@aalto.fi)

This work was supported in part by the European Union’s Horizon 2020 Research and Innovation Programme under Grant 688203, in part
by the Academy of Finland, Open Messaging Interface, under Grant 296096, and in part by the H2020 Project FINEST TWINS under
Grant 856602.

ABSTRACT The Internet of Things (IoT) has led towards a digital world in which everything becomes
connected. Unfortunately, most of the currently marketed connected devices feed vertically-oriented closed
systems (commonly referred to as vertical silos) which prevent the development of a unified global IoT.
This issue is all the more valid in complex environments, such as smart cities, in which exceedingly large
amounts of heterogeneous sensor data are collected, and in which platforms and stakeholders should also
be able to interact and cooperate. Therefore, it is of utmost importance to move towards the creation of
open IoT ecosystems to support efficient smart city service integration, discovery and composition. This
paper contributes to the specifications of such an ecosystem, which has been developed as part of the EU’s
H2020 bIoTope project. The novelty of this ecosystem compared with the current literature is threefold: (i) it
is based on the extensive use of open communication and data standards, notably O-MI and O-DF standards,
that foster technical, syntactic and semantic interoperability over domains; (ii) it proposes an innovative
service marketplace for data/service publication, discovery and incentivization; (iii) it integrates security
functionalities at the IoT gateway level. The practicability of our ecosystem has been validated through
several smart city proofs-of-concept set up in three distinct cities: Helsinki, Lyon and Brussels. Given the
five major themes defined in the CITYKeys (a smart city performance indicator framework), namely People,
Planet, Prosperity, Governance and Propagation, bIoTope mainly contributes to Prosperity-related metrics,
as discussed in this paper.

INDEX TERMS Internet of Things, smart city, service discovery, open IoT ecosystem, communication
standards.

I. INTRODUCTION
Information and Communication Technologies (ICT) are rev-
olutionizing cities. More connected and optimally managed,
smart cities seek to enhance the economic, social, cultural
and urban development, while fostering competitive envi-
ronments for the development of new businesses [1]. More
efficient and transparent, they respond to the new expec-
tations of citizens, who increasingly prefer to take a more
active role in managing their cities. A smart city is a complex
ecosystem, comprising many sub-systems, vast amounts of
heterogeneous data from sensors and other devices, and a
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wide range of interacting and cooperating city stakehold-
ers such as citizens, governments, companies, hardware and
software providers, and logistic centers [2], [3]. Given this
complexity, it is not an easy task to define the attributes
of a smart city, its core components, and ways to evaluate
the smartness of a city [4]–[8]. Several Key Performance
Indicator (KPI) frameworks measure the outcome of smart
city programs [9], [10]. ICT technologies such as IoT (Inter-
net of Things), Cloud Computing, Big Data and AI (Artifi-
cial Intelligence) are the key in such measurement but also
improve some of those KPIs. For example, particle matter
and CO2 sensors, combined with online decision support
systems, can help cities to analyze outdoor air quality and
take actions to mitigate CO2 emissions (e.g., by suggesting
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FIGURE 1. Illustration of an ideal IoT world in which smart city data and services can be easily integrated, discovered and used by a wide range
of city stakeholders (incl., citizens, and public and private institutions).

different commute alternatives to citizens). Ultimately this
contributes to pollution- and health-related KPIs.

To efficiently achieve such KPIs, it is critical for cities
to configure a viable IoT infrastructure, both technologi-
cally and business-wise. In an ideal IoT world, smart city
infrastructures must provide the means to create, when and
as needed, ad hoc and loosely coupled information flows
between any kinds of smart connected objects, databases
and users. The operation of such an ideal world is illus-
trated with a comic-style scenario in FIGURE 1, in which
an Electric Vehicle (EV) enters a city and predicts that the
EV battery will run out of energy in about 3h. In an ideal
IoT world, the car should be able to discover the optimal
time and EV charging spot in the city for re-charging the
car (depending for instance on the predicted traffic, driver’s
agenda and weather forecasts). Unfortunately, the reality is
not that simple especially in heterogeneous and constantly
changing environments, such as smart cities. For example,
how should the car proceed to discover the available services
in the city? Conversely, how could the car spin up (i.e., pub-
lish) its own digital avatar1? How does the car communicate
with online platforms/systems that implement different types
of communication protocols? How does the car communicate
car and driver-related data without compromising security
and privacy? These challenges are more severe andmagnified
in a smart city context as smart city programs are often driven
by corporate goals and large technological conglomerates
which, in most cases, rely on closed and vendor lock-in
solutions for profit purposes.

To overcome the aforementioned challenges, this article
introduces an open IoT ecosystem that fosters horizontal inte-
gration (i.e., cross-domain and cross-platform development)
for smart cities. This ecosystem is developed in the bIoTope

1A ‘‘digital avatar’’, sometimes considered as ‘‘digital shadow’’, refers to
a virtual counterpart [11] of a physical object, which implies mechanisms for
synchronizing both views (virtual and physical).

project funded under the EU’s Horizon 2020 Research and
Innovation Programme. The novelty of this ecosystem com-
pared with the current state-of-the-art is threefold: (i) it is
based on open standards for communication and data that
improve cross-domain interoperability at the technical, syn-
tactic and semantic levels; (ii) it proposes a service mar-
ketplace that incentivizes developers/businesses to join the
ecosystem and share/consume IoT services; and (iii) it inte-
grates security functionalities at the IoT gateway level. The
practicability of our ecosystem has been validated through
several smart city proofs-of-concept, set up in three distinct
cities: Helsinki, Lyon and Brussels. In addition, the bIoTope
ecosystem is evaluated by considering Prosperity-related
metrics of the CITYKeys framework. It should also be noted
that this paper is more engineering- and practical-oriented
than theoretical but still could be of value to many entry-level
readers on the subject with its literature review, and could
serve as benchmark for comparison with future smart city
frameworks.

Section II elaborates on the above-initiated discussion of
the remaining challenges in the literature. This allows us to
analyze and discuss in Section III the extent to which state-
of-the-art smart city initiatives meet key ICT infrastructural
and architectural requirements. To meet these requirements,
an open IoT ecosystem, developed as part of the bIoTope
project, is introduced in Section IV. The practicability and
replicability of the bIoTope ecosystem have been showcased
in Section V by demonstrating several smart city pilots
set up in three distinct cities. The bIotope project impact
and achievements based on several KPIs are presented in
Section VI, followed by conclusions in Section VII.

II. BUILDING BLOCKS FOR EFFICIENT SERVICE
INTEGRATION, DISCOVERY AND COMPOSITION
IoT systems are challenged by unsolved issues related to sus-
tainable energy systems [12], reliable communication [13],
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FIGURE 2. Current situation: Achieving efficient smart city service integration, discovery and composition is far from being an easy task, which
stresses five major challenges in smart cities.

and security and cybersecurity [14], [15]. In this regard, cities
currently face a number of barriers to configure the right
ICT infrastructure for efficient service integration, discovery
and composition. In a comic-style drawing in FIGURE 2,
we depict the current state of affairs that features five major
challenges for smart cities:

1) Implementing appropriate service discovery mecha-
nism(s) at the car and city levels;

2) Implementing interoperable services by using stan-
dardized communication protocols and semantic data
models;

3) Implementing appropriate trust, security and privacy
mechanism(s) between the interacting systems;

4) Achieving horizontal interoperability between vendor
lock-in and vertically-oriented closed systems;

5) Managing data lakes generated by sensors and smart
city web applications.

While looking at existing smart city surveys, most of
them focus only on one challenge or the other but rarely
on the five challenges altogether, as depicted in TABLE 1.
In fact, they seldom discuss technical details of smart

TABLE 1. Comparison of existing smart city surveys based on five
Challenges: C1 refers to the service discovery challenge, C2 & C4 to the
Interoperability challenge, C3 to the Security challenge, and C5 to the Big
Data challange.

city solution developments. As a result, in the following,
we propose to review state-of-the-art technologies, protocols
and standards that potentially address the above-mentioned
challenges. Sections II-A and II-B, respectively, focus on
communication protocols and data models designed for IoT
(w.r.t. Challenge 2). Section II-C discusses current discovery
mechanisms (w.r.t. Challenge 1). Section II-D investigates
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security and privacy-preserving solutions commonly adopted
today (w.r.t. Challenge 3). Section II-E analyzes the types
of integration models that shape existing smart city frame-
works (w.r.t. Challenge 4). Sections II-F and II-G, respec-
tively, examine the types of data sources that need to be
tackled in urban environments, along with the data manage-
ment solutions (w.r.t. Challenge 5). Based on all the state-of-
the-art solutions discussed, existing smart city programs are
reviewed to analyze the extent to which they address (or do
not) the five aforementioned challenges.

A. (APPLICATION-LEVEL) COMMUNICATION PROTOCOLS
Secure and reliable communication is key to next generation
sustainable and diversified networks in smart cities [21].
In the IoT, communication between connected systems can
be divided into four models according to the RFC 7452 [22]:
D2D (Device-to-Device), D2G (Device-to-Gateway), D2C
(Device-to-Cloud) and BDS (Backend Data Sharing). Within
this context, two main communication patterns govern these
models2:
(a) Publish/Subscribe (Pub/Sub): asynchronous, point-

to-multipoint and loosely coupled messaging model
allowing messages to be broadcast to systems hav-
ing subscribed to a given ‘‘topic’’. The most com-
mon Pub/Sub protocols are MQTT (Message Queuing
Telemetry Transport) [23], AMQP (AdvancedMessage
Queuing Protocol) [24] and WAMP (Web Application
Messaging Protocol) [25].

(b) Client/Server: synchronous, point-to-point and tightly
coupled messaging model allowing clients to request
a data or service item from an identified server [26].
The most widely-adopted client/server protocols are
HTTP [27], XMPP [28], SOAP [29] or CoAP [30].

Some communication protocols have been designed in
order to support both communication patterns, as they appear
to be appropriate alternatives to BDS communications. CoAP
protocol has also been used formobilitymanagement in smart
cities [31]. Other protocols would include OneM2M [32],
OPC-UA [33], O-MI (Open Messaging Interface) [34], [35],
or even CoAP extensions, such as the Observing Resources
in the CoAP [36] or the Pub/Sub Broker for the CoAP
(draft-ietf-core-coap-pubsub-09).

B. DATA MODEL
Making Things accessible through a single universal appli-
cation protocol does not ensure that applications can really
understand what Things are about (i.e., the meaning and
description of data and services they offer). This is where
data models are relevant, defining the format, structure and
semantics of a given data or service. Therefore, it is essen-
tial to ensure the interoperability of data models in the IoT
to foster automatic search, indexing and integration of IoT
data/services [56], [57].

2The numbering system (a), (b), (c), etc. is introduced in Sections II-A
to II-G for use in Section III (when analyzing state-of-the-art smart city
frameworks).

In the IoT, research on interoperability mostly examines
(c) Syntactic interpretation, which includes data interchange
and language-independent formats, such as O-DF (OpenData
Format) [58], JSON(-LD), XML or RDF; and the (d) Seman-
tic level, which includes investigations of ontology- and
vocabulary-based approaches (e.g., SSN, schema.org, Sen-
sorML). A recent survey [59] summarizes ongoing research
and challenges for the future.

C. DEVICE AND SERVICE DISCOVERY
Discovery mechanisms in IoT cover naming and addressing
schemes, which help in identifying and/or locating avail-
able devices, understanding what they offer (or consume)
as services and how to access them [60], [61]. In complex,
heterogeneous and constantly changing environments, such
as smart cities, it is crucial to implement efficient discovery
mechanisms. Although the line between device and service
discovery is very thin in the literature, mechanisms can be
defined accordingly [61], [62]:
(e) Device discovery: allows a machine (or user) to

retrieve a list of IoT devices available in the residing
network;

(f) (Web) Service discovery: allows a machine (or
user) to retrieve and understand services provided
by the previously identified IoT devices or other
systems.

TABLE 2 summarizes protocols, standards and technologies
within the scope of each category, and being commonly used
as part of smart city initiatives. Some technologies covering
both device and web service discovery can also be referenced,
such as IoTBnB (IoT service puBlication and Billing) [56],
[63], AllJoyn [40] and DPWS (Devices Profile for Web Ser-
vices) [64].

D. SECURITY AND PRIVACY
Security and privacy are key concerns for IoT applications,
still posing some enormous challenges. These concerns arise
in smart city development programs, since smart city appli-
cations not only collect a wide range of privacy-sensitive
information from users but also control city facilities and
influence people’s lives [65]. Based on the taxonomies intro-
duced in [66]–[68], TABLE 3 summarizes the key dimen-
sions that systems should fulfil to meet both (g) Security and
(h) Privacy requirements in IoT.
In smart city solution developments, the most common

web security protocols for authentication and authorization
are OAuth 2.0 [69], OpenID Connect [70], SAML (Security
Assertion Markup Language) [71] and LDAP (Lightweight
Directory Access Protocol) [72]. Furthermore, JWT (JSON
Web Token) standard is also used for securely transmit-
ting information and representing claims between two par-
ties [73]. For data integrity and confidentiality, cryptographic
approaches are mainly adopted to handle secure communica-
tion in the presence of third parties, in which HMAC [74] is
the notable hash-based authentication code.
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TABLE 2. Protocols, standards and technologies for device/service naming and discovery.

TABLE 3. Security and privacy mechanism taxonomy for fulfilling IoT requirements.

E. TYPE OF INTEGRATION
A key problem at the Application layer of the OSI model
is that no lingua franca unites all the objects but rather
they speak literally hundreds of languages [75]. At the time
of writing this paper, many initiatives pursued by distinct
standardization fora are currently underway, which inevitably
slow down the convergence and adoption of a de facto appli-
cation protocol for IoT [35], [59], [76]. Amongst these initia-
tives, two schools of thought dominate: (i) the creation of new
protocols that bypass traditional web protocols such as HTTP
(e.g., MQTT, CoAP); (ii) the reuse and leveraging of widely
popular Web protocols such as HTTP (e.g., OneM2M, O-MI,
Webhook). These two schools of thought address different
requirements at the application layer; while the former spec-
ify D2D, D2G and D2C communications, the latter are more
suited to BDS communications. This situation, unfortunately,
leads to the emergence of two integration models [77], [78]:
(i) Vertical integration: IoT platforms form no collab-

orative IoT ecosystem but rather vertical silos (data
being siloed in a unique system and staying there [79]).
This model poses interoperability and openness issues,
as depicted in FIGURE 3(i);

(j) Horizontal integration: It offers a way to break
down existing vertical silos, therefore enabling
cross-platform and cross-domain IoT applications and
services [80]. Horizontally-oriented platforms, also
referred to as innovation ecosystems, require a uni-
formization layer that provides unified interfaces based
on open communication standards, as described in
FIGURE 3(j).

A smart city is one of the most striking examples of
vertically-oriented closed systems, as it consists of a wide
range of stakeholders and IT technologies. This results in ver-
tical silos due to the use of different communication protocols
and business models. Hence, the integration phase becomes
very tedious and time consuming in smart city development
programs [81].

F. OPEN DATA AND SERVICE STREAMS
Providing open data and service streams in smart city appli-
cations are essential [82], [83]. However, it is important
to differentiate between Open Data and Open ecosystem.
The former refers to the publication of governmental-
and city-related datasets, while the latter refers to the

224322 VOLUME 8, 2020



A. Javed et al.: bIoTope: Building an IoT Open Innovation Ecosystem for Smart Cities

FIGURE 3. Type of integration for smart city ecosystem.

consideration of open and standardized communication inter-
faces to allow real-time data exchanges across platforms and
systems. In the majority of cases, and as emphasized in
FIGURE 3, open data platforms, such as CKAN, Socrata
and Opendatasoft, make (k) static urban datasets available
(e.g., list of parking spaces/places in the city), while open
IoT ecosystems, such as the ones developed as part of the
IoT-EPI initiative3 (bIoTope, Big-IoT, Agile, Inter-IoT. . .),
relate more to (l) real-time urban data streams, such as
sensor/actuator data and REST-based web services [84].

G. DATA MANAGEMENT
Due to the exponential growth of IoT devices and sensors,
the volume of real-time urban data is exponentially grow-
ing. Large collections of data are sometimes referred to
as data lakes in the big data era. Given the large variety
of data sources in smart cities, two types of storage sys-
tems are typically considered depending on the application
needs and constraints, namely: (m) SQL storage systems and
(n) NoSQL storage systems. Unlike RDBMS, NoSQL tech-
nologies (e.g., MongoDB, Apache Cassandra, HBase) can
support document-based, key-value store or graph-based data
storage [85].

III. CURRENT STATE OF AFFAIRS OF SMART CITY
FRAMEWORKS
All themechanisms, protocols and technologies introduced in
Sections II-A to II-G are summarized in the form of a taxon-
omy in TABLE 4. Based on this taxonomy, smart city-related
papers have been selected and reviewed to analyze the
extent to which they support taxonomy-related mechanisms,
which are essential for addressing the challenges discussed in
FIGURE 2. We targeted five main library databases for col-
lecting smart city-related papers: ScienceDirect, ACM, IEEE

3[Online]. http://iot-epi.eu, last accessed June, 2020

FIGURE 4. Smart city literature review methodology.

Xplore, Springer and MDPI. Sources such as doctoral disser-
tations, master’s theses, textbooks, conference proceedings
and unpublished papers were ignored. In total, 195 scientific
papers were collected. In order to exclude papers irrelevant to
our study, a three-step methodology was defined and applied,
as summarized in FIGURE 4. As a result, 18 selected articles
were analyzed and compared with the proposed IoT ecosys-
tem in TABLE 5 based on the criteria taxonomy introduced
in TABLE 4.

A. APPLICATION-LEVEL COMMUNICATION PROTOCOLS
It can be observed that all smart city frameworks support the
Client/Server communication pattern, using RESTAPI based
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TABLE 4. Criteria taxonomy for systematic literature review.

on HTTP requests for the majority of the reviewed papers (14
out of the 18). Regarding the support of Pub/Sub communica-
tions, 11 of the papers (i.e., 60%) integrate such mechanisms
with MQTT being the most widespread protocol.

B. DEVICE AND SERVICE DISCOVERY
7 articles (i.e., 39%) support device discovery mechanisms,
which is significantly less than the number of papers sup-
porting web service discovery (67% - 12 papers). Among
these 12 papers, half rely on the OWL framework. It should
nonetheless be noted that OWL-based search engines, such as
SPARQL, still have limitations to be addressed. Among oth-
ers, SPARQL endpoints have the disadvantage of being com-
plex and thus less efficient than other query languages [106].
This is the main reason why semantic Web standards are not
(and not likely to be) largely adopted by Web developers,
as compared to RESTful APIs [107], [108].

C. DATA MODEL
Three main data formats are commonly used at the syntactic
level namely XML, JSON and RDF. XML or JSON are
adopted in 9 articles, while the remaining 9 papers consider
RDF format. On the other hand, 13 out of the 18 papers
(72%) deal with ontology- and vocabulary-based semantics.
It can be observed that SSN and SensorML are the commonly
applied vocabularies, which are being considered in 17% of
the reviewed articles.

D. SECURITY AND PRIVACY
Most of the papers (12 out of the 18) integrate security
and/or privacy mechanisms, the other 6 ignoring the topics.
The security features implemented in smart city programs
mainly cover AC, DC and DI for security purposes, and DE
for privacy. This reveals that the existing smart city frame-
works mostly cover 3 out of the 5 security dimensions listed
in TABLE 3, and only 1 out of the 5 privacy dimensions.

Although this finding should be put into perspective given
themethodology applied in our study for selecting papers (cf.,
FIGURE 4), this finding/trend in the context of smart city is
pointed out in various studies such as [24], [87], [88], [98],
[102]–[104].

E. TYPE OF INTEGRATION
The reviewed papers confirm the trend that most of the exist-
ing smart city applications are vertically integrated within
separate silos without horizontal communications. As seen
in Table 5, 83% of the smart city frameworks are designed in
a vertical integration manner, whereas only 2 papers out of
the 18 propose a horizontally-oriented strategy.

F. OPEN DATA AND SERVICE STREAMS
Most of the smart city frameworks (14 out of the 18 papers)
deal with real-time urban data streams, while static urban data
are mentioned (using CKAN) in only 4 papers. Again, this
finding should be put into the perspective of this study, which
does not directly address open data portal-related aspects
but rather smart city infrastructures that are commonly used
for real-time sensor data streams. However, this confirms
that in most cases smart city-related papers typically address
either open data-related research or IoT application-related
research, which does not help move towards horizontal
integration.

G. DATA MANAGEMENT
Data storage is equally performed with either SQL or NoSQL
databases in the reviewed papers. This choice is not objection-
able; however, one may wonder whether the proposed studies
provide a possibility to add, wherever and whenever needed,
a new storage system that can be seamlessly integrated to
the smart city environment? When looking at the reviewed
papers, only 3 papers out of the 18 (17%) provide or at
least discuss such possibilities. All the other papers describe
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smart city architectures that are application-driven and not
appropriate for efficient service integration, discovery and
composition.

H. TOWARDS OPEN IoT ECOSYSTEMS
As revealed in TABLE 5, existing smart city frameworks
are often designed on a mixture of proprietary technologies,
platforms and protocols that hamper the efficient integration
of such platforms. This poses various functional integration
problems including: (i) the lack of standardized protocols at
the communication and technical, syntactic as well as seman-
tic levels; and (ii) the lack of open service discovery (and
publication) platforms/catalogs to ease and incentivized the
search and composition of IoT data sources and services. The
lack of standardized protocol adoption might be the biggest
problem today, as also stated by Espinha et al. [109] that
‘‘IoT integrator companies estimate that support for every
new service API requires a few days to months of software
development effort, not tomention the effort tomaintain these
APIs’’. More concretely, the cost/effort for interconnecting n
distinct platforms (with n distinct proprietary APIs) would
result in developing n×(n−1)

2 wrappers that follow a quadratic
function. While adopting an open IoT ecosystem approach
such as bIoTope, which consists of a common standardized
communication layer, the cost would result in the develop-
ment of n wrappers, thus following a linear function. As an
example, a single business has to develop (n− 1) wrappers if
standardized APIs are not considered, while it only develop
1 wrapper when joining an open ecosystem. These cost/effort
functions for integrating platform APIs with a traditional
approach vs. bIoTope approach are further discussed and
illustrated in Appendix B (and associated FIGURE 14).

To address these two major problems, the European Ini-
tiative for IoT platforms (IoT-EPI)4 was formed under the
EU’s H2020 research and innovation programme. The aim
was to investigate and build a vibrant and sustainable IoT
ecosystem in Europe in order to maximise the opportunities
for platform development, interoperability and information
sharing. As part of this initiative, seven projects funded under
the same program investigated different aspects of such open
innovation ecosystems, with a particular focus on smart city
pilots. In Section IV, the key building blocks of one of
the seven projects, called bIoTope (Building an IoT Open
Ecosystem for Connected Smart Objects), are introduced.
These building blocks aim at fulfilling, to the best possible
and synergistic extent, the seven dimensions introduced in
the taxonomy in TABLE 4. The proposed ecosystem relies
on numerous open standards for communication and data,
where the ones published by the Open Group form the com-
mon denominator that allows integration over application
domains, protocol stack levels, and between vertical silos.
In contrast to bIoTope, the functional integration in most of
the business-drivenAPI systems is based on proprietaryAPIs,
especially from a syntactic and semantic viewpoints. Further,

4[Online]. http://iot-epi.eu, last accessed June, 2020

open service discovery (and publication) platforms are often
missing, or are limited to a specific domain (e.g., mobility,
energy). It should be noted that our proposed ecosystem
does not expect businesses to drop their commercially-driven
APIs, but rather, if they are willing to join and benefit
from our ecosystem, they just need to develop a wrapper
(using O-MI/O-DF).

IV. bIoTope ECOSYSTEM
One of the main contributions of this paper is the develop-
ment of an open IoT ecosystem that allows for the integra-
tion of a wide range of IT platforms/systems, web services
and other functional APIs. This integration to the ecosys-
tem is: (i) based on open and complementary IoT standards
(O-MI and O-DF standards in this research); (ii) simplified
by including a service publication and discovery platform,
referred to a IoTBnB marketplace, along with incentives for
developers/businesses to join and make use of that platform.
Such complementary building blocks differ from state-of-
the-art frameworks, as they are often based on a mixture
of non-complementary (or non-standardized) technologies,
frameworks and protocols.

An overview of the bIoTope ecosystem is provided in
FIGURE 5, including the seven functional building blocks
(center of the figure), along with potential ecosystem stake-
holders and external IoT systems (e.g., smart connected
objects). As will be discussed in this section, and particularly
in Sections IV-A and IV-B, horizontal integration of exter-
nal/new IoT systems and platforms in the bIoTope ecosystem
is achieved using standardized communication interfaces and
data models, which necessitates the development of exter-
nal software agents called ‘‘wrapper agents’’ in FIGURE 5.
Sections IV-A to IV-F present the architectural design choices
underlying each of the seven functional building blocks of
the bIoTope ecosystem. Section IV-G discusses the incentives
that motivate businesses to join the open IoT ecosystem.

A. (APPLICATION-LEVEL) COMMUNICATION PROTOCOL
In bIoTope, O-MI is adopted as the application communica-
tion protocol, which provides standardized communication
interfaces fulfilling both Client/Server and Pub/Sub models.
TABLE 6 lists the six interfaces (operations) provided by
O-MI, which are required to support both models, as well as
the CRUD (Create, Read, Update, Delete) model, which is
the key in any given IoT application, as discussed in earlier
research papers [35], [110], [111]. One of the fundamental
properties of O-MI is that it is ‘‘protocol agnostic’’, meaning
that it can be implemented over HTTP, WebSocket, SOAP,
TCP-IP or similar protocols.

An open-source reference implementation for O-MI stan-
dard has been released,5 which consists of three core com-
ponents: (i) API endpoint: It manages user requests, and
currently supports both HTTP and WebSocket protocols;

5O-MI reference implementation by Aalto University.
https://github.com/AaltoAsia/O-MI, last accessed June, 2020
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FIGURE 5. bIoTope reference architecture containing seven functional building blocks; where O-MI is Open Messaging Interface, O-DF is Open
Data Format, AC is Access Control, Iden is Identification, AuthN is Authentication, AuthZ is Authorization, DC is Data Confidentiality, DI is Data
Integrity, AA is Availability, NR is Non-repudiation, IC is Information Collection, IProc is Information Processing, IDis is Information
Dissemination, DE is Data Encryption, and DA is Data Anonymity.

TABLE 6. O-MI communication interfaces (supported operations).

(ii) Agent system: It contains multiple software agents, which
are integrated with the API endpoint to pull/push data (e.g.,
sensor data values) from and to the internal database; and
(iii) User/Web interface: This service is used for executing
O-MI operations, listed in Table 6. Furthermore, FIGURE 6
provides an example of the O-MI message which uses the
method call operation (see line 2) for discovery request.
The requested services are described along with the payload
format discussed in Section IV-B, which uses a standard com-
plementary to O-MI named O-DF (Open Data Format) [58],
as highlighted in FIGURE 6. Note that just as the HTTP can
embed other format than HTML, O-MI is designed to be
independent of O-DF and can embed any other formats.

B. DATA MODEL
The syntactical data model in bIoTope is based on the O-DF
standard specified using XML and defined as a generic ontol-
ogy to represent any IoT object. It is intentionally presented

in an analogous way as data structures in object-oriented
programming. The hierarchical tree structure is organized as
follows (refer to FIGURE 6 for a more detailed understanding
of the following explanation): it starts with an Objects
element as its top element, which can contain any number
of Object sub-elements. The Object elements can have
any number of properties, referred to as InfoItems, as well
as Object sub-elements. The resulting Object tree can
contain any number of levels. Every Object has a com-
pulsory sub-element called id that identifies the Object,
which should preferably be unique for a specific application
or residing network.

Looking further at the O-MI/O-DF message given in
FIGURE 6, it shows a discovery request (as previously dis-
cussed) to an IoT (O-MI) endpoint for the surrounding EV
charging station addresses by passing, as input parameters,
the car’s geo-coordinate (lines 21 and 24), maximal dis-
tance (line 13), and a plug type (line 16). From a semantic

VOLUME 8, 2020 224327



A. Javed et al.: bIoTope: Building an IoT Open Innovation Ecosystem for Smart Cities

FIGURE 6. O-MI/O-DF call message requesting for surrounding EV charging stations.

viewpoint, it is crucial to support flexible and com-
plex semantic structures. In this respect, we adopt the
O-DF standard at the data format-level, which provides
us with the flexibility to extent the data description (pay-
load) with domain-dependent and/or domain-independent
semantic vocabularies, such as SSN, schema.org, and
MobiVoc [59], [112]. In the message given in FIGURE 6,
O-DF has been enriched with schema.org tags in lines 13,
19, 21, 24 and MobiVoc6 tag in line 16 (using ‘‘type’’
parameters). In this example, we make use of the MobiVoc
vocabulary to describe parking- and electrical vehicle-related
data/services, as SSN does not provide any parking- and
charging-related semantics. Furthermore, it is appropriate to
enrich new and more complex semantics to the O-DF pay-
load, once developers are aware of what models and related
vocabularies they want to include to the O-DF structure.
Within this context, several relevant papers have been pub-
lished as part of the bIoTope project [59], [112]–[114].

C. DEVICE AND SERVICE DISCOVERY
For device and service discovery, bIoTope uses both:

• O-MI/O-DF standard capabilities: Although not dis-
cussed in previous sections, O-MI/O-DF standards allow
for calling MetaData of O-DF elements, which return
information about what the InfoItem (i.e., data/service)
is about, and what the response will consist of.
An exemplary response when calling the MetaData of
getAddress method is given in Appendix A. In this
response, two different vocabularies are shown in line 8

6[Online]. http://schema.mobivoc.org/, last accessed Oct, 2020

(using ‘‘prefix’’ parameter) that are used to describe the
same address object in lines 42 and 44;

• an online digital marketplace: The bIoTope digital mar-
ketplace is called IoTBnB7 (IoT service puBlication
and Billing). It provides (i) IoT data/service produc-
ers with the possibility to register their own O-MI
node on IoTBnB to make one or more data/service
items visible and accessible (either free of charge or in
return for payment) to third-party developers and sys-
tems; (ii) IoT data/service consumers (i.e., third-party
developers) with the possibility to search for IoT data
streams or services that are relevant for their own
applications/business.

From a functioning viewpoint, IoTBnB only collects the
description of data/service items that the O-MI node owner
decides to expose to the marketplace. In other words, only
MetaData of O-DF elements describing what the data stream
or service is about and how to call it, is collected and indexed
by IoTBnB’s search engine. This logic is aligned with other
similar platforms such as Thingful or ThingSeek [115].

IoTBnB consists of a number of components, as detailed in
FIGURE 7. The ‘‘IoTBnB UI’’ component enables IoT pub-
lishers and consumers to interact with the digital marketplace.
The ‘‘O-MI node registration’’ module allows the owner of
an O-MI node/endpoint to register his/her node (providing
e.g. the node URL, name, or authentication parameters).
Once completed, IoTBnB begins the process of collecting,
indexing and storing O-DF InfoItem-related metadata of the
exposed data/service items. The indexed data/service items

7[Online]. http://iotbnb.jeremy-robert.fr, last accessed May, 2020
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TABLE 7. IoTBnB APIs to enable search & discovery of IoT data/services in the bIoTope ecosystem: http://iotbnb-api.jeremy-robert.fr.

FIGURE 7. IoTBnB internal components.

are searchable using either the WebUI or API calls, as given
in TABLE 7.

D. SECURITY AND PRIVACY
A security module pluggable with O-MI nodes has been
designed8 to ensure access control, data confidentiality,
integrity, and data encryption. From a technical viewpoint,
this module consists of two sub-modules:

• Authentication: accountable for handling new user reg-
istrations and managing sessions. This module currently
supports three methods [116], [117]: (i) password-based
authentication; (ii) OAuth 2.0-based registration using
Facebook as its service provider; and (iii) LDAP-based
authentication.

• Authorization: accountable for providing O-MI node
owners with fine-grained control over the data/service
items they would like to share/sell. This module further
consists of two components: (i) access control to process
O-MI requests to verify whether the requester is (or
not) allowed to access the requested data/service items;
(ii) administrator console to provide O-MI node owners
with the possibility to manage access policies [118].

8Authentication module: https://github.com/AaltoAsia/O-MI-
Authentication, Authorization module: https://github.com/AaltoAsia/O-MI-
Authorization, last accessed June, 2020

A sequence diagram showing data exchanges between the
authentication and authorization modules based upon client
request is detailed in FIGURE 8, which result in either access
permission or denial. Note that, in this sequence diagram,
only the password-based authentication is depicted.

E. TYPE OF INTEGRATION AND OPEN DATA/SERVICE
STREAMS
As discussed in sections IV-A, IV-B and IV-C, the adop-
tion of open and standardized APIs such as O-MI, along
with generic data models for IoT data representation such
as O-DF, contributes to make the bIoTope ecosystem able
to achieve horizontal integration. This provides innovative
cross-platform and cross-domain IoT applications with the
integration of both static datasets (e.g., from city open data
portals) and real-time urban data streams (e.g., from con-
nected smart Objects). Such cross-platform and cross-domain
applications in different smart city scenarios will be presented
in Section V.

F. DATA MANAGEMENT
It is important to distinguish two data storage aspects in the
bIoTope ecosystem, namely data storage system(s) that are
used as part of (i) the core bIoTope ecosystem functional
blocks (cf., FIGURE 5) and (ii) systems/platforms external
to the core functional blocks. In the latter case, the num-
ber of data storage system possibilities are infinite, as long
as O-MI/O-DF wrappers are developed for each considered
storage system (examples will be detailed in the smart city
pilots presented in Section V). Given this, we only discuss
the former case in this section, i.e. data storage systems that
have been considered as part of the seven functional building
blocks underlying the bIoTope ecosystem. In this respect,
three functional blocks have been designed by integrating
data storage solutions: (i) IoTBnB (device & service discov-
ery): Elasticsearch database is used for data/service descrip-
tion indexation; (ii) IoT gateway: either H2 or Warp109

database can be selected when setting up the O-MI node; and
(iii) O-MI security module (security & privacy): H2 database
has been used for access control storage.

G. INCENTIVES FOR BUSINESS INVOLVEMENT
To motivate businesses to join an open IoT ecosystem such
as bIoTope, the incentive lies in the opportunities of engaging

9[Online]. https://www.warp10.io/, last accessed June, 2020
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FIGURE 8. Sequence diagram for authentication and authorization module [116].

with newmarket segments, and this in two respects: (i) it pro-
vides businesses with the possibility to access new (semanti-
cally annotated) data sets, which could serve for developing
new digital services; (ii) it provides businesses with the possi-
bility to publish and sell their own company-related data (e.g.,
BMW, in the bIoTope project, considers the possible sale of
car-related statistics). To connect with an open IoT ecosys-
tem, innovative technology is the first step as it provides new
ways for businesses to create customer experiences, connect
with them, and understand customer behavior. It is crucial
to adopt new technology as other incompatible approaches in
themarket can scale down the growth of the technology [119].
This leads to the following driving factors which are both
economically and technically feasible measures: (i) interop-
erability to connect various data providers and consumers;
(ii) promoting innovation and creating new possibilities for
businesses; (iii) shifting towards an open and standardized
platform to promote flexibility, the rapid development of new
products, and numerous ways to meet individual customer
needs.

Furthermore, as stated earlier in this paper, let us remind
ourselves that in open innovation ecosystems such as the ones
proposed in bIoTope, symbIoTe,10 BIG-IoT,11 INTER-IoT,12

and other projects involved in the European Initiative for IoT
platform development (IoT-EPI), businesses are not expected
to drop their own APIs. If they are willing to join the ecosys-
tem, they need to develop a wrapper based on standardized

10[Online]. https://www.symbiote-h2020.eu/, last accessed Oct, 2020
11[Online]. http://big-iot.eu/, last accessed Oct, 2020
12[Online]. https://inter-iot.eu/, last accessed Oct, 2020

communication interfaces to be part of that ecosystem and
benefit from it, as discussed in the previous sections.

V. bIoTope REAL-LIFE CASE STUDIES
In the bIoTope project, executed from year 2016 to 2019, one
of the goals was to lay the foundation for open innovation
ecosystems in which companies and cities can innovate by
creating both new software components for the IoT ecosys-
tem, and create new platforms for connected smart objects
with minimal investment. Several smart city pilots were
developed and deployed in three European cities: Helsinki,
Grand Lyon and Brussels [35], [56], [78], [120], [121]. They
were implemented to validate the social, technical and busi-
ness facets of the proposed open IoT ecosystem.

TABLE 8 provides insight into themain Proofs-of-Concept
(PoCs) developed in each city, highlighting the smart con-
nected objects (i.e., sensors and/or platforms) and data
providers that have been integrated into the bIoTope ecosys-
tem, along with targeted business stakeholders. For concise-
ness purposes, only one pilot per city is detailed in this paper,
namely EV charging-related PoC in Helsinki (Section V-A),
smart watering-related PoC in Lyon (Section V-B), and safety
of pupils-related PoC in Brussels (Section V-C). They were
selected to demonstrate the feasibility of the approach in
fostering greener and safer cities as collaboration between
companies and cities. These distinct real-life smart city pilots
in Lyon, Helsinki and Brussels also prove that the implied
open IoT ecosystem is sufficiently flexible for the integration
of other IoT systems. Again, for conciseness purposes, more
details are presented in the first pilot (i.e., Helsinki) than
the others, as the key point in presenting these PoCs is to
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TABLE 8. Case study pilots overview for three European cities; Helsinki - 1 pilot, Lyon - 2 pilots, and Brussels - 3 pilots.

show how the ‘‘generic’’ bIoTope ecosystem (introduced in
FIGURE 5) can – and has been – instantiated/adapted to
each city infrastructure. Furthermore, technical details about
some of these pilots have been published in earlier research
papers [35], [56], [78], [121].

The real-life case studies presented in our article are based
on the bIoTope ecosystemwhich has also been comparedwith
state-of-the-art research innovations in Sections II and III.
The strategy of commercial vendors is often about binding
city organizations to their proprietary API solutions, locking
them in vertical silos. One of the major challenges targeted
in this paper is achieving horizontal interoperability between
vendor lock-in and vertically-oriented closed systems. More-
over, the commercially-driven API is often non-standardized
and there is no support for open service discovery. Hence,
we focus on the creation of an open IoT innovation ecosystem
to address part of this challenge.

A. HELSINKI PILOT: EV CHARGING STATION SERVICE
The EV Charging Station-related PoC was conceptualized
with the aim to create a vendor-independent EV charging
station ecosystem in Helsinki city and surrounding areas.
In other words, it should help the city to easily integrate
any EV charging technological solutions provided by private
companies and other non-specialized IT solution providers
(e.g., households and private parking places) into that ecosys-
tem. This PoC is developed around the scenario that has been
described in the comics introduced in Figures 1 and 2 (i.e.,
an EV arriving in a new location and searching for the best
option for parking and charging). As highlighted in TABLE 8,
several external data sources and platforms were integrated,
including:

• Database of Parking Energy Ltd. (PE): an O-MI
node/server has been installed at their premises, enabling
the control of the company charging boxes using
O-MI/O-DF messages;

• Databases of Helsinki municipality: an O-MI server has
been installed on Amazon Lambda, enabling to access
two distinct databases of Helsinki municipality: (i) one
storing near real-time street side parking data, and (ii)
another storing Park & Ride (P&R) data of regional
transport;

• The connected private parking system at Aalto Univer-
sity: a prototype of a charging box developed in-house
was also integrated to the same O-MI node.

FIGURE 9 provides insight into the overall PoC imple-
mentation and how it connects with the bIoTope ecosystem.
The in-house EV charger box and EV used for this PoC are
depicted, along with the App named Parking and charging
App that has been developed by Gruppo Sigla srl. to enable
end-users (i.e., citizens) to interact with the bIoTope ecosys-
tem, and more specifically with the EV Charging Station
Service. BMW EV, as shown in FIGURE 9, was used for
demonstrating the feasibility of this PoC. A video about this
PoC was published on the bIoTope project website (see URL
given as footnote13).

FIGURE 10 provides a more in-depth view in the
form of a sequence diagram of how horizontal integra-
tion for the above-introduced platforms (databases, systems)
was achieved. Before interacting with an end user (via
App/EV), several data exchanges have to be performed for
being prepared to any subsequent – EV charging station

13https://biotope-project.eu/news/new-video-describing-biotope-
innovations-for-smart-equipment-and-, last accessed June, 2020
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FIGURE 9. EV parking and charging use case; where O-MI is Open Messaging Interface, O-DF is Open Data Format, AC is Access Control, DC
is Data Confidentiality, DI is Data Integrity, AA is Availability, NR is Non-repudiation, IC is Information Collection, IProc is Information
Processing, IDis is Information Dissemination, DE is Data Encryption, and DA is Data Anonymity.

service – request. First, software agents (O-MI updaters)
running on Amazon Web Services (AWS) poll parking data
interfaces provided by Parkkihubi and HSL’s Park&Ride (see
steps denoted by 1a and 1b in FIGURE 10), thus updating
parking states on an O-MI node residing at AWS. A third
software agent subscribes to residential parking boxes using
O-MI subscriptionmechanisms (see 1c). The Parking Energy,
hosting their own O-MI node, maintain their node with their
internal update routines (see 1d). The two O-MI nodes are
then registered via IoTBnB to make their services discover-
able/visible on the data/service catalog (see 2a-2b). In this
respect, upon registration, the O-MI node behind the market-
place IoTBnB performs an O-MI ‘‘read all’’ request to the
registered services (see 3a-3b) in order to index the exposed
data/services. Now that parking and charging data consoli-
dation processes have been set up, the end user can perform
searches. At step 4 in FIGURE 10, interaction between the
App/EV and the ecosystem begins. The App/EV discovers
available parking and charging services using IoTBnB APIs
(IoTBnB returns the AWS and Parking Energy O-MI web
end points). The App/EV then requests parking and charging
availability from these O-MI nodes (see 5a and 5b). These
requests include the profile and any contextual information

that is currently available (e.g., target location, estimated time
of arrival, current battery level). The O-MI nodes (or software
agents) then determine the optimal available locations for
parking and charging and return them to the App/EV.

To evaluate the parking and charging system, we per-
form a load test on two O-MI nodes (IoTBnB and Parking
Energy nodes) and observe the throughput that these O-MI
nodes can manage. FIGURE 11 shows the results, providing
throughput in Mb/s over the increasing number of users.
We evaluate the maximum (measured) throughput by creat-
ing 1000 concurrent users through the Apache JMeter soft-
ware that sent only once, respectively, (i) the search request
depicted in Figure 11(a) for the IoTBnBO-MI node, and (ii) a
method call request for the Parking Energy O-MI node. The
theoretical throughput is computed by considering that the
server handles only one frame per user at a time, i.e. a traffic
load (request + response) equals to 1924 bytes at 100 Mb/s.
Indeed, each user generated a single request for a specific
query in such experiments. Based on the subsequent through-
put evaluation, the measured throughput does not increase
as sharply as theoretical throughput in FIGURE 11(a). Sim-
ilarly, in FIGURE 11(b), the measured throughput becomes
almost consistent after only 10 concurrent users in contrast to
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FIGURE 10. Sequence diagram for EV charging and parking availability which shows O-MI/O-DF communications among seven entities involved
in the pilot.

FIGURE 11. Throughput measurements w.r.t. the increasing number of users for EV charging and parking system.

theoretical throughput. Overall, it can be concluded that the
use case scenario is scalable and efficient with the increase in
load (user requests) when thousands of users access the EV
charging system in a short period of time.

B. LYON PILOT: HEAT WAVE MITIGATION
Métropole de Lyon has been conducting heat wave measure-
ment campaigns using temporary or mobile sensors. How-
ever, partners of the territory, and in particular researchers
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FIGURE 12. Heat wave mitigation use case; where O-MI is Open Messaging Interface, O-DF is Open Data Format, AC is Access Control,
Iden is Identification, AuthN is Authentication, AuthZ is Authorization, DC is Data Confidentiality, DI is Data Integrity, AA is Availability, NR
is Non-repudiation, IC is Information Collection, IProc is Information Processing, IDis is Information Dissemination, DE is Data
Encryption, and DA is Data Anonymity.

modelling heat wave phenomena and their impact on citi-
zens, would prefer a true IoT network that allows horizon-
tal communications between distinct storage and processing
platforms. Within this context, the Garibaldi street, which is
subject to a large-scale urban renewal project, has undergone
a fundamental transformation/renovation in 2014 in order to
support IoT experiments. An interesting feature of this street
is that an underground vault of 1200m3 has been re-purposed
to store rainwater e.g. for street cleaning and street sweeper
refilling. Four green areas were equipped with various kinds
of sensors, in particular, air temperature sensors, soil moisture
and tree activity/health sensors to monitor the watering needs
of trees. Remote controllable pumps and valves (for irrigation
control management) were installed.

All these technologies were integrated to the bIoTope
ecosystem, as detailed in FIGURE 12. It can be observed
that all bIoTope ecosystem functional blocks are used, except
the data confidentiality and information dissemination mod-
ules. In this PoC, Datathings (a Luxembourgish company),
Hydrasol, Urbasense, and Objenious (french companies) as
well as Grand-Lyon Metropolis developed together this pilot,
which means that all back-end systems of these private and
public organization were integrated by setting a number
of O-MI nodes in different premises. Furthermore, exter-
nal cloud-based solutions, namely Infoclimat and Stella,

were integrated to respectively access weather-related data
and control the water supervision system of Grand-Lyon
Metropolis. From an end-user viewpoint, outcomes of this
PoC are made available/accessible via the Grand Lyon
metropolis’s open data portal.14

C. BRUSSELS PILOT: SAFETY AROUND SCHOOL
Safety around school is one of the pilots that addresses a
safer mobility of children travelling to/from school in the
Brussels-Capital region. Since most of the accidents in the
Brussels region are caused by dangerous overruns, exces-
sive speed and pedestrian crossing, the municipality aims to
develop appropriate safety measures. These measures include
reducing the number of vehicles, informing children and
parents about potential dangers around the school, or advising
them to select a specific and safer itinerary [121].

FIGURE 13 provides insight into the architecture set up
for this PoC. Brussels Mobility (see Business stakeholders) is
the administration of the Brussels-Capital region responsible
for the definition of mobility strategies, projects to develop,
renew and maintain public spaces and roads, as well as
public transport infrastructure and taxis of the region. For
the foreseen PoC, the following platforms were integrated to

14https://data.grandlyon.com/accueil, last accessed June, 2020
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FIGURE 13. Safety around school use case; where O-MI is Open Messaging Interface, O-DF is Open Data Format, AC is Access Control, DC
is Data Confidentiality, DI is Data Integrity, AA is Availability, NR is Non-repudiation, IC is Information Collection, IProc is Information
Processing, IDis is Information Dissemination, DE is Data Encryption, and DA is Data Anonymity.

the bIoTope ecosystem: (i) Orange (owned by CIRB Brus-
sels): giving access to mobility-related data; (ii)Waze: giving
access to community-based traffic and navigation events;
(iii) OpenStreetMap: giving access to roads, trails and much
more, around the region which is free to use for any purpose.
The collected data are stored as aggregated data per segment
in the database of the Holonix company, which integrated
into a Big Data container. Holonix is the main developer
of the pilot with the end-user application provided in the
form of Safety Around School mobile App. Note that Firebase
(Google’s mobile platform) has been integrated into this PoC
in order to develop the end-user app.

VI. bIoTope ECOSYSTEM EVALUATION
In our bIoTope broject, the consortium defines the fol-
lowing three Key Performance Indicators (KPIs) to assess
the achievements and the project impact: (i) New appli-
cations developed, (ii) Number of services developed, and
(iii) Number of startups stepping into bIoTope every year.
With respect to this, the bIoTope project achievements are
listed in TABLE 9. In addition to these measures, the Euro-
pean commission has developed an Innovation Radar plat-
form to identify high potential innovations and innovators
in EU-funded research programmes based on their mar-
ket readiness. The Innovation Radar results of bIoTope are

TABLE 9. bIoTope project achievements.

provided on the EU Horizon 2020 webpage for the
O-MI/O-DF connectivity framework15 and IoTBnB market-
place innovations.16

Several KPI frameworks measure the outcome of smart
city programs. We consider Innovation metrics from the
Prosperity-related KPIs of CITYKeys framework [10] to
evaluate the contribution of our bIoTope ecosystem and com-
pare it with the current state-of-the-art smart city infrastruc-
tures. These metrics are: (i) Improved interoperability: It is
measured by assigning numbers from 1 (lowest) to 6 (highest)
based on six taxonomy criteria a) to f) defined in Section II
and the associated TABLE 4; (ii) New startups: The number

15https://www.innoradar.eu/innovation/34055, last accessed Oct, 2020
16https://www.innoradar.eu/innovation/22481, last accessed Oct, 2020
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TABLE 10. Comparative analysis based on Innovation-related metrics.
3means supported, ‘n/s’ means not specified, and ‘n/a’ means not
applicable.

of startups stepping into the project; (iii) Stimulating an
innovative environment: It is measured based on the smart
city pilots set up in distinct countries and the numbers are
assigned from 1 to 6; and (iv) Quality of open data: we adopt
Tim’s 5-star open data plan17 to measure the data quality.
TABLE 10 shows the comparison of our proposed ecosystem
with the existing literature (namely articles initially reviewed
in TABLE 5) based on three metrics, since no information
can be found in the papers regrading the fourth metric, that
is, number of startups. Nevertheless, the resultant startups
are 20 in the bIoTope project.

VII. CONCLUSION, IMPLICATIONS AND LIMITATIONS
A. CONCLUSION
The Internet of Things (IoT) is revolutionizing smart cities,
making it possible for billions of devices to discover, com-
municate and seamlessly interact with each other. However,
all these Things are today feeding vertically-oriented closed
systems (commonly referred to as vertical silos), proprietary
platforms and application areas, which prevent the develop-
ment of viable IoT infrastructure, both technologically and
business-wise. This is valid in the context of smart cities,
which comprises many sub-systems, tons of heterogeneous
sensor data, and a wide range of interacting and cooperating
city stakeholders such as citizens, governments, companies,
logistic centers and other legal entities. To this end, smart
city infrastructures must provide means to create, when and
as needed, ad hoc and loosely coupled information flows
between any kinds of smart connected objects, databases and
users. In this paper: (i) we discuss a state-of-the-art literature

17[Online]. https://5stardata.info/en/, last accessed Oct, 2020

review of smart city infrastructures by analyzing the current
state of affairs; (ii) we introduce seven functional building
blocks underlying the open IoT ecosystem developed as part
of the EU’s Horizon 2020 bIoTope project; (iii) we present the
smart city proofs-of-concept of the implementation, or instan-
tiation to be precise, of the bIoTope ecosystem in three
distinct cities: Helsinki, Lyon and Brussels; and (iv) we
evaluate and compare our bIoTope ecosystem by considering
Prosperity-related metrics of the CITYKeys framework.

These pilots demonstrate the extent to which the bIoTope
ecosystem is able to achieve horizontal integration between
proprietary and vertically-oriented closed systems, which is
the major obstacle of cross-domain and cross-application
services. The bIoTope ecosystem was not evaluated in detail
in this paper, as such evaluation studies were reviewed in
previous research papers focusing on specific use cases [35],
[56], [78], [121].

B. IMPLICATIONS
The bIoTope ecosystem could contribute to improve existing
smart city KPI frameworks. For example, considering the
CITYKeys framework [10], bIoTope could contribute to:
• Planet-related KPIs (e.g., Pollution & waste, Climate
Resilience and Energy & mitigation): bIoTope can help
tomore easily integrate (over time) new sensor technolo-
gies and innovative web services that could contribute to
KPI-related computation;

• Prosperity-related KPIs (e.g., Innovation): bIoTope can
contribute to improve accessibility of open data based
on open and standardized APIs;

• Governance-related KPIs (e.g., Organisation): bIoTope
is primarily designed to support horizontal integration of
systems, thus fostering open innovation across all smart
city sectors, spanning from energy, water, building and
mobility to industry.

C. LIMITATIONS
Despite commendable improvements in the IoT technology
for smart cities, few limitations still remain to be addressed
in the proposed bIoTope ecosystem:

1) The digital marketplace (IoTBnB) provides the nec-
essary APIs to discover and access relevant IoT
data/services in cities, under the condition that the sys-
tem looking for a data/service is aware of the IoTBnB
endpoint. This is still a limitation in the exploitation of
the ecosystem;

2) The owner of an O-MI node has to manually register
his/her node on IoTBnB, which poses some limitations,
as thus far, no module has been designed to automate
this registration process;

3) Although O-DF is flexible enough to embed semantic
annotations, there is no module to help O-MI node
owners to select appropriate semantic vocabularies
(knowing that tens of different ontologies could exist
to describe the same domain/entity).
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Listing. 1. Response after reading Metadata for method call.

D. FUTURE RESEARCH DIRECTIONS
In future work, the above limitations should be addressed,
although some preliminary work has been conducted and
recently published regarding the third limitation [59], [113],
in which linked vocabulary recommendation strategies have

been investigated. Further, the related future research avenues
could include:
• The scalability of the proposed framework for the incor-
poration of more efficient alignment with governmental
objectives and strategies. This can provide line-of-sight

VOLUME 8, 2020 224337



A. Javed et al.: bIoTope: Building an IoT Open Innovation Ecosystem for Smart Cities

Listing. 2. Read metadata of the method call.

FIGURE 14. Example of cost/effort with and without bIoTope ecosystem.

to citizen requirements and the performance of smart
city services.

• The commercial business requirements and insights into
the relation between business and citizen needs through
infrastructure assets.

• Data security and digital citizens’ privacy issues at both
hardware and system levels. This requires a more robust
and resilient ecosystem for prevention against cyber
threats.

• Controlling personal data about the IoT marketplace by
end-users. Such data will assist them in (i) deciding what
personal data are shared together with the actual content
and (ii) auditing the access of their personal data.

APPENDIX A
O-MI/O-DF MESSAGES FOR READING THE MetaData OF
METHOD NAMED ‘‘getAddress’’
See Listing 1 and 2.

APPENDIX B
COMPARISON OF COST/EFFORT BETWEEN TRADITIONAL
APPROACH VS. bIoTope APPROACH
Figure 14(a) shows the cost/effort behavior for integrat-
ing platform APIs with a traditional approach vs. bIoTope
approach. This graph is drawn from the fact that for
interconnecting n distinct platforms, it is required to develop
n×(n−1)

2 wrappers. While adopting an open IoT ecosystem

approach such as bIoTope, only n wrappers need to be devel-
oped. Figure 14(b) shows an interconnection between four
platforms in which 6 wrappers are required with traditional
approach, whereas 4 wrappers are required with bIoTope
approach.
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