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ABSTRACT The adoption of the Internet of Things (IoT) technology is expanding exponentially because
of its capability to provide a better service. This technology has been successfully implemented on various
devices. The growth of IoT devices is massive at present. However, security is becoming a major challenge
with this growth. Attacks, such as IoT-based botnet attacks, are becoming frequent and have become popular
amongst attackers.IoT has a resource constraint and heterogeneous environments, such as low computational
power and memory. Hence, these constraints create problems in implementing a security solution in IoT
devices. Therefore, various kind of attacks are possible due to this vulnerability, with IoT-based botnet attack
being one of the most popular.In this study, we conducted a comprehensive systematic literature review on
IoT-based botnet attacks. Existing state of the art in the area of study was presented and discussed in detail.
A systematic methodology was adopted to ensure the coverage of all important studies. This methodology
was detailed and repeatable. The review outlined the existing proposed contributions, datasets utilised,
network forensic methods utilised and research focus of the primary selected studies. The demographic
characteristics of primary studies were also outlined.The result of this review revealed that research in this
domain is gaining momentum, particularly in the last 3 years (2018-2020). Nine key contributions were also

identified, with Evaluation, System, and Model being the most conducted.

INDEX TERMS 10T, botnet, systematic review.

I. INTRODUCTION

The general idea of the Internet of Things (IoT) is to
allow for communication between human-to-thing or thing-
to-thing(s) [1]. Things denote sensors or devices, whilst
human or an object is an entity that can request or deliver
a service [2]. The interconnection amongst the entities is
always complex. IoT is broadly acceptable and implemented
in various domains, such as healthcare, smart home and
agriculture. However, IoT has a resource constraint and het-
erogeneous environments, such as low computational power
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and memory. These constraints create problems in providing
and implementing a security solution in IoT devices. These
constraints further escalate the existing challenges for IoT
environment. Therefore, various kinds of attacks are possible
due to the vulnerability of IoT devices. loT-based botnet
attack is one of the most popular, spreads faster and cre-
ate more impact than other attacks. In recent years, several
works have been conducted to detect and avoid this kind of
attacks [3]-[4] by using novel approaches.Hence, a plethora
of relevant of relevant models, methods, and etc. have been
introduced over the past few years, with quite a reasonable
number of studies reported in the research domain. Various
review and survey papers have also been published in this
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area of research Section ( II). However, from our knowledge,
systematic literature review (SLR) on IoT-based botnet attack
is lacking. Thus, this study will fill the research gap.

In this work, studies were collected from the year 2016 to
2020 using an adopted evidence-based systematic method-
ology. With the guide of an evidence-based method utilised,
5465 studies were initially collected. Through the formu-
lated inclusion and exclusion criteria, we ultimately selected
34 studies that are related to our defined research questions.
The results based on our selected primary studies were out-
lined, and challenges and future research directions were
given.

The contributions of this study are threefold, and these
contributions are stated as follows:

o The conduction of a comprehensive SLR on IoT-based

botnet attacks.

o A detailed analysis and discussion of the primary studies

based on the defined research questions.

o The identification of key research challenges with future

research directions.

This SLR is planned as follows. The related works are
given in Section II. Section III presents the research method
utilised for this study, which is in-line with Keele et al. [5]
and Petersen et al. [6]’s general principles of conducting
systematic reviews. In Section IV, the results of the study
with respect to the defined research questions are given. The
discussion of the analysed result is given in Section V. The
study is concluded in Section VI.

Il. RELATED WORK

In this section, we have highlighted all the identified related
works that are in-line to our work. Hence, with this, the paper
contribution is further emphasis. The existing survey and
review papers are highlighted and discussed in this section.
The papers discussed in this section are review and survey
papers that are done in relation to IoT botnet attacks.

Ji et al. conducted a study to analyse and understand botnet
and its prevention policies in IoT [7]. The authors specifically
analysed mirai architecture and its components. Furthermore,
botnet propagation model attack processes and impact factor
were all studied. The challenges and existing solutions for
deep learning and forensics mechanisms for botnet in IoT
were surveyed by Koroniotis et al. [8]. The authors fur-
ther investigated the utilisation of deep learning in network
forensics. Existing issues and future research directions were
outlined as well. Alhajri et al. surveyed anomaly detection of
IoT botnets using machine learning [9]. The authors investi-
gated the possibility of utilising autoencoders to detect IoT
botnets. The authors outlined future research directions for
the utilisation of machine learning in this domain. Salim et al.
surveyed distributed denial of service (DDoS) attacks and
conducted their defences in IoT [10]. The authors also out-
lined the reasons why attackers prefer IoT devices for DDoS
attacks. Key methods used for defence in the existing works
against DDoS attacks were presented. Singh et al. compre-
hensively surveyed domain name system (DNS)-based botnet
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TABLE 1. Existing review and survey studies in the research domain.

Studies | Type of study | Year of publication
[71 Review 2018
[8] Survey 2019
[9] Survey 2019
[10] Survey 2019
[11] Survey 2019
[2] Review 2020
[12] Survey 2020

detection [11]. The work provides a new classification of
DNS-based botnet detection techniques with thorough anal-
ysis of each technique. Dange and Chatterjee also reviewed
the distinct kinds of potential attack on IoT and the consider-
able attention of attackers to botnet [2]. The authors further
outlined the main differences between traditional botnet and
IoT botnet. Lastly, Sengupta surveyed attacks, security issues
in IoT, industrial IoT and blockchain [12]. By examining all
the review studies, we find no SLR in the research domain
that focused on IoT-based botnet attacks. Thus, this study
is eminent to help researchers in understanding the research
area. Table 1 highlights the identified current survey and
review papers in the research domain.

IIl. RESEARCH METHOD

This section outlines the method used for this study. The
method is in-line with Keele et al. [5] and Petersen et al. [6]’s
general principles of conducting systematic reviews. The
methodology is composed of planning and the execution of
the review. Thus, the methodology utilized five clear steps as

follows:
« The formulation of key research questions.

o The formulation of the search processes.

o The formulation of the general criteria for the selection
of articles.

o The data extraction process, and

« The execution of analysis and classification.
This section further discusses each of these individual steps

outlining the decisions and application of the methodology.

A. RESEARCH QUESTIONS

In defining research questions, the entire research field has
to be considered. This consideration will be regarding how
studies explored these research fields and their common char-
acteristics. This process is composed of a process of breaking
down a prime research question into many. Our main research
question is “What is the state of the art in the field of study
of IoT-based botnet attacks’. This study aims to investigate
the existing research conducted in the field of study. Thus,
the following research questions were put forward to achieve
the objective of this study.

o RQI1: What are the contributions of the primary studies?

o RQ2: What are the network forensic methods utilised by
the primary studies? Do the studies focus on IoT botnet
attack detection or avoidance?
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« RQ3: What are the datasets utilised by the primary stud-
ies?

« RQ4: What are the evaluation metrics utilised by the
primary studies?

« RQ5: What are the demographic characteristics of the
primary studies?

1) DATA SOURCES AND SEARCH STRATEGY

In this study, we selected five data sources for the
retrieval of important articles from the literature. These
data sources are Science Direct (http://sciencedirect.com/),
Springer Link (http://link.springer.com/), IEEE Xplore
(http://ieeexplore.ieee.org/), ACM (http://dl.acm.org/), and
Wiley (http://onlinelibrary.wiley.com/). In these data sources,
the queries considered filtering by title (either document or
publication), abstract, metadata and keywords. Utilising these
filters the right way helps in obtaining a reasonable number
of studies without missing key works. With respect to our
search strategy, this SLR utilised some selected keywords for
primary studies search in our selected data sources. Thus,
in choosing the keywords, we opted to be as broad and
specific as possible with respect to our formulated research
questions. We chose keywords, such as botnet attack, Internet
of things and IoT, to formulate our search string. The search
string for this study was ‘botnet attack OR IoT AND Internet
of Things’. This search string will be used in all the selected
data sources for the retrieval of primary studies.

B. STUDY SELECTION AND QUALITY ASSESSMENT

For primary study selection, we utilised a set of inclusion
and exclusion criteria. These criteria were used on all the
studies collected in the distinct stages of the study selection
process, as presented in Table 2. For study inclusion criteria,
we selected studies that achieve the following criteria:

o ICRI1: A study has to be in a journal or proceedings.

o ICR2: A study must focus on IoT-based botnet attack.

o ICR3: A study must be written in the English language.
o ICR4: A study must be published from 2016 to 2020.

For study exclusion criteria, a given study was excluded if it
meets one of the following criteria.

« ECRI: A study that is unavailable in hard or electronic
format.

o ECR2: A study with duplicate copy reporting the same
results.

« ECR3: A study that is not written in English.

o ECR4: The study does not relate to IoT-based botnet
attack.

With respect to quality assessment, we assessed the quality
of each primary study based on our set of quality criteria.
Thus, the quality criteria of this study were based on a for-
mulated quality assessment questions presented in Table 3.
For the result in Table 3, YES carries 1 point, Partial carries
0.5 points, and NO carries 0 points. Thus, for each quality
assessment question, the score obtained by a given study will
be recorded and tallied to obtain the overall score.
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TABLE 2. Study selection process.
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D1 | IEEE Xplore | 610
D2 | Science direct | 2889
D3 ACM 1670
D4 | Springer Link | 244

D5 Wiley 52

C. DATA EXTRACTION

In the process of data extraction, we collected important
data of the primary studies for analysis.Thus, the analysis
considered each research question. In Table 4, we present
the information fields and their association with the respec-
tive research questions. Firstly, data that identify the article
uniquely were extracted.Then, the articles were reviewed
manually by the respective researchers to answer the research
questions.

D. ANALYSIS AND CLASSIFICATION

The primary studies were classified into different facets on
the basis of the analysis of the results obtained. Thus, the clas-
sification was performed in relation to the individual research
question. This way enabled summarisation of results to obtain
the answers for the questions. Therefore, the classification
of the primary studies was broken down into various cate-
gories with respect to the research questions. These categories
were the contributions of the primary studies, the network
forensic methods utilised, the dataset used and the evalua-
tion metric used. The contribution facets composed of pro-
posals such as approach, software architecture, techniques,
model, algorithm, evaluation/investigation, method, mecha-
nism, dataset and framework. This classification was inspired
by the researcher in [5], who recommended this kind of
classification. The second facets was the classification based
on network forensic methods. These methods, as classified,
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TABLE 3. Quality assessment questions.

QA | Questions

Does the study clearly state the objective of the research?

Does the topic of the study cover the answers to our research questions?

Is the study result evaluated?

Is the study well referenced?

| KW —

Is the method proposed or used in the study well described?

TABLE 4. Data extraction form.

Data Item Values Question
Headers
Id Integer
Title Title of paper
Authors First name The first author name Q5
Name of Publication The publication venue name Q5
Focused questions
Contribution The contribution of the study Ql
Network Forensic Method | The network forensic method used Q2
Dataset The dataset utilized Q3
Evaluation Metric The evaluation metric used Q4
Statistical questions
Publication Year Year Q5
Publication Type Venue and research data sources Q5
Citation Count Citation Q5

Contributions

l | l l

l l l l

Evaluation System Model Method

Approach

Software

Mechanism A
architecture

Algorithm Testhed

FIGURE 1. Classification of the Research Contributions by the Primary Studies.

were honeypot, network flow analysis and intrusion detection
system. We classified the utilised datasets by the primary
studies with the evaluation metrics used as well.

IV. RESULTS
In this section, we discuss the results of each research
question in detail.

A. RQI:WHAT ARE THE CONTRIBUTIONS OF THE
PRIMARY STUDIES?

This section provides a general overview of the research con-
tributions proposed by the primary studies. Thus, in answer-
ing this research question, all the studies that proposed these
contributions will be discussed in each paragraph.We iden-
tify nine contributions proposed by the primary studies in
this domain. These contributions are classified and high-
lighted in Figure 1. Therefore, Evaluation was conducted
by 26.47% of the primary studies (the most conducted),
followed by System with 17.65%, Model (17.65%), Method
(14.71%), Approach (11.76%), Mechanism (2.94%), Algo-
rithm (2.94%), Testbed (2.94%) and Software architecture
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(2.94%). Thus, the following paragraphs discuss the studies
that proposed these contributions. With respect to Evaluation,
we identify 9 studies (26.47% of the primary studies) that
conduct it. Gopal et al. analysed mirai malware with its
exploitation techniques to stop IoT botnet from spreading.
The experimental results indicated the successes of blocking
mirai malware [19].Nomm and Bahsi evaluated the use of
unsupervised learning models with reducing feature set sizes
to help decrease computational resource utilisation [14]. The
study showed that training a single model for all IoT devices
is better than training specific model for each IoT device.
Hallman et al. explored the existing challenges to cybersecu-
rity in the environment of IoT. The authors further examined
the general utilisation of IoT botnets [35]. An evaluation
study on mirai botnet was conducted by Margolis et al. [31].
The authors examined mirai capabilities, its spread to new
devices and their impact. Furthermore, the authors proposed
a set of mitigation solutions to help mitigate future attacks.
Tanabe et al. analysed IoT botnet infrastructure by focusing
on bashlite, mirai and tsunami [37]. The evaluation results
showed a good outcome and provided a clear insight into IoT
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TABLE 5. Overview of selected studies.
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Al [13] 2019 IEEE 1 Method
A2 [14] 2018 IEEE 17 Evaluation
A3 [15] 2018 IEEE 5 Algorithm
A4 [16] 2018 IEEE 1 Model
A5 [17] 2018 Springer 2 Testbed
A6 [18] 2019 Springer 3 Mechanism
A7 [19] 2018 IEEE 10 Evaluation
A8 [20] 2018 IEEE 49 Model
A9 [21] 2020 Springer 4 Method
Al0 [22] 2019 Springer 4 System
All [23] 2020 Springer 15 Method
Al2 [3] 2019 ACM 4 Approach
Al3 [24] 2019 ACM 7 Evaluation
Al4 [25] 2019 ACM 0 Model
AlS [26] 2019 ACM 12 Model
Al6 [27] 2018 IEEE 19 System
Al7 [28] 2019 IEEE 1 System
Al8 [29] 2019 IEEE 13 Model
Al19 [30] 2018 IEEE 39 Evaluation
A20 [31] 2017 IEEE 17 Evaluation
A21 [32] 2019 IEEE 1 Approach
A22 [33] 2018 1IEEE 15 Approach
A23 [34] 2018 IEEE 6 Approach
A24 [35] 2017 Wiley 49 Evaluation
A25 [36] 2018 Wiley 4 System
A26 [37] 2020 ACM 0 Evaluation
A27 [38] 2019 Science Direct | 1 Software

architecture
A28 [39] 2020 Science Direct | 2 Evaluation
A29 [40] 2016 IEEE 14 System
A30 [4] 2018 IEEE 214 Method
A3l [41] 2019 IEEE 6 Evaluation
A32 [42] 2017 IEEE 20 Model
A33 [43] 2018 IEEE 3 System
A34 [44] 2018 IEEE 15 Method

botnet anatomy. Marzano et al. studied mirai and bashlite bot-
nets [30]. They mainly focused on the evolution of malware
and the changes in botnet operator behaviour. The results
indicated that mirai botnet is more resilient and supports more
effective attacks. An evaluation on how users perceive secu-
rity and privacy in IoT devices with respect to botnet activ-
ities was conducted by McDermott et al. [24]. The authors
utilised experiments to examine users’ ability to detect
threats. The results showed that the user finds it difficult to
detect and be aware of threats in the absence of clear signs.

212224

Zhang et al. conducted a digital forensic case study on mirai
botnet. The authors further discussed database servers, com-
mand and control servers, forensic artefacts on the attacker’s
terminal and the network packet for the attacks [39]. The
authors outlined how a forensic expert can remotely obtain
some of these artefacts without physical access to botnet
servers.An analysis of Rustock botnet domain names was
conducted on multiple aspects by Li et al. [41].The authors
attempted to understand botnet detection in these domain
names. The results of an experiment guides future botnet
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detection. With regard to System proposal, we identify six
studies that proposed it, which amount to 17.65% of the
primary studies. A system named AutoBotCatcher was pro-
posed by Sagirlar et al. [27]. The system aims to detect P2P
botnets in IoT. The key idea behind the system design is
the concern that bots related to the same botnet converse
often with each other and create clusters. Sajjad and Yousaf
proposed a system for botnet detection [43]. The system has
three key modules, which are monitor, descriptor and com-
parator. The results showed that the system can detect mirai
IoT malware. A solution was proposed in [40] to detect and
prevent malicious connections by utilising machine learning.
The newly proposed solution combines key features that mine
correlations from packet history for servers and hosts. The
results signified that the proposed solution can successfully
detect network intrusions and botnet communication with
high precision. An adaptive filter was proposed by Kumar
and Bhama [22]. The proposed system helps in avoiding
DDoS attacks from various vulnerable IoT bots. The experi-
mental results showed that IoT botnet detection is achieved
with high accuracy. Yin et al. proposed a system named
ConnSpoiler to detect IoT-based botnets. This detection was
conducted by identifying algorithmically generated domains
effectively [28]. The results on an evaluation of DNS traffic
showed that the proposed system identifies the devices com-
promised by unidentified botnets. Spaulding et al. proposed
a new system named DRIFT [36]. The system helps in iden-
tifying command and control domain names in IoT botnets.
The results showed that the system is effective with good
accuracy of malware detection. Model contributes 17.65%
of the primary studies. McDermott et al. proposed the use
of deep learning to build a detection model [20]. The results
established the efficacy of the proposed model with regard to
botnet detection. Hachinyan et al. proposed a mathematical
model of attack on IoT devices [16]. This model was built
to stop the attempt of cracking IoT devices. In a study by
Irfan et al., a model was proposed, which was devised to
classify incoming data in IoT devices to specifically check
if the data contain malware [25]. On the basis of an experi-
ment conducted with a traffic data taken from UCI machine
learning depository’s website, the results showed a good out-
come. Gardner et al. proposed a model to explain the spread
of IoT worms [42]. The model uses SEIRs (susceptible-
exposed-infected-recoverysusceptible) epidemic model. The
results showed that IoTBAI can reduce or mitigate IoT
botnet attacks. An analytical model was proposed by
Farooq and Zhu [29]. The model aims to study the device-
to-device spread of malware in IoT wireless networks. The
results showed that the proposed model is critical in assisting
with planning, design and defence of vulnerable IoT wireless
networks. Acarali et al. proposed a new propagation model
coined as IoTSIS [26]. The model considers specific charac-
teristics of 10T, such as limited energy, restricted processing
power and node density, when arranging botnet. The pro-
posed model was built to examine the dynamics of the attack
spread by mitigating simulations. The results showed some
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progress. Method contributes 14.71% of the primary studies,
where only five studies out of the 34 primary studies proposed
it. Tzagkarakis et al. proposed a method used to identify
IoT botnet attack [13]. A sparse representation framework
with reconstruction error thresholding rule was utilised to
identify malicious network traffic. The proposed method is
more effective than the existing methods. Bahsi et al. pro-
posed the use of a machine learning method in detecting IoT
bots [44]. With the utilisation of feature selection, the authors
showed that fewer features can archive very high accuracy.
Meidan et al. proposed a new network-based anomaly detec-
tion method [4]. The method retrieves behaviour snapshots of
a given network and utilises autoencoders to detect suspicious
network traffic from suspicious IoT devices. The evaluation
results demonstrated that the proposed method can accurately
detect attacks when they are initiated from suspicious IoT
devices. Nguyen et al. proposed a new lightweight method
used to detect IoT botnet [21]. The results showed improve-
ments in terms of accuracy of detection. Al Shorman et al.
proposed a new unsupervised method for IoT botnet attack
detection. The proposed method helps in detecting IoT botnet
attack that is launched in a compromised IoT device. The
experimental results established that the method is better
than the compared state of the art. Another contribution
is Approach, which was proposed by four studies (11.76% of
the primary studies). A new approach was proposed by
Giachoudis et al. [32]. The approach was built for IoT secu-
rity that is based on distributed multiagent system. Thus,
a lightweight agent was utilised in each multiple IoT installa-
tion to detect security instances and prevent potential attacks.
The simulation results signified that the proposal minimises
the effect of DDoS attacks done with IoT device botnets.
Dietz et al. proposed an IoT botnet detection and isolation
approach at access router level [34]. The approach helps in
preventing the compromise [oT devices to be compromised
without technical, administrative knowledge. Nguyen et al.
proposed a new approach for Linux IoT botnet detection [33].
The approach combines CNN graph and PSI classifier. The
results indicated that the proposed approach performs bet-
ter and achieves good outcome in terms of accuracy and
F-measure. Ceron et al. introduced a new approach that
handles network traffic that is generated by IoT malware.
The proposed approach was designed to modify traffic at
the network layer based on the actions conducted by the
malware [3]. The authors investigated mirai and bashlite
botnets. The experimental results indicated that the proposed
approach can handle malicious network traffic and can be
utilised to modify botnet instruction messages and manipu-
late the network flow. The rest of the contributions by the
primary studies are Mechanism (2.94%), Algorithm (2.94%),
Testbed (2.94%) and Software architecture (2.94%). Shah
and Venkatesan proposed a mechanism to alter the intricacy
of the puzzle after every login try. This mechanism ensures
that, if all the IoT devices have utilised the login puzzle, then
mirai attack will require two months to be affected [18]. The
results showed some progress. Gurulakshimi and Nesarani
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TABLE 6. Contributions of the primary studies.

Contribution Studies Number | Percentage
Evaluation A31, A28, A26, A24, A20, A19, A13, A7, A2 9 26.47%
System A33, A29, A25, Al17, A16, A10 6 17.65%
Model A32, A18, Al5, Al4, A8, A4 6 17.65%
Method A34, A30, All, A9, Al 5 14.71%
Approach A23, A22, A21, Al12 4 11.76%
Mechanism A6 1 2.94%
Algorithm A3 1 2.94%
Testbed A5 1 2.94%
Software architecture A27 1 2.94%
TABLE 7. Network forensic method.
Network forensic method | Studies Number | Percentage
Network flow analysis A4, A8, Al4, Al5, Al8, A32, Al2, 31 91.18%
A21, A22,A23, A3, A5,A10, Al6, Al7,
A25, A29, A33, A6, Al, A9, All, A30,
A34, A2, A7, A13, A20, A24, A28, A31
Honeypot A27, A19, A26 3 8.82%
TABLE 8. Research focus.
Research Focus | Studies Number
Detection A19, A26, A27, A8, A21, A22, A23, A3, Al6, Al7, 22
A25, A29, A33, Al, A9, All, A30, A34, A2, Al3,
A28, A31
Avoidance A4, Al4, A15, A18, A32, A12, A5, A10, A6, A7, A20, 12
A24

used support vector machine (SVM) algorithm to predict
earlier abnormal activities [15]. Thus, the authors classified
normal and abnormal traffic flow with the aid of the SVM
algorithm. The results showed some improvements. Kumar
and Lim built a testbed that will be used to evaluate IoT
botnets. The authors further designed a mitigation technique
that will be used against them [17]. The name of this testbed
proposed is DETERLAB-based IoT testbed. The authors
highlighted some key features of the proposed testbed with
its capabilities. In a study by Oliveri and Lauria, a software
architecture named Sagashi was proposed to infiltrate IoT
botnets [38]. The results showed some promise. Table 6
presents and categorises the contributions with regard to the
studies that proposed them.

B. RQ2. WHAT ARE THE NETWORK FORENSIC METHODS
UTILISED BY THE PRIMARY STUDIES? DO THE STUDIES
FOCUS ON BOTNET ATTACK DETECTION OR AVOIDANCE?
To answer this research question, we adopted the categorisa-
tion of the network forensic methods from [8] with respect to
botnet investigation. In this previous study, the authors inves-
tigated botnet and its attack and further classified the network
forensic methods utilised in the research domain. Therefore,
in the current study, we identify two forensic methods used by
our primary studies. These methods are network flow analysis
and honeypot, which are highlighted in Table 7 and the studies
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that utilised them. Some studies have used network flow to
analyse IoT botnet malware attacks, whilst other studies have
used honeypot systems for the same purpose. Network flow
analysis was used by 91.18% of the primary studies, whilst
8.82% of the primary studies used Honeypot systems. Thus,
we observe that researchers find network flow analysis to
be more appealing and realistic in terms of real-time attack
detection and avoidance. From Figure 2, we highlight each
forensic method with respect to the year and studies that
utilised it in each year. For network flow analysis, we observe
that 2018 was the most active year of its utilisation, followed
by the year 2019. For the honeypot system, the utilisation is
flat, with one study published each year from 2018 to 2020.
Thus, this yearly analysis shows that researchers lean more
on network flow analysis in this research domain. We further
categorised the primary studies based on the studies research
focus, specifically whether the studies focused on IoT botnet
attack detection or avoidance. Table 8 highlights the studies
with respect to their focus. We observe that 22 studies are
focused on the detection of IoT botnet attacks, whilst 12 stud-
ies are focused on avoiding the attacks rather than detecting
them. This finding is disadvantageous to the organisation
experiencing such attack. Researchers should focus more
on IoT botnet attack avoidance because as the saying goes,
‘prevention is better than cure’. We believe organisations will
save a large amount of financial expenditure if they focus
more on attack avoidance than on detection. Figure 3 provides
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FIGURE 2. Yearly analysis of the network forensic methods utilised by the primary studies.

Avoidance

= Detection

FIGURE 3. Primary studies focus on both botnet detection and avoidance.

a pictorial representation, percentage-wise, of the research
focus utilisation.

C. RQ3. WHAT ARE THE DATASETS UTILISED BY THE
PRIMARY STUDIES?

From Table 9, we highlight all the datasets used by each of the
primary studies. We identify seven unique datasets used by
30 studies, which amount to 88.24% of the primary studies.
Four studies did not clearly state which dataset they utilised
(A18, A20, A23 and A24). The results demonstrate that 13
(38.24%) of the primary studies used Network traffic as their
form of a dataset, which is the most utilised. By contrast,
9 (26.47%) of the primary studies utilised DNS traffic for
their experiment. The two datasets were utilised by 64.71%
of the primary studies

D. RQ4. WHAT ARE THE EVALUATION METRICS UTILIZED
BY THE PRIMARY STUDIES?

Table 9 shows all the evaluation metrics utilised by the pri-
mary studies. We observe that seven studies, namely, A6,
A16, A20, A23, A24, A26 and A28, did not identify which
evaluation metric they utilised. We further identify three
primary evaluation metrics that were used in this research
domain for evaluating proposals. These metrics are Accu-
racy with nine (9) studies, followed by Precision (6) and
Performance (5). These metrics were often used together
with other sub-metrics to evaluate a given proposal. However,
overall, these metrics were the most used by the primary
studies.
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E. RQ5. WHAT ARE THE DEMOGRAPHICS AND
CHARACTERISTICS OF THE SELECTED STUDIES?

From the overall studies that were retrieved and studied based
on all the defined criteria, 34 studies were finally selected
for this study. The 34 studies were analysed to answer our
defined research questions, which are outlined in Section III.
In this section, the demographic characteristics are outlined
and discuss. In Table 5, we show all the primary studies and
their details.

1) PUBLICATION OVER TIME

Figure 4 presents the general evolution of the primary studies
from 2016 to 2020. The figure shows that the research in this
domain is more active, starting from 2018, where 14 studies
were published, which amount to 41.18% of the primary
studies. Moreover, 2016 is the year that has the lowest amount
of studies with only one study published in that year (A29).
In the year 2016, 2017, 2018, 2019 and 2020, the total number
of works published are 1, 3, 14, 12 and 4. Thus, we expect
more studies to be published in the year 2020 before the year
ends.

2) PUBLICATION CHANNEL AND QUALITY SCORES

With regard to publication channels, we identify three key
publication channels, as highlighted in Figure 5. These are
Conference, Journal and Symposium. From our findings,
we observe that Conferences are the most active publication
channels in the research domain with 20 (58.82%) studies
published in them, followed by Journal with 13 (38.24%)
studies and lastly Symposium with 1 (2.94%) study. The
quality of the primary studies is relatively low because only
38.24% of the primary studies were published in Journals.
This situation is due to that publishing a paper in Journals is
harder than that in other publication sources in most cases.
As shown in Table 10, studies published in Journals mostly
have a higher quality score. Publication sources are not pre-
sented in this section because all the sources published only
one paper each. Therefore, these sources cannot be ranked
and classified.

The result of the quality assessment of the primary studies
is presented in Table 10. The table displays the individual
score of each quality assessment question and the cumulative
score of all studies individually. The results demonstrate that
studies such as A8, A15, A17, A25, A27, A30 and A31 have
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TABLE 9. Studies based on the dataset and evaluation metrics utilised.
Datasets Evaluation metric Study focus | Quality | Study iden-
score tifier

N-Balot dataset Performance Detection 3 Al

Network traffic Performance Detection 3.5 A2

Normal and abnormal data traf- | Precision, recall, and accuracy Detection 4.5 A3

fic

Network traffic Performance Avoidance 2 A4

DNS traffic Transmission time of bots Avoidance 3.5 A5

Network traffic Nil Avoidance 2 A6

DNS traffic Performance Avoidance 3 A7

DNS traffic Accuracy, precision, recall, and | Detection 5 A8
F1 score

Network traffic Accuracy Detection 4.5 A9

DNS traffic Accuracy Avoidance 4.5 A10

Network traffic Accuracy and precision Detection 4.5 All

Network traffic Number of packets per hour Avoidance 4.5 Al2

DNS traffic Accuracy and detection rate Detection 4.5 Al3

UCI machine learning deposi- | Accuracy, precision, recall, and | Avoidance 4.5 Al4

tory’s website (traffic dataset) F1 score

Network traffic Node density and time Avoidance 5 AlS5

DNS traffic Nil Detection 2.5 Al6

DNS traffic Effectiveness Detection 5 Al7

Nil Time evolution and total cost of | Avoidance 4 Al8
patching

Data collected from monitors | Session durations and interses- | Detection 3.5 A19

that connect to command and | sion times

control servers (C and Cs)

Nil Nil Avoidance 2 A20

Network traffic Packet rate Detection 3 A21

DNS traffic Accuracy and F-measure Detection 4 A22

Nil Nil Detection 2 A23

Nil Nil Avoidance 2 A24

NXDomain traffic Accuracy Detection 5 A25

Data collected from monitors | Nil Detection 2.5 A26

that connect to command and

control servers (C and Cs)

Data collected from monitors | Mean duration of attack and | Detection 5 A27

that connect to command and | payload size of the attack

control servers (C and Cs)

Data collected from monitors | Nil Detection 4 A28

that connect to command and

control servers (C and Cs)

Network traffic Precision Detection 4 A29

Network traffic Detection accuracy and detec- | Detection 5 A30
tion time

DNS traffic Precision, recall, and F-measure | Detection 5 A3l

Network traffic Botnet reduction time Avoidance 4 A32

Network traffic Captured packets Detection 3.5 A33

Network traffic Accuracy Detection 35 A34

the maximum quality score, which is 5 points. Notably,
6 of these studies were published in Journals. We further
observe that studies such as A3, A9, A10, A11, A12, A13 and

Al4 have a total quality score of 4.5. Thus, with respect
to our devised quality assessment question, 41.18% of the
primary studies score 4.5 or above. Thus, this outcome is
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generally reasonable. However, 10 studies score 3 or less
than 3, and they amount to 29.41% of the primary studies.

3) CITATION IMPACT

Table 11 shows the top 15 most cited articles from the primary
studies. The citation count is bound to change with time; thus,
it can change any point in time. The total citation count of
all the 15 most cited papers in this domain is 518. However,
the remaining articles that have less than 10 citations each
cumulatively have a total citation count of 55. Thus, the over-
all citation count for all the primary studies is 573. Studies
such as A30, A8 and A24 are the most influential with 214,
49 and 49 citations each, respectively.

4) GEOGRAPHICAL DISTRIBUTION

The top 10 most active countries in this research domain are
presented in Table 12. We identify 17 active countries from
primary studies. The United States (USA) with 6 studies is the
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10 15 20

lournal Symposium
13 1

most active, followed by United Kingdom (UK) with 4 stud-
ies. We barely see any study published from the African conti-
nent. This trend is normal in nearly every domain. However,
more diversity is needed to further have more contribution
from various continents.

V. DISCUSSION

This section outlines the research findings with respect to the
answered research questions. The section further provides the
identified study limitations that researchers need to focus on
in future works. The threat to the validity of this study is also
presented for transparency.

o The distribution of study contribution: The results anal-
ysed for research question 1 show that the contributions
proposed by the primary studies are balanced in the
sense that 5 out of 9 identified contributions are in
total amount to 88.24% of the primary studies. The five
contributions all have nothing less than 11% of the total
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TABLE 10. Quality evaluation of the selected studies.

TABLE 11. Top 15 most cited articles.

distribution of the primary studies. Another observation
is that Evaluation is the most conducted with 9 (26.47%)
studies conducting it. This result is not surprising
because the research domain is very young. Thus, having
more evaluation studies is expected. This situation will
also further help researchers in the domain to understand
the existing phenomenon in the domain better.

« Proportionality of the network forensic methods utilised
Network forensic methods are vital in this domain.
In this study, the categorisation is made based on an
existing study [8]. From the primary studies, two foren-
sic methods, namely, network flow analysis and honey-
pot systems, are identified. These methods were used to
analysed IoT botnet attack detection or avoidance in a
given network. We find that network flow analysis is the
most used with 91.18% of the primary studies utilising
it. On the contrary, only 8.82% of the studies utilised
honeypot.

o IoT botnet attack detection or avoidance From our
analysis, 22 (65%) studies focused on IoT botnet attack

212230

Study | QAT | QA2 | AQ3 | QA4 | AQ5 | Total Score Identifier | Year of publication | Citation count
Al 0 1 1 05 | 05 3 A30 2018 214
A2 0.5 1 1 05 | 05 35 A8 2018 49
A3 1 1 1 0.5 1 4.5 A24 2017 49
A4 0.5 0.5 0 0.5 0.5 2 A19 2018 39
A5 1 1 1 0.5 0 3.5 A32 2017 20
A6 0.5 0.5 0 0.5 0.5 2 Al6 2018 19
A7 1 1 0.5 0.5 0 3 A2 2018 17
A8 1 1 1 1 1 > A20 2017 17
A9 0.5 1 1 1 1 4.5 ADD 3018 13
Al10 1 1 1 1 0.5 4.5
All 1 0.5 1 1 1 4.5 All 2020 15
Al2 | 1 | 05 | 1 1 1 45 A34 2018 15
Al3 1 1 1 1 | 05 45 A29 2016 14
Ald 1 1 1 0.5 1 45 Al8 2019 13
AlS 1 1 1 1 1 5 AlS 2019 12
Al6 1 0.5 0 0.5 0.5 2.5 A7 2018 10
Al7 1 1 1 1 1 5
AlS 1 05 1 0.5 1 TABLE 12. Top 10 most active countries.
A19 0.5 1 1 0.5 0.5 35 Countries | Studies Number | Percentage
A20 1 0.5 0 0.5 0 2 USA A18, A20, 6 17.65%
A21 | 1 | 05 | 05 | 05 | 05 3 A24, A6,
A22 1 1 1 0.5 0.5 4 A28, A25
A23 0.5 0.5 0 0.5 0.5 2 UK Al5, A32, 4 11.76%
A2 | 05 | 05| 0 | 05 | 05 2 AS. Al3
igg 015 015 015 015 015 255 Greece | Al A21 2 5.88%
277 1 1 T T 1 5 India A10, A3 2 5.88%
A38 i 03 05 1 1 1 Pakistan A7, A33 2 5.88%
A9 05 1 1 05 i 4 Netherlands | A12, A23 2 5.88%
A30 1 1 1 1 1 5 China A3], A17 2 588%
A31 1 1 1 1 1 3 Estonia A34, A2 2 5.88%
A32 0.5 1 1 0.5 1 4 Vietnam A22 A9 2 5.88%
A33 0.5 1 1 0.5 0.5 3.5 Singapore | A5 1 2.94%
A34 1 1 0.5 0.5 0.5 3.5

detection, whilst 12(35%) studies focused on avoidance.
In normal circumstances, we believe that researchers
should focus more on attack avoidance to save financial
waste for organisations.

« Vastness and adequacy of the datasets utilised From the

analysis, seven datasets are identified, and they were
used by 30 studies. Four studies were unclear of the
dataset they used (Table 6). The results demonstrate that
13 (38.24%) of the primary studies used Network traffic
as their form of the dataset, which is the most utilised.
By contrast, 9 (26.47%) of the primary studies utilised
DNS traffic for their experiment. The two datasets were
utilised by 64.71% of the primary studies.

The evaluation metrics utilised Three major evaluation
metrics are further identified, and they were utilised in
this research domain for evaluating proposals. These
metrics are Accuracy with 9 studies, followed by Preci-
sion (6) and Performance (5). These metrics were often
used together with other sub-metrics to evaluate a given
proposal. However, overall, these metrics were the most
used by the primary studies.
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A. CHALLENGES AND DIRECTION FOR FUTURE WORK
From our findings, few research challenges are identified.
Therefore, in this sub-section, the recognised challenges are
discussed and suggestions on ways to address the outlined
challenges are given. We find that network flow analysis is
the most utilised, with 91.18% of the primary studies utilising
it. The high utilisation of this network forensic method is a
concern. Even though its high utilisation is reasonable, a little
diversity in network forensic methods utilisation is vital.
Therefore, we recommend the research community to use
more of honeypot systems and intrusion detection systems in
their future research.

A total of 65% of the primary studies focused on IoT botnet
attack detection, whilst 12(35%) focused on attack avoidance.
This finding is not ideal for the organisation experiencing
such attack. Researchers should focus more on IoT botnet
attack avoidance because as the saying goes, ‘prevention is
better than cure’. We believe organisations will save much
financial expenditure if they focus more on attack avoidance
than detection. Therefore, the research community have to
look into this matter and work more on IoT botnet attack
avoidance.

B. LIMITATIONS

IoT-botnet attack is currently one of the most critical threat
on the internet. Despite much research and law enforcement
works and attempts to reduce the menance. Botnets are still
in existence around the wolds. The existing limitations iden-

tified are discussed in this section. )
o The unavailability of propose dataset and implementa-

tion description. makes IoT-based botnet attacks com-
parison challenging.

e C&C server detection and removal of blacklisted
domains record limited success [11]. Hence, the exis-
tence of vulnerabilities in normal domains gives bot-
masters idea to utilize current domains instead of new
domains. Therefore, detection and removal of domain is
still an issue.

« Due to constant evolving of loT-botnets with new capa-
bilities, blacklisting is not enough to stop the communi-
cation of known bots. Hence, existing solutions are not
built in a way to deal with such evolving bots. Therefore,
new improve bots are always needed.

C. THREAT TO VALIDITY
This section outlines the observed threats that can hinder the
validity of this study.

o The difficulty in identifying all articles that are related
to this study: This problem is identified and was consid-
ered to be a key problem of SLR studies [45]. In this
study, we adopt key data sources that were utilised
by [46] in the search for relevant and important articles.
Keywords are also utilised for the search of relevant
articles on IoT-based botnet attacks. Thus, if we observe
that a given study does not fall under the scope of this
SLR, then we exclude it by utilising our formulated
and well-defined inclusion and exclusion criteria for
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paper selection. This criteria further help in selecting the
best articles for this study.

o The primary studies are classified into different facets
on the basis of the analysis of the result obtained. Thus,
the classification is conducted concerning the individual
research question. This classification is challenging in
some studies, such as the studies may unclearly state
their contribution. However, the researchers look at the
methodology of these kinds of studies thoroughly and
make a consensus decision on which contribution a
given study proposed.

« Data extraction is often tricky and challenging when no
comprehensive search terminologies and data sources
are utilised. In mitigating this challenge, this study uses
five key data sources and comprehensive search termi-
nology for the extraction of data.

VI. CONCLUSION

Security-related challenges in the IoT should be handled
effectively, efficiently and thoughtfully to actualise the vision
of IoT. Therefore, IoT devices and networks should have
a degree of confidence with respect to features such as
security, trust and privacy. Various potential attacks may
occur on IoT devices; however, loT-based botnet attack is
the most popular. The reason is that IoT botnet spreads
faster and create more impact than other attacks. In this
study, we conducted an SLR on IoT-based botnet attacks.
The existing literature was reviewed. With the guide of an
evidence-based method utilised, 5465 studies were initially
collected. Through the formulated inclusion and exclusion
criteria, we finally selected 34 studies that are relevant to our
defined research questions. The primary studies selected were
thoroughly analysed, and the results based on the research
questions were presented. Thus, the results were augmented
with scientific findings and identified challenges from the
primary studies. We identified nine contributions proposed
by the primary studies in this domain. Evaluation, System,
Model, Method and Approach are the mostly proposed with
26.47%,17.65%,17.65%, 14.71% and 11.76% of the primary
studies, respectively. We further observed that network flow
analysis is the most used with 91.18% of the primary stud-
ies utilising it. On the contrary, only 8.82% of the studies
utilised honeypot. From our analysis, 22 (65%) of the pri-
mary studies focused on IoT botnet attack detection, whilst
12(35%) focused on avoidance. The identified research chal-
lenges were also highlighted with future research recommen-
dations on ways to mitigate them (Section V-A)). This work
presents an outline for many works to be conducted in this
research domain. Thus, we expect key solutions in tackling
IoT-based botnet attacks in future works. For future work,
we will conduct a systematic mapping study that is focused
on other aspect of loT-botnet, such as IoT botnet detection.
and avoidance which will aid in understanding the gen-
eral trends and overall research productivity in the research
domain.
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