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ABSTRACT With the development of the Vehicular Ad-Hoc Network (VANET), protecting user privacy
while ensuring security has become an immense challenge. A ring signature has the characteristics of no
manager and unconditional anonymity, which can substantially protect user privacy. However, two problems
exist in practical applications: first, unconditional anonymity cannot track the signer, which has potential
security risks; and second, ordinary ring signatures cannot resist quantum attacks. In response to these
problems, this paper proposes a Traceable Ring Signature (TRS) scheme on ideal lattice. In the scheme,
the traceability of the ring signature is achieved by adding information to the ring signature. Selecting the
algorithm on the ideal lattice to generate the master key can effectively resist quantum attacks. The scheme
gives a detailed security proof and efficiency analysis. The new scheme has strong unforgeability for the
difficult problem of Short Integer Solution (SIS) Question and a smaller signature size.

INDEX TERMS Ideal lattices, ring signature, traceability, small integer solution problem.

I. INTRODUCTION
Ring signature technology was proposed by Rivest et al. [1]
in 2001. Any member of a ring can sign any message on
behalf of the ring, and the verifier will know that the signature
originated in this ring but will not know specific signer infor-
mation. This characteristic renders the ring signature without
administrators unconditionally anonymous. The ring signa-
ture scheme received extensive attention, and many scholars
proposed different ring signature schemes [2]–[4], but they
are based on number theory assumptions and bilinear pair-
ings. With the practical application of quantum computers,
the method proposed by Shor [5] to solve these difficult
problems with quantum conditions enables these difficult
problems to be solved in polynomial time. As a result, these
schemes have lost their security. Thus, research on cryptosys-
tems of quantum resistance has become an important research
direction in recent years.

For these reasons, many scholars are seeking a new cryp-
tosystem that can resist quantum attacks, which are referred
to as postquantum cryptosystems. Lattice is a very important
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concept in number theory, and lattice-based cryptography has
attracted the attention of many cryptographers because of its
multifunction and potential resistance to quantum attacks.
However, the signature size of a standard lattice and the
calculation complexity are excessive.

To improve the efficiency of lattice-based cryptographic
algorithms, cryptographers proposed the concept of ideal lat-
tice [6]. Compared with standard lattices, ideal lattices have
more algebraic structures, which can accelerate operation and
reduce space storage. For example, standard lattice needs
multiple lattice bases for representation, but the lattice basis
of ideal lattice has a cyclic property; a principal ideal basis
can represent the whole lattice. Therefore, the public key
cryptosystem that is constructed by the ideal lattice based on
a polynomial quotient ring has a more compact ciphertext and
shorter key length [7].

Lyubashevsky andMicciancio [8] proposed a one-time sig-
nature scheme based on ideal lattices in 2008. The signature
length of this scheme is short enough, and its algorithm is
simple, shown to be safe and progressively effective. How-
ever, the disadvantage is that only a single message can be
signed. In the same year, Gentry et al. [9] proposed another
signature scheme on lattice by the ‘Hash-and-Sign’ method
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and introduced the original image sampling function. This
scheme belongs to the standard lattice signature and allows
arbitrary messages to be signed. However, the signature algo-
rithm of this scheme is complex and only satisfies the security
with the random prediction model, and the signature size is
large. In 2009, Lyubashevsky [10] reconstructed the signature
scheme on the ideal lattice. The scheme uses Fiat-Shamir’s
conversion technology, which is based on the difficult prob-
lem of ring-SIS to improve the one-time signature scheme.
Peikert [11] published the latest achievements at the E-print
in 2009 using the lattice and base expansion technology
and the preimage sampling function on the Bonsai Trees
model to construct a signature scheme with the standard
model and a hierarchical identity encryption scheme. In 2010,
Wang et al. [12] constructed the first identity-based ring sig-
nature scheme with Peikert’s bonsai tree technology. In 2014,
Ducas and Micciancio [13] constructed a digital signature
schemewith a shorter public key length in the ideal lattice and
proved the security of the scheme with the standard model.

The VANET is an extension of traditional mobile ad hoc
networks (MANETs) and can provide services such as traf-
fic warnings. According to the World Health Organization,
the world’s economic losses caused by traffic accidents are
as much as $500 billion a year [14]. With an increase in
the number of vehicles, urban traffic congestion is becom-
ing increasingly serious, which causes unnecessary energy
waste and environmental pollution. The VANET can ensure
safe driving by improving traffic flow, which reduces traffic
accidents and traffic jams. However, the VANET faces great
challenges in terms of security, and any change to the real-
time information of a vehicle will cause system failure, which
will affect its safety. In addition, for skilled attackers, public
information about a vehicle (such as beacons, speed, and
steering) can be obtained by intercepting radio waves. This
public information accumulated to a certain extent, and some
private information of the vehicle can be easily calculated.
Therefore, how to protect the privacy of users while ensuring
security has become an immense challenge. Many scholars
have also proposed many privacy protection schemes for the
VANET [15]–[18], but these schemes have no security under
quantum attacks.

In the VANET, if the ring signature technologywith uncon-
ditional anonymity is employed, other vehicles only know
that the information originates with a member of a ring in the
VANET. However, the vehicles do not know the identity of
the member; thus, the privacy of the member is protected. In a
special case, such as when a signer needs to be tracked after a
traffic accident, increasing the traceability is a better solution
to enable the authority to track the signer. Cui et al. [19] also
gave a solution idea in the VANET environment, but the
signature length is too long, and detailed proof of strong
unforgeability is lacking.
Our Contribution: In this paper, based on the ideal

lattice-based signature technology of Lyubashevsky and
Micciancio [20] and the trapdoor generation algorithm of
Stehlé et al. [21], a Traceable Ring Signature (TRS) scheme

on ideal lattice is proposed. The security proof is given in the
standard model.

(1) Bender et al. [22] proposed the definition of anonymity
and unforgeability with different security intensity. Based on
their research, we prove that our scheme has strong unforge-
ability and unconditional anonymity with the standard model
and is safe under the attack of selective subrings and adaptive
selective messages [23].

(2) Ideal lattice has a more algebraic structure, and it can
accelerate the operation speed and reduce the storage space.
For example, standard lattice needs a multiple lattice basis for
representation, but the lattice basis of ideal lattice has a cyclic
property. A principal ideal basis can represent the whole
lattice. Thus, our scheme effectively reduces the signature
time and length by generating public keys and trapdoors on
ideal lattice.

(3) In VANET, if public information is accumulated to a
certain extent, the privacy of users can be obtained via calcu-
lation. By the unconditional anonymity of the ring signature,
our scheme enables other VANET members to know that the
signature originates with a legitimate user but does not know
the user’s specific identity, which blocks an effective way for
attackers to collect members’ information.

(4) According to the security requirements in the VANET
[24], the practical application of the VANET must achieve
traceability. We add some information to the signature and
track the signer via the cooperation of nodes when necessary
(such as vehicles that break the law). Therefore, our scheme
achieves the balance between privacy and security and has
more practical significance.

The remainder of the paper is organized as follows: The
section PRELIMINARIES present a review of preliminary
knowledge. The section SYSTEM FRAMEWORK AND
SECURITY REQUIREMENTS introduces the system and
security models of the proposed scheme. The section OUR
SCHEME describes the TRS scheme, which is based on ideal
lattice, and the Section SCHEMEAPPLICATION introduces
how the TRS scheme on ideal lattice protects vehicle pri-
vacy in the VANET. The section THEORETICAL ANALY-
SIS presents the safety analyses. The section EFFICIENCY
ANALYSIS implements the proposed scheme by numerical
simulation experiments and evaluates its performance. The
section CONCLUSION concludes this work.

II. PRELIMINARIES
In this section, we will introduce some notations and math-
ematical tools and will show the cryptographic tools on the
lattice.

A. SYMBOL DESCRIPTION
In this paper, the symbolic meaning is shown in TABLE 1.

Let Zq[x] and Rq[x] be a set of polynomials whose coef-
ficients are integers and real numbers. For the ring R, define
the ring Rq[x] = Zq[x]

/
〈f (x)〉. f (x) is a monic polynomial

with integer Zq.
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TABLE 1. Notation.

Let vector a =
(
a, a1g, a2g2 . . . , an−1gn−1

)
∈

Zq[x]
/
〈f (x)〉 and express it as

rotf ,m (a) =


a

ag mod f
...

agm−1 mod f

 (1)

Rotf ,m
(
ĝ
)
=


rotf ,m(g1)
rotf ,m(g2)

...

rotf ,m(gn)

 (2)

Generally, we do not need to explicitly point out m, so we
denote it as rotf (a) and Rotf (ĝ).

B. LATTICE DEFINITION
Definition 1: A lattice 3 is a discrete addition subgroup
in n-dimensional Euclidean space Rn, namely, m linearly
independent vectors b1, b2 . . . , bm, where bi ∈ Rn and
B = {b1, b2 . . . , bm} ∈ Rm×n, generated Lattice 3(B) ={

m∑
i=1

xibi, xi ∈ Z
}
. Thus,B is referred to as the basis of Lattice

3(B). m and n are referred to as the rank and dimension,
respectively, of lattice. If n = m, then lattice 3(B) is referred
to as a full-rank lattice.
Definition 2: Ideal lattice is a lattice with a special ring

structure. The ideal 0 is a Quotient Ring of ring Rq[x] =
Zq[x]

/
〈f (x)〉. 0-Sets of the nth order integer group Zn are

referred to as ideal lattices. Compared with lattice, ideal

lattice can represent an n-dimensional lattice using a single
lattice basis, which greatly reduces spatial complexity. More-
over, the special algebraic structure of ideal lattice can be fast
computing and greatly reduces the time complexity.
Definition 3: Given the matrix A ∈ Zn×mq and the vector

x ∈ Znq, then the n-dimensional q-ary lattice is defined as
3⊥ (A) = {x ∈ Zn|Ax = 0 mod q}, namely, all the vectors
that are orthogonal to the row vector module q of matrix A.

C. GAUSSIAN DISTRIBUTION
Gaussian distribution on lattice is an important tool for lattice
public key cipher design [25], [26]. The following definition
is given:
Definition 4: The Gaussian distribution function is defined

as ρc,σ (x) = exp
(
−π‖x−c‖2

2σ 2

)
, where σ ∈ Rn is the standard

deviation and c ∈ Rn is the center. Thus, the definition of the
discrete Gaussian distribution on a lattice 3⊥q is

D3⊥q ,σ,c (x) =
ρσ,c (x)

ρσ,c

(
3⊥q

) (3)

In particular, c is often omitted in discrete Gaussian dis-
tributions, where c is 0. We can use the following Lemma
to define smoothing parameters and illustrate the role of the
Gaussian distribution in lattice cryptosystems:
Lemma 1 [27]: Let3⊥(A) be an n-dimensional lattice and

ε > 0 a rational number. The smooth parameter ηε(3) is
defined as the smallest positive integer σ , which satisfies the
existence of ρ1/σ (3∗\ {0}) ≤ ε. Almost all A ∈ Zn×mq , and

ε always satisfies ηε
(
3⊥q

)
≤ ω

(√
logm

)
[9].

When the Gaussian parameter of the Gaussian distribution
is greater than the smooth parameter, the Gaussian distribu-
tion on the lattice shows excellent cryptographic properties,
namely, the basic shape of the Gaussian distribution will
not change because of the transmission of the lattice. The
following Lemma ensures that the length of the signature is
not very large in the construction of the lattice signature:
Lemma 2 [28]: If k > 1, then for the Gaussian distribution,

it satisfies the following properties:

Pr
{
‖v‖ > kσ

√
m : v← Dmσ

}
< kme

m
2 (1−k

2) (4)

D. DIFFICULT PROBLEM ON LATTICE
Definition 5: Given the matrix A ∈ Zn×mq (m > n), which
satisfies a uniform distribution, and the parameters n,m, q, β,
the SIS problem is defined as follows: find a nonzero vector
v ∈ Zmq , satisfy ‖v‖ < β and Av = 0.

E. GAUSSIAN SAMPLING ALGORITHM
Definition 6: The Gaussian sampling algorithm can output an
integer sampling algorithm based on the Gaussian distribu-
tion, which is denoted as SampleZ. The algorithm SampleZ
outputs the Gaussian distribution DZ,s,c with the real number
c as the center. The specific process is described as follows:

Let n be the safety parameter, the parameter t = log n,
and s is the Gaussian parameter. The algorithm uniformly and
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randomly selects the integer x ∈ Z∩ [c− st, c+ st] and then
outputs x with probability ρs(x − c) ∈ (0, 1].
Lemma 3: In 2008, the Gaussian sampling algorithm pro-

posed by Gentry et al. [9] improved Definition 5, which will
be denoted as SampleD. The algorithm SampleD inputs basis
B of the arbitrary n-dimensional lattice3, center c ∈ Rn, and
the Gaussian parameter s > 0. SampleD can sample on any
lattice 3 according to the Gaussian distribution D3,s,c.
Lemma 4 [29]: For any n-dimensional lattice3, the center

is c ∈ Rn, the rational number ε > 0 and the Gaussian
parameter s > 2ηε(3) satisfies D3,s,c ≤ 1+ε

1−ε2
−n. If ε < 1

3 ,
then the minimum entropy of the discrete distribution D3,s,c
on the lattice is at least n− 1.

F. TRAPDOOR GENERATION ALGORITHM AND
PRE-IMAGE SAMPLING FUNCTION
Ajtai [30] investigated a probabilistic polynomial time (PPT)
algorithm, which can generate lattice3⊥(A) and its trapdoor
base. The algorithm later became a basic tool of the lattice
cryptosystem. Alwen and Peikert [31] proposed a more effi-
cient algorithm. We refer to the algorithm of Ajtai and Alwen
as the trapdoor sampling algorithm. The description of the
algorithm is presented as follows:
Lemma 5: Given the parameters q = poly (n) and m >

5n log q, the PPT algorithm input 1n, output matrix A ∈ Zn×mq
and a full rank set S ∈ 3⊥ (A) exist, where the matrix A is
nearly uniformly distributed and satisfies ‖S‖ ≤ O (n log q).
Afterward, the set S can be effectively transformed into the
trapdoor T of lattice 3⊥ (A).
Stehlé et al. [21] extend Lemma 5 to the ideal lattice.
Lemma 6: An ideal lattice trapdoor generation algorithm

Ideal − TrapGen exists. Let n be the security parame-
ter, m > 5n log q, q = poly (n). The algorithm Ideal −
TrapGen can simultaneously obtain the polynomial vector
ĝ = (g1, g2 . . . , gm) ∈ Zmq and trapdoor Tĝ ∈ Zmn×mnq that
are statistically close to a uniform distribution in polynomial
time, which satisfies

∥∥Tĝ∥∥ ≤ Õ
(√

n
)
and Rotf

(
ĝ
)T
·Tĝ = 0.

Definition 7: The preimage sampling function SamplePre
(A,TA, u, s) exists on the standard lattice: Let n be the secu-
rity parameter, m > 5n log q, q = poly(n), and s ≥∥∥∥T̃A∥∥∥ω (√logm). First, the trapdoor sampling algorithm of

Lemma 5 is used to generate matrix A ∈ Zn×mq and trapdoor
TA. Second, for any vector u ∈ Zn

q, Lemma 3 is utilized to
return the random nonzero vector e ∈ 3u

q(A), whose distri-
bution is similar to D3u

q(A),s, which satisfies Ae = u(mod
q). Last, from Lemma 4, the minimum entropy of vector
u is n− 1.

Liqiang et al. [32] extended Lemma 6 to the ideal lattice:
Lemma 7: Ideal − SamplePre (A,TA, u, s)A preimage

sampling function exists on the ideal lattice: it inputs the
loop polynomial vector ĝ ∈ Zmq that corresponds to the
trapdoor Tĝ, Gaussian parameter s and vector v ∈ Zmq ;
enables the algorithm to generate the random sample ê ∈
Zmq with a distribution similar to DZm×n,s, and satisfies
ĝ⊗ ê = v.

FIGURE 1. VANET model.

III. SYSTEM FRAMEWORK AND SECURITY
REQUIREMENTS
In this part, first, we introduce our car networking model.
Second, we introduce the syntax of the TRS scheme. Last,
we introduce the security requirements of the scheme.

A. VANET MODEL
As shown in FIG. 1. The VANET model is composed of
three parts: A Trust Authority (TA), a vehicle equipped with
an On-Board Unit (OBU), and a Road Side Unit (RSU).
Communications in VANETs can be divided into two types:
Vehicle-to-Vehicle (V2V) communication and Vehicle-to-
Infrastructure (V2I) communication. Both types of commu-
nication are carried out using the Dedicated Short Range
Communications (DSRC) protocol [16].

TA: The TA has powerful computing power and is respon-
sible for generating master keys and system parameters. The
TA is also responsible for registering the OBU and RSU and
initializing them with public system information or private
keys.

RSU: The RSU is a fixed infrastructure that is connected
to the TA with wired links; it has a higher computation
capability than the OBU. Within its coverage, the RSU uses
the DSRC protocol to transmit and receive secure messages
with a vehicle’s OBU. The main function of the RSU is to
store and forward information.

OBU: The OBU is a wireless communication device that
is equipped on a vehicle. It is a tamper-proof device (TPD)
that can communicate with other vehicles or the RSU via
the DSRC protocol. According to the specification of the
DSRC protocol, each vehicle periodically broadcasts mes-
sages about road traffic and vehicles’ conditions every 100–
300 ms.
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In our network model, the infrastructure RSU is managed
by the transportation department via trusted authorization,
and the RSU enters the VANET by wired connection. The
information that is periodically broadcast by vehicles (such as
beacon messages, including location, speed, timestamp, etc.)
and the public information that is broadcast by the RSU does
not need to be kept secret. However, because these messages
are also public to the surrounding vehicles, an attacker can
easily intercept this information via some devices and obtain
private information, such as vehicle owner information, driv-
ing route information, frequent stay location information,
etc. Therefore, our main purpose is to solve the problem of
privacy protection of user identity in the VANET.

We employ a ring signature to propose a new privacy
protection scheme for the VANET. Because the periodic
broadcast information of vehicles and the RSU does not need
to be kept secret, the sender must be responsible for the
signed message. Signature technology can verify whether the
message is true and complete, so we use signature technology
to ensure that the message originates with legitimate network
members, is complete and has not been subject to tampering.
The ring signature technology can hide the real identity of the
signer while ensuring the reliability of the message. Vehicles
quickly form a ring with surrounding vehicles via the RSU
and sign information via ring signature technology, which can
effectively achieve anonymous communication in the vehicle
network. To ensure the practical security of car networking,
we have also increased the traceability. This feature can be
hosted by the TA when needed (such as illegal driving, send-
ing false messages for eliminating road congestion, etc.) and
can be traced to the signer according to the signed message,
which ensures traffic safety and completes the unconditional
anonymous private communication in the vehicle network.

B. SYNTAX OF TRS
A TRS scheme includes the following five polynomial time
algorithms:

(1) Setup: On inputting the security parameter n, the algo-
rithm outputs master key MSK and public parameter PP.
(2)Key Extraction: On inputting master keyMSK, public

parameters PP, and user identity IDi, the algorithm outputs a
user’s public key PKi, private key SKi, and tracking key TKi.
(3) Signature: On inputting ring R1, message M , and

public parameter PP, the algorithm outputs signature µ for
message M .

(4) Verification: On inputting public parameter PP, ring
R1, and message-signature pair (µ,M ), the algorithm returns
accept or reject. If the message-signature pair is valid,
the algorithm returns accept; otherwise, the signature is
rejected.

(5) Signature Track: On inputting the message-signature
pair (µ,M ), the algorithm outputs the signer s.

C. SECURITY REQUIREMENTS
A secure and effective ring signature scheme needs to satisfy
both anonymity and unforgeability. Bender et al. [22] gave

the security definition of anonymity and unforgeability of
signature schemes for different security strengths. Moreover,
in some special cases (such as illegal driving, sending false
messages for eliminating road congestion, etc.), the ring sig-
nature scheme, which satisfies traceability, is more secure,
and the tracking of the TA is more authoritative. We compre-
hensively consider the strongest definition of ring signature
security given by Bender et al. [22], combine it with more
secure traceability, and propose a TRS scheme on the ideal
lattice. The scheme needs to meet the following security
requirements:
ANONYMITY: After the vehicle has registered with the TA

to become a legitimate user, each vehicle’s real identity is
hidden from other entities in the network.
STRONG UNFORGEABILITY: Strong unforgeability is

based on the underlying hard problem assumption, which can
be proved by the ring signature scheme.
TRACEABILITY: The TA has the capacity to obtain the

real identity of any malicious vehicle (such as illegal driving,
sending false messages for eliminating road congestion, etc.).

IV. OUR SCHEME
In this section, we will introduce our proposed scheme.
We choose to use the key generation center (KGC) to generate
a secret key via a user’s ID, which is consistent with reality.

A. SETUP
Select n as the security parameter, and set q = poly(n)
and s ≥ m2ω

(√
logm

)
. Define the quotient ring: Rq =

Zq [x]
/
xn + 1. Select the hash function: H = {0, 1}∗ →

Zn×mq . The purpose of the hash function is to complete the
mapping of the bit string on the ring and verify the integrity
of themessage. KGC performs the algorithm Ideal−TrapGen
of Lemma 6 to generate the polynomial vector ĝ ∈ Zmq and the
master key MSK = Tĝ ∈ Zmn×mnq .

(2) Output the public parameters PP =
{
H , ĝ

}
and master

key MSK.

B. KEY EXTRACTION
On inputting the master keyMSK, public parameters PP, user
identity IDi. For a user with IDi, KGC performs the following
operations:

(1) KGC encodes the IDi as a ring polynomial H (IDi) =
r(IDi) ∈ Rq and randomly selects the vector â, b̂, v̂0 ∈ Rm

q
with a uniform distribution of the coefficient polynomials.
Calculate the vector v̂i = â + r (IDi) b̂. KGC performs
the algorithm Ideal − SamplePre

(
ĝ,MSK , s , v̂0 − v̂i

)
of

Lemma 7 to calculate ĝ⊗ êi = v̂0 − v̂i.
(2) Output user tracking key TKi =

(
êi, 1

)
∈ Rm+1 and

public-private key pair (SKi,PKi).

C. SIGNATURE
On inputting the ring R1 = {PK1,PK2, . . . ,PKl}, message
M , and public parameter PP. The signature process of Us is
described as follows:
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(1) Simulate other members’ signatures. By definition 5,
Us sample l polynomial vectors k̂i ∈ Rq (i ⊂ [l]), which
satisfies Dm+1σ . Simulate other members’ signatures σi =
k̂i (i ⊂ [l] \s).

(2) Us completes its signature. Calculate û = H (R1|M) ∈
Rq. Let ẑ = û−PKi⊗k̂i. By definition 5, sampling polynomial
vector x̂ ∈ Rq satisfies v̂0 · x̂ = ẑ. Generate signature σs =(
x̂ ⊗ ês, x̂

)
+ k̂s. Combine with Step (1) to generate the ring

signature σi = {σ1, . . . , σl}.
(3) Generate a tracking signature. Randomly select a group

of random numbers ti = t1, . . . , tmax . Calculate T = (ti ⊗
v̂0) · PKs and TPi = tiPKi (i = 1, . . . ,max). Combine to
generate the tracking signature τ = {T ,TP1, . . . ,TPmax}.
In this way, generating T is pseudorandom, which is the
security guarantee of the tracking signature.

(4) Combine with Step (2) and Step (3). Output the trace-
able ring signature µ = {σi, τ,M ,R1}.

D. VERIFICATION
On inputting public parameter PP and signature µ =

{σi, τ,M ,R1}. First, verify the validity of the ring, and
directly reject the message if the public key fails. Second,
if it does not exist, calculate h(R|M ) and encode it as the ring
polynomial û ∈ Rm

q . Last, calculate whether PKi⊗σi = û and
‖σi‖ < 2σ

√
n(m+ 1). If both conditions hold, output accept;

otherwise, output reject.

E. SIGNATURE TRACK
On inputting signature µ = {σi, τ,M ,R1}, KGC performs
the following steps:

(1) Perform the Step (VERIFICATION) to verify whether
the signature is valid or invalid. If the signature is invalid,
reject the message. If the signature is valid, KGC sends TPi
to all members of ring R1 and asks that signature γi of the TPi
is returned.

(2) Verify that the returned γi is a valid signature. If the
signature is valid, PKi ⊗ γi = TPi and ‖γi‖ < 2σ

√
l(m+ 1)

according to Step (VERIFICATION). Verify that Ti · PKi =
TPi · v̂0. When both conditions are true, the return value is
proven to be valid.

When both conditions are met, the return value is proven
to be valid.

(3) Calculate T ′ =
(
max∑
i=1

Ti

)
· PKi; when i = s, T ′ = T

holds. Output the signer s.

V. SCHEME APPLICATION
In this section, we will introduce how the TRS scheme on the
ideal lattice protects vehicle privacy in the VANET. In our
VANET model, the TA is responsible for the functions of
KGC. Each vehicle needs to register with the TA, and the TA
generates the public key and private key of the vehicle using
the identity information of the vehicle. When a vehicle moves
into the region of an RSU, the vehicle makes a ring request
to the RSU, and the RSU stores its public key in the ring
set R. When a vehicle wants to send a message, it randomly

selects n valid public keys to form the subring R1 and then
carries on the ring signature. For the verifier, if the signature
is a valid signature, by the unconditional anonymity of the
ring, the verifier only knows that the signature originates with
the ring but does not know the identity of the vehicle, so the
privacy of the vehicle is protected. The details provided as
follows:

(1) First, the TA performs Setup to generate master key
MSK and public parameters PP. Second, when a vehicle
with the identity IDi submits a registration request, the TA
performs Key Extraction to generate the public-private key
pair (SKi,PKi) and tracking key TKi = (êi, 1) ∈ Rm+1 of the
vehicle viaMSK. Last, the TA records the vehicle information
and sends (SKi,PKi) and TKi to the vehicle. The vehicle
retains (SKi,PKi) for signature, and TKi can be employed for
collaborative tracking.

(2) When the vehicle enters the coverage area of the RSU,
the vehicle makes a ring request to the RSU. The RSU detects
the received request information, verifies the validity and
timeliness to the TA, and then stores the user’s public key
in the ring set.

When the number of vehicles reaches a custom
maximum number, RSU generates the ring R =

{PK1,PK2, . . . ,PKmax} ∈ Rq, which corresponds to the
vehicle identity ID1, ID2, · · · , IDmax, and broadcasts the ring
information. Members of the ring can sign messages with
their private key SKi.

(3) When a vehicle with the identity IDi broadcasts the
message to other vehicles, message M ∈ (0, 1)∗, which
contains a timestamp, is generated, and the subring R1 =
{PK1,PK2, · · · ,PKs, · · · ,PKl} ∈ R is randomly selected.
The vehicle performs Signature to output µ = {σi, τ,M ,R1}
and broadcasts µ for other vehicles.

When other vehicles receive a message from a neighboring
vehicle, a vehicle performs Verification. Receive the mes-
sage if it is valid; otherwise, reject it.

(4) When necessary (such as traffic accident handling),
the TA performs Signature Track to track specific signers
to ensure traffic safety.

VI. THEORETICAL ANALYSIS
According to the security requirement given in Section III of
this paper, we give the proof of the correctness, anonymity,
strong unforgeability and traceability of our scheme.

A. CORRECTNESS
Theorem 1: If ‖σi‖ < 2σ

√
n(m+ 1) and PKi ⊗ σi =

û (mod q) of OUR SCHEME hold, then this signature is true
and valid.
Proof: To verify that PKi ⊗ σi = û is true, we assume that

the formula is true. û satisfies ẑ = û − PKi ⊗ k̂i during the
signing process, namely, v̂0 · x̂ = PKi ⊗ σi − PKi ⊗ k̂i holds.
The derivation is expressed as follows:

v̂0 · x̂ = PKi ⊗ σi − PKi ⊗ k̂i
= PKi ⊗ σi − PKi ⊗ k̂i

206586 VOLUME 8, 2020



L. Han et al.: Privacy Protection of VANET Based on TRS on Ideal Lattice

= PKs · σs − PKs · k̂s
= PKs(σs − k̂s)

= PKs(x̂ ⊗ ês, x̂)

= (ĝ, v̂0 − ĝ⊗ ês)(x̂ ⊗ ês, x̂)

= v̂0 · x̂ (5)

Because the equation holds, the hypothesis holds. ‖σi‖ <
2σ
√
l(m+ 1) holds because the signature σi satisfies the

distributed Dm+1σ . According to Lemma 2, a high probability
exists that ‖σi‖ < 2σ

√
l(m+ 1) holds. Therefore, we can

state that signature µ is true and valid.

B. ANONYMITY
Theorem 2: Our proposed scheme satisfies unconditional
anonymity.
Proof: If opponent A that can win the following game with

a significant margin exists, then there must be a Challenger C
that can identify the signer of this scheme by some nonnegli-
gible advantages.

(1) Challenger C selects the security parameter λ and runs
the algorithm Setup to generate the master key MSK and
public parameter PP. C generates the maximum user set R =
{U1,U2, . . . ,Umax} and runs the algorithm Key Extraction
to obtain the public key-private key pair [PKi, SKi]max

1 of all
users and sends [PKi]max

1 , user set R and public parameters
PP to adversary A.
(2) AdversaryA submits messageM ′ ∈ (0, 1)∗ and subring

R1 = {U1,U2, · · · ,Ul} ⊆ R to Challenger C . Challenger C
uses the private key SKi to execute the algorithm Signature
and returns the result µ to A.

(3) Adversary A adaptively asks user Ui ∈ R the corre-
sponding private key, and Challenger C returns SKi.
(4) Challenge: Adversary A submits messageM ′ ∈ (0, 1)∗

and two users U0,U1 ∈ R′1. Challenger C randomly selects
a ∈ {0, 1}, executes the algorithm Signature to output sign µ
via Ua’s private key SKa, and returns the result to A.

(5) Adversary A outputs a′ as a guess about the signer’s
identity.

Assume that the arbitrary polynomial time opponent A has
a wins games advantage of AdvanonRS,A = SuccanonRS,A − 1/2 = ε.
To prove that the advantage of adversary A is negligible, only
prove that the signature of an arbitrary signer in the ring is
indistinguishable. Since all legitimate signatures are random
vectors of specific sets, we only need to consider their distri-
bution. As shown by the SIGNATURE in section IV, for any
ring R′1 and messageM , the verification formula of any legal
signature σi and σ ′i is PKi ⊗ σi = PKi ⊗ σ ′i = û. According
to reference [29], signatures σi and σ ′i are indistinguishable,
namely, for any adversary A, the win game advantage ε is
negligible.

C. STRONG UNFORGEABILITY
Theorem 3: If opponent A can forge a signature with a sig-
nificant margin, then Challenger C must exist. In time t ′ ≤
t +Q ·

[
(l + 1)Tsp + 2Tmul)

]
, an example of the SIS problem

with parameter 2σ
√
l(m+ 1) is solved with a significant

margin. The symbolic definition of the comparison is shown
in TABLE 6.
Proof: Assuming that adversary A can forge the signature

of message (R′1,M
′) with probability ε, which cannot be

disregarded within time t , the process for Challenger C to
crack an SIS instance in polynomial time via A is detailed as
follows:

Assume that adversary A forges signature µ′ ={
σ ′i , τ

′ , M ′,R1
}
after Q times signature inquiries. We can

forge the tracking key τ ′ if we can forge σ ′i , so we only need
to prove the strong unforgeability of σ ′i . When Challenger
C obtains µ′, calculate H

(
R′|M ′1

)
= û′ ∈ Rm

q . If û
′
=

0(mod p), C fails; otherwise, two possible situations exist:
(1) Signature (R′1,M

′) has not been questioned. Set the
verification matrix

PKi ⊗ σ ′i = (PK1,PK2, · · · ,PKs, · · · ,PKl)

× (σ ′1, σ
′

2, · · · , σ
′
s, · · · , σ

′
l )
T

= û′

= v̂0 · r(mod q) (6)

An extended nonzero vector r ′ = (rT, 0)T ∈ Zm+1q can be
obtained by adding 0 to vector r ∈ Zmq ; it satisfies PKi⊗σ ′i =
PKi ⊗ r ′(mod p).
Let x = (x1, x2, · · · , xs, · · · , xl) = σ ′i−r

′. From reference
[29], for any matrix A ∈ Zn×mq , if Ax ′ = Ax (mod p), then
prob(x ′ = x) ≤ 2−ω(log n). The probability of x = 0 is
negligible. Thus, Challenger C obtains the nonzero vector x

to satisfy
l∑
i=1

PKixi = 0(modq). Let u′ = (x1, x2, · · · , xl),

if any xi(i ∈ [l]) is nonzero, then û′ 6= 0. Otherwise, accord-
ing to Lemma 26 of reference [30], we know prob(û′ 6= 0) ≥
2/3. Furthermore, the extended nonzero vector u ∈ Zl(m+1)q
can be obtained by filling 0 in the appropriate position of
u′, which satisfies PKi ⊗ u = 0(modq) and makes ‖u‖ <
2σ
√
l(m+ 1).

Therefore, in the case of no trapdoor, Challenger C obtains
a nonzero solution of this SIS instance with a significant
margin.

(2) Signature (R′1,M
′) has been questioned. According

to PKi ⊗ σ ′i = u′ = PKi ⊗ c(modp) the definition of
strongly unforgeable, σ ′i 6= c; so C obtains the nonzero
vector e′ = (e′1, e

′

2, · · · , e
′
s, · · · , e

′
l) = σ ′i − c, which sat-

isfies PKi ⊗ e′ = 0(modq). Similar to Step 1, Challenger
C obtains the nonzero vector e′ with high probability. After
filling 0 in the appropriate position, C obtains a nonzero
vector e ∈ Zl(m+1)q , which satisfies PKi ⊗ e = 0(mod q) and
‖e‖ < 2σ

√
l(m+ 1).

Based on this analysis, we can make the parameters β =
2σ
√
l(m+ 1) of the SIS instance. The time cost of Challenger

C to successfully crack the SIS problem includes the time
of Q times signature inquiries and the time t of forging
signatures. Thus, t ′ ≤ t+Q · [(l+1)Tsp+2Tmul)]. Therefore,
if an adversary A who can forge a signature of this scheme
with a nonnegligible advantage ε within time t exists, then
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TABLE 2. Hardware configuration description.

algorithm C that can successfully solve an SIS instance on a
lattice with a nonnegligible probability in time t ′ exists.
This finding contradicts the SIS hypothesis, so the ring

signature scheme in this paper is secure.

D. TRACEABILITY
Theorem 4: If all members cooperate, the signer can be traced.
The scheme in this paper is traceable.
Proof: The tracking key of all users is TKi =

(êi, 1) ∈ Rm+1, and the tracking target signature is µ =
{σ1, . . . , σl,T ,TP1, . . . ,TPmax}. TPi = tiPKi, and T =
(ti ⊗ v̂0) · PKs. The tracking steps are detailed as follows:

(1) KGC checks the validity of the signature. If the signa-
ture is legal and valid, KGC sends TPi to all ring members
and asks them to return the signature σ ′i for TPi.

(2) Verifying the validity of σ ′i satisfies Ti = PKi⊗µi and∥∥σ ′i ∥∥ < 2σ
√
n(m+ 1).

(3) Verify the validity of Ti:

Ti = TKi ⊗ TPi
= (êi, 1)⊗ tiPKi
= ti ⊗ (êi, 1)⊗ (ĝ, v̂0 − ĝ⊗ êi)

= ti ⊗ v̂0 (7)

Therefore, if Ti · PKi = TPi · v̂0 holds, Ti is valid. Calculate

T ′ =
(
max∑
i=1

Ti

)
· PKi =

(
ti ⊗ v̂0

)
· PKi. When i = s holds,

T ′ = T holds. The signer can be traced to s.

VII. EFFICIENCY ANALYSIS
To evaluate the performance of our proposed scheme, our
scheme is simulated in the Network Simulator NS-2.45.
We are mainly concerned with the vehicle-intensive areas of
the city, where the privacy of vehicles is more vulnerable to
threats. The hardware environment is shown in TABLE 2.

Using the Fast Library for Number Theory (FLINT),
we change the value of the security parameter n when we fix
the number of members to 5. The time cost of the signature
and verification is shown in TABLE 3.

We change the value of the security parameter n when
we fix the number of members to 10. The time cost of the
signature and verification is shown in Table 4.

We display the experimental data in FIG. 2 and FIG. 3. The
signature time and verification time increase with an increase
in security parameters, but the impact of the increase in the
number of vehicles on the cost is not obvious. Therefore,

TABLE 3. Experimental data sheet.

TABLE 4. Experimental data sheet.

FIGURE 2. Time cost of signature.

without considering other network environments, our scheme
can be applied to the VANET when the security parameters
are 128 bits and 256 bits.

According to these experiments, we choose the security
parameter as 128 bits for simulation.We simulate an intersec-
tion with a length of 500 m, and the simulation time is 200 s.
In the VANET, vehicles move randomly with an average
speed of 10 km/h within a domain. The VANET parameters
are shown in TABLE 5.

The number of vehicles ranges from 20-60 and randomly
appear from four ports. The RSU is located in the middle
of the intersection, and the messaging range is 250 m. The
result is shown in FIG. 4 and FIG. 5. The delay is the average
delay of each mobile node in the experiment, and the data
throughput is the total throughput in the environment per unit
time.
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FIGURE 3. Time cost of verification.

TABLE 5. VANET parameters and values.

FIGURE 4. Vehicle density and data throughput.

As shown in FIG. 4, the throughput increases linearly
with vehicle density, but it is approximately 160 Kb/s, which
is less than the 6 Mbps with the minimum bandwidth of
VANET. However, the delay is similar to the maximum delay
of 300 ms allowed by the VANET, because the lattice-based
cryptosystem is still in the theoretical stage and is still not
ready for practical application.

We compare the efficiency of our scheme with that of other
methods for privacy protection of VANET schemes. Table 6
shows a comparison with existing schemes considering the
security requirements.

FIGURE 5. Vehicle density and delay.

TABLE 6. Security requirements comparison.

FIGURE 6. Vehicle density and delay.

As shown in TABLE 6, existing schemes fail to provide
some of the security requirements in the VANET, but our
scheme has achieved more security requirements.

With the same parameters and environments, we tested the
performance with four schemes. To facilitate a comparison,
we preset the secret key for all vehicles and disregard the pro-
cess of secret key generation in vehicles. The result is shown
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in FIG. 6. Compared with existing schemes, our scheme has
greater advantages compared with Cui et al. and has some
advantages compared to the other two schemes.

VIII. CONCLUSION
As the forefront of the current new technology, VANET tech-
nology especially depends on security technology. We apply
the latest lattice technology to the vehicle network and solve
the privacy protection problem in the VANET with the help
of ring signature.

This paper has the following contributions. First, based
on previous work, we use the ideal lattice to improve the
lattice-based ring signature to make it quantum-resistant and
optimize the efficiency. Second, the traceability is increased
by means of additional information so that the ring signature
has a wider application space. Last, combined with the appli-
cation environment of VANET, we give its privacy protection
scheme; its performance is evaluated in NS-2.

Generally, the TRS scheme on the ideal lattice that we
proposed has a great improvement in efficiency. However,
a lattice-based ring signature needs to be further optimized
in the application. This research direction will be valuable in
future work.
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