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ABSTRACT The rapid advancements in the field of Internet and Social Networks have brought us to the
edge of a real-time connected world. As a result, a new paradigm named Social Internet of Things (SIoT) is
born. In SIoT, social network merges with the Internet of Things (IoT) to facilitate information and resource
sharing among devices in an improved way. Devices seek and provide information among their friends or
friends-of-friends. However, the users of this fascinating paradigm meet with issues such as trust and privacy.
Hence, trust assessment becomes one of the primary challenges. Existing trust assessment schemes in SIoT
are mostly based on the trust of a service provider. The application of such schemes is related to the process
of service discovery. However, the ability of a service to act maliciously is overlooked. Literature from
related fields shows that services are also capable of acting maliciously. Inspired by that, we aim to define
a trustworthiness assessment scheme that is based on trust of service. The application of this scheme is
related to the process of service selection. To the best of our knowledge, this is a novel proposition in SIoT.
A parameter named Service Trust is proposed. This parameter is mathematically modeled by aggregation
of multiple Quality of Service (QoS) parameters. A real-world bike-sharing company dataset is used for
evaluation of the proposed scheme. The results attained after analysis are positive. Finally, the conclusion
and future work are presented.

INDEX TERMS Social networks, Social Internet of Things (SIoT), service discovery, service selection,
trust, trust assessment, service trust, Quality of Service (QoS).

I. INTRODUCTION

In the fast-approaching age of data exchange and commu-
nication, billions of devices are envisioned to be exchang-
ing information with each other in real-time. Internet of
Things(IoT) is a name given to such a scenario where a
huge number of interconnected and heterogeneous devices
(often referred to as things) will communicate with each
other at any time and any location [1]. These °‘things
will share resources in the form of ubiquitous services.
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The traditional Human-to-Object interaction will be extended
to Device-to-Device (D2D) Communication [2]. For such a
huge number of devices to communicate, different protocols,
addressing schemes, and communication standards are envi-
sioned.

For the discovery and provisioning of information and
resources in such a scenario, effective searching and selection
procedures shall be adopted. However, IoT is considered
in its infancy. The information retrieval techniques in IoT
are said to be at a similar stage as that of the Web and
Internet in the 1990s [3]. Existing approaches use partially or
sometimes completely centralized solutions for information
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FIGURE 1. Social internet of things.

search and retrieval. Such solutions are not desirable amid
the risks of a single point of failure, computational over-
head, attacks and issues like scalability and flexibility. The
focus of the modern-day Internet of Things (IoT) research
is based on decentralized/distributed search and provision-
ing of information and resources [4]. Nodes requesting and
providing services in a distributed manner is a fascinating
tale to the minds of researchers, but it entails a plethora of
problems.

The integration of Social Networking in IoT is a concept
that has been investigated over the years [5]-[8]. The Social
Internet of Things (SIoT) is an emerging paradigm in the
domain of the Internet of Things (IoT). SIoT is based on the
use of Social Network Science (SNS) concepts for improving
the network navigability and information discovery in IoT.
SIoT allows the objects to create social relationships among
themselves based on rules set by their owner. Such a paradigm
allows scalability and efficient network navigability. A node
having some form of a social relationship with another node
is called a friend of that node. The concept of friends and
friends-of-friends is taken from social networks. This is evi-
dent in the fact that SIoT is reusing the social networking
concepts and principles to address problems associated with
IoT. The terms nodes, friends, things and objects will be
used interchangeably for the remaining of this document. The
graphical illustration of Social Internet of Things is provided
in Figure 1.

For service discovery and provisioning in SIoT, a node
has to search for a particular service between his friends or
friends-of-friends [9]. This reduces the time consumption of
distributed search in a roughly knitted network to a great
extent.

A node has to compute trust in order to discover the desired
information/service through its friend(s). For such a discov-
ery to progress, the value of trust is sought and computed
from opinion, experience, and recommendation of a friend(s).
Trust is also computed by objective parameters such as the
computational capacities, degree of a node and response time,
etc. Hence, the module of Trustworthiness Management,
in the system architecture of SIoT [10], is of vital importance.
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This module works in line with other modules such as Service
Discovery and Service Composition. All of these modules lie
at the application layer of SIoT system architecture.

The Trustworthiness Management module is used to deal
with the management of information that is required for trust
computation. It defines the way trust is sought, computed,
and propagated across the network keeping in check the
different properties of trust and the IoT network. According
to SIoT system architecture, the trustworthiness of nodes
must be computed during the process of service discovery
and selection. Much of the literature in SIoT focuses on the
trustworthiness of the service provider for service discovery,
but lacks, to the best of our knowledge, in case of trustworthi-
ness of a service and its use at the time of service selection.
We have defined an aggregated Quality of Service (QoS)
oriented trustworthiness assessment parameter and proposed
its use for service selection in SIoT. The proposed scheme is
then evaluated on a real-world dataset.

The paper is organized as follows. In the next section,
related work is provided. Section III presents the proposed
scheme and methodology. Results and Analyses are pro-
vided in section IV. Finally, the document is concluded
with a discussion and future work in sections V and VI,
respectively.

Il. RELATED WORK

This section presents an overview of some notable research
work done in trust assessment with respect to the Social
Internet of Things and related domains. It is divided into
four sections. In the first section, the paradigm of the Social
Internet of Things is summarized, and the second section
contains a review of trustworthiness assessment techniques
proposed in related domains. The next section contains a
review of trust assessment approaches in the Social Internet of
Things literature. The fourth section summaries the Quality
of Service (QoS) oriented trustworthiness.

A. SOCIAL INTERNET OF THINGS

For efficient data exchange and communication in IoT,
the use of Social Networking concepts has been proposed in
the literature of IoT numerous times [8], [11], [12]. To the
best of our knowledge, a definitive architecture and high-level
design for socially intelligent interconnected objects have
been presented by Antonio L. et. al. [10]. They call it the Social
Internet of things (SIoT). Their model will be referred to as
‘SIoT” for the remaining of this paper. SIoT exploits the social
networking concepts for creating relationships among differ-
ent objects in the network. The objects create relationships
and communicate with each other autonomously based on
minimal meditation from their owners. Three major advan-
tages of SIoT include a flexible and scalable network nav-
igability structure which offers effective service and object
discovery (a), usage of SNS for addressing the issues of
interconnected objects in IoT (b) and the establishment of
different levels of trust for the usage of resources and services
of other things (referred to as ‘friends’ in SIoT) (c) [9]. More
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recently, an extension of SIoT called the Social Internet of
Vehicles (SIoV) is proposed [13].

The idea of SIoT network navigability [14] is inspired
by the Small World Phenomenon presented by a sociologist
Steven Milgram. The principle of this paradigm refers to the
fact that there are short chains of associations among different
people in societies. Based on this principle a node queries its
friends or friends-of-friends for searching and provisioning
of a service. Every node in the network; stores information
about its relationships, uses search functions, and compute
trustworthiness of other nodes.

Five categories of basic relationships among objects in the
SIoT architecture include:

o Parental Object Relationship (POR): is established
among objects that belong to the same production
batch. Such a relationship is usually homogenous in
nature.

o Co-location Object Relationship (COOR): is established
among objects in the same location (e.g. sensors, objects
in a smart home or a bus terminal, etc.). Such objects do
not always share resources, but these relationships are
essential for creating short links in the network.

e Co-work Object Relationship (CWOR): is created
among objects that collaborate with each other to per-
form a common task. (e.g. Emergency response and
telemedicine etc.)

o Ownership Object Relationship (OOR): is established
among the objects owned by the same person (e.g. smart-
phone, smart TV, smart-watch and PlayStation, etc.)

o Social Object Relationship (SOR): is created among
objects which come in close proximity to each other
periodically or intermittently (e.g. devices and sensors
of travel companions, friends and colleagues, etc.) [10].

It is emphasized that such relationships are made
autonomously and are different from Social Networks rela-
tionships. In a social network, a person chooses to ‘fol-
low’ or ‘add’ his friends, himself. In SIoT only the
rules for interaction are set by the owner. The resul-
tant relationships are established autonomously among
objects.

The SIoT reference architecture is based on three-
layers [10]. At the sensing layer (a) the tasks of data acquisi-
tion and short-range node collaboration are performed, at the
network layer (b) data transmission across different net-
works is performed and IoT Applications are deployed along
with middleware functionalities at the application layer (c).
In addition to these layers, there are three basic entities in the
SIoT architecture which include: SIoT Server, Gateway and
Object.

Figure 2 is the graphical representation of the SIoT
Server. SIoT Server incorporates an Application Layer and
a Network layer. The application layer is further divided into
three sub-layers. The Base sub-layer contains the Semantic
Engines, Ontologies of Services, and Databases. Ontologies
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FIGURE 2. SloT Server in the proposed system architecture of SloT.

and semantic engines are used to provide and generate a
functional.

Communication between multiple devices will be carried
out using services as interfaces. The database is used to
store and manage data of user-profiles, relationships, and
data about the activities of an object in the IoT environment.
Ontologies and semantic descriptions are stored in a separate
database.

The component sub-layer is of prime importance. It con-
tains those modules which are responsible for the imple-
mentation of the core functionality of SIoT. These include:
Profiling is used for configuration of the information about
objects. ID Management is used for assigning unique iden-
tification (ID) to all the objects. Owner Control (OC) is
assigned the task of the definition of the activities that can
be performed, relationships that can be set up and infor-
mation that can be shared by an object. The relationship
Management (RM) module deals with the due meditation
of the user in the form of control settings. These control
settings are required for an object to update and termi-
nate relationships with other objects. Since objects lack the
intelligence of a human, this module is considered a major
element of the network. Other components include Trust-
worthiness Management (TM), Service Discovery (SD) and
Service composition (SC). All three of these modules work
closely. Our research problem deals specifically with TM
which is surmised with SD and SC in one of the following
sub-sections.

The interface-sub layer sits above all. As the name sug-
gests, it is where those applications and service APIs are
deployed which are used for interacting with the system [10].
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The authors have not proposed any explicit implementation
for it.

B. TRUST

Trust is a relationship among two entities (trustor and trustee)
which are dependent on each other for mutual benefit. This
term has multi-dimensional definitions owing to its multi-
disciplinary usage. Its value is highly dependent on the con-
text in which it is being used. In Service-Oriented Archi-
tectures (SOA) and Web Services (WS) frameworks, trust
is considered a key metric for service selection. It is highly
likely that a service requestor will select only those service
providers who possess a higher value of trustworthiness [15].
Trust in SOA is not mature [16]. The nature of trust in IoT is
dynamic, unlike SOA and WS, as the environment of objects
changes sporadically [17].

Trust is defined as a subjective probability [18]. It is the
expectancy of the user about the performance and function-
ality of a composite service. Trust is preference-based. It is
defined, updated, or self-adjusted from time to time [19].
To involve people in adopting device-to-device communi-
cation, incentives and rewards need to be given [2]. The
authors have reviewed basic kinds of incentives with an
emphasis on sociality and trust. Punishment and reward are
given to prevent fraudulent service provisioning and mon-
itoring trust [19]. Some problems and constraints associ-
ated with trustworthiness management are provided in [20].
As discussed earlier, in SIoT environment, many devices and
entities are involved. These devices are energy scarce and
have limited storage and computational resources. In such an
environment, devices join and leave networks as they please.
Issues that arise from it include, tackling scalability and
high-end dynamism. Another issue presented by the authors
is criticality and sensitivity of real-world services. Trust needs
to be updated and computationally efficient. To achieve it
there should be a great deal of focus on improving algo-
rithms and techniques for trust computation and service
provisioning.

A trust assessment method based on reputation and knowl-
edge trust metrics is proposed in [21]. Several modules for
trust analysis & management and trust models are presented
in accordance with a trust-car sharing service. An efficient
trust prediction scheme for ‘Service-oriented Social Net-
works’ is presented in [22]. The authors have highlighted
two existing issues with trust propagation models in the
context of social networks. (a) Social networks are mostly
large and scalable. The task of trust propagation in such
networks is a time-consuming process. (b) Optimization of
trust propagation. To tackle these issues, they have proposed
the use of hubs for trust propagation. Hubs are few (a) and
considered more trustworthy (b). Few hubs minimize the
scalability issues while exploiting the correlation between
degree distribution and trust distribution of social networks
the network can be optimized. In the proposed scheme, Hubs
act as referrers between service requestor and provider. The
value of the trust of nodes is recorded and updated from
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time to time on the hub. Given a requestor wants to seek
service, to compute the trust of a service provider he will
request several hubs which are connected to him and aggre-
gate their referrals of trust values for predicting trust of a
service provider.

A contextual trust-based social network model is presented
in [23]. Such a network is based on three contextual properties
of the social network: Social trust, social role, and social
relationship. Social trust is defined as the trust of one node on
another regarding a kind of service, or domain of service, in a
social network. A social role is defined as the level of activity
of a node in a domain of services. Some nodes are experts
in their domain and their recommendation holds more value
than others. The degree of social intimacy between nodes is
defined as social relationships. Nodes that share some form
of social relationship are bound to trust each other more than
strange nodes. Similarly, the degree of intimacy varies in
different forms of social relationships. It is stated that such
properties are to be mined from social networks which is a
challenging task.

A trust model classification based on four design dimen-
sions is presented in [24]. Trust Composition (a) is a com-
bination of ‘Social Trust’ and ‘QoS Trust’. QoS Trust is
a performance-based parameter. It is explained as the trust
between a user and its device. It includes factors that affect
the completion of a service request and its due response
in the form of quality service. It includes cooperativeness,
capability, response time and availability, etc. Social Trust is
defined as the trust of a person in a social network of IoT
device owners. It includes honesty, privacy, centrality, and
intimacy, etc. Social Trust is mostly subjective in nature and
is based on Sociology.

Trust Propagation (b) refers to the mode of trust
dissemination among IoT devices. There can be central-
ized propagation or distributed propagation. In centralized
propagation, the trust of nodes is maintained in a central
repository which is accessible to other nodes in the network.
A service requestor needs to access this central entity while
the discovery and selection of a service. Such solutions are
not desirable due to several reasons. While a distributed
propagation scheme is based on the exchange of trust values
among nodes themselves without a central entity. Nodes that
encounter each other share their values of trust and, in some
cases, of their friends. Such a scheme offers scalability but
brings a lot of computational overhead. The values are sought,
compiled, aggregated and updated from time to time, and
other trust factors also come into play. For energy scarce IoT
devices such a task is extremely energy-consuming.

Trust Aggregation (c) involves aggregating the trust values
of opposite natures together and computing a unique value.
For example, Throughput and Response Time are two oppo-
site parameters in this situation. Response time needs to be
low and throughput needs to be high. Finally, Trust Update
(d) is presented by the author. Trust can be updated based on
time or event. In time-based updates, trust is updated after
some period while in the case of event it can be updated
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after a transaction is done. The update also involves trust
aggregation.

C. TRUST IN SOCIAL INTERNET OF THINGS

For SIoT, trust assessment is a key feature. It is used at every
step of service provisioning (i.e. service discovery, service
selection, and service composition) and relationship manage-
ment. Different properties of trust in SIoT have been surmised
meticulously in [20]. It is stated that trust in service-oriented
environments has the following properties: Direct: based on
direct interaction and experience between trustor and trustee,
Indirect: based on others opinions, Local: cannot be the same
between different couples of nodes e.g. ‘a’ trusts ‘b’ but ‘c’
does not trust ‘b’, Global: every node in the network has
its trust value which is known to all of the other nodes in
the network, Subjective: a personal opinion, Objective: based
on QoS properties of the object, Asymmetric: Trustor and
trustee have different levels of trust in each other, Dynamic:
it is updated time to time, Context-dependent: varies accord-
ing to the environment, History-dependent: reliant on previ-
ous opinions and experience and Composite: dependent on
multiple properties like reliability, competence, intelligence,
centrality, reputation, dependability, honesty, and security,
etc.

Figure 3 demonstrates an example of SIoT network with
ten nodes (each labeled). Node 1 has initiated a decentralized
search for a service from its direct friends i.e. D1 and D2.
The service is not found on D1 and D2, hence the search has
progressed onto friends of its direct friends (FOF). Service
is finally found at node 10 which is a FOF node. We can see,
there are many paths to reach node 10 but only one of them i.e.
(1— 3 — 6 —10) is chosen. This process is called ‘Network
Navigability’ [14]. Here, trust is used to select the nodes for
discovering a service.

Three modules in SIoT system architecture which closely
work with trust include Service Discovery, which deals with
finding a node that possesses a service requested by another
node in the network. This module works on the same princi-
ple of humans seeking information and friendships (a). Ser-
vice composition (SC) enables object interaction. Multiple
services are combined, and a real-world query is resolved
by the means of service composition. After searching for a
service, the service is activated using SC (b). Trustworthiness
Management understands the process of information extrac-
tion and retrieval that is required for service discovery and
composition (c) [25].

Trust is perceived as both subjectively and objectively.
A subjective trustworthiness management method which is
based on solutions proposed for Peer-to-Peer (P2P) networks
is presented in [26]. For this purpose, two trust models
are presented. Subjective trustworthiness is based on trust
semantics taken from the studies of Sociology and Anthro-
pology. As the name suggests, this model is based on the
computation of trust based on the personal experience of a
user. If two nodes are friends then the one seeking trust,
say A, will use the experience of a transaction with the
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other node, say B, to compute the trust. If nodes A and B
are not friends, then this computation is done by querying
friends or chains of friends (friends-of-friends) of node A.
On the contrary, objective trustworthiness uses Pre-Trusted
Objects (PTOs). PTOs manage the trust information of all of
the nodes in the network [25]. Any node which is seeking
trust queries the PTO. Trust of node A seen by node B is
subjective trustworthiness. The information is partly shared
between the nodes while the storage is rater based. Trust of
node A seen by the entire network is objective trustworthi-
ness. The information is shared globally while the storage is
distributed.

A lot of literature related to P2P networks has been ana-
lyzed in [25] and [26] for the purpose of investigating the
malicious behavior of nodes. It is stated that a trustworthy
node can also act maliciously under different circumstances.
The authors have evaluated their trustworthiness models by
applying them in normal circumstances and then under a
high concentration of malicious nodes in the network. Their
approaches have resulted in the isolation of nearly all mali-
cious nodes in the network.

Trust in SIoT is defined as a perception of trustor
about trustee in a particular environment at a particular
time, hence called, perceived-trustworthiness [27]. Trust is
evaluated by Trustworthiness Attribute (TA) and combina-
tions of TA. A conceptual model of trust is presented by
authors. This model indicates that the trustor has propensity,
goals, preferences and trust requirements, while the trustee
offers features like; integrity, ability, and benevolence. The
interaction between trustor and trustee is highly influenced
by the environment in which the interaction takes place.
Such an environment can influence the interaction by the
means of threats and manipulation of the processes, which
results in misbehaviors and errors. The perception of trust is
also based on the environment. Similarly, a trust assessment
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method based on bilateral trust evaluation between trustor
and trustee is presented in [28]. The model is simulated using
data of real social networks like Google+ and Facebook and
it is validated on an experimental SIoT network. In another
proposition, trustworthiness assessment is modeled on com-
munities of interest [29].

Trust in SIoT is also based on reputation, experience, and
knowledge. Considering that, a detailed review of trust in
SIoT and a REK Trust Evaluation Model is presented in [2].
These indicators are stated to be based on a social-cognitive
process in social science. These trust indicators are then
conceptually modeled by using a set of TAs namely, cooper-
ativeness, safety, integrity, reliability, etc. The model is then
illustrated by a use-case called ‘User Recruitment in Mobile
Crowd Sensing’. An interesting aspect of such a trust model
is that the trustor can prefer one attribute over the other by
assigning weights to the attributes. But the problem is, these
attributes are not easily quantifiable. Vagueness in natural
language, limitation of data collection, required technology
and methodologies, and incorporation of factors as environ-
ment and inclination of trustor are some of the reasons which
make it an impossible task. So, the authors emphasize on
deriving a set of TAs by keeping in mind the conceptual model
underlying.

A model termed Quality of Trust (QoT) is then presented
for finding multiple social trust paths in a social network.
It is defined as the guarantee of a specific level of trust,
by taking the contextual properties (social trust, social role,
and social relationship) into account, in trust propagation
along a certain social trust path. In this model, the user can set
the requirements for QoT attributes. Finally, a utility function
is used to set the weights of QoT attributes subjectively where
one attribute is given more importance than others. Trust
propagation is a non-deterministic problem. The authors have
proposed an approximation model D-MCBA which is based
on an existing model, named the Monte-Carlo method. Trust
propagation is done keeping in mind the length of the path
as well as satisfying the QoS requirements. In order to select
the nodes which, join the path from source to target node,
forward and backward search is done. Based on out-degree
and in-degree, backward and forward dominating nodes are
identified. K-Neighbors finding algorithm is used to select the
neighbors to advance the search process. A path is selected,
and the value of trust is computed. An optimization process is
then performed to select the optimal path based on forwarding
and backward search.

In order to conduct the experimental evaluation, no dataset
is said to be available that suits the nature of the proposition.
Epinions dataset is used for experiments. This dataset con-
tains trust relations between trustor and trustee and has social
network properties. Results show that D-MCBA algorithm
performs better than the best trust path selection algorithm
MONTE_K.

Similarly, several trust assessment metrics and techniques
have been used and proposed that satisfy multiple properties
of trust in SIoT [30]-[32], [57], and [58].
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D. QUALITY OF SERVICE (QoS) BASED TRUST

Quality of Service (QoS) is considered a quality feature
and a non-functional aspect of a service [33]. It is a well-
defined, extensively researched upon and discussed metric in
literature [34], [35], and [36]. The properties of QoS are used
as a Trust Metric (TM). QoS trust metrics are generalized
in two classes i.e. Subjective QoS and Objective QoS [37].
Figure 4 represents the classification chart.

The usage of trust in Service-Oriented Architectures
(SOA), web services, cloud, and distributed computing is
wide-ranging. The use of a QoS metric is dependent on the
requirement of a user. Because of the lack of a standard
service description and definition framework in SIoT, some
of the existing and generalized QoS metrics are being used
for the trustworthiness assessment of service in SIoT.

QoS trust is explained as the trust between a user and its
device [24]. An improved QoS based trust computation model
(which has overcome five faults from the previous model) is
presented in [38]. A QoS-based probabilistic approach for
learning the trust of a single or composite web service is
presented in [39]. Trust assessment approaches in IoT using
QoS and social trust metrics are presented in [40] and [41].
A SWARM optimization technique for fault and failure toler-
ance routing is presented in [42]. This approach satisfies the
QoS parameters.

For runtime service discovery, selection, and composition
QoS aware approach is presented in [43]. Two non-functional
parameters namely, throughput and response time are incor-
porated with web services and user requests. Such an
approach is said to increase customer satisfaction and guaran-
tee a quality experience. It should be noted here that customer
satisfaction can also be linked with trust. If a customer has a
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FIGURE 5. Example of a composite service.

FIGURE 6. Referral links in social networks.

satisfactory experience with a service, such a service has a
greater probability of being used again by the customer.
Component services combine to form a composed service
Figure 5. Trust computation of component services is done
in order to carry an effective service composition [44]. With
that, trust is also used for service selection. In the model
presented by the proponents of this idea, the selection is based
on a parameter called ‘Trust degree’ and for trust computation
two QoS parameters cost and response time are used.
Quality is also linked with Trust. A Quality of Expe-
rience (QoE) and Quality of Compliance (QoC) based
approach for trust in service composition is presented in [45].
This trust model is based on the concept of ‘Direct Trust” and
‘Collaborative Rating’ in social trust networks. The author
argues that the existing web service discovery and compo-
sition mechanisms are based on the functional properties of
the component services. However, views of services user may
differ about its contents. One of the schemes of their model is
‘Network Referral’ in TrustNet. TrustNet is a representation
based on the generation of referral chains in the result of
an agents’ query. It works based on forming a referral chain
from a social trust network of multiple agents Figure 6. For
example, an agent ‘A’ queries its direct link agent ‘D’ for the
reputation of a composite service. D, in turn, asks its links;
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say Y, E and X. Hence the agents which provide testimony
about the service result in the formation of a referral chain.
Let’s say, [A->D->Y] is a referral chain since E and X did
not provide testimony. DS Evidence theory is also used for a
similar purpose whereby the degree of satisfaction of service
is calculated as a probabilistic function based on evidence
degree of satisfaction.

The authors have used an already defined service discov-
ery and selection model based on Semantic Web Services
(WSW). They have supplemented the QoS based service
selection, used in the previous model, with their own trust
computation model based on the user’s own subjective expe-
rience (QoE) and objective recommendations of other agents
(QoC). This way services, of the apparently same function-
ality, have a different reputation. Both QoE and QoC metrics
are then computed and by using a decision matrix right ser-
vices are selected. Also, the agents are awarded or penalized
based on the correctness of their recommendations. A case
study is then used to present the results with an emphasis
on creating more mechanisms to minimize fraud in such
systems. Similarly, a QoS aware and Quality of Experience
(QoE) aware traffic information sharing system is provided
in [46]. Trust values are computed based on time and context.
A directed graph called Trust Graph is used for the represen-
tation of trust relations between nodes [47]. An edge from
A—B indicates A Trusts B while B—A indicates B trusts
A. Also, in this model, trust is considered as an asymmetric
entity. Secondly, Trust Level is used to indicate the degree of
trust a node possesses. The value of this entity is to be cho-
sen from a set of possible values. The proposed framework
follows the traditional SOA model for service matching and
selection, with the addition of an entity named QoS Broker.
The trust mediator is a part of the QoS broker. It takes services
information from services descriptions provided by service
providers. Upon the provider’s wish to publish services the
compatibly of services is verified. The requestor requests the
QoS broker, who verifies the request, then fetches a list of
services, filters services based on requested QoS properties
and finally selects the service with the max level of trust. This
framework is then evaluated with the help of a case study.
It is concluded that QoS driven requirements and properties
of services are essential for finding and selecting the optimal
service. Such a framework provides reliability for both ser-
vices and services provider Figure 7.

With the review of existing literature, the importance of
trust in SIoT and related domains becomes evident. It is
also gathered that trust assessment is not a very mature area
and has enormous potential for research. However, the lack
of datasets and experimental platforms remains a hurdle
and can only be resolved with time and maturity of this
field.

Ill. SERVICE-ORIENTED TRUST ASSESSMENT FOR SOCIAL
INTERNET OF THINGS

As stated earlier, almost all trust assessment and evaluation
models in SIoT are based on the trust of the service provider.
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FIGURE 7. Service selection model using quantitative trust.

The process of trust assessments is carried out during ser-
vice discovery. The ability to act maliciously is attributed to
the service provider or nodes through which the process of
discovery progresses. However, we are inspired by the fact
that services can act maliciously as well, and trust compu-
tation of service is also important. We believe that existing
trust methodologies in SIoT should be primarily used for
service discovery but at the stage of service selection, trust
assessment of service is required. Much of the literature has
been reviewed for the role of trust in SIoT and QoS based
trust in the previous section. We now present some literature
that best supports our claim of the ability of services to act
maliciously and the need for trust assessment for service
selection. Due to the infancy of the field of SIoT, litera-
ture is presented from the fields of Cloud Computing and
SOA.

A model for service selection based on trust of service
in SOA is presented in [16]. Trust assessment is used for
selecting and delivering a service in the cloud computing
environment [48]. Among recent works, an SLA based trust
model is proposed for trust assessment of cloud services,
upon the basis of which service is selected [49]. Similarly,
a model for social sensor cloud services that exploits the
social data streams is also presented [50]. It is argued that
trust management schemes in Cloud Computing are not fully
effective [51]. It is stressed that internal threats to the system
are in the form of malicious services. The proposed scheme
mitigates the threats from internal services in the form of
malware. Such research works are stressing upon the trust of
service and its use in service selection in related fields. To the
best of our knowledge, a trustworthiness management model
which is based on trustworthiness assessment of service has
not been proposed yet in the SIoT literature.

Consider the following scenario: In a Smart City SIoT
environment, a user searches for a car parking space. A user
initiates a distributed search, for the service of ‘Car Park-
ing near me’ from its direct friends (as per SIoT paradigm,
the search can also progress onto friends of its direct friends).
The user decides to end the distributed search once four car
parking spaces/services are found from its direct friends or
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no parking is found in a pre-defined time. The user finds four
parking spaces nearby. Every parking space has its pros and
cons. One of the spaces has less fare and free car parking on
weekends. The other has an indoor parking space and there
is a social object relationship of the user’s car with two of
the parked cars in the space. One space does not provide rain
and sunlight protection, but it is larger and less crowded than
others. The other highly trusted space provides both indoor
and outdoor parking services.

All providers have equal or near-equal trust ratings and
service specifications. In an ideal case, the user will select
one of the 4 car parking service providers upon its trust
assessment. But the user also has a secondary trust require-
ment of ‘social relationship with at least two cars and above
4 ratings of the indoor parking service’. Here the user selects
one of the providers based on indoor service rating and social
relationship factors. The user has the liberty to compromise
on service requirements and set thresholds.

We have seen that the user initially discovered the service
providers and then, based on secondary requirements, one of
the services is selected based on rating. Rating is a subjec-
tive QoS trust parameter. User requirements can be ‘Indoor
space service’s availability and operational time’. Availability
is also used in the definition of QoS based trust. We are
proposing an aggregated parameter named ‘Service Trust’,
which enhances the high-level definitions of QoS parameters
in the context of SIoT. It is based on the aggregation of QoS
parameters like Availability, Execution Time, Transaction
Time and Transaction Factor of service. We propose the appli-
cation of this parameter at the time of Service Selection in
SIoT. In addition to Service Trust, a parameter named ‘Social
Relationship Factor’ is also used for service selection. The
parameters, such as; the number of intermediate messages
exchanged before service dispatch, round trip time for request
and reply, packet transfer time, the bandwidth of the devices
involved, network congestion and other routing factors have
been ignored because this problem lays at the application
layer of SIoT. Figure 8 shows the flow chart of the best-case
scenario.

In Figure 9, an example SIoT network of 10 nodes is under
observation. Upon discovering the requested service, a user,
say j, takes two factors into consideration. The first one is
the Service Trust TS(’), for service i, and the other is Social
Relationship factor F' between service seeker j and provider
k. Node 10 is searching for a service that resides at node
5 and node 4. It is seen that the service is found through
node 2 which is a friend of the requestor. Node 2 searches for
the desired service in its friend list. It chooses node 1, which
searches and finds the desired service at node 5 and node 4.
The Service Trust is calculated next and service is selected
from the node 5 as it has the highest value of Service Trust
and Social Relationship Factor.

A. SERVICE TRUST
Service Trust TS(') is defined as an aggregated parameter
for every service a node provides. We donate an individual
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FIGURE 8. Flow chart of the best-case scenario.

Requestor

FIGURE 9. Graphical illustration of the application of Service Trust in
service selection.

service with i. The time at which a service i is requested
is denoted by request time tﬁé)q, similarly, the time at which
a service dispatch has begun will be called reply time tﬁg,
The parameter tﬁé}, will have a null value if the node does not
dispatch service reply to service request tfé)q.

Tr(g, = {tr(elg, tr(ezg,tr(e?g, ...,t,(;’,l} is a set that contains all
the reply times in response to service requests and this set
will be made once a service request is received. The dispatch
initiation time is taken as reply time because the total time
it takes for a service to reach the service requestor depends

on network routing factors and not on the ability of the
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service provider. In the context of our research, a Transaction
constitutes one successful service request and a reply that
contains service from the provider. Any no. of intermediate
messages is ignored. Transaction time f; of one transaction
for service i is then defined as follows:

thop — they

1— 22 i Dy —null;
li = trgz)lxrep - M
0, otherwise

t,(,,"flx,e,, indicates the maximum time for service reply tﬁg,
Reply time tﬁg, needs to be less than or equal to t,(,fz,x,e‘,,. The
value of #; ranges between 0 and 1. An inclination towards
1 indicates a time-efficient transaction while nearness to 0
indicates vice versa. [52] suggests that it is up to the user
to define the QoS requirements for a network routing path
selection problem. The path is selected based on a thresh-
old value set for bandwidth. As the Transaction time varies
for every service, a similar approach has been adopted by
us. Transaction times are also recorded in a set for every
transaction. The average of this set is called the Transaction

factor T;.
R T N I L AL

T; = is? )

Another aggregated metric called Availability Ai is defined.
This parameter counts the total no. of transactions success-
fully done for service. Its value is computed by counting the
total no. of non-null (valid) replies from the set of reply times
T, r(el;z It is computed as follows:

(P] = 1, if P! =null;
h 0, otherwise,
Y IP(VreT )]
Ai= = 3)
|Trep|

The above equation uses Iverson Brackett notation for a
function P that results in 1 when the condition is true and
0 otherwise. P is applied to every element in the set Tr(é,),.
If the value of an individual reply time is not null, then the
summated value is increased by 1. This value is divided by
the total no. of elements in the set. The resultant value is
a real number ranging between 0 and 1 (both inclusive),
with closeness to 1 indicating a strong 7; while nearness to
0 indicates the opposite. Execution time E; is the total time
duration a service takes to execute.

The Service Trust Ts(l) of an individual service is then
defined as follows:

TV = af; + pTi + €A + y(1 — E) “)

Value of Ts(i) is normalized between 0 and 1. «, B, ¢, and y
are model parameters.
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TABLE 1. Value of social relationship factor w.r.t SloT based social
relationships.

Social Relationship Type  Social Relationship Factor

OOR 0.9
CWOR 0.8
CLOR 0.8
SOR 0.6
POR 0.5

B. SOCIAL RELATIONSHIP FACTOR PARAMETER

Based on theoretical evidence, [25] has proposed a parameter
named Relationship Factor. The values of this parameter are
specified with respect to social relationships. The authors
have provided theoretical reasoning for the specified values.
It is stated that the degree of intimacy in human relations
vary person to person hence service trust between service
requestor and service provider is also reliant on social rela-
tionship. Based on theoretical evidence and common sense,
it is obvious that a person relies on his family more than his
friends and acquaintances. Similarly, the degree of trusting a
close friend, a friend, and a complete stranger is bound to be
different [53], [54], and [55].

Based on this approach, we propose the use of a similar
parameter called Social Relationship Factor F' between two
nodes j and k for provisioning of service. Table 1 shows the
ratings for F based on different types of Social Relationships.
We are adopting similar parametric values as in [25].

C. ANALYSIS OF EXAMPLE SCENARIO w.r.t THE
PROPOSED SCHEME

It is seen in Figure 9 that no threshold is set for service
selection. Also, the no. of hops for choosing one of the two
providers are the same. Furthermore, the service is found at
two providers and not one. Such factors are overlooked in
the example scenario, but they also come into play when
choosing a provider and certainly influence the selection of
the service. For example, Service Trust parameter can be used
solely for trust assessment if the objects involved have an
Object Owner Social Relationship and are part of a smaller
network with no malicious services. As stated earlier, the true
application and analysis are limited but a lot of research
questions and solutions arise from such a simple scenario
only.

In energy scarce IoT devices, trust computation at every
step of the service discovery is an energy-consuming pro-
cess and brings excessive computational overhead. The social
network under discussion here constitutes of 10 nodes only.
While real-world social networks contain millions of nodes.
Hence, the tradeoffs between trust parameters become a
requirement. For nodes that have a strong degree of social
relationship can use fewer trust parameters and save energy.
Similarly, Social Relationship Factor can be given priority
over Service Trust in some cases.
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FIGURE 10. Data after pre-processing.

IV. RESULTS

In order to evaluate the proposed mathematical model, a
real-world Bike Ride-sharing service dataset is used [56].
This dataset contains data of a public bicycle sharing ser-
vice called ‘Healthy Ride’ which is used in Pittsburg, Penn-
sylvania, US. The dataset includes ten fields (columns),
which includes; TripID, BikelD, Trip start station ID, Trip
end station ID, and Trip duration, etc. The dataset con-
tains 26973 rows of data. An Intel R Core i3 (2100) @
3.10 GHz with 4 GB DDR2 RAM is used to analyze the
dataset.

A. PRE-PROCESSING AND SYNTHESIS

In order to evaluate the proposed model, some processing is
done on the original dataset. The trip data is imported as a
Data Frame of Pandas Library in Spyder for Python 3.6. The
data values missing for either of ‘Trip start station ID’ and
“Trip end station ID’, are discarded. Upon doing it, the dataset
is reduced to 23712 rows. We have proposed to identify valid
and invalid trips based on Trip duration. The trip duration is
recorded in seconds. If the trip duration value is missing (null)
or it is less than 120 seconds and greater than or equal to
12000, the original value is replaced with 0. This results in
almost 7% of the data values becoming O and this data is
deemed as data for invalid rides. The proposed mathematical
model has been applied after it.

Ride from the source station to the target station has been
perceived as a service. Services are grouped based on “Trip
start station ID’ and ‘Trip end station ID’. This results in the
identification of 1673 unique services in the dataset. Data for
three modeled parameters; Availability, Execution time and
Transaction factor has been computed from the values of Trip
duration, Trip start station ID and Trip end station ID for
1673 unique services. Figure 10 shows the data frame after
pre-processing.

For computing information of the parameter Availability,
the no. of valid and invalid trips for every service has been
counted. The formula is then applied, and the values are
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FIGURE 11. Group of valid and invalid trips.
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FIGURE 12. Final data of 1672 unique services with three parameters.

stored in another data frame. Figure 11 shows the groups of
valid and invalid trips in the form of 1 and O counts. Similarly,
data for Execution time and Transaction factor is computed.
Figure 12 shows the dataset which shows the no. of success-
ful, unsuccessful transactions and total transactions for every
service. Also, the three modeled parameters are computed
and finally, the values of these parameters are aggregated for
the Service Trust parameter. For data normalization, sklearn
library is used.

B. EVALUATION

The resulting data is exported to a.xlsx file. The graphs
of Service Trust with respective modeled parameters are
generated using MS Excel. Figure 13, Figure 14, and
Figure 15 show the resulting graphs. The values of Ser-
vice Trust corresponding to the highest value of Avail-
ability shows a near same concentration of values after
0.7. Also, it should be kept in mind that both axes start
at0.3.

It is evident from the graphs that the modeled parameters
and Service Trust are positively correlated. Except for Execu-
tion time, an increase in the value of QoS modeled parameter
results in an increase in Service Trust and the relationship is
linear or partially linear in nature. Time and trust are inversely
correlated as seen in the graph as well. Hence, the aggregated
Service Trust parameter is computed by inverting the values
of Execution time i.e. (1—E)).
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FIGURE 13. Availability vs service trust.
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FIGURE 14. Execution time vs service trust.

The subjective trust model [26] is evaluated by analyzing
the effects of increasing the concentration of malicious nodes
in the network. A similar approach has been adopted here,
in terms of invalid rides. In order to induce a higher concen-
tration of invalid rides, the trip duration of services with null
values or values less than equal to 600 seconds and greater
than equal to 12000 has been changed to 0. This results in
more than 29% of the rides deemed invalid. The effects of
modeled parameters are then analyzed.

Availability

Figure 16, Figure 17, and Figure 18 are resultant graphs
that show that an increase in the concentration of invalid
rides has resulted in a similar performance. The data points
are more varied and hence stretched across the chart. How-
ever, the regression lines show correlation has remained
unchanged. There is a slight shift in values of Service Trust
with respect to Execution Time. The resulting regression line
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FIGURE 16. Availability vs. service trust after an increase in invalid
transactions.

had a positive slope because the filter for increasing malicious
services was based on assigning a zero value to service with a
duration of less than 600. As a result of that, a major bias was
induced in the Execution time parameter since it is entirely
reliant on the duration of execution. We have thus presented
a graph with a major axis starting from 0.2. As the parameters
in the dataset are modeled from the context of this research,
such a result is expected.

The existing works have analyzed the effect of their
trust models by mapping the proposed parameters with
Social network properties, such as clustering coefficients,
network diameter and degree distribution of the resulting
network, etc. If the proposed scheme works under dif-
ferent circumstances e.g. increased concentration of mali-
cious nodes etc. and the resulting network isolates malicious
nodes while following the properties of a social network,
the scheme is deemed accurate. Our work is different in that
regard.
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FIGURE 17. Execution Time vs. Service Trust after an increase in invalid
transactions.
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FIGURE 18. Transaction Factor vs. Service Trust after an increase in invalid
transactions.

We are dealing with the trust of a resource whose value is
aggregated by calculating Transaction data between different
nodes in the network. We cannot analyze this scheme with
respect to network properties due to many reasons. In the case
of the trust of a service provider, such a node is considered as
a target node in social network data. In our case, service is
a resource that is held by a node. So, its effect on the entire
social network properties and data is out of the scope of this
research work. Unavailability of the right kind of datasets is
another issue.

V. CONCLUSION

In this paper, a service-oriented trust assessment scheme is
proposed for SIoT. Some QoS parameters are analytically
modeled and aggregated to propose a parameter named Ser-
vice Trust. With the analysis of the dataset, a positive corre-
lation between the modeled parameters and Service Trust is
seen. Upon increasing the concentration of invalid/malicious
services in the network the nature of correlation remained
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unchanged. Finally, a scenario-based analysis is done in order
to present the application of this methodology for Service
Selection in SIoT.

This research provides an impetus to conduct further
research on trust computation in SIoT. Previous works have
focused on Service Provider rather than Service itself. Fur-
thermore, the application/usage of the previous researches
remains in the process of discovering a service. The applica-
tion of our research deals with the employment of trust assess-
ment for selection of a service which (is unprecedented)
comes after the process of Service discovery in SIoT. This
application further delves into the domain of Service Com-
position where multiple services are selected and composed
to provide a real-world service. So, we can say that trust
assessment must be employed for all the stated processes,
i.e. service discovery, service selection, and service compo-
sition. As concluded in the literature review section of this
document, the enormous computational overhead which is
entailed with the incorporation of trust assessment processes
in every step of service provisioning remains an exhilarating
process for energy scarce IoT devices.

VI. FUTURE WORK

Due to the lack of experimental platforms and datasets of this
nature, we cannot say yet, about the employment of QoS trust
for every Service. Further research can surely prompt direct
execution of such methodologies and we can investigate the
acknowledgment of the proposed QoS based Service Trust
in a better way. Lastly, this research also provides a stimulus
to an enormous amount of research that can be garnered by
analyzing which trust assessment scheme is to be used under
different circumstances.
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