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ABSTRACT Deep neural networks (DNNs) have achieved great success in various applications due to
their strong expressive power. However, recent studies have shown that DNNs are vulnerable to adversarial
examples, and these manipulated instances can mislead DNN into making false predictions. The existing
methods of generating adversarial examples include pixel-level perturbation or spatial transformation of
images, which cannot consider concurrently with the semantic quality of adversarial examples or success rate
of attack. These methods are computationally bulky and slow to generate the adversarial examples. To solve
this kind of issue, a two-stage generative adversarial networks (TSGAN) with semantic content constraints
is proposed in this paper. The first-stage uses the original example dataset to train generator G, which can
help the generator learn the distribution of real examples. Then, the example semantic quality constraint loss
function, the adversarial loss function and the distance loss function are adopted in the second-stage, so that
the generatorG can continue to learn to search the distribution of the adversarial examples, and train the new
generator Gadv. The adversarial examples generated by generator Gadv are better fit the distribution of real
examples, and have targeted black-box attack capability. The experiments show that the adversarial examples
generated by TSGAN can achieve the success rate of attack at 98.40% in target model, 29.40% success rate
in defense-oriented model. And 77.58% success rate is obtained in the transfer test attack. The results show
that the adversarial examples generated by the proposed model, which has a highly attack success rate and
more difficult to defense. Meanwhile, the improved adversarial examples have stronger transfer ability than
the existing models. The proposed model can effectively reduce the expression of target category features of
the adversarial examples, and the generated adversarial examples have better semantic quality than others.

INDEX TERMS Generative adversarial networks, adversarial example attack, semantic content.

I. INTRODUCTION
In recent years, deep neural networks (DNNs) have been
widely used in various scenarios and tasks, however, the
security problem of DNNs also arouses people’s attention
constantly. Szegedy et al. [1] found that deep neural network
models are susceptible to the adversarial examples, in partic-
ular, the effect of carefully designed adversarial examples is
more obvious. Only by simply adding a small disturbance
to the image, the model can make the error classification
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with high confidence, since then, the adversarial example
attack problem was proposed. The essence of adversarial
example attack problem is to generate a series of input exam-
ples of deep learning model, which cannot be detected by
human eyes but can confuse model judgment by adding small
perturbations. Adversarial example attack can be applied in
many fields, such as target recognition, automatic driving,
face recognition, intrusion detection systems (IDS) and other
applications.

Goodfellow et al. [2] attempted to test the input adversarial
examples by photos taken with mobile phones, and were
able to successfully realize the adversarial example attacks
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against the classifier. Sharif et al. [3] designed a spectacle
frame and made it into a real object, and the wearer of the
frame can successfully confuse the facial recognition soft-
ware. Liu et al. [4] achieved confusion in the physical world
for the Faster Region-CNN and YOLO 9000 target detector.
Eykholt et al. [5] used adversarial stickers next to the sign of
STOP, which enabled the YOLO detector to fail to detect the
STOP sign in almost all frames of the video.

The traditional adversarial example attacks such as the
earliest method L-BFGS (the BFGS, which proposed by
Broyden, Fletcher, Goldfarb and Shanno, with limited mem-
ory called L-BFGS), the most representative method FGSM
(Fast Gradient Sign Method), and these various variants.
These kinds of methods generate the adversarial examples by
accessing the gradient information of target model and adding
the calculated perturbations to the original examples. But
these methods require huge computation, and most of them
are white-box attack. And the specific information is needed
when calculating the perturbation, therefore, the applicability
of such attack methods is relatively narrow.

Nowadays, a tremendous amount works has been done to
the adversarial example attack by using the deep learning,
such as using the generative adversarial networks (GAN) [6]
to generate the adversarial examples. The speed of adversarial
example generation based on the GAN is general faster than
the traditional methods. Although many different works are
based on the deep learning, there are still many problems
in the adversarial example attack, such as the low-quality of
the generated adversarial examples, the distinct disturbances
of examples, low-success rate of attack and low-transfer.
To solve these problems, this paper proposed a two-stage
generative adversarial network (TSGAN) attack method with
semantic content constraints. TSGAN trains the adversarial
example generation model twice. During the first training
stage, the generation model is required to obtain the dis-
tribution of the original data, and make the distribution of
the generated adversarial examples as close to the original
distribution as possible. This stage can help the generation
model generate the adversarial examples with high attack
success rate. In the rear training stage, the additional seman-
tic content constraints are added to help generation model
improve the generation quality. Constraining the semantic
information of the generated adversarial examples by using
the content feature extraction network not only improve the
attack success rate to the image classifier, but also improve
the quality of the generated adversarial examples and reduce
the human perception. The well-trained generation model can
be got after two-stage training.

II. RELATED WORK
The adversarial example attack refers to a given machine
learning model f and the original examples x ∈ y, among the
examples, y is the category of the examples x belongs, then
generate the adversarial examples x ′. The adversarial exam-
ples should be sufficiently similar to the original examples.
In traditional attack methods, the norm distance L2 or other

norm distance L is used as the measurement of perceived
example similarity [7]. The generated adversarial examples
can make the classifier model f deviate from the original
classification result f (x ′) = y, or make the classifier model
classify it into the specified category f (x ′) = y′. The adver-
sarial example attack’s purpose is to obfuscate the output of
the classifier model. And the attack can be divided into three
categories: one-step attack, iteration attack and generation
attack.

Where the classical algorithms of the adversarial example
attack are one-step attack, iteration attack. The L-BFGS
attack was first found by Szegedy et al. [1] in 2013, when
a small perturbation is added to the input examples, the result
of prediction model can be easily changed. Although this
method can generate the adversarial examples stably and
effectively by linear search the manifold space, the defects
of L-BFGS are high-complexity of computation and slow-
generation. Goodfellow et al. [8] proposed a fast gradient
symbol attack FGSM, which can quickly generate adversarial
examples against the target model. This method requires a
small amount of calculation, and only one back-propagation
and one gradient calculation are required during the per-
turbation. However, the target cannot be specified in the
FGSM attack. Subsequently, Kurakin et al. [2] modified
the FGSM algorithm, and proposed three iteration attack
algorithms: the basic-iterative algorithm BIM (Basic Itera-
tive Method), iterative algorithm FGSM and the least pos-
sible iterative algorithm ILLC (Iteratice Least-Likely Class
Method). These algorithms can achieve a better attack
result than the previous algorithm FGSM. Dong et al. [9]
added the momentum to the FGSM algorithm, and gener-
ate adversarial examples by iteration. The improved FSGM
called MI-FSGM (momentum iteration of FSGM), and this
method accelerates the speed of adversarial example attack,
meanwhile, the MI-FSGM can achieve target-less and tar-
geted attack. Carlini and Wagner [10] proposed C&W attack
against the distillation of neural network distillation, and
proved that the distillation does not substantially improve
the robustness of neural network. The attack examples gen-
erated by C&W are aggressive and has small perturbations.
Seyed-Mohsen et al. [11] proposed a Deep Fool attack, which
attack generates the adversarial examples according to the
decision boundary of the classifier and the minimum per-
turbation between the example and hyperplane. Comparing
with the FGSM, the Deep Fool attack is more effective, faster
and less disturbance, but it can only find the disturbance that
causes the sample to cross the decision surface and unable to
specify for attack.

Most of the traditional adversarial example attacks are
white-box attacks, which attacks need the target model’s
architecture and other information. So, the white-box attack
has low applicability and low transfer. The emerging
researches suggest that the adversarial example attacks
are broader adopted the generative adversarial networks.
The inputs examples are generated by the disturbances,
which are directly superimposed or generated as adversarial
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examples. Compared with the traditional attacks, the adver-
sarial examples generated by GAN have higher success rate
and faster generation speed, and the examples also have
higher transfer and anti-robustness. Baluja et al. [12] pro-
posed an adversarial transformation network (ATN), which
can generate a greater variety of adversarial examples by
constraining the distance of generated adversarial example
to original example and attack effect of the generated adver-
sarial example. Inspired by the ATN, Avishek et al. [13]
proposed a method to solve the constraint optimization prob-
lem by using the GAN. When building the network, this
paper adopts the ATN as the generator. The result show that
this method is effective in the generated face adversarial
examples, and the generation speed is faster than the fastest
traditional attack method FGSM. Zhao et al. [14] used an
inverter to approximate a potential vector for input example.
A natural adversarial example can be generated by adding
perturbation to the potential vector and using the generator
reproduce the example. Xiao et al. [15] have made an approx-
imate standard contribution to the adversarial example attack
via GAN. The authors used the least square GAN (LSGAN)
as the basic structure, combined the generator G, discrimina-
torD and target model F to the network. The generator gener-
ated disturbance is superimposed on the original example as
the adversarial example, and the discriminator is responsible
for distinguishing the adversarial example from the original
example, and the target model is used as the direction to guide
the generator. The trained generator can generate target and
no target adversarial examples in batch, which achieved a
very high attack success rate. Mangla et al. [16] improved the
AdvGAN (a GAN which can generate adversarial examples
called AdvGAN), and proposed AdvGAN++. The authors
thought that when generated the adversarial example, the
potential characteristics of the original examples should be
full of use, and generated adversarial examples should also be
close to the input distribution. The experiments showed that
the attack success rate and anti-robustness of AdvGAN++
were superior than the standard AdvGAN. Song et al. [17]
proposed an unrestricted method for generating adversar-
ial examples based on the ACGAN (Auxiliary Classifier
GAN). Wang et al. [18] proposed an anti-transfer generative
adversarial network (AT-GAN), which generates unlimited
adversarial examples from random noise by estimating the
distribution of examples. Chen et al. [19] proposed FF-GAN,
which adopted the mask mechanism in the generator of the
GAN to solve the constraint problems. Because FF-GAN
selectively disturbed the important features of the classifier,
the disturbance range is reduced. Zhao et al. [20] proposed
an unsupervised adversarial attack GAN (UAA-GAN) to
solve the content-based image retrieval (CBIR), face search
and person re-identification (ReID) problem, which method
focused on the deep visual features of disturbed examples.
Jiang et al. [21] proposed a cycle-uniform adversarial GAN
(CycleAdvGAN), which trained two generators to adversar-
ial examples generation and adversarial examples recovery,
that could help the model training. Lin et al. [22] proposed

IDSGAN for IDS detection system, which used black-box
IDs as the target model to generate adversarial examples of
flow data.

III. ADVERSARIAL EXAMPLE GENERATION OF TSGAN
The problem of adversarial example generation can be
defined as: set the target model f to be attacked, and training
a generator G to learn the distribution Padv of the adversarial
examples against the target model f . So that can generate the
adversarial example x ′ = G(z) from the random noise, and
thus f (G(z)) = ytarget , ytarget is the misjudgment category of
the target model that under the attack. And the distribution of
the generated examples Padv are as close as possible to the
real examples Pdata, that can make the generated examples
similar to the originals.

In order to enhance the attack success rate and quality of
the adversarial examples that generate by GAN, this paper
adopts a two-stage training strategy. The first-stage is based
on the original examples, during this stage, training a gen-
erator G which satisfies Pg ≈ Pdata, Pg is the distribution
of the generated examples and Pdata is original examples’
distribution. Making the adversarial examples as realistic as
possible is the purpose of this stage. The second-stage is
using the black-box attack to continue training the generator.
During the training process, extra adversarial loss Ladv and
distance loss Lperturb are added for constraint, that can help the
generator G to search around the Pdata distribution. Finally,
the adversarial examples x ′ = Gadv(z) generated by generator
Gadv which are close to the distribution of the original exam-
ples Pg ≈ Pdata, and have the target attack ability. The target
attack means that the adversarial examples which generated
from the generator Gg with random noise can be classified
into a specific wrong category f (Gg(z)) = ytarget .
In the past, most of the previous adversarial example attack

methods do not consider the semantic of example image,
mostly used the superimposed disturbance or constrained by
supervised learning. Because the content features represent
the semantics of the image, if the content features are kept
unchanged, the generated adversarial examples will become
more invisible to human beings. So, in this paper, the seman-
tic content features xcontent of the image are considered in the
generation of adversarial examples, and the feature extraction
network Nfeature is also used in the network. In this way,
the generated adversarial examples can not only deceive the
target model, but also maintain the original semantic features.

A. THE SEMANTIC CONTENT FEATURES EXTRACTION
In order to make the adversarial examples generated by gen-
erator Gadv satisfy the original examples’ distribution Pdata,
and it’s necessary to define and measure the loss of image
disturbance. In the traditional and latest adversarial exam-
ple attack methods, the constraints on generated examples’
quality usually adopt the L2 norm or others norm distance.
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FIGURE 1. The feature visualization of VGG-16. The first color image is the original
example, the remaining grayscale image are visualized feature map.

The definition of the L2 norm is the equation (1):

DL2 =

√√√√ n∑
i=1

(xi − yi)2 (1)

The L2 norm is calculating the difference of the pixels in
two images, xi and yi are pixels in different images. Although
the result can indicate the difference between two images
on the pixel level, the L2 norm distance cannot describe
the difference between two images on the semantic level
perfectly. L2 norm is adopted in the training process, which
caused a variety of obvious different content features change.
Gadv tends to generate target category features of the image to
confuse the classifier, and undetectable to humans. Therefore,
L2 norm is contrary to the premise that is hard for human to
perceive in the adversarial example attack.

Inspired by the work of image style transfer [23]–[25],
human’s recognition depends on the content features of
objects. So, to improve the features of the adversarial exam-
ples which are difficult to be perceived by human beings,
this paper adopted the content feature extraction method of
the image style transfer to enhance the generated examples’
quality. In order to ensure that the content features of the
adversarial examples x ′ generated by generator Gadv are as
consistent as possible with the expression of generator G.
Suppose the example image is and the content features

are xcontent , and CNN (convolutional neural networks) has
the ability of feature extraction, we use a feature extrac-
tion network Nfeature based on CNN to extract the content
feature xcontent , and adopt a content loss function Lcontent
to constrain the content feature during the training. This
paper used the trained VGG-16 model [26] as the feature
extraction network Nfeature. The VGG-16 contains 16 hidden
layers (13 convolution layers and 3 fully connected layers),
including 5 convolution structures. And usedmultiple of 3×3
convolution kernels instead of the large convolution kernels,
which can reduce parameters of the network and conducive
to maintain the image features [27]. For CNN, the result of
each convolution structure can be regarded as a feature map
of the input image, so it can use the activation value of the
feature map to represent the image’s content feature, i and j
respectively represent the j th feature map of the convolution
structure:

x ijcontent = N ij
feature (x) (2)

In order to check the output feature map of the VGG-16
model, an image of 224× 224 resolution was used for calcu-
lation. The visualization output of each convolution structure
after ReLU (rectified linear unit) activation function was
obtained from left to right, as shown in Fig. 1. In the Fig. 1,
the four gray-scale from the left to right are the visualization
of the activation value of the feature map from the first convo-
lution structure to the fourth convolution structure. It can be
found that the feature map output by the VGG-16 model has
a good content representation ability for the image, and can
be extracted into the content features that conform to human
eye observation.

With the output of feature extraction network as the rep-
resentation of image content features, we can calculate the
feature map i with size C × H ×W for each picture on two
pictures x1 and x2. Therefore, the content feature loss function
L icontent of the two images can be defined as equation (3):

L icontent (x1, x2) =

∥∥∥∥∥N
i
feature (x1)− N

i
feature (x2)

Ci × Hi ×W

∥∥∥∥∥
2

2

(3)

B. TSGAN
The WGAN-GP (Wasserstein GAN with gradient penalty)
network [28] is used as the basic structure to generate the
adversarial examples in this paper. Normal training and
adversarial training are adopted in the training of TSGAN,
which have different purpose and architecture. The two-stage
are introduced in this part.

The normal training and adversarial training are sequential,
the first-stage is normal training and the second-stage is
adversarial training, and both normal and adversarial stage
are training the generator. After the first-stage training, the
generator which trained in the normal training keep both
architecture and parameters intact, then put the generation
model into the second-stage to continue training. Through
the two-stage training, the adversarial examples generated
by generator are more aggressive and better quality than the
existing methods.

The part of the normal training is aiming at generating
a serial of normal adversarial examples. During the train-
ing process, the generator can learn the data distribution
of original examples, and the architecture of the normal
training is shown in Fig. 2 (a). In this figure, the normal
training part including generator Gnorm and discriminator D.
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FIGURE 2. The architecture of the TSGAN. Including the first-stage (normal) training and
second-stage (adversarial) training. The second-stage training is continued when the first-stage
training is finished.

The generator Gnorm is responsible for generating adversarial
examples Gnorm(z) from random noise z. And the discrimina-
tor D is used for distinguishing the authenticity of the image
Gnorm(z) generated by generator and the original example x,
it can also help the generator produce a serial of more realistic
images. The trained generator Gnorm and the corresponding
discriminatorD can be obtained after training, this part of the
training is based on supervised learning, and it’s the basic of
the next training.

The purpose of the adversarial training part is to make
the generator Gadv learn the distribution of the adversarial
examples from the random noise based on the previously
trained generator. The Fig. 2 (b). shows the architecture of
the adversarial training model, including generator Gadv, dis-
criminator D, target model f and feature extraction network
Nfeature. The generator Gnorm and discriminator D are the
trained in the first-stage. In the second-stage, the genera-
tor Gadv keep training with four different loss functions.
In addition to the loss function LGAN of the WGAN-GP,
the loss function Ladv of the target model f , the loss function
Lperturb of L2 norm distance and the loss function Lcontent
of feature extraction model Nfeature. Using the adversarial
examples Gadv(z) generated by generator Gadv as the input of

the target model, the output of the adversarial part is defined
as the adversarial loss L

ytarget
adv , the ytarget is the category of the

attacked, L
ytarget
adv represents the distance between the category

attacked of generated adversarial examples Gadv(z) and the
predicted category by target model. The definition of the
L
ytarget
adv is:

L
ytarget
adv = EzPGadv(z) logf (Gadv(z), ytarget ) (4)

Meanwhile, in order to limit the disturbance range of the
adversarial examples Gadv(z), the disturbance evaluation is
defined to measure the loss of disturbance. This paper used
the distance of L2 norm as the loss function of disturbance
assessment Lperturb. And the loss function is prevented the
excessive disturbance, the detail equation is following:

Lperturb = ‖Gnorm(z)− Gadv(z)‖ (5)

The feature extraction network Nfeature is shown in Fig. 3.
As for Nfeature, the activation function in the third convolu-
tion structure of VGG-16 is selected to calculate the content
features. In this paper, the generated adversarial examples
Gadv(z) and the normal examples Gnorm(z) should be com-
pared, so putGadv(z) andGnorm(z) as the inputs of theNfeature.
Then using the MSE loss to construct the loss function
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FIGURE 3. The architecture of feature extraction network in VGG-16.

of content feature Lcontent , the loss function which used in
Nfeature is keeping the semantic content, the loss function is
equation (6):

Lcontent (Gnorm(z),Gadv(z)) =
∥∥Nfeature(Gnorm(z))
−Nfeature(Gadv(z))

∥∥2
2 (6)

So, the total loss function of the second-stage training is the
equation (7), and the λ1, λ2 and λ3 are the hyperparameters
that control the different loss functions. The Ltotal is replaced
the original one in generator Gadv.

Ltotal = LGAN + λ1Ladv + λ2Lperturb + λ3Lcontent (7)

The pseudocode of the two-stage training is given in the
following part. In the first-stage training, the random noise
is used as the input of generator, the generated adversarial
examples Gnorm(z) and the original examples x are input to
the discriminator D. Then initialize the generator Gnorm and
discriminator D, and only use the LGAN as the loss function
to train the network. The Table 1. Shows the pseudocode of
the first-stage training:

The second-stage training also uses the random noise as the
generator input. The generated adversarial examples Gadv(z)
and normal examplesGnorm(z) as the discriminator input, and
the attack category ytarget is given. The generator Gnorm and
discriminatorD that have been trained in the first step are used
instead of initialization. The loss function of discriminator
keeps unchanged, and the adversarial loss function L

ytarget
adv ,

disturbance loss function Lperturb of generating samples and
content feature loss function Lcontent are added as the total
loss of second-stage. And keep training the network model,
the pseudocode of second-stage training is given in Table 2.

IV. THE EXPERIMENTS AND ANALYSES
A. DATASETS
The MNIST and CIFAR-10 dataset are used in this paper.
MNIST data set [29] is a classic handwritten numeral data
set in the field of machine learning. And 10 categories in the
dataset, 0 through 9, each example is a 28×28 pixel grayscale
image. CIFAR-10 dataset [30] is also a classic dataset in the
field of machine learning. There are 10 categories, and each
example is a 32× 32 RGB image.
Several attack models and corresponding classifiers are

trained for different target models, and different attack

TABLE 1. The Pseudocode of The first-stage training.

models’ performance are compared in this part. Meanwhile,
other attack methods are also used to compare with the pro-
posed model.

B. THE ATTACK PERFORMANCE OF TSGAN
For the reasonableness of the experiments, the algorithms
which used in this paper are all based on python, and using
the PyTorch to build the deep learning network. The hardware
environment of the experiment is AMD 3700X CPU, 16GB
memory, and NVIDIA RTX2080 graphics card is used for
accelerated training.

This section contains three experiments: attack experiment
on the target model’s classifier after normal training, attack
experiment on the target model’s classifier after adversarial
training and transfer attack on different models.

1) THE SETTING OF EXPERIMENT
The purpose of this paper is to attack the trained image
classifier, according to the proposed attack model, the calcu-
lation of the adversarial loss function needed the target model.
As for MNIST dataset, LeNet5 adopted, and the ResNet20,
ResNet32 and Wide Resnet28 [31] are used for training the
CIFAR-10 dataset; the Adm optimizer [32] is adopted in the
different models.
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TABLE 2. The Pseudocode of the second-stage training.

Among them, parameters used in different datasets are
shown in the Table 3. and Table 4. And the Table 5. shows
architecture and parameters of the LeNet5.

The LeNet5 and ResNet32 as the target model for MNIST
and CIFAR-10, then TSGAN is trained on these datasets.
Fig. 4. shows the adversarial examples generated by TSGAN,
(a) is generated from MNIST dataset with LeNet5, and the
category of the attack is the number 0; (b) is generated from
CIFAR-10 with ResNet32, and the category of the attack is
the plane.

TABLE 3. The setting of the MNIST dataset.

TABLE 4. The setting of the CIFAR-10 dataset.

TABLE 5. The architecture of LeNet5.

2) THE ATTACK OF THE NORMAL CLASSIFIER
First, attack the target model after normal training. The four
target model networks are trained in respective datasets as
the target of attack. Then use the four different models as the
target model to train the attackmodel TSGAN onMNIST and
CIFAR-10. After two-stage training, take out the generators
of the TSGAN as the adversarial example attack tools to
generate the adversarial examples. Then put the generated
examples to the four different trained classification model,
and test the attack effect.

The adversarial example attacks in this part are used the
generated adversarial examples to attack the target classifier
model. When the classifier model is well-trained, the classi-
fier model has the ability of classify. The generated adver-
sarial examples as the input data to the trained classifier
model, and then the classifier gives a different category from
human, it means the generated adversarial examples trick
the classifier model and the attack is effective. Three addi-
tional methods FGSM, PGD (Projected Gradient Descent)
and AdvGAN are added in the experiment to compare with
the TSGAN.
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TABLE 6. The attack success rate of different methods on normal training.

FIGURE 4. The generated adversarial examples on MNIST and
CIFAR-10 by TSGAN. (a) is generated with the MNIST, (b) is generated
with the CIFAR-10.

By calculating the derivative of the model with the input
example and its specific gradient direction, and then multi-
plying by a step-length coefficient, the resulting disturbance
is added to the original input example, finally, the adver-
sarial example is obtained under the FGSM attack. PGD is
a variant of BIM that produces an adversarial example by
searching for input random noise, and is similar to the gra-
dient descent algorithm, while the PGD contains projection
operation. AdvGANmaps the original example to adversarial
disturbance through the generator, and then add the distur-
bance to the original example to synthetize an adversarial
example. Table 6. shows the attack success rate of different
attack algorithms.

From the Table 6, the attack effect of the TSGAN is better
than FGSM and AdvGAN, but slightly worse than PGD
on the MNIST dataset. As for bigger CIFAR-10, the attack
effect of the TSGAN is better than the other traditional attack

methods in three different classification networks. Because
the PGD attack [33] is an iterative attack, and this attack is the
strongest first-order attack, the attack effect on small datasets
is better.

Due to the characteristics of the GAN, after training, it can
quickly generate a large number of unconstrained adversarial
examples from random noise. So, the speed of generation
is faster than the traditional methods without disturbance
calculation.

3) THE ATTACK OF THE ADVERSARIAL CLASSIFIER
At present, there are already defense methods to adversarial
example attack. The defense model which after training can
obtain partial resistance to attack and reduce the attack suc-
cess rate. To further test the attack ability of the proposed
method in this paper, the models that have been trained for
defense are used to be attacked. The LeNet5 withMNIST and
different ResNet with CIFAR-10 are also used as the target
models.

First step, four different models (LeNet5, ResNet20,
ResNet32 and Wide Resnet28) were trained on their respec-
tive dataset, then training the TSGAN with the four target
models. Secondly, the four models are retrained by the adver-
sarial methods of FGSM and Iterative, and eight trained target
models are obtained. Because the model has been adversar-
ial trained, it will lose some recognition ability of original
example while improving the defense ability. Finally, using
the TSGAN to generate the adversarial examples and attack
the eight target models.

The FGSM and PGDmethods are used in this experimental
part, and attack method AdvGAN based on GAN is also
adopted to compare with our proposed model. The results are
given in the Table 7 and 8.

From the Tables, the attack success rate of four different
attack methods are obtained in eight models. The attack
effects of the proposed method are almost better than the
AdvGAN method, except the ResNet20 model which uses
Iterative method to adversarial training. So, compare with the
AdvGAN, the proposed attack method in this paper is more
difficult to defend. As mentioned above, PGD method is an
iterative attack with strong attack force, and neither TSGAN
nor AdvGAN method exceeds this method. However, as for
attack speed, PGD attack is calculated by n iterations, and the
time complexity isO(n), while TSGAN generates adversarial
examples directly after training, and the complexity is O(1).
The PGD method of 20 iterations is used in the experiments,
therefore, the speed of PGD generation is well below than that
of TSGAN method in this paper.
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TABLE 7. The attack success rate of different methods on adversarial training in MNIST dataset.

TABLE 8. The attack success rate of different methods on adversarial training in CIFAR-10 dataset.

TABLE 9. The adversarial example transfer attack on different target model.

TABLE 10. Comparison of attack results with and without content feature constraints.

4) THE TRANSFER OF TSGAN
The target model of training and attacking is different in the
adversarial example transfer attack. Because the adversarial
example transfer attack is aimed at different target models,
the transfer ability can also show the black-box attack ability
of the attack method.

In order to test the transfer attack of adversarial exam-
ples generated by the proposed model, the ResNet20,
ResNet32 and Wide ResNet28 are used as the target model
to train the TSGAN. Three attack models are obtained, then
the attack models exchange the attack target models and
observe the attack effect. The results of the attack are shown
in Table 9.

From the three groups of experimental results, by com-
parison with the attack on different target models’ success
rate, the adversarial examples generated by proposed method
have strong transfer ability. And has got 77.58% success
rate of the transfer attack. Compared with AdvGAN, except
ResNet32model, TSGANget higher attack success rate in the
other experimental groups, which shows that the adversarial
example produced by TSGAN is more stable. When theWide
ResNet28 model with more parameters is used as the target
model to training the TSGAN, and the higher attack success
rate in the transfer attack than other two ResNet models. So,
a stronger attack ability can be obtained when training the
TSGANwith a complex network. The above results show that

the adversarial examples generated by the proposed model
when training with a target model have a strong black-box
attack ability to other classification models. And can use the
proposed model to attack the other black-box model.

C. THE GENERATION QUALITY OF THE TSGAN
To investigate the role of content features in the generated
adversarial examples’ quality and attack effect, compare the
TSGAN with the content feature to without content feature.

1) THE COMPARATION OF ATTACK EFFECT
In this section, the content feature constraint in TSGAN
attack method is removed to compare with the standard
TSGAN. Attack with target models that have not been adver-
sarial trained, the LeNet5 and ResNet32 are used as trained
model onMNIST and CIFAR-10 datasets. The attack success
rates are given in Table 10.

From the table, after removing the content feature,
the attack success rate on MNIST data set decreased by
0.13%, and the attack success rate on CIFAR-10 data set
increased by 0.92%. From the results, the content features
have no effect on attack effect, and even have a slight reaction.

2) THE COMPARATION OF QUALITY
To verify the relationship between content features and the
quality of generated adversarial examples, the examples’
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quality of generated by WGAN-GP, TSGAN without content
features and TSGAN with content features are compared.
For compare the quality of the generated examples, after
training, a quantity of adversarial examples according to
MNIST and CIFAR-10 dataset. The details of examples are
shown in Fig. 5.

FIGURE 5. The quality of the generated adversarial examples on MNIST
and CIFAR-10. (1) and (a) are generated by WGAN-GP in first-stage,
(2) and (b) are generated by TSGAN without content feature,
(3) and (c) are generated by TSGAN with content feature.

It can be found from the images, the adversarial exam-
ples generated by TSGAN without content feature has a
trend towards semantic change. Because the target category
attacked is 0 and plane, the Fig. 5. (1) and (a) are generated by
the WGAN-GP after first-sate training as the standard adver-
sarial examples. And the adversarial examples generated by
TSGAN without content feature begin to show the content
characteristics of the target category in the image. It’s a
bad phenomenon when generating the adversarial examples.
In the Fig. 5. (2), the numbers 4, 7 and 5 all have the closed
feature of the number 0; the images of Fig. 5. (b) appear the
characteristics of sharp nose such as nose and wing in aircraft
category. In Fig. 5. (3) and (c), these phenomena have been
significantly improved.

The Fig. 6. shows the characteristics of some typical exam-
ples’ change.

To further compare the image quality of the proposed
method with other GAN based methods, the AdvGAN

FIGURE 6. The characteristics adversarial examples of the WGAN-GP.

and Adv-ACGAN are selected. AdvGAN generation is
based on the calculation of disturbance superposition; and
Adv-ACGAN is based on the direct generation of unrestricted
examples. The comparison of the different attack adversarial
example generation based on GAN is shown in Fig. 7. The
first and second lines are extracted from the corresponding
papers.

Through comparison, we can see that adversarial examples
of AdvGAN have obvious noise due to the superposition
of disturbance, while adversarial examples of Adv-ACGAN
have a great change in the semantic content, such as num-
bers 3, 6, 9. In the third line of Fig. 7, the number examples
generated by proposed method avoids the change of image
semantics, and maintains the digital features. The disturbance
superposition produced inside the outline of the numbers,
which has no significant perceptible impact on the image
feature information.

At the end, the quantitative descriptions of generated
image’s quality are compared, including the WGAN-GP,
AdvGAN, TSGANwithout content feature and TSGANwith
content feature. Fréchet Inception Distance (FID) [34] and
Structural Similarity (SSIM) [35] are the evaluations that
commonly used in the image’s quality. The metric of FID is
the distance between the feature vectors of the real image and
the result image, the smaller the index, the higher the image
similarity; and the SSIM measures the similarity between the
two images, when the index is close to 1, a high similarity of
the two images. The Table 11 and 12 reveal the similarity of
the adversarial examples.

The generated adversarial examples of the WGAN-GP in
first-sate were used as the comparison criteria, because exam-
ples generated at this stage are resembled to real. From the
FID and SSIMmetrics in the tables, the adversarial examples
generated by TSGAN with content feature are better than

TABLE 11. The quality evaluation of The MNIST dataset.

TABLE 12. The quality evaluation of The CIFAR-10 dataset.
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FIGURE 7. The comparison of adversarial examples’ quality. The first line is generated by
AdvGAN, the second line is generated by Adv-ACGAN, the third line is generated by TSGAN.

then TSGAN without content feature in the two datasets.
Meanwhile, the better-quality assessments are obtained by
comparing AdvGAN method. It illustrates that the TSGAN
with content feature can generate a more realistic example.
So, the TSGAN with content feature has higher quality of
adversarial examples under the premise of ensuring the suc-
cess rate of attack.

By comparing the quality of the adversarial examples of
different generation methods, the TSGAN method proposed
in this paper can better learn the distribution the adversarial
examples through the unsupervised training. The generation
of adversarial examples for attacked target category do not
change the semantic information of the image, and more
consistent with human judgment. By generating adversar-
ial examples directly, the limitation of the original sample
superposition perturbation method is avoided, and unlimited
adversarial examples can be quickly generated in batches.

D. THE GENERATION EFFICIENCY OF THE TSGAN
Finally, the generation efficiency of the above attack mod-
els is compared by the 1000 adversarial examples genera-
tion time. The experimental results are shown in Table 13.
FGSM, which is the fastest in traditional attack methods,
takes about 0.66 seconds. PGD, which has high-complexity
of computation and slow-generation for 20 iterations, needs
4.83 seconds. AdvGAN generated the examples by the
disturbances and superposition, and the generation efficiency
increases an order of magnitude and takes about 0.036 sec-
onds. TSGAN directly generates adversarial examples, which
is nearly three times faster than AdvGAN. It is shown that
TSGAN after training can generate adversarial examples
more quickly.

TABLE 13. The example generation time.

V. CONCLUSION
An adversarial example attack method with content charac-
teristic constraints TSGAN is proposed in this paper, which
based on two-stage training. During the training, the TSGAN
pays attention to the semantic information of examples,

and no more superimposed perturbations. In the first-stage,
the dataset is used for normal training; and semantic content
constraints are adopted for second-stage training. Based on
the training strategy of the TSGAN, the adversarial examples
generated by the model are not limited to the existing exam-
ples, while the examples are generated directly by the attack
model with learned data distribution. In the experiment part,
the MNIST and CIFAR-10 datasets are used to training the
TSGAN and other models. Experiment results show that the
attack success rate of TSGAN is 23.81% better than FGSM
in two datasets; 2.5% batter than PGD and 4.59% better than
AdvGAN. As for generation time, the TSGAN is 98.03%
faster than FGSM, 99.73% faster than PGD and 63.89% faster
than AdvGAN. The attack method proposed in this paper
have high attack success rates and good performance in image
quality.

In addition, how to further improve the attack success rate
of the attack model on the basis of ensuring the quality of
generated examples is our future work, and how to generate
some adversarial examples with a series of encrypted images
might be an interesting work [36]. Meanwhile, how to effec-
tively defend this kind of adversarial example attack will also
be our next consideration.
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