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ABSTRACT In view of the secrecy requirements of visible light communication (VLC) and the massive
connectivity demand of future communication, this work investigates physical-layer security (PLS) for a
VLC network based on nonorthogonal multiple access (NOMA). To date, however, research on PLS in
NOMA-enabled VLC networks considers only users in a static state. The movements of users make it
imperative to dynamically allocate optical access points (OAPs) and transmit power to mobile users (MUs).
Such a resource allocation problem is transformed into the problem of dynamically allocating power in
this paper. Thus, joint secure communication and power allocation optimization is formulated to maximize
the network secrecy performance in each time frame subject to the constraint of the maximum power of
OAPs and the constraint of power allocation based on NOMA among the associated MUs at each OAP.
The formulated joint optimization problem is generally nonconvex because the logarithmic subtraction
operation exists in the secrecy capacity, and we cannot directly find the optimal solution. A hierarchical
power allocation algorithm is naturally proposed based on an iterative security-aware water-filling approach
and the optimality conditions of Karush-Kuhn-Tucker. Convergence and effectiveness are investigated for
the presented power allocation algorithms through simulations. The simulation results show that the network
sum secrecy capacity depends on the number of MUs, the characteristics of the optical transceiver, and the
number of OAPs deployed in the room.

INDEX TERMS Physical-layer security, visible light communication networks, PLS, mobile users, user

mobility, nonorthogonal multiple access (NOMA).

I. INTRODUCTION

As the key technologies in fifth generation (5G) and
beyond, visible light communication (VLC) and nonorthog-
onal multiple access (NOMA) have attracted widespread
interest worldwide. On the one hand, VLC [1], [2] based on
white light-emitting diodes (LEDs) can realize illumination
and high-data rate communication with the existing lighting
infrastructure to complement or be combined with current
radio frequency (RF) communications networks, and it can
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be applied to many high user density scenarios, such as
indoor shopping malls, exhibition or conference halls, and
the waiting rooms of railway stations or airports, as well
as outdoor intelligent transportation [3] and V2X commu-
nication, and thus VLC technology is suitable to support
massive connectivity and high-speed low-latency communi-
cation which is exactly the requirement of future 5G and
beyond [4]. On the other hand, NOMA [5], [6] makes it pos-
sible to serve multiple users with the same frequency or time
resources and to separate them in the power domain or other
domains, thus NOMA has an inherent nature of sup-
porting massive connectivity. In addition, NOMA has the
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advantages of superior spectrum efficiency and low transmis-
sion latency compared with traditional orthogonal multiple
access [7].

In recent years, as a promising alternative and complement
to traditional encryption technology, physical-layer security
(PLS) [8]-[10] has also gained much attention from academic
and industry scientists. PLS technology utilizes the diversity
and difference nature of wireless channels to mark each
channel, including legitimate and eavesdropping channels,
with a unique ‘““footprint”’. PLS technology makes full use
of the channel difference to distinguish users and to prevent
legitimate users from being eavesdropped by eavesdropping
users, directly ensuring secure transmission of information at
the physical layer.

A. RELATED WORKS

Over the past five years, NOMA-enabled VLC networks
have received extensive attention. NOMA is more suitable
for VLC networks than for RF networks because 1) NOMA
performs better in a high signal-to-noise ratio (SNR) envi-
ronment [11], which is inherently offered in VLC systems
because communication is performed on the basis of the
infrastructure of LED illumination and, to achieve a cer-
tain dimming level, high transmission power is required. In
addition, the indoor relatively short transmission distance
and the dominant line of sight (LoS) path between LED
transmitters and photodetector (PD) receivers can make the
SNR high. 2) The broadcast nature of the wireless chan-
nel enables VLC to accommodate large numbers of users,
while NOMA can efficiently multiplex multiple users. 3) The
half-power angle of LED (i.e., the semiangle of an LED at
half illuminance) and the field-of-view (FoV) of PD play an
important part in improving VLC system performance. These
two parameters can be used to tune the differences of the
channel between users, which is critical for NOMA to achieve
successive interference cancellation (SIC). Much research
on VLC networks based on NOMA has been undertaken.
To increase the achievable throughput for a NOMA-based
VLC network, [11] presented a gain ratio power management
approach. Considering the user fairness and optical intensity
constraints, the sum throughput maximization problem was
proposed in [12]. A detailed review of optical NOMA-VLC
networks was conducted in [13], and to design and implement
such a network, it also presented potential opportunities, chal-
lenges and open research problems. In a VLC network with
multiple optical attocells, the time-sliced NOMA method was
presented in [14] to cope with the interference between mul-
tiple users. For an unmanned aerial vehicle (UAV)-assisted
VLC-NOMA network [15], NOMA power allocation and
UAV location were jointly optimized to maximize the net-
work throughput.

Over the past five years, research on PLS for VLC
networks has also attracted great interest. Signal processing
technologies such as beamforming [16], [17], precod-
ing [18], [19], artificial optical jamming [20] and polar-code-
based secure coding [21] are used to improve the secrecy
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performance of VLC. Taking the adopted mathematical tools
into account, stochastic geometry theory was used to derive
the average secrecy capacity of system while the users were
randomly distributed in the room [22]. Optimization the-
ory can also be used to enhance the secrecy performance
of VLC systems while satisfying various constraints, such
as the LED optical power constraint [23], the peak power
constraint to reduce eye damage [16] and the light energy
harvesting and dimming control constraint [17]. Taking the
eavesdroppers into account, most researches on PLS for VLC
networks were performed against external malicious eaves-
droppers [16]-[18], [22], [23], while several have focused on
the transmission of confidential information, that is to say,
users are kept ignorant about the information not intended
for them [19]. Note that only passive eavesdroppers were
considered in the above mentioned papers. Recently, active
and malicious attacks on VLC systems by malicious external
nodes have begun to attract researchers’ attention [24].

Since Zhang et al. [25] first studied PLS in NOMA net-
works in 2016, most work published on PLS in NOMA
networks has focused on NOMA users eavesdropped or inter-
cepted by external malicious eavesdroppers [25], [26]. Some
users as untrusted nodes in relation to other legitimate NOMA
users have also been investigated [27]. Both external and
internal eavesdropping were considered in [28] to design
secure transmission. In view of the adopted mathematical
tools, optimization theory [25], stochastic geometry the-
ory [26] and game theory [29] can be used to analyze the
secrecy performance of NOMA systems. In view of the uti-
lized signal processing technology, in addition to the above
mentioned technology of PLS for VLC networks, transmit
antenna selection [30] can also be utilized in PLS for NOMA
systems. Not like PLS in VLC systems only focusing on
downlink wireless communication, PLS in NOMA systems
can also be applicable to uplink communication [31]. More-
over, PLS in NOMA applied to various systems such as
mobile edge computing networks [31], UAV-assisted commu-
nication [32], [33], and ultra-dense networks [34] has gained
much interest from researchers. However, these works on
PLS in NOMA systems are all confined to the RF commu-
nication field and cannot be directly applied to the VLC field
due to the particular characteristics of the optical transceiver
and the optical wireless transmission channel.

To date, several studies on PLS in NOMA-enabled VLC
networks have been conducted. For a multiuser, multi-
external-eavesdropper downlink NOMA-VLC network,
the secrecy outage probability (SOP) was derived in [35]
based on the spatial distribution of users and eavesdrop-
pers and the statistical characteristics of the optical wireless
channel, and it illustrated that SOP performance is related to
the parameters of the optical transceiver and the eavesdrop-
ping density. For a two-user single-external-eavesdropper
downlink NOMA-VLC network, multiple trusted relays with
the optical transceiver were deployed and secure beam-
forming vectors were designed in [36] to ensure secure
transmission, showing that the best relaying scheme depends
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on the geometric layout and the number of relays. To date,
however, for research on PLS in NOMA-enabled VLC net-
works, only legitimate users in a static state have been
considered.

Users’ mobility is a significant feature of wireless commu-
nication. By 2030, mobile data traffic will reach close to five
zettabytes per month [37], [38], and Cisco anticipates that by
2022, 71% of internet data traffic will be mobile data traffic,
over 80% of which will occur indoors [39]. Great efforts have
been made to study the effect of user mobility on the different
performances of VLC networks. For example, [40] theoret-
ically studied the statistical feature of VLC channels under
the influence of the random orientation of mobile receivers,
and system reliability, such as the bit error rates and outage
probability, was derived. Based on a series of experimental
measurements, the model of the random orientation of mobile
receivers was presented in [41], and the handover rate of a
light-fidelity (LiFi) network was assessed for user’s random
waypoint mobility (RWP) process. Reference [42] presented
the statistical characteristics of the SNR for a VLC system
where user movement obeyed RWP. Considering the influ-
ence of user mobility, channel characteristics were modeled
by the ray tracing method and experimental measurements
in [43] and [44], respectively. Transmit power allocation sub-
ject to the achievable rate constraints of mobile users (MUs)
in a VLC network on the basis of NOMA was investigated
in [45]. An efficient dynamic association between MUs and
optical access points (OAPs) was designed in the presence of
user mobility and traffic dynamics in [46]. Power allocation
for dynamic association between MUs and OAPs in a cell-
free VLC was presented in [47], which was formed into a
network utility maximization problem. Although much effort
has been made to study user movement, to date, research on
its effect on the PLS performance of VLC networks based on
NOMA has not been carried on.

B. MOTIVATIONS

To date, studies on PLS for MUs in VLC networks based
on NOMA are rare in the open literature. With the fast-
developing mobile internet of things (IoTs), whether mobile
payments, mobile social networking or mobile offices, secu-
rity is the primary demand for high user density scenar-
ios in 5G networks and beyond. Hence, it is significant to
make research on PLS for MUs in NOMA-enabled VLC
networks.

Due to the limitation of the half-power angle of LEDs,
mobility will make users move out of the optical attocell
dominated by one OAP and migrate into the service area
of other OAPs. User mobility will cause an OAP allocation
problem and user association with one particular OAP, which
is aresource allocation problem. In this paper, such aresource
allocation problem will be transformed into the problem of
dynamically allocating power, i.e., to dynamically allocate
the power of each OAP and to dynamically allocate trans-
mit power based on NOMA among the associated MUs at
each OAP. Furthermore, taking external eavesdropping into
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account, we formulate a joint problem of secure communi-
cation and power allocation to maximize the secrecy perfor-
mance of the network under the constraints of the maximum
power of OAPs and power allocation based on NOMA among
the associated MUs at each OAP.

This work investigates a VLC network based on downlink
NOMA that includes multiple OAPs deployed in the ceiling
and multiple MUs moving on the ground. Each OAP serves
its associated MUs via NOMA. Every OAP covers an optical
attocell. At the edge of each optical attocell, there exists an
eavesdropper (Eve) eavesdropping or intercepting the infor-
mation sent from this OAP to its associated legitimate MUs.
Both legitimate MUs and the Eve are assumed to be with
a PD receiver. For each OAP, the channel state information
(CSI) of MUs associated with this OAP is assumed to be
perfectly known. In general, this CSI can be obtained by
evaluating at the side of the MU, and it can be fed back to
the corresponding OAP via an uplink infrared channel [2].
Since the Eve eavesdrops at the boundary of each optical
attocell, and the separation distance between the Eve and the
projection of the OAP that the Eve belongs to on the ground
holds constant, the propagation distance between the OAP
and the Eve can be known. Based on the characteristics of the
visible light channel and optical transceiver, the instantaneous
CSI of the Eve can be obtained. Note that it is feasible to
assume that the Eve is static or moves around the boundary of
each optical attocell. For example, the boundary of an optical
attocell can be considered the boundary of a protected zone
that the Eve cannot enter and is located only at the boundary
of the protected zone to wiretap the downlink messages from
the OAP to MUs to the maximum extent. Similar assumptions
can be seen [33], [48]. This may require authentication and
authorization to NOMA legitimate users, which is not the
focus of this work and will be covered in the future. In this
work, each OAP serves its associated MUs via NOMA, all
the signals of MUs associated with one OAP are superposi-
tion coded at this OAP, and SIC operation is performed at
the side of the MU to decode signals from this OAP. The
SIC module is embedded in the PD receiver. SIC can make
MUs remove some interuser interference, and it is helpful
in expanding the channel difference between legitimate MUs
and the eavesdropping channel and, ultimately, in improving
network secrecy performance.

C. CONTRIBUTIONS
Specifically, in the following, we list the main contributions:
o In view of the secrecy requirements of VLC and the
massive connectivity demand of future communication
and considering user movement, this work investigates
PLS for MUs in a NOMA-based VLC network. Joint
secure communication and power allocation optimiza-
tion is formulated to maximize the network sum secrecy
capacity (NSSC) of MUs in each time frame with the
constraint of the maximum power of each OAP and the
constraint of power allocation based on NOMA among
the associated MUs at each OAP.
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o The formulated joint optimization problem is not con-
vex and the optimal solution cannot directly be found.
In each time frame, a hierarchical optimization is pro-
posed to maximize the network’s NSSC based on the
key idea of iterative security-aware water-filling (SWF)
and the optimality conditions of Karush-Kuhn-Tucker
(KKT). We ultimately find the optimal solution uti-
lizing this hierarchical algorithm. For the proposed
NSSC maximization problem considering user move-
ment, the optimal decisions on the power allocation of
all OAPs and MUs are made in real time based on the
indoor optical wireless channel conditions in each time
frame.

o Simulation experiments are performed to illustrate the
convergence and effectiveness of the network secrecy
performance of the presented power allocation algo-
rithm. Given relevant parameters, decreasing the number
of MUs moving in the model room and narrowing
the maximum optical beam of the LEDs embedded
in the OAPs and the FoV of the PD receiver can improve
the NSSC of all legitimate MUs. The NSSC can also be
improved by deploying more OAPs in the room.

Notably, the work of this paper is different from that
of [35]. First, there are multiple optical attocells in this work,
and mobility causes users to move out of the optical attocell
dominated by one OAP and migrate into the service area of
other OAPs. In contrast, [35] considers only a single optical
attocell where the legitimate NOMA users in static state are
affected by multiple randomly roaming eavesdroppers mod-
eled as homogeneous Poisson point processes (PPPs). Sec-
ond, optimization theory is used to find the optimal solution
to the joint secure communication and power allocation opti-
mization problem. In contrast, [35] uses stochastic geometry
theory to derive the SOP performance of the system based
on analyzing the statistical characteristics of the legitimate
channel and eavesdropping channel.

The remainder of this work is as follows: Considering
user movement, Section II introduces a secure VLC network
model with NOMA. In Section III, the joint problem of
secure communication and power management is formulated.
Section IV presents a hierarchical power allocation algorithm
to dynamically allocate OAPs to MUs and to allocate transmit
power based on NOMA among the associated MUs at each
OAP to maximize the NSSC of the network. In addition,
the computing complexity of the algorithm is investigated.
Section V performs numerical simulations and obtains the
corresponding results. Section VI presents the conclusions.

Il. SYSTEM MODEL

The VLC network considered in this work is shown
in Figure 1, where M={1,2,---, M} OAPs are deployed
in the ceiling of a room and N'={1,2,---,N} MUs are
moving on the ground. Based on the received signal strength,
each MU selects one of the OAPs as its associated OAP.
Every OAP serves its associated MUs via downlink NOMA,
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e Optical Access Point (OAP) & Mobile User (MU) a Eavesdropper (Eve)

FIGURE 1. NOMA-enabled VLC network with MUs and eavesdroppers.

and each OAP covers an optical attocell with a diameter of
approximately 2-3 meters. Thus, the proposed network has
M optical attocells. At the edge of each optical attocell, there
is an Eve trying to eavesdrop on the information sent from this
OAP to its associated legitimate MUs. Each of the legitimate
MUs and the Eve are assumed to be equipped with one PD
receiver, which has a SIC module.

Let the location of OAP m be x;,,, and in time frame 7, let the
location of MU n be y,, ,; the motion trajectory of MU n can
be described as {y, ,} i=1.2....- The proposed dynamic VLC
network is assumed to be divided into multiple time frames.
Information transmission is assumed to be based on a time
frame during which each OAP synchronizes the information
transmission among all of its associated MUs. The gains of
the optical wireless channels in one OAP remain constant
over a time frame, and they can vary from one time frame
to another due to user movement.

For the proposed secure NOMA-enabled VLC network,
the effect of both external eavesdropping and user mobility
should be jointly taken into account. Considering user mobil-
ity, it is necessary to dynamically allocate resources. Such
resource allocation consists of two parts: OAP allocation with
the moving of the MUs and the transmit power allocation
of each OAP to its associated MUs based on NOMA. Fur-
thermore, taking external eavesdropping into account, it is
essential to measure the network’s secrecy performance. The
NSSC of all legitimate MUs is utilized in this paper.

For this purpose, a secrecy evaluation framework for MUs
in a VLC network based on downlink NOMA is proposed
in Figure 2. The VLC network consists of two decision-
making layers: Layer 1 and Layer 2. At Layer 2, the OAPs
serve MUs through optical wireless channels on the basis of
NOMA. The allocation of transmit power based on NOMA to
each OAP’s associated MUs and the determination of the SIC
order are performed at this layer. At Layer 1, the allocation of
OAPs and the maximization of network secrecy performance
subject to the resource allocation constraint are determined.
Implementation is explained in detail in Section IV. Finally,
the derived results are fed back to the optical control center
(OCC), which is connected to all OAPs via a power line or
optical fiber.

Ill. JOINT OPTIMIZATION OF SECURE COMMUNICATION

AND POWER ALLOCATION
In this paper, we assume that in time frame #, OAP m has a

power of P, ;, which is utilized to transmit information to all
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/ Decision-making Layer
occ /

& Mobile user (MU)

&> Optical access point (OAP) — Power line or optical fiber

@ Optical control center (0CC) () Eavesdropper (Eve)

FIGURE 2. A secrecy evaluation framework for MUs in a VLC network
based on downlink NOMA.

MU s associated with this OAP, with its maximum achievable
value being P, max. Based on the downlink NOMA scheme,
OAP m allocates the transmit power of p,, , ; to MU n, which
is a user associated with OAP m in time frame ¢.

Owing to user mobility, whether OAP m is active (serving
users) or idle (not serving users) in time frame ¢ can be
determined by

{ P >0, OAP m is serving users )

Py =0, OAP m is not servingusers

Additionally, whether or not MU n is a user associated with
OAP m in time frame ¢ can be determined by

{ Pm.n: > 0, MU nis user association with OAP m

Pmnt =0, MU n is not user association with OAP m
2

Thus, the resource allocation problem due to the mobility
of users can be transformed into a power allocation problem
that consists of dynamically adjusting the total power of each
OAP and allocating the transmit power based on NOMA
among the associated MUs at each OAP.

Furthermore, taking external eavesdropping into account,
we ultimately formulate the problem of secure communica-
tion and power allocation optimization. This joint problem
consists of maximizing the NSSC of all legitimate MUs in
each time frame with the constraint of the maximum power
of each OAP and the constraint of power allocation based on
NOMA among the associated MUs at each OAP.

A. SIGNAL-TO-INTERFERENCE-PLUS-NOISE RATIO (SINR)
OF MUs AND THE EVE

In general, information propagation from the OAP to the
PD receiver may be in the LoS or diffuse path. Note that
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Zeng et al. pointed out the strongest diffuse part is far less
than the weakest LoS [49]. Thus, here, we consider only the
LoS path. Assume that white LEDs work in a generalized
Lambertian radiation pattern and that in time frame ¢, the
LoS channel gain of the optical wireless channel between
OAP m and MU n is hy, ¢, which can be written as A, ,; =
Sp (j+ 1) 008 (dn) €08 (gn) /27 [y, — x| ), where p is
the PD receiver’s responsivity, j is the Lambertian radiation
order, and § is the PD receiver’s area. ¢, is the radiation angle
of the LED at OAP m, and ¢, is the incident angle of the PD
at MU n, where ¢,, is restricted to take a value within the
half-power angle and ¢, must be confined to the FoV of the
PD. H Yo — Xm || is the spatial distance between OAP m and
MU n.

In practical VLC networks, since the coverage range of
adjacent OAPs overlaps, if MUs move close to the edge
of each optical attocell, they will suffer from interattocell
interference. If in time frame t MU n is a user associated with
OAP m, then the interattocell interference I, , , suffered by
MU n associated with OAP m is given by

I;n,n,l = Z hm’,n,tpm’,t (3)
m' e M\ {m}

where M\ {m} represents the set M of all indoor OAPs other
than OAP m.

Therefore the real-time CSI of MU n associated with OAP
m can be described by

hm,n,t
/
Im,n,t + On

“

hm,n,t =

where o, is the received noise power at MU n.

We assume that the feasible set of MUs associated with
OAP m in time frame 7 is /C,, ;, with |lCm,,| being its maxi-
mum value. Each MU chooses OAP m as an associated OAP
in accordance with the strength of the pilot signal. OAP m
serves all of its associated MUs based on downlink NOMA.
The |ICm,t| signals are superposition coded at OAP m. The
PD receiver of MU n utilizes the SIC module to decode the
received signals from OAP m. Without loss of generality,
the SIC order for all the MUs associated with OAP m is
assumed to be in an increasing order of i,y , ; for all ne K it
Therefore, MU n first decodes the received signals with a
lower order of interference cancellation than MU #n and then
treats the received signals with a higher order of interference
cancellation than MU 7 as interference. In this way, in time
frame ¢, the SINR of MU n associated with OAP m can be
given by

Pmn,thmne
Z pm,n/,thm,n,t +1

' ek, Pyt 1>t

Qm,n,t = (5)

where n’ € Ky, : izm’n/’, > izm,n,, means that for any MU
n' € Ky, its optical wireless channel gain Ay, ., is larger
than that of MU n, which is expressed by A, ;.
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Since the Eve eavesdrops at the boundary of each optical
attocell, the spatial distance between the Eve and its belong-
ing to the OAP holds constant (the Eve can be static or move
around the boundary of each optical attocell). With £y, .,
being the instantaneous CSI of the Eve associated with OAP
m in time frame ¢, the SINR of the Eve eavesdropping on MU
n associated with OAP m in time frame ¢ is

pm,n,thm,e,t
pm,n’,lhm,e,t +1

Qm,e—>n,t = Z (6)

Vn’elCm,,:hmvn/J >hmon.t

B. NSSC MAXIMIZATION

In time frame ¢, the secrecy capacity [50] of MU n associated
with OAP m can be written as

Cune = [lOg (1 + Qm,n,t) —log (1 + Qm,e»n,t)]—i_ @)

The sum secrecy capacity of all the legitimate MUs asso-
ciated with OAP m can be described by

> Cun ®)
ek,

The NSSC of all the legitimate MUs within all OAPs can
be expressed as

Cm,t =

Ci= Y Cuni ©)
VmeM

In summary, the joint secure communication and power
allocation optimization problem for a NOMA-enabled VLC
network in the case of external eavesdropping and user mobil-
ity can be described by

max o (10-1)
{Pm,t |m€M}
{Pm.nJ|nE’Cm,t for Vme/\/t}
st.0<Pu; < Pumax,= Ym (10-2)
" Pmnt < Pus. Ymo (10-3)
Vel .
Pt >0,pmpe >0, Vm,n.  (10-4)

where (10-2) is the total power constraint of OAP m in time
frame ¢, with its value P,,; not being larger than P, max
and (10-3) is the power allocation constraint where OAP m
allocates power to all of its associated MUs based on NOMA.

It is obvious from (10) that maximizing NSSC C; through
the optimization of variables P,,; and py, ,; for all m and
n is a nonconvex optimization problem because there is a
logarithmic subtraction operation in the objective function.
Therefore, we cannot directly determine the optimal solution
via convex optimization theory. Notably, however, in the joint
optimization problem of (10), there are two kinds of power
allocation: for each OAP and for the associated MUs at each
OAP. Thus, we can separately allocate the total power of each
OAP and the transmit power of each OAP to MUs.

In the following, a hierarchical power allocation algo-
rithm is naturally proposed; it is performed at the proposed
decision-making layer. At Layer 1, the optimal total power
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of each OAP is determined. At Layer 2, the optimal transmit
power of each OAP to its associated MUs based on NOMA
is determined.

IV. HIERARCHICAL POWER ALLOCATION ALGORITHM
The NSSC maximization problem subject to the power allo-
cation constraints can be solved in two successive phases.
First, when the power allocation among OAPs is given,
the power allocation algorithm is performed at each OAP to
obtain the optimal power allocation to MUs that are users
associated with a certain OAP. Then, in view of the feedback
of the power allocation to MUs based on NOMA, the optimal
power allocation among OAPs is determined to maximize the
NSSC.

A. POWER ALLOCATION SUBPROBLEM AT LAYER 2
In this subsection, assume that the power allocation among
OAPs is given, and the NOMA-based optimal power alloca-
tion of each OAP to its associated MUs is derived.

In particular, if the total power Py, , of OAP m has been
given, then the joint optimization problem (10) of secure
communication and power allocation can be described by

> Cuna

max Cht =
{pm.n.t |n€IC)71,t Sfor VmEM}

ek,
s.t. Z Pt < Py, Vm
VnEICth
Pmant = 0, Vm,n. (11)

From (11), the sum secrecy capacity of all legitimate
NOMA MUs associated with OAP m is maximized by adjust-
ing the transmit power of OAP m to all of its associated MUs.

Lemma 1: If the total power of all OAPs deployed in the
room has been given, the maximization problem of the sum
secrecy capacity in (11) can be transformed into a problem of
convex optimization.

Proof: From (7) we know that Cy,,; = max {log (1 +
Omni) — log(1+ OQme—ns),0}, thus, when Qpns <
Qm,e%n,ta m,n,t = Y-

The OAP can be assumed to obtain the CSI of all MUs
and the Eve associated with OAP m in time frame ¢, and
furthermore, it can feedback the CSI to the MUs, during
which the Eve can also get the CSI. To facilitate further
analysis, the SIC order for all MUs and the Eve associated
with OAP m in time frame ¢ is assumed to be in an increasing
order, i.e.,

hm,l,t =-- Shm,Ne,t fhm,e,t Shm,Ne-H,t, =-- Shm,|l€,n_,|,t’

where fzm, N,.: denotes the optical wireless channel gain of the
N,-th MU belonging to set /Cy, ;, while |ICm,,| refers to the
maximum value of the possible set K, ; of MUs associated
with OAP m in time frame ¢. Thus, for any MU belonging
to No+1 <n < |1Cm,,|, the secrecy capacity Cy, ,; of MU
n within OAP m in time frame ¢ can eliminate nonpositive
values. Then, we can rearrange the objective function in
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problem (11) as
|’Cm.t| N
Cny = Z [IOg (1 + Qm,n,t) — log (1 + Qm,e—)n,t)]
n=1
(12-1)
Ko
1
= Y log (M) (12-2)
N=No+1 1+ Omesn
_ Kl
| Kot | hm,n,t Z Pm,i,t +1
n=N,+1 7 |1Cm‘1|
¢ hm,n,t Z Pm,i,t +1
i=n+1
|K:m.t|
hm,e,t Z Pmi,i,t +1
—1lo — 12-3
g T (12-3)
hm,e,l Z Pm,i,t +1
i=n+1

where (12-2) holds by utilizing the increasing order of SIC,
and (12-3) follows from substituting (5) and (6) into (12-2).
It is easy to transform the first term in (12-3) into
~ "Cﬁl.[‘
KComt | hm,n,t Z Pmjiyc + 1

i=n
2 log K]

n=Net1 ilm,n,l Z Pm,i,t +1
i=n+1
|’Cm.t|
= 10g hm,Ne+l,t Z Pm,it +1
i=N,+1
Ko™ Ko
+ Z 10g hm,n+l,t Z Pm,i,t + 1
n=N,+1 i=n+1
|ICm,1|
—log | mns | Y pmia | +1 (13)
i=n+1

and to transform the second term in (12-3) into

(K.
|’Cm,t| hm,e,t Z Pm,i,t +1

D o =
ST

r=Net hm,e,t Z Pmi,t +1
i=n+1
I’CWl,tl
=10g | hmes | D pmic | +1| (14
i=N,+1
If we define
h , =N,
Yy 2 4 T T (1s)
hmnt, Net+1=<n=< ’Kmt|
[FCon.z |
Cnt £ Z Pm.its Ne <n =< }K:m,t| -1 (16)
i=n+1
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[ (Gne) =10g (Ynt1,08ns +1) —log (YneGne +1)  (17)
then (12) can be transformed into

|Km,t | -1

Coui=Y, f(tns) (18)

n=N,

It is obvious from (18) that the function of C,,; consists
of ’IC,,,J‘ — N, subfunctions. That is, problem (11) can be
viewed as the sum of |ICm, f | — N, subproblems, each of which
individually maximizes the function of f (¢, ) for the n-th
MU subject to the transmit power constraints on the basis of
NOMA. Utilizing the solutions to these subproblems, we can
finally get the optimal power allocation to MUs associated
with the same OAP.

Particularly for function f (& ;) of the n-th MU belonging
to /Cpn,1, its first-order derivative on &, ; is

df (gn,t) _ wnJrl,t _ wn,t
dé'n,t 1pn—H,z‘é‘n,t +1 1pn,tgn,z‘ +1
— wn—l-l,t - 1,[fn,t (19)
(1/fn+1,t§n,t + 1) (Wn,té'n,t + 1)
Because of the increasing order of isz, n.t» We can easily get
Yntl1.r > Yn,, finally we can derive df (Cn,t) /d&n: > 0.
Thus, function f (¢, ;) monotonically increases with
parameter ¢y ;; and, the maximization of f (¢, ) is equiva-
lent to the maximization of ¢, ;. Therefore, the optimization
problem (11) is rewritten by

max Lot (20-1)

n,
{Pm,n,t |n€’Cm,t for VmEM}

St Y pmns < Pmg. ¥mo (202)
ek,
Pmnt >0,

Vm, n. (20-3)

The constraint in (20-2) is obviously convex [51], and the
objective function is linear; hence, the optimization problem
of (20) is convex. This is the end of the proof and leads to
Lemma 1. |

Next, given the total power P, ; of OAP m and based
on NOMA, the optimal power allocation to all of the MUs
associated with OAP m (the optimal solutions to problem (20)
and, hence, problem (11)) is presented by using the results of
Lemma 1.

Theorem 1: The total power of optical access point m in
time frame ¢ should be greedily assigned to the mobile user
which has the highest optical wireless channel gain, so as to
maximize the sum secrecy capacity across all mobile users
associated with m.

Proof: By substituting (16) into (20-1), we can obtain
the corresponding Lagrangian function of (20), which is

J (pm,n,ts ,3’ {O‘n})

[ Ko | [ Ko | [ Ko |
= Z Pm,i,t + B Pm,t - Z Pmnt ¢+ Z UnPm,n,t
i=n+1 n=1 n=1
(21)
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where f and «,, are the Lagrangian multipliers for constraints
(20-2) and (20-3), respectively. According to the KKT condi-
tions, the following should be satisfied:

aJ (-
O _ —B+a, =0, N <n < |Kps|—1(22-1)
OPm,n,t
|’Cm,t|
Z Pm,n,t = Pm,t (22-2)
n=1
CnPm,n,t = 0, N.<n< ’Km,t‘ -1 (22-3)

From (21) and (22-1), we can get

aJ ()
—— =1-B+auy
8pm,n—i—l,t
= Opt1 — 0y + 1=0, N, <n< |’Cm,t| —1(23)
It is easily deduced from (23) that AR | = Oand @, > 0

for all Ne<n< || — 1. Thus, the implication of (22-2) and
(22-3) is that OAP m serves only its associated }Km,t |—th MU
belonging to K, ;, i.e., the MU with the best optical wireless
channel gain, with all of its power Py, ;. The proof ends here,
and Theorem 1 follows. |

According to Theorem 1, the primary work of OAP m
consists of determining the associated optimal mobile user
ny, , that has the highest optical wireless channel gain ilm,n,ta
ie.,

ny, ;= argmax iy,
ek,
hm n,t
= arg max — 24)
ekl . Z hm’,n,th’,t + op
m' e M\ {m}

and the secondary work consists of assigning the total power
Py, of OAP m to its associated optimal mobile user n, , in
time frame ¢.

B. POWER ALLOCATION SUBPROBLEM AT LAYER 1
In this subsection, in view of the feedback of power allocation
among MUs at Layer 2, the optimal power allocation among
OAPs is determined in order to maximize the NSSC.

By Theorem 1, the NSSC maximization problem with
respect to the power allocation constraints in each time frame
t can be rearranged as

max C;
{Pp, ImeM}
P thin i
_ Z log 1+ m,tMm,n* t
Ve M Tt e 1Py ¢+ O
me vm' e M\ {m}
+
P,.h
—IOg 14 m,tMm,e,t
Z hm’,e,th’,t + o
Vm'e M\ {m}
st. 0 <Py <Ppumax, VYme M
Pu:>0, VmeM (25)
205418

For simplicity, the operation of [1" in problem (25) is
removed in the following by omitting the OAPs with non-
positive secrecy capacity.

Define
1
Am,t = o Z hm’,n*,lpm’,t + oy
=t m e M\{m}
1
B = h Z Mot et Pt + O (26)
m.e.t m' e M\{m}

It can be deduced from (26) that when A,,; < Bpn:,
the operation of [-]* in the objective function of (25) can be
omitted. Then, (25) can be simplified as

1+ Py, /A
max CI — Z log M
(romei] g T P /B
$L.0 < Ppys < Pumas Vme M
Pw:>0, Vme M 27)

where ./\7 = {m e M|A,,; < Bm,,} denotes the set of OAPs
in which positive secrecy capacity can be obtained. Obviously
the OAPs in M\ M are treated as unavailable nodes, and not
any power is allocated to them.

From (27), the NSSC maximization problem involves the
maximization of the secrecy capacity of each OAP for m €
M, which can be regarded as a noncooperative game problem
where the players are concerned with only their own secrecy
performance according to game theory [52].

In the following, we first apply a noncooperative secrecy
competition game to model the NSSC maximization problem
in a distributed manner. Then, Nash equilibrium is utilized to
characterize the steady states of the proposed noncooperative
game. Next, an equivalent variational inequality (VI) is lever-
aged for the equilibrium. Finally, by using the equivalence of
the noncooperative game and the VI problem, we derive the
optimal power allocation algorithm for each OAP.

In time frame ¢, there exists P; = {Pm,t| 0<Pp; <
Ppmax, Ym € M }; then, problem (27) can be characterized
as

mx = Y log (u)
(rimeit) A T P B
st.Pps€Py (28)

Define P_,,; = {P1.t---» Pm—1.t> Pm+1,1+--, Prt } asthe
power vector of OAPs not including OAP m. Then, problem
(28) is given by

max — Cl (Pm,t’ me’[)
{P,,,v,|me/\/l}

s.t. Pm’[ € Pf (29)

Considering that problem (29) should be solved at each
individual OAP, this subsection introduces the following non-
cooperative game, which is described as

G = {M.APmi},e i+ Cmitlpesci} (30)
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where the OAPs belonging to M are as players of the game
G, to make the secrecy capacity maximization by striving for
their respective power.

The steady state of the noncooperative game proposed
above can be described by Nash equilibrium. When the net-
work is in such a state, no optical access point can unilaterally
deviate from the current equilibrium strategy in order to make
a further improvement of its secrecy capacity.

With power allocation strategy profile Py = [le t]me Ik
Layer 1, for all the OAPsinm € M, the following 1nequallty
is always satisfied

Cl ( m,t» Ptm,t) = Ct (Pm,h Ptm,t) 5 VPm,t € PI (31)

The gradient of C;(P;) with respect to P, ; can be
expressed as

hm,n*,t hm,e,t

ZN hm,n*,th,t +opx Z~ hm,e,th,t +0o.
meM meM

Vp,., Ci (P) =

(32)

Then, for OAP m to be in Nash equilibrium, its first-order
optimality condition is expressed as

(Pmi— P} )i =0 VPy, €P; (33)

with F; = —Vp,  C; (Py).

For problem (33), it can be rewritten as a variational
inequality VI (P, F;), where F; is the operator and P
denotes the feasible set.

Applying the equivalence of the noncooperative game and
the VI problem [53, Theorem 1 and Theorem 2], we obtain
the corresponding Lagrangian function of (28):

Z o 1+Pmt/Amt
& 1+Pmt/Bmt

VmeM
- Pm,t) (34)

J( mt’th

+Xm.t (Pm,max

with x,, ; as the Lagrange factor.
In accordance with the KKT conditions, the optimal solu-
tion to (28) should satisfy

BJQDm,t’Xm,t) . 1 L_ 1 L
8Pm,t 1"‘Pm,t/Am,tAm,t 1+Pm,t/Bm,th,t
=0 (35)

— Xm,t

Then in time frame ¢ at OAP m, the optimal power alloca-
tion with respect to problem (28) is given by

Py

1
=5 max {— (Am,t + Bm,,)

2
+ \/(Am,t+Bm,t) —4 (Am,t—Bm,t)/Xm,t—4Am,th,t, 0}
(36)
which satisfies 0 < Py, ; < P max.
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Algorithm 1 The Iterative Algorithm in Each Time Frame to
Allocate Power to Each OAP at Layer 1
1 initialization: Let the number of iteration i= 0, ran-
domly choose a power allocation for all OAPs P (i).
2 Based on A,,; < B, determine the feasible set M
of indoor OAPs where positive secrecy capacity can be
obtained.
3repeat
4 for Ym € M do
5P, (i) = SWEGms (i) . P, (D)
6i=i+1;
7 until ||P; ) —P:(i — D5 / IP:(i — 1)]l, <&, where ¢ is
an arbitrarily small positive constant as the predefined
threshold to terminate the iteration process.
8 output: P; (i) represents the optimal power allocation for
all OAPs in time frame 7.

TABLE 1. Simulation parameters.

Parameter value
Half power angle (6) 30°~70°
Maximum power of each OAP 40W
PD receiver’s responsivity 0.4 mA/mW

Room size 10 mx10 mx5 m
physical area of PD receiver 1 cm?
Time frame length Ims

Based on the critical idea of the SWF algorithm [53],
the solution to the proposed noncooperative secrecy compe-
tition game is

P% ;= SWF (xm, P,,,), Vme M (37)

In summary, the power allocation to each OAP at Layer 1
can be described by Algorithm 1.

C. COMPUTATIONAL COMPLEXITY ANALYSIS

Since the primary work at Layer 2 (shown in (24)) consists
of determining the mobile user with the best channel gain
for each OAP in each time frame, the computing com-
plexity at Layer 2 is O (Z%:l | Kot | (| K, | — 1)/2). The
complexity of solving (27) at Layer 1 is O (M 2(M + l)),
which is obtained by the same approach as [32]. Therefore,
the complexity of the proposed hierarchical power allocation
algorithm in the paper

is O(M> M + 1) 0, (K| ([Koni| = 1)/2) ).

V. NUMERICAL SIMULATIONS AND RESULTS

In this section, simulation experiments are performed to show
the network secrecy performance and to illustrate the con-
vergence and effectiveness of the power allocation algorithm
proposed above. The simulation parameters for the room
model, PD receiver, LED transmitter, etc. are listed in Table 1.

205419



IEEE Access

X. Zhao, J. Sun: Physical-Layer Security for Mobile Users in NOMA-Enabled Visible Light Communication Networks

-
SO
SO

) i lII! ‘ll/ l””;‘w’m
-

.
. | |
p . )
w§\§i§\§§\&§\g§ - . \\\ = (’ /////{///

.
9//

y axis of the room [m]

“{'ﬁuﬂldﬂi" (it
R AN
. \\\\;‘\{\\{{\\\\\\x\\\\\ R

\

y axis of the room [m]

SSS=—
NS—
=

x axis of the room [m]

(b)
FIGURE 3. The luminous intensity of the four OAPs with the half-power
angle. (a) The half-power angle is 30°. (b) The half-power angle is 50°.

In this section, a 10 mx 10 m x5 m model room, where four
OAPs are deployed in the ceiling and multiple MUs move on
the ground, is used. With the room center being the ordinate
origin, the four OAPs are located at [—2.5, 2.5, 5], [-2.5,
—2.5, 5], [2.5, 2.5, 5], and [2.5, —2.5, 5]. The luminous
intensity distributions of the four OAPs with different half-
power angles are shown in Figure 3, from which we know
that when the half-power angle is 30°, the coverage areas
of different OAPs slightly overlap with each other, as shown
in Figure 3 (a). However, when we augment the half-power
angle, as shown in Figure 3 (b), i.e., let it be 50°, the overlap-
ping coverage range of each OAP also increases.

Since the coherence time for VLC networks is in the
order of tens of milliseconds [2], in the simulation process,
the length of the time frame is assumed to be 1 ms, which
is far less than the coherence time. Therefore, the proposed
dynamic VLC network can be divided into multiple time
frames, during each of which the CSI of the VLC channel
remains constant or changes relatively slowly. Additionally,
this means that for every time frame, the two decision-
making layers are allowed to dynamically update the OAP
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FIGURE 4. Convergence and optimality of the NSSC based on the

proposed iterative algorithm.

allocation and the user association situation by the proposed
power allocation algorithm. Note that it is possible to perform
the dynamic updating per millisecond, because if the two
decision-making layers are equipped with cloud computing
server, then the computing delay can be controlled in the order
of millisecond [54].

First, we investigate the convergence of the iterative algo-
rithm proposed above in Figure 4 with error tolerance ¢ =
1072 for various user densities of the legitimate MUs. For
purposes of comparison, we also obtain the constant maxi-
mum power allocation of each OAP to its associated MUs.
Figure 4 shows that the proposed iterative algorithm reaches
a steady state within approximately 2 iterations, i.e., a fast
convergence can be achieved by the proposed power allo-
cation algorithm, which implies that it is feasible to update
the OAP allocation and the user association situation within
a millisecond-order time scale. And the NSSC obtained by
the proposed iterative algorithm is very close to that derived
by the constant maximum power allocation algorithm, which
demonstrates the optimality of the proposed iterative algo-
rithm. Additionally, by increasing the number of legitimate
MUs, the NSSC of all legitimate MUs worsens. The reason
is that the density of MUs in each optical attocell increases
with the increase in the number of legitimate MUs moving on
the ground, which makes the interattocell interference severe
and thus worsens the NSSC.

When the number of legitimate MUs is constant, chang-
ing the semiangle of the LED embedded in the OAP at
half illuminance will have a great effect on the NSSC.
Figure 5 illustrates the effect of the half-power angle on the
NSSC, showing that the NSSC performance improves with
the decrease in the half-power angle. This result is mainly
because the narrowing of the optical beam of the LED will
greatly suppress the interattocell interference; thus, the net-
work secrecy performance can be improved.

In the following, given the LED’s half-power angle
(6 =30°), we investigate the relationship between the PD’s
FoV and the NSSC. Figure 6 shows that employing a PD
receiver with a larger FoV will cause the NSSC to worsen.
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FIGURE 5. The effect of the half-power angle on the NSSC under PD
FoV=30°.

5

R o I o o I o |

/

I R T S S G e e e e e et R B St R S b
i

351 |

sl

25F »  _B--B--B-0--B--8-0--8--0-0-8 8- &8 -0 58 -0--4

Network Sum Secrecy Capacity [Mbps]

i —-%-— Fov=30°| ]
os jf —-%-= Fov=40°
“h — B~ Fov=50°

0 2 4 6 8 10 12 14 16 18 20
Iterations

FIGURE 6. The effect of FoV on the NSSC under LED half-power angle
0 =30°.

This result is mainly because when the maximum light beam
(dependent on the LED’s half-power angle) is given, with the
increase in the FoV, more noise will enter the PD’s receiver,
and the interattocell interference will become severe; thus,
the network secrecy performance will deteriorate.

Now, we consider the effect of the number of OAPs
deployed in the room. The LED’s half-power angle and the
PD’s FoV are all set to 30°, and the density of MUs is
held constant (N = 25). The first two, the first three and
the first four OAPs of the four OAPs mentioned above are
employed. Figure 7 shows that the greater the number of
OAPs employed, the better the NSSC. This result implies that
to improve the network secrecy performance, it is essential to
deploy more OAPs in the room ceiling.

Figure 8 shows the optimal power allocation of four OAPs
deployed in the ceiling under different densities of MUs.
Increasing the number of MUs causes the optimal power allo-
cated to each OAP to decrease. On the one hand, increasing
the density of MUs will make the interattocell interference
become severe, and thus, the CSI of the legitimate channel
will deteriorate. On the other hand, the Eve is static or moves
around the boundary of each optical attocell, and the CSI of

VOLUME 8, 2020

Network Sum Secrecy Capacity [Mbps]

4 6 8 10 12 14 16 18 20
Iterations

FIGURE 7. The NSSC versus the number of OAPs deployed in the room
ceiling under LED half-power angle 6 = 30°, PD FoV=30°, and a constant
density of MUs.
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FIGURE 8. Optimal power allocation of four OAPs deployed in the ceiling.

the Eve holds constant. By reducing the power of the OAP
experiencing severe cochannel interference, it is possible to
greatly improve the NSSC.

VI. CONCLUSION

The PLS of MUs for a NOMA-enabled VLC network is inves-
tigated to meet the massive connectivity demand of future
communication and the security demand of VLC. Due to user
movement and the dynamic indoor environment, it is neces-
sary to dynamically allocate OAPs and to transmit power to
MUs based on NOMA. When MUs are mobile, whether or
not an MU is a user associated with a OAP can be determined
by whether or not the OAP is active or idle and whether or not
power is transmitted to this MU based on NOMA at the
OAP if this OAP is active. Therefore, the problem of user
association when users are mobile can be transformed into
a power allocation problem to dynamically adjust the total
power of each OAP and the power based on NOMA among
the associated MUs at each OAP. Furthermore, taking exter-
nal eavesdropping into account, we ultimately formulate a
joint secure communication and power allocation optimiza-
tion problem to maximize the NSSC of MUs in each time
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frame. A hierarchical power allocation algorithm is proposed
based on the KKT optimality conditions and the approach of
the iterative SWF. Simulations of the proposed algorithms are
conducted to demonstrate the convergence and effectiveness
of the algorithms. The simulation results also show that the
NSSC depends on the user density of MUs, the half-power
angle of the LED, the FoV of the PD and the number of OAPs
deployed in the model room.
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