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ABSTRACT With the rapid development of the social economy, our lives are flooded with all kinds of
counterfeit products. The public’s attitude of greedy for petty and cheap has encouraged unscrupulous
manufacturers to take advantage of the opportunity to provide low-cost counterfeit products, suppress
the profits of legitimate manufacturers, and also make the public lose confidence in the quality of the
products. At present, the most widely used anti-counterfeiting system based on QR codes on the market.
However, existing traceability systems are still mostly built in a centralized manner, and the central agency
provides trust guarantees, but the public still has great doubts about the credibility of the central agency.
The introduction of blockchain technology can perfectly solve the lack of existing architecture and the
environment. In this research, we propose an IoT-based traceable drug anti-counterfeiting management
system, a comprehensive plan from drug research and development, certification, production to sales. The
framework we propose meets the requirements of information security for data integrity, resistance to replay
attacks, irreversible information, and non-repudiation.

INDEX TERMS Anti-counterfeiting, blockchain, data integrity, ECDSA, IoT, non-repudiation.

I. INTRODUCTION
As we known, from fake hairy crabs to fake cigarettes, fake
wine, and fake medicines, counterfeit and inferior products
have become a tumor in society. According to a survey
published by the French Manufacturers Federation (unifab),
counterfeit and counterfeit products have accounted for 5 per-
cent of the total world trade, which are more than 110 billion
U.S. dollars [1], and the economic losses caused by this are as
high as tens of billions of U.S. dollars. Every year, the world’s
budget for anti-counterfeiting is also a huge number. With the
rapid development of the national economy and the continu-
ous improvement of people’s living standards, counterfeit and
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inferior products have increased day by day, causing great
damage to the market economy and affecting the quality of
people’s integrity. To solve this problem, anti-counterfeiting
technology has received extensive attention.

At present, the most widely used anti-counterfeiting sys-
tem based on QR codes on the market, but it appears that it
has the following five defects: (1) unscrupulous merchants
can directly steal QR codes of genuine products, then make
thousands copies of the code; (2) illegal merchants can forge
a similar serial number by analyzing the contents of each
column of the serial number of the genuine product, thus
they can forge or copy a database of the genuine product;
(3) scan the QR code then can immediately jump to the
corresponding web page (or the official homepage of the
merchant, enter the relevant query information, they can get
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the information of the product, etc.); (4) malicious merchant
can modify the link to forge a malicious website similar to the
authentic website, and pretending to be genuine merchants
to deceive consumers; (5) merchants have the authority to
change the database, thus merchants can manipulate the
database by themselves, making online verification no longer
credible [2]–[6].

In order to promote the healthy development of the market
economy, effective anti-counterfeiting technology is urgently
needed to prevent the current vandalism, and blockchain tech-
nology is the first choice. Blockchain technology is essen-
tially a decentralized database maintained collectively. It has
the characteristics of high reliability and high confidential-
ity and has a good prospect in effectively solving the trust
problem between the two parties. Credit is the basis for
the generation and maintenance of social relations between
people and organizations. Currently, people mainly use regu-
lations, systems, laws, contracts, etc. to restrict credit issues.
Due to many subjective factors, these methods cannot solve
the credit problem. The decentralization of the blockchain
allows all users who join the blockchain to participate in
the data authenticity verification, thus eliminating the short-
comings of a single authentication center in the traditional
authentication system [7]–[10].

Blockchain mainly relies on two cryptographic methods:
digital signatures and cryptographic hash functions. The
immutability of the blockchain makes it form a decentralized
database that cannot be tampered with or forged; its decen-
tralized operation greatly improves transparency, security,
and efficiency. It uses mathematical puzzles as the basis of
trust and uses asymmetric encryption algorithms to ensure
the security of transactions. As a decentralized database, the
blockchain records all transactions of the blockchain from
the creation block to the current block. Compared with the
traditional database, the blockchain is decentralized, non-
receivable, anonymous, and auditable [11]–[15].

The rest of this article is organized as follows. The second
part is the descriptions of the related works. The third part
is the introduction of the preliminary knowledge and threat
model. The fourth part is the proposed IoT-based traceable
drug anti-counterfeiting management system. The fifth part
shows the analysis of security and characteristics. Finally,
the fifth part is the conclusion of this research.

II. RELATED WORKS
Traceability and integrity are always discussed for complex
supply chain issues. Food traceability has been one of the
emerging blockchain applications in recent years for improv-
ing the areas of anti-counterfeiting and quality assurance.
Blockchain technology has the potential to address these
challenges through providing a tamper-proof audit trail of
supply chain events and data associated with a product
lifecycle, false data generated by the supply chain entities
becomes immutable once recorded on the blockchain. On the
other hand, the Internet of Things (IoT) technology is also
involved to observe, track, and monitor products, activities,

and processes via networks for supply chain applications.
In recent years, [16]–[18] has been applied blockchain tech-
nology to the drug supply chain to prevent counterfeit drugs.

In order to solve the problem of counterfeit drugs,
the pharmaceutical giant Merck applied for a patent in
December 2016 to use blockchain to track goods flowing
in the supply chain [19]. The patent outlines a method of
using blockchain to store information about an item (in this
case, a single product), and update the information when the
product moves from the origin, and a distributed network can
be used to store information to verify the authenticity of the
product. In other words, the focus of the patent application is
anti-counterfeiting. This technology ensures safe and reliable
data integrity and avoids data damage or loss due to accidental
or deliberate deletion.

Previous studies have been conducted by scholars [20]. The
combination of the two characteristics of non-falsification of
blockchain technology and traceability of transactions can
completely eradicate the problems of counterfeit and infe-
rior drugs in the process of drug research and development,
production, and transportation in the supply chain. It has the
following characteristics:

First, the production process is recorded in the chain.
Record the operation of each production process from raw
materials to drugs, use handheld devices to record production
and inspection information, and at the same time transmit the
encryption code generated after recording the information to
the equipment in the next production link, to record all the
information of the production link.

Second, the drug packaging process. In this link, a cus-
tomized labeling device is used to generate a pair of iden-
tification codes, one part can be directly identified, and the
other part is covered by a coating. The essence of the identity
code is to generate paired keys in batches through an asym-
metric encryption algorithm: the public key is used for drug
circulation and recording drug information; the private key is
covered with a coating and used for end consumers to scan
the code after purchase.

Third, finished product inspection and anti-counterfeiting
code assignment. In the finished product inspection pro-
cess, the company writes the drug qualification certificate,
anti-counterfeiting identification code, and other information
into the drug identification code. After completing the fin-
ished product inspection, the employees use handheld devices
or set up automatic assembly line equipment to encrypt the
anti-counterfeiting information and packaging records with
the company’s private key to the blockchain and time stamps
for storage, and cannot be forged or tampered with.

Fourth, records of inbound and outbound information.
When the medicines are packaged in and out of the ware-
house, use the conveyor belt mobile code scanning recorder
to scan, and superimpose the inbound and outbound infor-
mation on the identity code of the drug, and the identifica-
tion code of a single drug corresponds to the information
in the identity code of the whole box of drugs. And at the
same time, the in-and-out information is transmitted to the
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warehouse management system in real-time and stored on the
blockchain.

Fifth, consumers verify authenticity. The end consumer
scans and recognizes through the WeChat scan code or APP
drug identification code. The decrypted information is called
through the API to directly display part of the desensitiza-
tion data of the drug and calculates based on the integrity
and authenticity of the information to obtain the possibility
that the drug is genuine. At the same time, this link can
be connected to corporate marketing plans and data analysis
systems.

Although some scholars have put forward some sugges-
tions for drug anti-counterfeiting [15]–[18], [21], they still
lack a comprehensive plan from drug research and devel-
opment, certification, production to sales. Therefore, this
article proposes a traceable drug anti-counterfeiting man-
agement system based on the Internet of Things. The drug
manufacturer starts by contacting the raw material supplier
to develop a new drug and then is approved by the drug
administration until the drug distributor conducts terminal
sales. The information of all the drug circulation process is
protected by the blockchain on the chain to protect the data.
The signature and seal approval cannot be tampered with
privately by interested persons, so the legality of the data can
be verified by a third party at any time to achieve the purpose
of the anti-counterfeiting of drugs.

The rest of this article is organized as follows. The
second part is the introduction of the preliminary knowledge
and threat model. The third part is the proposed IoT-based
traceable drug anti-counterfeiting management system. The
fourth part shows the analysis of security and characteristics.
Finally, the fifth part is the conclusion of this research.

III. PRELIMINARY KNOWLEDGE AND THREAT MODEL
A. ECDSA DIGITAL SIGNATURE
In the field of cryptography, the Elliptic Curve Cryptography
Digital Signature Standard (ECDSA) [22] provides a variant
of the standard digital signature algorithm (DSA). Like gen-
eral elliptic curve cryptography, the bit size of the public key
required by ECDSA is about twice the size of the security
level. For example, to achieve a security level of 80 bits,
the size of the ECDSA public key needs to be 160 bits, and
the size of the DSA public key must be at least 1024 bits to
achieve the same 80-bit security level.

The signature and verification process of ECDSA is as
follows:

SupposeAwants to send amessage to B. Initially, both par-
tiesmust reach a consensus on the curve parameters (CURVE,
G, n). In addition to the field equation of the curve, the base
point G on the curve and the multiplication order n of the
base point G is also required. In addition, A also needs a
private key dA and a public key QA, where QA = dAG. If the
message A wants to send is m, A needs to choose a random
value k between [1, n-1], calculate z = h(m), (x1, y1) = kG,
r = x1 mod n, s = k−1(z+rdA) mod n, and send the ECDSA

signature pair (r, s) together with the original messagem to B.
After receiving the signature pair (r, s) and the original mes-
sagem, B will verify the correctness of the ECDSA signature.
B first calculates z′ = h(m), u1 = z′s−1 mod n, u2 =
rs−1 mod n, (x ′1, y

′

1) = u1G + u2QA, r
?
= x ′1 mod n, and if

it passes the verification, then B confirms that the ECDSA
signature and message m sent by A are correct.

B. BLOCKCHAIN SMART CONTRACT
The smart contract was first proposed by the interdisciplinary
legal scholar Nick Szabo [23] in 1995. Its definition is as
follows: A smart contract is a set of commitments defined
in digital form, including contract participants. Contract par-
ticipants can execute the agreed agreement through smart
contracts. Blockchain can achieve collaboration and trust
between multiple business entities through smart contracts,
thereby expanding the scope and depth of mutual cooperation
between parties.

With the vigorous development of the pharmaceutical
industry and global trade, the research and development,
manufacturing, and distribution of medicines are no longer
under the full control of a single or a small number of manu-
facturers. The production and sales of medicines are bound to
be extremely closely related to the supply chain. Nowadays,
the supply chain has applied blockchain technology exten-
sively, achieving the characteristics of transparency and open
tracking and verification. If the design and production of
drugs are combined with blockchain technology, the drug
manufacturer and the medicinal raw material supplier will
agree on the supply of raw materials through smart contracts,
and the drug manufacturer and the drug distribution distrib-
utor will also agree on the distribution and sale of drugs
through smart contracts. The history of drug production and
circulation can be traced completely, and a third party can
verify the drug at any time to achieve the effect of drug
anti-counterfeiting.

C. THREAT MODEL
1) UNABLE TO ENSURE DATA INTEGRITY ISSUES
For any message transmitted in an unencrypted network envi-
ronment, malicious attacks can be carried out in a modi-
fied form. This results in that the information delivered to
the receiver is not the original information delivered by the
sender, and the integrity of the data transmission is damaged.
For example, the attacker wants to cause the drug manu-
facturer to misunderstand the sales status of a certain drug,
so the attacker intercepts the drug sales status transmitted
by the drug distributor to the drug manufacturer, and fakes
the legitimate drug distributor to try to transmit incorrectly
messages to the drug manufacturer.

2) DRUG COUNTERFEITING AND DRUG SAFETY ISSUES
If a message transmitted on the Internet is not signed by a
digital signature, the recipient will not be able to confirm
whether the message has been forged, and the sender of the
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FIGURE 1. System architecture diagram.

message can deny that the message has been sent afterward.
For example, if a certain drug is sold on the market, it does
not have a marketing authorization approved by the drug
administration, nor a production certificate approved by a
drug manufacturer. When a patient has a negative risk due to
taking the drug, the drug administration can deny that the drug
has been approved for marketing, and the drug manufacturer
can also deny that it has manufactured the drug.

3) DATA TRANSMISSION REPLAY ATTACK ISSUES
Even if the transmitted messages are signed and verified by
digital signatures, the lack of protection by the time stamp
mechanism during the transmission of the messages will
have a serious impact on the overall drug design and pro-
duction system. We can assume that the drug manufacturer
sends an order request for raw materials to the raw material
supplier, and the attacker intercepts the legal message sent
by the drug manufacturer to the raw material supplier and
repeatedly transmits this ordering demand to the rawmaterial
supplier. The content of the transmitted message has the legal
digital signature of the drug manufacturer, but due to the
lack of a timestamp mechanism, the raw material supplier
will recognize that the drug manufacturer has sent multiple
orders for raw materials, which will reduce the mutual trust
between the drug manufacturer and the raw material supplier.

It will also increase the operational risks and losses of drug
manufacturers and raw material suppliers.

4) UNABLE TO PROVIDE TRACKING MANAGEMENT ISSUES
In the traditional supply chain circulation process, indepen-
dent information management systems may be used between
any two roles. Therefore, a large amount of manpower is
required to integrate supply chain data, and even cannot
provide overall supply chain data integration. If blockchain
technology is not applied to the supply chain, it is impossible
to provide an overall automated integration architecture. The
system cannot automatically record drug design, production,
and sales data, and cannot provide national drug identifica-
tion code integration services. When issues related to drug
quality and drug safety occur, third-party verifiers will not be
able to verify the correctness and legitimacy of data at each
stage based on the drug’s production history and confirm the
responsibility relationship between roles.

IV. OUR PROPOSED SCHEME
A. SYSTEM STRUCTURE
In this research, we propose to use the Elliptic Curve
Cryptography Digital Signature Standard (ECDSA) to design
an IoT-based traceable drug anti-counterfeiting management
system. As shown in Figure 1 below, the application of
blockchain technology to a complete drug production and
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circulation history, which allows a third party to verify the
complete production history of the drug at any time to
achieve the anti-counterfeiting effect of the drug. The roles
in the environment include Blockchain Center (BCC), Drug
Administration (DA), Material Supplier (MS), Drug Manu-
facturer (DM), Drug Distributor (DD), and Third-Party (TP).
Step 1: This step is the registration stage of each role in

the system. All drug administration, material suppliers, drug
manufacturers, and drug distributors need to register with the
blockchain center to obtain the public and private keys for
ECDSA signature.
Step 2:When a drug manufacturer wants to market a new

drug, it will enter the drug development and trial phase.
The drug manufacturer will request the material supplier to
provide production raw materials for the development of
new drugs, and the material supplier will return a confir-
mation message of the content of the drug raw materials.
The message contains the identification code of the drug raw
materials.
Step 3: After the drug manufacturer completes the drug

development and testing phase, it will enter the drug inspec-
tion and approval phase. The drug manufacturer will provide
the drug-related trial data and drug information signed with
a private key, and sent to the drug administration for the drug
administration to conduct drug testing and analysis. If the
drug administration approves the listing of the drug, the drug
approval certificate issued by the drug administration will be
returned.
Step 4: After the drug manufacturer obtains the drug mar-

keting authorization, the drug will be mass-produced and
the unique identification code of the drug will be marked.
According to international standards, the first half of the
unique identification code is the classification code approved
by drug administration, and the second half is the drug
production serial number defined by the drug manufacturer.
The drug manufacturer will sign the drug information, drug
unique identification code, and drug approval certificate with
a private key and send it to the drug distributor. The drug
distributor will send the medicines to medical institutions and
pharmacies, and finally, deliver the medicines to the patients.
Step 5:All third-party verifiers, such as hospitals, pharma-

cies, patients, patient family members, inspection agencies,
etc., can use the public keys of drug administration, material
supplier, drug manufacturer, and drug distributor to verify the
blockchain value and the drug approval certificate. After that,
they can verify the complete production history and legality
of the drug. The third-party can verify the expiration date of
the drug by checking the signature information of the drug
manufacturer and drug distributor. The third-party checks the
signature information of the drug manufacturer and mate-
rial supplier to confirm whether the raw material content
is correct. The third-party checks the signature information
of the drug manufacturer, drug administration, and the drug
approval certificate to verify the marketing authorization of
the drug.

B. NOTATION TABLE
The general table of notations in this study is defined as
follows:

q A k-bit prime number
GF(q) Finite group q
E The elliptic curve defined on finite

group q
G A generating point based on the elliptic

curve E
IDx A name representing identity x
kx A random value on elliptic curve
(rx , sx) Elliptic curve signature value of x
(xx , yx) An ECDSA signature message of x
Mx−y A message from x to y
IDBC The index value of blockchain message
BCx Blockchain message of x
TSx Timestamp message of x
IDMUI Identification code of pharmaceutical raw

materials
IDUI The unique identification code of the drug
CertD Drug approval certificate issued by the drug

administration
h Hash function

A ?
=B Verify whether A is equal to B

C. THE INITIAL PHASE
In the initial stage of the system, the blockchain center will
generate some basic parameters and disclose these common
parameters to the material supplier, the drug administration,
the drug manufacturer, and the drug distributor.
Step 1: The blockchain center chooses a k bits prime

number p, and generates elliptic curve related parameters
(Fp,E/Fp,G,P).
Step 2: The blockchain center discloses relevant public

parameters (Fp,E/Fp,G,P) to all drug administration, mate-
rial suppliers, drug manufacturers, and drug distributors.

D. SMART CONTRACT INITIALIZATION
The research plan uses the blockchain technology based on
the Internet of Things, starting with the drug manufacturer
purchasing raw materials from the raw material supplier,
and then the drug manufacturer sends the drug and related
documents to the drug administration for review. If the drug
is approved by the drug administration, the certificate will
be issued to the drug manufacturer. The drug manufacturer
will formally produce the drug, perform the unique identifi-
cation code of the drug following national regulations, and
finally send it to the drug distributor for sale. In the process
of drug production and circulation, some key information
will be stored and verified through blockchain technology
and can be verified by a third-party verifier. The key infor-
mation of these blockchains will be defined in the smart
contract.
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E. SYSTEM ROLE REGISTRATION PHASE
At this stage, the material supplier, the drug administration,
the drug manufacturer, and the drug distributor register with
the blockchain center and obtain the public and private keys
for the ECDSA signature. The system role X can represent
material suppliers, drug administration, drug manufactur-
ers, and drug distributors. The registration process is shown
in Figure 2.
Step 1: System role X generates a name IDX , and sends it

to the blockchain center.
Step 2: The blockchain center generates an ECDSA private

key dX based on the role X, calculates

QX = dXG (1)

If the identity of the registered role is verified, the smart
contract xins will be triggered, the content of which is as
follows:

Then the blockchain center will transmit IDX , (dX ,QX ) to
role X.
Step 3: The role X will store the key (dX ,QX ).

F. DRUG DEVELOPMENT AND TRIAL PHASE
When the drug manufacturer wants to conduct drug research
and development, it will request the material supplier to pro-
vide drug raw materials for the drug manufacturer to conduct
drug development and production. The raw material content
and production date of the drug are both signed and con-
firmed by both drugmanufacturers andmaterial suppliers and
recorded on the blockchain, which can be publicly checked
and verified. The process of drug development and trial phase
is shown in Figure 3.

Step 1: The drug manufacturer generates a random value
kDM−MS , calculates

zDM−MS = h(IDDM ,MDM−MS ,TSDM−MS ,

IDBC ) (2)

(xDM−MS , yDM−MS ) = kDM−MSG (3)

rDM−MS = xDM−MS mod n (4)

sDM−MS = k−1DM−MS (zDM−MS
+ rDM−MSdDM ) mod n (5)

And sends IDDM ,MDM−MS , TSDM−MS , (rDM−MS , sDM−MS ),
IDBC to the material supplier.
Step 2: The material supplier first uses

TSNOW − TSDM−MS ≤ 1T (6)

to confirm whether the time stamp is valid, and then verify
the correctness of the ECDSA signature, calculates

z′DM−MS = h(IDDM ,MDM−MS ,TSDM−MS ,

IDBC )

(7)

uDM−MS1 = z′DM−MSs
−1
DM−MS mod n (8)

uDM−MS2 = rDM−MSs
−1
DM−MS mod n (9)

(x ′DM−MS , y
′
DM−MS ) = uDM−MS1G+ uDM−MS2QDM

(10)

x ′DM−MS
?
= rDM−MS mod n (11)

If the verification is passed, the drug manufacturer will get
the relevant drug rawmaterial request information and trigger
the smart contracts dmmsins and dmmschk. The content is as
follows:

The material supplier calculates

BCDM−MS = h(rDM−MS , sDM−MS ) (12)

(IDBC ,BCDM−MS ) will also be uploaded to the blockchain
center. Then the material supplier generates a random value
kMS−DM and calculates

zMS−DM = h(IDMS ,MMS−DM ,TSMS−DM ,

BCDM−MS , IDMUI , IDBC ) (13)

(xMS−DM , yMS−DM ) = kMS−DMG (14)

rMS−DM = xMS−DM mod n (15)
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FIGURE 2. Each role of the system registers with the blockchain center.

sMS−DM = k−1MS−DM (zMS−DM
+ rMS−DMdMS ) mod n (16)

And sends IDMS , MMS−DM , TSMS−DM , (rMS−DM , sMS−DM ),
BCDM−MS , IDMUI , IDBC to the drug manufacturer.
Step 3: The drug manufacturer first uses

TSNOW − TSMS−DM ≤ 1T (17)

to confirm whether the timestamp is valid, and then verify the
correctness of the ECDSA signature, calculates

z′MS−DM = h(IDMS ,MMS−DM ,TSMS−DM ,

BCDM−MS , IDMUI , IDBC ) (18)

uMS−DM1 = z′MS−DM s
−1
MS−DM mod n (19)

uMS−DM2 = rMS−DM s
−1
MS−DM mod n (20)

(x ′MS−DM , y′MS−DM ) = uMS−DM1G+ uMS−DM2QMS
(21)

x ′MS−DM
?
= rMS−DM mod n (22)

If the verification is passed, the content and production date
of the relevant drug materials provided by the material sup-
plier will be obtained, and the smart contracts msdmins and
msdmchk will be sent. The content is as follows:

The drug manufacturer calculates

BCMS−DM = h(rMS−DM , sMS−DM ) (23)

(IDBC ,BCMS−DM ) will also be uploaded to the blockchain
center.

G. DRUG TESTING AND APPROVAL PHASE
When the drugmanufacturer completes the drug development
and trial phase, it will provide the drug-related test data to
the drug administration for the drug administration to con-
duct drug testing and analysis. The medicinal properties and
approval certificate of the drug are both signed and confirmed
by both drug manufacturer and drug administration. The pro-
cess of drug testing and approval phase is shown in Figure 4.
Step 1: The drug manufacturer generates a random value

kDM−DA, calculates

zDM−DA = h(IDDM ,MDM−DA,TSDM−DA,

BCMS−DM , IDBC ) (24)

(xDM−DA, yDM−DA) = kDM−DAG (25)

rDM−DA = xDM−DA mod n (26)

sDM−DA = k−1DM−DA(zDM−DA
+ rDM−DAdDM ) mod n (27)

And sends IDDM , MDM−DA, TSDM−DA, (rDM−DA, sDM−DA),
BCMS−DM , IDBC to the drug administration.
Step 2: The drug administration first uses

TSNOW − TSDM−DA ≤ 1T (28)

to confirm whether the timestamp is valid, and then verify the
correctness of the ECDSA signature, calculates

z′DM−DA = h(IDDM ,MDM−DA,TSDM−DA,

BCMS−DM , IDBC ) (29)

uDM−DA1 = z′DM−DAs
−1
DM−DA mod n (30)

uDM−DA2 = rDM−DAs
−1
DM−DA mod n (31)

(x ′DM−DA, y
′
DM−DA) = uDM−DA1G+ uDM−DA2QDM

(32)

x ′DM−DA
?
= rDM−DA mod n (33)

If the verification is passed, the relevant drug test data pro-
vided by the drug manufacturer will be obtained, and the
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FIGURE 3. Drug development and trial phase.

smart contracts dmdains and dmdachk will be triggered. The
content is as follows:

The drug administration calculates

BCDM−DA = h(rDM−DA, sDM−DA) (34)

(IDBC ,BCDM−DA) will also be uploaded to the blockchain
center. Then the drug administration generates a random
value kDA−DM , calculates

zDA−DM = h(IDDA,MDA−DM ,TSDA−DM ,

BCDM−DA,CertD, IDBC ) (35)
(xDA−DM , yDA−DM ) = kDA−DMG (36)

rDA−DM = xDA−DM mod n (37)
sDA−DM = k−1DA−DM (zDA−DM

+ rDA−DMdDA) mod n (38)
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FIGURE 4. Drug testing and approval phase.

And sends IDDA, MDA−DM , TSDA−DM , (rDA−DM , sDA−DM ),
BCDM−DA, CertD, IDBC to the drug manufacturer.
Step 3: The drug manufacturer first uses

TSNOW − TSDA−DM ≤ 1T (39)

to confirm whether the timestamp is valid, and then verify the
correctness of the ECDSA signature, calculates

z′DA−DM = h(IDDA,MDA−DM ,TSDA−DM ,

BCDM−DA,CertD, IDBC ) (40)

uDA−DM1 = z′DA−DM s
−1
DA−DM mod n (41)

uDA−DM2 = rDA−DM s
−1
DA−DM mod n (42)

(x ′DA−DM , y′DA−DM ) = uDA−DM1G+ uDA−DM2QDA
(43)

x ′DA−DM
?
= rDA−DM mod n (44)

If the verification is passed, the relevant drug approval
information provided by the drug administration will be
obtained, and the smart contracts dadmins and dadmchk will
be triggered. The content is as follows:
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The drug manufacturer calculates

BCDA−DM = h(rDA−DM , sDA−DM ) (45)

(IDBC ,BCDA−DM ) will also be uploaded to the blockchain
center.

H. DRUG PRODUCTION AND DISTRIBUTION PHASE
After the drug is approved by the drug administration,
the drug manufacturer will provide the drug to the drug
distributor for sale. The sales method and expiration date
of the drug are both signed and confirmed by both drug
manufacturers and drug distributor and are recorded on the
blockchain, which can be publicly checked and verified. The
process of drug production and distribution phase is shown
in Figure 5.
Step 1: The drug manufacturer generates a random value

kDM−DD, calculates

zDM−DD = h(IDDM ,MDM−DD,TSDM−DD,

BCDA−DM ,CertD, IDUI , IDBC )
(46)

(xDM−DD, yDM−DD) = kDM−DDG (47)
rDM−DD = xDM−DD mod n (48)
sDM−DD = k−1DM−DD(zDM−DD

+ rDM−DDdDM ) mod n (49)

And sends IDDM ,MDM−DD, TSDM−DD, (rDM−DD, sDM−DD),
BCDA−DM , CertD, IDUI , IDBC to the drug distributor.
Step 2: The drug distributor first uses

TSNOW − TSDM−DD ≤ 1T (50)

to confirm whether the time stamp is valid, and then verify
the correctness of the ECDSA signature, calculates

z′DM−DD = h(IDDM ,MDM−DD,TSDM−DD,

BCDA−DM ,CertD, IDUI , IDBC )

(51)

uDM−DD1 = z′DM−DDs
−1
DM−DD mod n (52)

uDM−DD2 = rDM−DDs
−1
DM−DD mod n (53)

(x ′DM−DD, y′DM−DD) = uDM−DD1G+ uDM−DD2QDM
(54)

x ′DM−DD
?
= rDM−DD mod n (55)

If the verification is passed, the relevant drug distribu-
tion information provided by the drug manufacturer will be
obtained, and the smart contracts dmddins and dmddchk will
be obtained, and the smart contracts dmddins and dmddchk
will be triggered. The content is as follows:

The drug distributor calculates

BCDM−DD = h(rDM−DD, sDM−DD) (56)

(IDBC ,BCDM−DD) will also be uploaded to the blockchain
center. Then the drug distributor generates a random value
kDD−DM , calculates

zDD−DM = h(IDDD,MDD−DM ,TSDD−DM ,

BCDM−DD, IDBC ) (57)

(xDD−DM , yDD−DM ) = kDD−DMG (58)

rDD−DM = xDD−DM mod n (59)

sDD−DM = k−1DD−DM (zDD−DM
+ rDD−DMdDD) mod n (60)

And sends IDDD,MDD−DM , TSDD−DM , (rDD−DM , sDD−DM ),
BCDM−DD, IDBC to the drug manufacturer.
Step 3: The drug manufacturer first uses

TSNOW − TSDD−DM ≤ 1T (61)

to confirm whether the timestamp is valid, and then verify the
correctness of the ECDSA signature, calculates

z′DD−DM = h(IDDD,MDD−DM ,TSDD−DM ,

BCDM−DD, IDBC ) (62)

uDD−DM1 = z′DD−DM s
−1
DD−DM mod n (63)

uDD−DM2 = rDD−DM s
−1
DD−DM mod n (64)

(x ′DD−DM , y′DD−DM ) = uDD−DM1G+ uDD−DM2QDD
(65)

x ′DD−DM
?
= rDD−DM mod n (66)

If the verification is passed, the relevant drug sales sta-
tus provided by drug distributor will be obtained, and the
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smart contracts dddmins and dddmchk will be triggered. The
content is as follows:

The drug manufacturer calculates

BCDD−DM = h(rDD−DM , sDD−DM ) (67)

(IDBC ,BCDD−DM ) will also be uploaded to the blockchain
center.

I. THIRD-PARTY VERIFIER VERIFICATION PHASE
When the third-party verifier (such as hospitals, pharmacies,
patients, patients’ family members, inspection agencies, etc.)
has doubts about the production history of the drug, they can
verify the certificate of the drug at any time, as well as the
signature message of material supplier, drug manufacturer,
and drug distributor. The third-party verifier calculates and
compares blockchain data through the signature message
to confirm the legality of the drug. The third-party verifier
verification phase is shown in Figure 6.
Step 1: Third-party verifiers such as hospitals, pharmacies,

patients, patient’s family members, inspection agencies, etc.
can download the certificate, signature, and blockchain data
of the drug through, IDBC , and then the third-party verifier
verifies

BCDD−DM
?
= h(rDD−DM , sDD−DM ) (68)

and

BCDM−DD
?
= h(rDM−DD, sDM−DD) (69)

If the verification fails, the expiry date of the drug is tampered
with by the drug distributor.
Step 2: If the signature between the drug manufacturer and

the drug distributor, and the blockchain data are verified, the
third-party verifier will verify

BCDA−DM
?
= h(rDA−DM , sDA−DM ) (70)

and

BCDM−DA
?
= h(rDM−DA, sDM−DA) (71)

And verify the drug certificate CertD through the public key
of the drug administration. If the verification fails, the certifi-
cate is forged by the drug manufacturer and the drug is not
approved by the drug administration.
Step 3: If the drug certificate CertD, the signature between

the drug manufacturer and the drug administration, and the

blockchain data are verified, the third-party verifier will
verify

BCMS−DM
?
= h(rMS−DM , sMS−DM ) (72)

and

BCDM−MS
?
= h(rDM−MS , sDM−MS ) (73)

If the verification fails, the material content of the drug is
tampered with by the material supplier.
Step 4: If the signature between the drug manufacturer and

the material supplier, and the blockchain data are verified,
the blockchain data has been fully verified, and the third-party
verifier can confirm that the drug is legal.

V. SECURITY AND FEATURE ANALYSIS
A. DATA INTEGRITY
In this research, we use the Elliptic Curve Cryptography
Digital Signature Standard (ECDSA) to sign the transmitted
message to ensure data integrity. Let’s take the drug man-
ufacturer and the material supplier as an example. When
the drug manufacturer wants to transmit a message to the
material supplier, the drug manufacturer will generate an
ECDSA signature value (rDM−MS , sDM−MS ). The attacker
cannot know the private key of the drug manufacturer. Even
if the transmission content is altered, the correct ECDSA
signature values (rMS−DM , sMS−DM ), (rDM−DA, sDM−DA),
(rDA−DM , sDA−DM ), (rDM−DD, sDM−DD) and (rDD−DM ,

sDD−DM ). From the above description, we can see that
this study uses ECDSA signature technology to ensure the
integrity of data transmission between characters.

1) SCENARIO
The attacker intercepts the drug sales status sent by the drug
distributor to the drug manufacturer, and fakes a legitimate
drug distributor to try to send an incorrect message to the drug
manufacturer.

2) ANALYSIS
The attacker will be unable to succeed because even if the
attacker modifies the content of the message MDD−DM sent
by the drug distributor to the drug manufacturer, the attacker
cannot sign the ECDSA with the private key of the drug
distributor. After receiving the message, the drug manufac-
turer will immediately check the integrity of the transmitted
data. The drug manufacturer will find that the message
content MDD−DM does not match the signature value
(rDD−DM , sDD−DM ), and the attacker’s attack fails.

B. ANTI-COUNTERFEIT DRUGS
Whether it is a legal drug manufacturer or an illegal person,
it is possible to produce fake drugs that have not been
approved by the drug administration, which affects the lives
and health of the people. This plan uses a certificate mech-
anism to avoid this situation. When hospitals, pharmacies,
patients, patients’ family members, inspection agencies, etc.

224542 VOLUME 8, 2020



C.-L. Chen et al.: IoT-Based Traceable Drug Anti-Counterfeiting Management System

FIGURE 5. Drug production and distribution phase.

have doubts about the drug, they can verify the certificate
CertD of the drug at any time to confirm the legality of the
drug. The certificate CertD is signed by the drug admin-
istration with its private key. Whether it is a legal drug
manufacturer or an illegal person, it is not possible to sign
the ECDSA with the drug administration’s private key. When
the verifier examines that the certificate CertD of the drug

does not match the actual drug information, it can be known
that the drug has been counterfeited.

C. RESIST REPLAY ATTACKS
Even if the attacker cannot pretend to be a legitimate role to
attack, he/she may still intercept the content of the legitimate
message first, and then retransmit the message to achieve
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FIGURE 6. The third-party verifier verification phase.

its interference purpose. In our proposed scheme, a times-
tamp mechanism is added to the communication between
any two characters. With time stamp messages TSDM−MS ,
TSMS−DM , TSDM−DA, TSDA−DM , TSDM−DD, and TSDD−DM ,
the attacker’s replay attack can be resisted. For example,
the attacker tried to disrupt the order information of the
pharmaceutical raw materials of the drug manufacturer and
the material supplier, intercepting the legal transmission
content of the drug manufacturer to the material supplier,
and then resending the message to the material supplier.
The material supplier will check the time stamp message
TSDM−MS to confirmwhether the timestamp is valid TSNOW−
TSDM−MS ≤ 1T . Even if the attacker changes the time
stamp data since the drug manufacturer has added the time
stamp TSDM−MS to the signature, thematerial supplier checks
the timestamp TSDM−MS does not match the signature value
(rDM−MS , sDM−MS ), the attacker’s replay attack will fail.

D. MESSAGE IS IRREVERSIBLE
In our proposed method, the key message content transmitted
between each role is first subjected to hash function calcula-
tion, and then the ECDSA signature is performed to achieve
the irreversible characteristics of the message. Message after

hash function operation:

zDM−MS = h(IDDM ,MDM−MS ,TSDM−MS , IDBC )

zMS−DM = h(IDMS ,MMS−DM ,TSMS−DM ,BCDM−MS ,

IDMUI , IDBC )

zDM−DA = h(IDDM ,MDM−DA,TSDM−DA,

BCMS−DM , IDBC )

zDA−DM = h(IDDA,MDA−DM ,TSDA−DM ,

BCDM−DA,CertD, IDBC )

zDM−DD = h(IDDM ,MDM−DD,TSDM−DD,

BCDA−DM ,CertD, IDUI , IDBC )

zDD−DM = h(IDDD,MDD−DM ,TSDD−DM ,

BCDM−DD, IDBC )

The attacker cannot reverse the original message content,
so the proposed protocol achieves the irreversible character-
istics of the message.

E. NON-REPUDIATION
The content of the message sent by each role is signed by the
role of its ECDSA private key. After the receiver receives the
message, it will verify the message with the sender’s public
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TABLE 1. Non-repudiation of the proposed scheme.

key. If the message is successfully verified, the sender will
not deny the content of the message is transmitted. Table 1 is
an undeniable description of each role in this program.

F. PUBLICLY VERIFIABLE
This research uses blockchain technology, combined with
ECDSA digital signatures, to design an IoT-based traceable
drug anti-counterfeiting management system, which has the
characteristics of public verification. Let us take the mes-
sage transmitted by the drug manufacturer and the material
supplier as an example. When the drug manufacturer sends
a message signed with ECDSA to the material supplier,
the material supplier will first verify the correctness of
the time stamp and the signature, and then generate the
blockchain message BCDM−MS = h(rDM−MS , sDM−MS ),
and use IDBC as an index to upload the blockchain data to
the blockchain center. The material supplier will then send
the blockchain data BCDM−MS to the next character after
it is signed by ECDSA. That is to say, after verifying the
correctness of the time stamp and signature for each role that
receives the message, it also verifies the correctness of the
blockchain data generated by the previous role. Therefore,
the solution we proposed achieves the characteristics of pub-
lic verification through blockchain technology and ECDSA
digital signature.

G. AUTOMATED MANAGEMENT
At present, many countries in the world have proposed a set of
drug identification code coding and management principles

for their pharmaceutical industry. This drug identification
code is usually divided into two parts. The first part is the drug
classification code managed by the country’s drug admin-
istration, and the second part is the drug production serial
number managed by the drug manufacturer. The two parts
are combined, which form the unique identification code of
the drug. Through the consistent coding principle, the drug
can be quickly checked, classified, and transported when it
is circulating on the market, reducing human intervention
and processing, and achieving the goal of automated drug
management.

H. COMPUTATION COST ANALYSIS
Table 2 is the computation cost analysis of all stages and roles
in this scheme. We analyze the drug testing and approval
phase with the highest computational cost. The drug manu-
facturer requires 7 multiplication operations, 3 hash function
operations, 2 comparison operations, and 3 signature opera-
tions. The drug administration requires 7 multiplication oper-
ations, 3 hash function operations, 2 comparison operations,
and 3 signature operations in the drug testing and approval
phase. The method we proposed has a good computational
cost.

I. COMMUNICATION COST ANALYSIS
The communication cost analysis of each phase in this
scheme is shown in Table 3. We assume that the ECDSA
key and signature are 160 bits, the hash function calculation
is 160 bits, and the rest of the message length such as ID
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TABLE 2. Computation cost analysis of this scheme.

TABLE 3. Communication cost analysis of this scheme.

and time stamp is 80 bits. We analyze the drug production
and distribution phase with the highest communication cost.
The message sent by the drug manufacturer to the drug
distributor includes 3 ECDSA keys and signatures, 1 hash
function operation, and 5 other messages. The message sent
by the drug distributor to the drug manufacturer includes
2 ECDSA keys and signatures, 1 hash function operation,

and 4 other messages. The total communication cost in the
drug production and distribution phase is 1840 bits, which
takes 0.131 ms under 3.5 G (14 Mbps) communication envi-
ronment, 0.018 ms under 4 G (100 Mbps) communication
environment, and it takes 0.092 us under 5 G (20 Mbps)
communication environment. The solution we proposed has
excellent performance [24].
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TABLE 4. Feature comparison of drug supply chain WORKS.

J. FEATURE COMPARISON
Table 4 is the feature comparison of the scheme proposed by
other scholars with this scheme.

VI. CONCLUSION
With the rapid development of the social economy, our lives
are flooded with all kinds of counterfeit products. The pub-
lic’s attitude of greedy for petty and cheap has encouraged
unscrupulous manufacturers to take advantage of the oppor-
tunity to provide low-cost counterfeit products, suppress the
profits of legitimate manufacturers, and also make the public
lose confidence in the quality of the products. At present,
many fresh foods in the society have provided traceability
services of production history, providing consumers with
inquiries and confirmation of the production process of the
product. In addition to food, counterfeit drugs, and vaccines
or lack of production management will pose a major threat
to the safety of patients’ medication. Existing traceability
systems are still mostly built in a centralized manner, and
the central agency provides trust guarantees, but the public
still has great doubts about the credibility of the central
agency. Although traditional information technology can pro-
vide partial solutions to the above problems, it cannot solve

all the problems. The introduction of blockchain technology
can perfectly solve the lack of existing architecture and the
environment.

In this research, we propose an IoT-based traceable drug
anti-counterfeiting management system, a comprehensive
plan from drug research and development, certification, pro-
duction to sales. The drug manufacturer starts by contacting
the raw material supplier to develop a new drug and then
is approved by the drug administration until the drug dis-
tributor conducts terminal sales. All information about the
drug circulation process is uploaded on the blockchain and
the data is signed by each role, thus it cannot be tampered
with privately by interested people. Therefore, the legality
of the data can be verified by a third party at any time, and
the complete production history of the drug can be traced
to achieve the purpose of the anti-counterfeiting of the drug
and ensure drug safety. The framework we propose meets
the requirements of information security for data integrity,
resistance to replay attacks, irreversible information, and
non-repudiation. Through the integration of the Internet of
Things and blockchain technology, in addition to achieving
the main purpose of the anti-counterfeiting of drugs, it has
also achieved the goal of automated management of the
overall supply chain.
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