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ABSTRACT The rapid development of communication technologies, the network, advanced computing
methods and wireless medical sensors gives rise to a modern medical system. In this system, large-scale
electronic health records (EHRs) are often outsourced to be stored at the third parties, such as cloud
service providers (CSPs). However, CSPs are not trustworthy, that is, serious security and privacy concerns
about cloud service exist because it may expose the user’s sensitive data to CSPs or unauthorized users in
transmission, storage and sharing. To prevent the privacy disclosure of patients better and realize information
sharing more effectively, this paper proposes an anonymous EHRs sharing scheme based on decentralized
hierarchical attribute-based encryption (ABE). In the proposed scheme, (1) Multiple attribute authority (AA)
ABE is leveraged to achieve fine-grained and scalable data access control and avoid bottleneck. Meanwhile,
hierarchical access tree is used to encrypt multiple files in one operation, thereby saving calculation and
storage load greatly. Moreover, the hidden access policy enhances user privacy protection. (2) The global
identifier (GID) of a user is introduced to resist the collusion attack of users. Subsequently, an anonymous
key generation mechanism is equipped to prevent multiple AAs from building a full profile using the user’s
GID. (3) To ensure the correctness and integrity of EHRs, users can conduct double verification based on the
verification tag and convergent key. Finally, the efficiency analysis and experiments show that the scheme
meets the security requirements of key management and privacy preservation in cloud and is proven secure
and efficient in practice under the decisional bilinear Diffie-Hellman (DBDH) assumption.

INDEX TERMS Electronic medical records, multiple attribute-authority, hierarchical access tree, decentral-
ized, privacy preservation.

I. INTRODUCTION
With the rapid development of science and technology, sen-
sors, data processors and communication monitor devices are
widely used in our daily life. Meanwhile, traditional medical
models cannot meet the needs of most people. Such as those
who need providing real-time and continuous monitoring for
the elderly, the young and the disabled and the opportunity
to prevent diseases for the sub-health groups unable to go
to the hospital regularly and conveniently for examination
or treatment, of course, the limitation of medical resources
is also an important reason. Therefore, some scholars apply
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wireless sensor technology, which is a dynamic monitoring
technology used for constructing modern medical systems.
An example of this technology is the wireless body area
network (WBAN). WBAN is popular to the masses, and
it relies on various kinds of wearable devices and wireless
communication technologies to realize continuous remote
monitoring and to record andmanage the health parameters of
patients with chronic diseases, such as diabetes, asthma and
heart disease [1]. The amount of electronic medical data is
increasing sharply as the modern medical system gradually
enters people’s lives. Thus, increasing number of electronic
health records (EHRs) are outsourced to the cloud because
of the advantages of cloud computing technologies, which
reduce the load brought by the storage of EHRs, facilitate
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FIGURE 1. A typical modern medical system.

the query of users and improve the efficiency of medical
personnel. Figure. 1 shows a typical modern medical sys-
tem. However, data outsourcing to untrusted third parties
has also raised some privacy and security concerns because
the EHRs include patients’ private information (e.g. name,
address and medical history) and can be visited by different
users (such as attending doctor, family, care nurses and med-
ical researchers). Therefore, to protect the privacy of patients
and prevent unauthorized users from accessing these private
data, encrypting EHRs prior to outsourcing is the preferred
measure. However, in traditional encryption schemes [2]–[6],
access control is often transformed into a complex key
escrow problem, which leads to large storage costs. There-
fore, the traditional one-to-one encryption technology can no
longer meet the user’s requirements for fine-grained access
control. For example, Bob is a patient who wants to share two
EHRs, one is about heart disease which can be accessed if sat-
isfying {Attending doctor}∨{{cardiovascular}∧{nurse }}∨
{{cardiovascular} ∧ {medical researcher}}, the other one
is about infectious diseases which can be accessed by
{Attendingdoctor}. How does he implement this sharing and
control access? What can he do to protect privacy and reduce
computing costs?

In 2007, Sahai et al. [2] put forward the first attribute-
based encryption (ABE) scheme, which could achieve one-to-
many encryption and could be embedded with access control
policies in ciphertext or key to realize flexible access con-
trol over sharing data. ABE refers to a public key encryp-
tion mechanism that has good application prospect in cloud
computing [7]–[11] and is very applicable in the modern
medical sharing system. For example, to improve recovery
and treatment, a patient not only authorizes doctors to access
their own EHRs but also permits nurses to read their EHRs
to receive facilitated care. Therefore, flexible access control
is an indispensable condition of EHR sharing system and
is also a critical condition of cloud computing. In particu-
lar, ciphertext policy-ABE (CP-ABE) schemes [12]–[19] are
used suitably in EHR sharing systems.

Although the existing ABE schemes [20] brought signif-
icant benefits to EHRs sharing system, there are three main
hindrances to widely adopting ABE in the system in the near
future. Firstly, bottleneck problem. For a single-authority
ABE schemes, a trusted central authority (CA) is responsible

for managing all attributes and distributing secret keys for all
users. While the number of users in the system is huge, which
lead to a bottleneck. Meanwhile, single authority is also
vulnerable to centralized attack, resulting in system paralysis.
In order to solve the problem, a decentralized approach is
needed. Secondly, key escrow problem. In traditional ABE
schemes, the single AA is trusted, which is not realistic
for authority involves human participation, due to ‘‘limited
theory’’ and ‘‘opportunistic behavior’’, credibility will be
reduced; moreover, due to its knowledge of user’ private keys,
users’ anonymity cannot be guaranteed and it can decrypt
all ciphertexts of users. In multi-authority mechanism, these
AAs are semi-honest and untrusted, each of them is respon-
sible for a disjoint subset of the attribute universe. A user,
in this architecture, must offer a global identity (GID) to each
AA, if multiple malicious authority centers join together to
collect user attributes by tracking the user’s GID, the user’s
private will be compromised, so the anonymity and the key
escrow problem follow. Thirdly, access structure disclosure.
In EHRs sharing system, not only EHRs are sensitive, but
the access structures include sensitive information. As shown
in Figure 1, a patient with heart disease uploads his own
EHR encrypted by the defined access policy which will easily
be categorized such EHR as a disease of heart. Therefore,
the access policy should also be hidden.

In addition to the above main challenges, computational
complexity is also a influential factor. In general ABE
schemes, if a user shares multiple EHRs or wants to present
hierarchical data access, then he needs to define multiple
access structures and encrypt these EHRs for many times,
thereby not only increasing time consumption but also tak-
ing up more cloud medical storage space. Wang et al. [21]
proposed an ABE scheme based on file hierarchy in cloud
computing. The layered access structures are integrated into
a single access structure, and then the hierarchical files are
encrypted with the integrated access structure. This scheme
has low storage cost and computation overhead in terms of
encryption and decryption, which technology is suitable for
medical system applications to provide multiple files sharing.
However, it is a single authority scheme and cannot solve
bottleneck problem or key escrow problem.

To sum up, an efficient and practical EHRs sharing sys-
tem must be distributed and should support anonymous key
generation and save storage space.

A. MOTIVATION AND OUR WORK
Over the years, modern medical sharing system has been
widely used to provide convenient medical services. Because
of its advantages, ABE is introduced in modern medical
sharing system. However, when the medical sharing system
based on ABE is actually deployed, user privacy, data privacy
and security have attracted lots of concern from academicians
and industry.

In the system, data visitors (data users) do not want oth-
ers, including authorities, to know their browsing contents,
and data owners (patients) do not want unauthorized users
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to know their medical information. In our scheme, anony-
mous key generation is introduced to improve the anonymity
of users and resist the joint attack of multiple authorities.
Another solution we have taken is not only to encrypt the
EHRs, but also to hide the access structure to avoid data
disclosure of the data owner. Because the EHRs uploaded by
patients are not unique, and it is possible to upload EHRs at
any time on the spot, most of them use portablemobile clients,
which have relatively limited computing power.

To summarize, it is necessary to design an electronic medi-
cal record sharing scheme based on decentralized hierarchical
ABE that supports anonymous key generation.

Ours work aims to above issues and work on them. The
main idea is to employ a decentralized hierarchical ABE.
As far as I know, this is the first multiple authorities ABE
scheme with hierarchical access tree.

Specifically, we firstly use a unique global identifier (GID)
to identify different users and resist the collusion of multi-
ple users. Subsequently, problems caused by multi-authority
decentralized ABE, wherein multiple authorities can obtain
the user’s private key information by tracking their global
identity, arise. Thus, the user presents attribute authority (AA)
with a hash value that contains a secret random number
and his real identity GID instead of using his real identity.
As such, AAs cannot obtain the user’s real identity.Moreover,
when the user receives the private key distributed by the AA,
he uses his owner secret random number to obtain the real
private key.

Next, we adopt a hierarchical access structure. When
encrypting multiple documents or hierarchical data access is
needed, we can encrypt these documents at once based on the
hierarchical access structure. A verification tag is also gener-
ated to provide users with convenient integrity verification.

The main contributions of our protocol are listed as
follows:

(1) The scheme supports anonymous interaction between
the user and the AA to generate private keys for the user,
which can avoid the key escrow attack of dishonest attribute
authority;

(2) Decentralized multi-authority is introduced to solve the
bottleneck and monopoly of centralized authority, and the
global identifier GID is introduced to resist collusion attacks;

(3) The use of hierarchical access tree structure to encrypt
multiple files at a time not only provides fine-grained access
control but also improves the encryption efficiency and
greatly saves storage space. In addition, the hidden access
policy improves the confidentiality of shared EHRs;

(4) Data users can make a double verification of ciphertext
to ensure its correctness and integrity.

The remainder of this paper is organized as follows.
Section 2 introduces some preliminary cryptographic back-
grounds used in this paper. Section 3 describes the prob-
lem formulations, including system and security models.
Section 4 describes the concrete construction of our scheme.
Section 5 discusses security. Section 6 discusses performance
analysis. Finally, Section 7 concludes this paper.

B. RELATED WORK
In 2005, Sahai and Water [22] firstly proposed a public key
encryption scheme based on fuzzy identity (IBE), which is
the embryonic form of ABE scheme. ABE can be divided into
two schemes: attributes encryption of ciphertext policy (CP-
ABE) and attribute encryption of key policy (KP-ABE) [23].
In the KP-ABE, the ciphertext is marked with attributes,
and the key is related to the access policy. In contrast to
CP-ABE [2], the key is marked with attributes, and ciphertext
is related to the access policy.

1) MULTIPLE ATTRIBUTE-AUTHORITY ABE
In general ABE scheme, a trusted central authority is needed
to distribute and manage user keys, but this leads to key
escrow problem, bottleneck problem and centralized attack
problem. For example, in 2017, Liu.et.al [20] proposed a
secure sharing of personal health records in cloud comput-
ing scheme. Although improves ciphertext-based encryption
in the EHRs system and improves decryption efficiency in
mobile devices, it relies on single-authority ABE scheme.
Hence, this can be a bottleneck as this authority may achieve
a key escrow attack, due to its knowledge of all user’ pri-
vate. In order to overcome these problems, many multi-
authority ABE schemes been proposed [24]–[26]. In 2007,
Chase [24] proposed the first multi-authority ABE scheme.
In this scheme, there are multiple authorities to distribute
private keys and manage attributes. However, a special cen-
tral authority (CA) is needed. To address this problem,
Lin et al. [25] presented a multi-authority ABE scheme
without a trusted CA. Later, Chase and Chase et al. [26]
constructed another multi-authority ABE scheme, in which
they use a distributed pseudorandom functions to remove
the trusted CA. However, it uses a restricted access struc-
ture (limited expressiveness) and has the demonstrated
identity-leakage. In 2011, Lewko and Waters. [27] also pro-
posed another multi- authority scheme consisting on issuing
attributes and their related secret keys from different attribute
authorities. However, user gets his secret keys from multiple
authorities and it is very hard to resist user collusion attacks
in multi-authority ABE scheme. Lewko and Waters gave a
solution by introducing a Unique Global Identifier (GID)
for each user to prevent collision attacks. Each user has a
unique GID, user’s secret keys must be tied to the GID.
Although the problem of user collusion attack is solved, it
compromises user’s privacy. Multiple malicious authorities
can collaborate to collect user’s attributes by tracing user’s
GID. To solve this issue, Liang et al. [28] proposed a privacy-
preserving decentralized ABE scheme for secure sharing
of PHR based on Lewko and Waters’s scheme, in which
an anonymous secret key issuing protocol is used to hide
GID. This protocol can make the authorities generate the
correct decryption key for users without knowing their GID.
In addition, the one-way anonymous key agreement is used
to hide the attributes in the access policy. The presented
scheme keeps the security of the Lewko andWaters’s scheme
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and removes the random oracle, but, computational cost
is high.

2) HIDDEN ACCESS STRUCTURE/POLICY ABE
In general CP-ABE schemes, the ciphertext is associated
with access policy generally carrying sensitive information
of data owner (DO), and the public access policy of cipher-
text is likely to lead to disclosure of sensitive information
of DO. Therefore, in order to ensure the user’s privacy.
Phuong et al. [29] proposed an attribute-based encryption
scheme with hidden access policy. This construction uses an
access policy with only AND gates. In 2015, Xu et al. [30]
extended the ABE scheme proposed by Bethencourt et al. [2]
with the hidden access policy feature for cloud applications.
However, this ABE scheme relies on the use of a CA to
manage all the attributes and private keys in the system. Later,
Zhong et al. [31] proposed the first policy hidden attribute-
based encryption scheme using multi-authority architecture.
However, this scheme introduces an expensive computation
cost at the client side to execute the decryption process.
Belguith et al. [32] presented a novel Policy-Hidden Out-
sourced Attribute-Based Encryption (PHOABE) scheme,
in which the user outsources the expensive computa-
tions. Unfortunately, it requires a special CA. In 2013,
Qian et al. [33] proposed a privacy-preserving decentralized
CP-ABE with Fully Hidden Access Structure. Although the
authorities can get nothing about user GID when generating
and issuing user private keys and access structures are hidden
to receivers, which uses an access structure with limited
expressiveness.

3) HIERARCHICAL ABE
In some applications, a DO wants to share multiple files,
multiple access policies are required, which can be com-
plex and take up a lot of storage space. That is to say, as
the number of files increases, ciphertext storage and com-
putation overload will increase. To solve this problem, the
Gentry et al. [34] firstly proposed the concept of hierarchi-
cal encryption, which mainly used identity-based encryption
(IBE). Successively, many hierarchical CP-ABE schemes
have been proposed. Wang et al. [35] proposed a hierarchical
CP-ABE scheme by combining the hierarchical IBE [34]
and the CP-ABE. Wan et al. [36] proposed a hierarchi-
cal attribute-based solution for flexible and scalable access
control in cloud computing. Although the scheme used a
multi-authority to manage the distribution key, a special CA
must exist. Later, Shen et al. [37] proposed an authentication
scheme in cloud, in which a hierarchical attribute authoriza-
tion structure was used. However, a trusted root authority
was needed. Wang et al. [21] proposed an ABE scheme
based on file hierarchical in cloud computing. Unfortunately,
this scheme only has one CA manages the key and there is
no policy hiding, which is easy to cause dishonest attribute
authority key escrow attack and the disclosure of user
privacy.

II. PRELIMINARIES
A. BILINEAR MAPS AND DBDH ASSUMPTION
We describe some preliminaries and other useful concepts
that are used in our approach in this section.
Bilinear Maps: Let G0 and GT be two groups of prime

order p. The generator of G0 is g. A bilinear mapping e :
G0 × G0→ GT satisfies the following properties:
(1) Bilinearity: For any g1, g2 ∈ G0 and a, b ∈ Zp, it has

e(ga1, g
b
2) = e(g1, g2)ab.

(2) Non-degeneracy: There exists g1, g2 ∈ G0 such that
e(g1, g2) 6= 1.
(3) Computability: For all g1, g2 ∈ G0 and a, b ∈ Zp, there

is an efficient computation e(g1, g2).
DBDH Assumption: Let G0 be a group with prime order

p, g be a generator in G0. We say that DBDH assumption
holds if no probabilistic polynomial time (PPT) adversary can
distinguish the tuples (g,A = ga,B = gb,C = gc, e(g, g)abc)
and (g,A = ga,B = gb,C = gc, e(g, g)d ), where
a, b, c, d ∈ Zp. The advantage of algorithm < is

AdvDBDHB = |Pr[<(A,B,C, e(g, g)abc) = 0]

−Pr[<(A,B,C, e(g, g)d ) = 0]|

B. ACCESS STRUCTURE
The description is similar as the literature [2]. Let
{p1, p2, · · · , pn} be a set of parties. A collection is monotone
if ∀B,C : if B ∈ A and B ⊆ C then 0. An access structure
(respectively, monotone access structure) is a collection A of
non-empty subsets of l, i.e. A ⊆ 2{p1,p2,···pn}\{Ø}. The sets in
A are called the authorized sets, otherwise, the sets are called
the unauthorized sets 0.

Generally, the data users are described by attributes. The
authorized sets are included in A.

C. HIERARCHICAL ACCESS TREE
Hierarchical tree is an integrated access structure by multiple
access structure, which can providemultiple hierarchical files
sharing.

Let0 be a hierarchical tree representing an access structure
which is divided into l access levels. Nodes of the tree are
denoted as (x, y). The symbol x represents the node’s row in
0 (from top to bottom), and y represents the node’s column in
0(from left to right). In Figure. 2, the nodes can be denoted
as: R = (1, 1), A = (2, 1), B = (2, 2), C = (3, 1),
D = (3, 2),E = (4, 1), F = (4, 2),G = (5, 1),
H = (5, 2), I = (5, 3), To facilitate description of the access
tree, several functions and terms are defined as follows.

(1) (x, y): It denotes a node of tree 0. If (x, y) is a leaf node,
it denotes an attribute. If (x, y) is a non-leaf node, it denotes
a threshold gate, such as ‘‘AND’’, ‘‘OR’’, ‘‘n-of-m (n<m)’’.
For example, the nodes E and G denote a threshold gate and
an attribute in Figure. 2.

(2) num(x,y): It denotes the number of (x, y)’s children in 0.
For example, numR = 2 in Figure. 2.

(3) k(x,y): It denotes threshold value of node (x, y), where
1 ≤ k(x,y) ≤ num(x,y). When k(x,y) = 1 and (x, y) is a non-leaf
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FIGURE 2. An example of three-level access tree.

node, (x, y) is an OR gate. When k(x,y) = num(x,y) and (x, y)
is a non-leaf node, it is an AND gate. In particular, if (x, y) is
a leaf node k(x,y) = 1. For example, kC = 2 denotes an AND
gate in Figure. 2.

(4) (xi, yi)(i ∈ [1, l]): It denotes level node of 0. In this
work, access tree 0 is divided into l access levels. And the
hierarchy of the nodes is sorted in descending order. That
is, (x1, y1) is the highest hierarchy, and (xl, yl) is the lowest
hierarchy. For example, (x3, y3) = E is the Third hierarchy
in Figure. 2.

(5) parent(x, y): It represents the parent of the node
(x, y) in 0. For example parent(2, 1) = parent(A) = R,
parent(3, 1) = parent(C) = A in Figure. 2.

(6) transport node: The node (x, y) is a transport node if one
of the children of (x, y) contains at least one threshold gate.
For example, R,A and C are transport nodes in Figure. 2.

(7) TN − CT (x, y): It represents a threshold gate set
of transport node (x, y)’s children in 0. It is marked as
TN − CT (x, y) = {child1, child2, · · · }. For example TN −
CT (R) = {A},TN − CT (A) = {C}, TN − CT (C) = {E}
in Figure. 2.

(8) att(x, y): It denotes an attribute associated with the leaf
node (x, y) in 0.

(9) index(x, y): It returns an unique value associated with
the node (x, y), where the value is assigned to (x, y) for a given
key in an arbitrary manner.

(10) 0R: It denotes a tree diagram, where root node of the
tree is R.

(11) 0(x,y):It denotes the sub-tree of 0 rooted at the node
(x, y). If an attribute set S satisfies 0(x,y), we denote it as
0(x,y)(S) = 1. 0(x,y)(S) is recursively computed as follows.
If (x, y) is a non-leaf node, 0(x,y)(S) returns 1if and only if
at least k(x,y) children return 1. If (x, y) is a leaf node, then
0(x,y)(S) returns 1 if and only if att(x, y) ∈ S.

D. ONE-WAY ANONYMOUS KEY AGREEMENT
In 2007, Kate et al. proposed a one-way anonymous
key agreement scheme (2007) [38], which can guarantee
anonymity for each participant. Suppose Alice (IDA) and Bob
(IDB) are two participants, the master key of key generation
center (KGC) is s. Alice wants to keep anonymity with Bob,
the progress of key agreement protocol is as follows:

(1) Alice calculates QB = H (IDB). She randomly selects
a number rA ∈ Z∗p to generate the pseudonym PA = QrAA

and calculates the session key KA,B = e(dA,QB)rA =
e(QA,QB)srA . Finally, she sends her pseudonym PA to Bob.
(2) Bob calculates the session key KA,B = e(pA, dB) =

e(QA,QB)srA using his secret key dB, where di = H (IDi)s ∈
G1 is user’s private key for i ∈ {A,B}, and H : {0, 1}∗→ G0
is a strong collision-resistant hash function.

III. PROBLEM FORMULATIONS
A. SYSTEM MODEL
In our system model, data owners are patients, data users
(such as doctors, nurses, other patients, family and medical
researches) are different and have different access permis-
sions (such as access to general medical records, access to
all medical records) for with different attributes (such as
attending doctor, cardiovascular department, chief physician,
supervisor and system administrator).
As shown in Figure. 3, there are four main entities in

the system: the multiple attribute authority (Aj), cloud server
(CSP), the data Owner (DO) and data User (DU), among
which:
(1) Multiple attribute authorities (Aj). Each Aj is fully

trusted, manages different set of attributes, and generates
anonymous private key for each user through interaction with
the user. They work separately and do not interact with each
other. In this scheme, they mainly perform two algorithms
Authoritysetup and KeyGen.
(2)Cloud service provider (CSP). It is a semi-trusted entity

associated with modern medical system. It can honestly per-
form the assigned tasks and return correct results. However,
it would like to find out as much sensitive (x, y) contents as
possible. In the proposed system, it provides encrypted EHRs
storage and transmission services.

(3) The data Owner (DO). He defines the access structure,
hides access structure, define the authentication tag, collects
physiological data (such as blood pressure, pulse and heart
rate), and uploads the encrypted EHRs and authentication tag
to the CSP.

(4) Data users (DU). As a cloud user, the DU obtains
the corresponding symmetric key AKk if his attributes set
meets the access structure, then he obtains the corresponding
plaintext EHR.

Different authority Aj manages different attribute set of DU
and distributes the corresponding private key SKj. Suppose
that a DO wants to outsource two files M = {m1,m2} in
cloud, where m1 is the highest level of access on the tree
and m2 is the lowest level, he encrypts M = {m1,m2} based
on hierarchical tree. If the DU’s attributes set T j satisfy-
ing the access structure 0, he can obtain the corresponding
symmetric key AKk . In the multi-level access structure, DUs
with different attribute sets will get different symmetric keys.
As shown in Figure 3, DU1 satisfies the whole access level 0,
so he obtainsAK1 andAK2; DU2 onlymeets part of the access
level, then he obtains AK2; DU3 does not satisfy the access
structure and cannot get any symmetric key, so the decryption
fails.

200184 VOLUME 8, 2020



X. Liu et al.: Anonymous EHR Sharing Scheme Based on Decentralized Hierarchical ABE in Cloud Environment

FIGURE 3. Our EHR sharing system model.

TABLE 1. Notations.

Notations used in the rest of the paper are summarized
in Table 1.

B. DECENTRALIZED HIERARCHICAL ABE SCHEME
A decentralized hierarchical ABE scheme consists of the
following five algorithms:
Global setup(λ) → GP. This algorithm takes a security

parameter λ as input and returns the system parameters GP.

Authority setup(GP) → (MSKj,PKj). Each authority Aj
runs this algorithm to generate hismaster secret keyMSKj and
public key PKj for j = 1, 2, · · · ,N , where N is the number
of totally authorities in the system.
KeyGen(PKj,GID,GP,T j) → SKj. Each authority Aj

takes as input his public keys PKj, a global identifier GID
of a user DU, system parameters GP and a set of attributes
T j, outputs a private key SKj for user.
Encrypt(GP,M ,PKj) → CT . This algorithm takes

as input system parameters GP, l messages M = {m1,

m2, · · · ,ml},hierarchical access structure, public keys
PKj(j ∈ Ic), Ic represents the set of attribute authorities Aj
involved. It outputs the ciphertext CT .
Decrypt(GP,CT , SKj,PKj) → mk . This algorithm takes

as input system parameters GP, the ciphertext CT , public
key PKj and private key SKj associated with attribute set T j,
if the user’s attributes set meets partial access level, the corre-
sponding plaintextmk can be obtained. If the user satisfies the
entire access level 0, the desired plaintextM can be obtained
completely, and then decrypts M = {m1,m2, · · · ,ml}
successively.

C. SECURITY MODEL
The security model for N-authority decentralized hierarchical
ABE scheme is defined as follows:
Init: Adversary A submits the challenge access structures

0∗0 , 0
∗

1 and a list of corrupted authorities CA to algorithm <,
where |CA| < N .
Setup: The challenger C runs the algorithm Globalsetup

and outputs the system parameters GP to adversary A.
Authority Setup: For the corrupted authorities, the chal-

lenger sends his public and secret keys (PKj, SKj) to the
adversary A. For the honest authorities, the challenger C
sends his public keys PKj.
Phase 1: The adversary A sends an attribute list T to the

challenger C for secret keys queries, where T 2 0∗0 and
T 2 0∗1 . This process can be repeated q times.
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FIGURE 4. Overview of the proposed scheme.

Challenge: The adversary A submits two equal length
messages m0 and m1. The challenger C chooses a random
bit µ ∈ {0, 1} and runs the algorithm Encryption to obtain
ciphertext CT ∗µ. The challenger C returns the ciphertext CT ∗µ
to the adversary A.
Phase 2: Phase 1 is repeated adaptively.
Guess: Finally adversary A outputs his guess µ̂ ∈ {0, 1}.

If µ̂ = µ,A wins the security game. In this game,A can win
the game which is defined as Pr[µ = µ̂]− 1

/
2|.

Definition 1: A N-authority this scheme is secure in the
above security model if no probabilistic polynomial-time
adversary A making q secret key queries has advantage at
least AdvN−CP−ABE (1λ) = |Pr[µ = µ̂]− 1

/
2| > ε(λ) in the

above security model.

IV. ANONYMOUS HEALTH RECORD SHARING SCHEME
BASED ON DECENTRALIZED HIERARCHICAL ABE
In this section, we first give an overview of our scheme
shown in Figure 4, then present the concrete construction in
Section 4.1.

A. CONCRETE CONSTRUCTION
In this part, we will present our detailed construction of our
scheme.

(1) Global setup(λ) → (GP). Given the security
parameter λ, the algorithm returns a system parameter
(e, g, p,G0,GT ,H ,H0,H1,H2), where, G0, GT are the mul-
tiplication cycle groups with prime order p, a bilinear map-
ping e : G0 × G0 → GT , and g is the generator of group
G0. Suppose there are N authorities in the system, namely
A1,A2, · · · ,AN , which Aj monitors a set of attributes i ∈ Ãj,
and Ãj ∩ Ãj′ = φ, if j 6= j′. For any k ∈ Zp and an attribute set

Ãj = {aj,1, aj,2, · · · , aj,nj}, the Lagrange coefficient 1k,Ãj
=

5l∈Ãj,l 6=k
(x − l)

/
(k − l). The four non-collision hash func-

tions are H : {0, 1}∗ → G0,H0 : {0, 1}∗ → GT ,H1 :

{mk} → {0, 1}nH1 , H2 : {0, 1}∗→ {0, 1}nH2 , respectively.
(2) Authoritysetup(GP) → (PKj,MSKj). In this system,

for any Aj running the algorithm to generate the correspond-
ing PKj andMSKj, where j = 1, 2, · · ·N . Aj randomly selects
αj ∈ Zp, βji ∈ Zp(i ∈ [1, nj]), then outputs the PKj and MSKj
as following:

PKj = {e(g, g)αj , {hji = gβji}
∀i∈Ãj
},MSKj = {gαj , {βji}∀i∈Ãj}

(3) KeyGen(GID,T j,PKj,GP)→ SKj. In this subsection,
to generate the secret key for user, the attribute authority Aj
executes an interactive process with the user.

• The user DU randomly chooses Ru ∈ ZP, xu ∈ ZP to
compute ru = H (GID ‖Ru ) ,Yu = gxu , where GID is
the global identity of the user. And then sends (ru,Yu) to
the Aj.

• Next the Aj selects a random number rj ∈ Zp, ri ∈
Z∗p to calculate k ′1i = Y

αj
u h

ri
ji , k
′

2i = Y
rj
u H (i)ri

/
(ru+βji),

k ′3i = h
ri
/
(ru+βji)

ji and k ′4i = H (i)βji , then returns
(k ′1i, k

′

2i, k
′

3i, k
′

4i) to DU. Here T j = Ãj ∩ T , where T
represents the set of attributes associated with the user’s
GID, and for any attribute i ∈ T j.

• DU obtains his private key using xu as follows:

k1i = (k ′1i)
1/xu = gαjhri/xuji , k2i = (k ′2i)

1/xu

= grjH (i)ri
/
xu(ru+βji),

k3i = (k ′3i)
1/xu = h

ri
/
xu(ru+βji)

ji , k4i = k ′4i = H (i)βji ,
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where, the private key k4i is used for attribute hiding.
Finally, the private is:

SKj = {k1i = gαjhri/xuji , k2i = grjH (i)ri
/
xu(ru+βji),

k3i = h
ri
/
xu(ru+βji)

ji , k4i = H (i)βji}∀i∈T j

(4) Encrypt(PKj,GP,AK , 0) → CT . Assume that a
DO want to share l files, i.e., M = {m1,m2, · · · ,ml},
with l access levels. Then, the symmetric key is
AKk = H1(mk ) are defined and get the symmet-
ric key AK = {AK1,AK2, · · · ,AKl}, where AKk =

H1(mk ), k = 1, 2, · · · , l. The DO encrypts the files
using symmetric encryption algorithm AES as following:
CTAK = {EAK1 (m1),EAK2 (m2), · · · ,EAKl (ml)}. Let V =
{V1,V2, · · · ,Vl} be the verification tag, where Vk =

H2
(
AKk

∥∥EAKk (mk )) , k = 1, 2, · · · , l. The DO sets a hier-
archical access tree 0. For each attribute i ∈ 0, the DO
computes γi = e((hji)τ ,H (i)), and get So = {γi : i ∈ T ′},
where τ ∈ Zp is a random exponent, and T ′ represents a
hid set of attributes associated with the DO. Namely, the DO
uses γi to replace the attribute i in the hierarchical access
tree 0. Finally, the algorithm outputs ciphertext CT and the
verification tag V . The details are as follows:
• DO sets level nodes (xk , yk )(k = 1, 2, · · · , l) in 0, and
selects l random numbers s1, s2, · · · , sl ∈ Zp. Then, he
computes C̃k and C ′k for all k = 1, 2, · · · , l as follows:

C̃k =
∏
j∈Ic

AKke(g, g)αjsk , C ′k = gsk ,

where Ic is an index set of authorities Aj, that is, a level nodes
relates of has multiple attribute authorities simultaneously.
• Polynomial structure rule: a polynomial q(x,y) needs
to be selected for each node (x, y) (including the leaf
nodes) in 0. From the root node R, the polynomial
q(x,y) is randomly selected from top to bottom manner.
For each node (x, y) in 0, degree of the polynomial
d(x,y) = k(x,y) − 1, where k(x,y) is the threshold value.

• Beginning from the root nodeR, data owner sets qR(0) =
q(x1,y1)(0) = s1 and chooses dR other points of the
polynomial qR to define it completely, where the points
are made of two types of nodes. The ones are level nodes
which are children of R. The others are remaining nodes
randomly selected. For each non-root node (x, y), he sets
q(x,y) (0) = q(xk ,yk ) (0) = sk if the (x, y) is a level node.
Otherwise, q(x,y) (0) = qparent(x,y)(index(x, y)). The other
d(x,y) points of q(x,y) are a made of the level nodes of
the children of (x, y) and the remaining nodes randomly
selected.

• Ciphertext at leaf nodes: Let Y be the set of leaf nodes
in 0. For each node (x, y) ∈ Y , ciphertext is computed
as follows:

C(x,y)=h
q(x,y)(0)
ji ,C ′(x,y)=H (att(x, y))q(x,y)(0),C ′′(x,y)=g

τ .

• Transport nodes ciphertext: In 0, let X be the set of
transport nodes, and TN − CT (x, y) be the thresh-
old gate set of transport node (x, y)’s children, where

TN − CT (x, y) = {child1, child2, · · · , childk ′ , · · · }.
Then, The DO computes Ĉ(x,y),k ′ (k ′ = 1, 2, · · · ) for
each node (x, y) in the set of X as follows:

Ĉ(x,y),k ′ = {e(g, g)

∑
j∈Ic

αj(q(x,y)(0)+q(x,y),k′ (0))

·H0(e(g, g)

∑
j∈Ic

αjq(x,y)(0)
)}.

To sum up, the data owner finally output the complete
ciphertext CT is as follows:

CT ={0,CAK ,{C̃k ,C ′k}∀k∈[1,l], {C(x,y),C ′(x,y),C
′′

(x,y)}∀(x,y)∈Y,

{Ĉ(x,y),k ′}∀k ′∈ 1,2,···}.

(5) Decrypt(PKj,CT ,GP, SKj) → AKk . For any i ∈ T j,
DU computes γ ′i = e(C ′′(x,y), k4i) = e(gτ ,H (i)βji ) and let

S ju = {γ ′i : i ∈ T j}. If S ju ⊆ So, the user’s attribute
sets satisfies hierarchical access tree 0, so, the corresponding
symmetric key AKk can be obtained. Then, similar to CP-
ABE [2], a recursive operation DecryptNode(CT , SK , (x, y))
should be first defined.
• If (x, y) is a leaf node, we let i = att(x, y)
and define DecryptNode(CT , SKj, (x, y)) as below.
If i /∈ T j,DecryptNode(CT , SKj, (x, y)) = null. Oth-
erwise, the operation DecryptNode(CT , SKj, (x, y)) is
obtained as follows:

DecryptNode(CT , SKj, (x, y))

=
e(k2i,C(x,y))
e(k3i,C ′(x,y))

=
e(grjH (i)ri

/
xu(ru+βji), h

q(x,y)(0)
ji )

e(h
ri
/
xu(ru+βji)

ji ,H (att(x, y))q(x,y)(0))

= e(g, g)rjβjiq(x,y)(0)

• If (x, y) is a non-leaf node,DecryptNode(CT , SK , (x, y))
is defined as below. For all nodes z that are children of
(x, y), the DU runs DecryptNode(CT , SKj, z) and stores
the output as Fz. Let s(x,y) be an arbitrary k(x,y)- sized
child nodes set z, and then Fz 6= null. If the set does
not exist, Fz = null. Otherwise, F(x,y) is computed
as follows, where s′(x,y) = {index(z) : z ∈ s(x,y)},
i = index(z).

F(x,y) = 5
z∈s(x,y)

F
1k,s′(x,y)(0)

z

= 5
z∈s(x,y)

(e(g, g)

∑
j∈Ic

rjβjiqz(0)
)
1k,s′(x,y)(0)

= e(g, g)

∑
j∈Ic

rjβjiq(x,y)(0)

Next, the procedures of decryption are divided into four
steps:

Step 1, if the attribute set T satisfies part or the whole 0,
that is, T satisfies part or the whole level nodes
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(xk , yk ), e(g, g)

∑
j∈Ic

rjβjisk
, (k ∈ [1, l]) can be obtained by the

recursive operation of the formula as follow:

Ak = DecryptNode(CT , SKj, (xk , yk ))

= e(g, g)

∑
j∈Ic

rjβjiq(xk ,yk )(0)

= e(g, g)

∑
j∈Ic

rjβjisk

Step 2, e(g, g)

∑
j∈Ic

αjsk
can be computed by the formula as

follow:

Fk =

e(C ′k ,
∏
j∈Ic

k1i)

(Ak )1/xu
=

e(gsk ,
∏
j∈Ic

gαjh
rj
/
xu

ji )

e(g, g)

∑
j∈Ic

rjβjisk

/
xu

= e(g, g)

∑
j∈Ic

αjsk

Based on the hierarchical nodes, if T includes the lower
authorization nodes, we can recursively calculate all of the
authorization’s level nodes with the values of transport nodes
Ĉ(x,y),k ′ (k ′ = 1, 2, · · · ) by using the formula as follow.
Therefore Fk+1,k ′ , · · · ,Fl,k ′ are obtained sequentially. That

is, the values e(g, g)

∑
j∈Ic

αjsk
, · · · , e(g, g)

∑
j∈Ic

αjsl
are got.

Fk+1,k ′ =
Ĉ(xk ,yk ),k ′

Fk · H0(Fk )

=
e(g, g)

∑
j∈Ic

αj(sk+qchildk′
(0))
· H0(e(g, g)

∑
j∈Ic

αjsk
)

e(g, g)

∑
j∈Ic

αjsk
· H0(e(g, g)

∑
j∈Ic

αjsk
)

= e(g, g)

∑
j∈Ic

αjqchildk′ (0)

Step 3, the corresponding symmetric key AKk (k ∈ [1, l])
are decrypted by executing the formula as follow repeatedly.

C̃k
Fk
=

∏
j∈Ic

AKke(g, g)αjsk

e(g, g)

∑
j∈Ic

αjsk
= AKk (∗)

Step 4, the user first uses the verification key Vk to verify
the integrity of the ciphertext, for any, if the algorithm verify
Vk 6= H2

(
AKk

∥∥EAKk (mk )), the algorithm will be terminated
immediately; Otherwise, use equation (∗) above to get the
corresponding symmetric key AKk , then use the symmetric
key AKk to decrypt DAKk (CTk ), so as to get plaintext mk .
Then the user uses the hash function H1 to authenticate
plaintext mk , if H1(mk ) = AKk , user successfully obtain
correct plaintext information mk ; Otherwise, the plaintext
information been tampered with and the acquisition fails.

V. SECURITY PROOF
Theorem 1: Suppose DBDH assumption holds. Then no

polynomial adversary can selectively break the proposed
N-authorities this scheme.

Proof: As is show in Figure. 5, Challenger C and adver-
sary A play the following 9 times interactive game, mainly
including Initialization, Authorities setup, QueryPhase 1,
Challenge, QueryPhase 2, Guess and so on.

FIGURE 5. Overview of the theorem proving.

In conclusion, the DBDH hypothesis is valid. That is, if
DBDH assumption holds, then no polynomial adversary can
selectively break the proposed N-authorities this scheme.

The above detailed proof procedure of theorem 1 is shown
in appendix
Theorem 2: The proposed scheme can resist the collusion

attack of users.
Proof: When DU requests private key from attribute

authority Aj, he firstly presents ru = H (GID ‖Ru ), where
GID is a unique global identity and Ru ∈ ZP is a random num-
ber of DU. Secondly, Aj chooses rj ∈ Zp, ri ∈ Z∗p randomly to
computer(k ′1i, k

′

2i, k
′

3i, k
′

4i) for DU. At last, the user’s private
key is {k1i = gαjhri/xuji , k2i = grjH (i)ri

/
xu(ru+βji),

k3i = h
ri
/
xu(ru+βji)

ji , k4i = H (i)βji}∀i∈T j . If two DUs
with different identity GID and GID’ want to make a col-
lusion attack by combining their keys, then it will appear
some terms in the forms of k1i = gαjhri/xuji , k2i = grj

H (i)ri
/
xu(H(GID‖Ru )+βji), k3i= h

ri
/
xu(H(GID‖Ru )+βji)

ji and other

terms of k1i = gαjh
r ′i
/
xu′

ji ,k2i = gr
′
jH (i)r

′
i

/
xu′ (H(GID

′‖Ru′ )+βji),

k3i = h
r ′i
/
xu′ (H(GID

′‖Ru′ )+βji)
ji during the decryption process.

Therefore, our scheme can resist collusion attack.
Theorem 3: The proposed scheme can resist the multiple

authorities’ collusion to obtain user’s private key by tracing
the global identity GID.

Proof: To protect the user’s private key, anonymous key
generation is introduced in our scheme during the KeyGen
phase. Firstly, the Aj gets only ru = H (GID ‖Ru ), while
not the global identity GID. Secondly, once data user DU
receiving the private key (k ′1i, k

′

2i, k
′

3i, k
′

4i) form Aj, he obtains
the real private key (k1i = (k ′1i)

1/xu , k2i = (k ′2i)
1/xu ,

k3i = (k ′3i)
1/xu ) by using his random number xu. So each Aj

neither knows the DU’s real identity nor the corresponding
private key.

Therefore, our scheme can resist the multiple authorities’
collusion to obtain user’s private key by tracing the GID.

VI. PERFORMANCE ANALYSIS
In this section, we will conduct a comprehensive perfor-
mance evaluation between our scheme and other related
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TABLE 2. Notations.

schemes [2], [21], [28], [33], [37] from the aspects of func-
tions, computational and storage cost. Table 2 shows the
notations used in performance analysis.

A. THEORETICAL ANALYSIS
1) FUNCTIONAL COMPARISON
Table 3 shows the comparison of functions between our
scheme with schemes [2], [21], [28], [33], [37]. Amongst
them, schemes [2], [28], [33] are all CP-ABE type. The
access structure of these type of schemes will increase lin-
early with the number of files. Thus, ciphertext also increases
linearly, thereby occupying a large amount of storage space
in the cloud. Compared with the hierarchical attribute based
signature (HABS) scheme [37], our scheme is introduced
decentralized multi-authority that solve the bottleneck and
monopoly of centralized authority, and the global identi-
fier GID is introduced to resist collusion attacks. Addition-
ally, our scheme makes a double verification of ciphertext
which ensures information correctness and integrity. But
scheme [37] has no such features. Moreover, our scheme and
scheme [21] belong to the FH-CP-ABE type, in which only
one access policy is needed to encrypt multiple files so that it
greatly saves the cloud storage space. In addition, compared
with other access structures, hierarchical access tree structure
has the characteristics of more fine-grained access control.
However, in scheme [21], this structure cannot launch the cor-
rectness verification of the message, which may easily lead
to the possibility of message tampering. Secondly, the data
users do not hide their identities when encrypting messages;
as such, dishonesty in authority tracking attack may exist.
Finally, the scheme is only applicable to the distribution
of keys by AA management, thereby making it vulnerable
to dishonest AA key escrow attacks. Thus, our scheme is
functional.

2) COMPUTATIONAL COST
To facilitate analysis, we assume that the set TN − CT (x, y)
of each transport node (x, y) contains k ′ nodes, that is,

TN − CT (x, y) = (child1, child2, · · · , childk ′ ). The num-
ber of the nodes in the set TN − CT (x, y) is considered
in the following analysis because they are closely related
to the computation and storage cost of transport node,
which is associated with encryption, decryption and cipher-
text CT . Suppose that there are l hierarchical files, that is
M = {m1,m2, · · · ,ml}, and their access order is decreased.
Thus, the attributes can be denoted as {AC1 ,AC2 , · · · ,ACl },
where AC1 ⊇ AC2 ⊇ · · · ⊇ ACl .

According to the data in Table 4, the cost of encryption
and decryption of scheme [2], [28], [33] are too expen-
sive because of the increase in the number of shared files
and attribute sets related with ciphertexts. Compared with
scheme [2], [28], [33], our scheme saves time in encryption
and decryption significantly.

3) STORAGE COST
The comparison of storage cost is shown in Table 5. The
size of the PK, MSK and SK of our scheme, scheme [2],
scheme [28] and scheme [33] are shown. In our scheme
the keys occupies less storage space. In addition, with the
increase in the number of files and attributes, ciphertext
storage overhead in our scheme is more acceptable com-
pared with schemes [2], [28], [33] in terms of ciphertext
storage.

B. EXPERIMENT SIMULATION
We implement our scheme with the related works on a laptop
with 64-bit Windows 8 operating system with 2.39 GHZ Intel
(R) core (TM) i5-4210u CPUwith 8GBRAM. All algorithms
are done in the C language and our codes use the pairing-base
cryptography (PBC) library [39]. Concretely, we select the
type an elliptic curve parameter with the 160-bit order. The
following is simulation results of encryption and decryption
time and ciphertext storage size with increase of the number
of attributes and file in our scheme and schemes [2], [28], [33]
respectively. Figure 6 shows that with the increase in the
number of attributes, the time efficiency of our scheme is
obviously higher during the encryption and decryption phases
for l = 4. Figure 7 shows that our scheme can reflect the
superiority of its time efficiency better with the increase in the
number of files compared with those in literature [28], [33]
and [2] under 30 attributes. Figure 8 shows that the ciphertext
storage space also increases with the number of attributes and
files. Obviously, our scheme saves more storage space, and
with the increase in the number of files, our scheme shows its
storage superiority.

According to the aforementioned conclusions, compared
with the present [28], [33] and [2] scheme, our scheme is
obviously more efficient in terms of calculation and storage
cost. Our scheme makes full use of the advantages of hier-
archical access tree structure and provides more convenient
services and data acquisition efficiency for medical client
users. Our scheme is also suitable for lightweight entities
(i.e. sensor nodes and mobile terminals).
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TABLE 3. Functions comparison of ABE scheme.

TABLE 4. The comparison of computation cost.

TABLE 5. The comparison of storage cost.

FIGURE 6. (a) Comparison of the encryption time cost for four files.
(b) Comparison of the decryption time cost for four files.

FIGURE 7. (a) Comparison of the encryption cost under 30 attributes.
(b) Comparison of the decryption cost under 30 attributes.

In order to better illustrate the usefulness of hierarchi-
cal access policies compared with ‘‘flat’’ access policies,
Figure 9. (a) and (b) show the comparisons of encryption
time and decryption time in [2] and our scheme. In the
experiment, the numbers of attributes related with ciphertexts
are |AC1 | = 30, |AC2 | = 27, · · · , |AC6 | = 15, respectively.
In the case of the current sets, the efficiency of the scheme

FIGURE 8. (a) Storage cost comparison of four ciphertext files. (b) Storage
cost comparison of multiple ciphertext files.

FIGURE 9. (a) Comparison of the encryption time cost. (b) Comparison of
the decryption time cost.

is improved as follows: encryption phase 43.75%, 65.71%,
65.38%; decryption phase 50%, 40%, 38.46%.

VII. CONCLUSION AND FUTURE WORK
Based on the application of attribute encryption in modern
medical system, this study proposes an anonymous electronic
health record-sharing scheme based on decentralized hierar-
chical ABE in cloud environment. Multi-authority is adopted
to realize EHRs sharing sufficiently. The use of hierarchical
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access tree structure not only provides fine-grained access
control but also improves encryption efficiency by encrypting
multiple files at a time and saves storage space greatly. Next,
we considered user privacy from two aspects. On the one
hand, the hidden access policy improves the confidentiality
of shared EHRs. Thus, intermediate user can obtain nothing
about user attributes and policy from the access structure.
On the other hand, the use of anonymous interaction gen-
erates private keys for users. Although multiple AAs own
the master key and distribute private keys for user, it cannot
decrypt the ciphertext of the user to avoid the key escrow
attack of dishonest attribute authority. Moreover, the pro-
posed scheme is proven secured under DBDH assumption.
In order to provide better decentralized properties, we will
combine blockchain technology in our future work.

APPENDIX
Theorem 1: Suppose DBDH assumption holds. Then no

polynomial adversary can selectively break the proposed
N-authorities this scheme.

Proof: Suppose that the adversary A has non-negligible
advantage ε = AdvA in the selective security game against
our construction. Then, we construct a simulator < that
can distinguish a DBDH tuple from a random tuple with
advantage ε

/
2. Let e : G0 × G0 = GT is an efficiently

computable bilinear map, where G0 has prime order p with
generator g. Firstly, the DBDH challenger randomly selects
the following parameters: a, b, c ∈ Zp, µ ∈ {0, 1} and
e(g, g)abc ∈ GT . If µ = 0, challenger sends (A,B,C,Z ) =
(ga, gb, gc, e(g, g)abc) to<, otherwise, it sends (A,B,C,Z ) =
(ga, gb, gc, e(g, g)d ) to <, where a, b, c, d ∈ Zp. The sim-
ulator < now plays the role of challenger in the security
game. In order to make the description clearly, only one file is
encrypted. Challenger C and adversary A play the following
games:
Initialization: The adversary A submits the access struc-

tures 0∗0 , 0
∗

1 he wishes to challenge upon and a list of cor-
rupted authorities CA to algorithm <, where |CA| < N .
Setup: < randomly chooses A∗j ∈ {A1,A2, · · · ,AN }.
(1) For Aj ∈ CA, < randomly chooses a number

vi ∈ Zp, wji ∈ Zp, sets hji = gwji , for aj,i ∈ Ãj,then sends
〈e(g, g)vj , {hji = gwji}

∀i∈Ãj
〉, 〈gvj , {wji}∀i∈Ãj〉 to A.

(2) For Aj /∈ CA,< randomly chooses vi,wji ∈ Zp, sets
hji = gwji = gb = B for and < randomly chooses w′ji ∈ Zp,

sets hji = gw
′
ji+a = Agw

′
ji , for aj,i /∈ 0∗. If Aj 6= A∗j ,

e(g, g)αj = e(g, g)vj+ab = e(g, g)vje(g, g)ab. For honest
authority Aj, < sends PKj to adversary A.
QueryPhase 1: In this phase, A can query the secret key

by submitting an attribute set ωi = {ηi ∈ 0}(ωi /∈ 0∗θ , θ ∈
{0, 1}) to <.

(1) Aj ∈ CA, < randomly choose rj ∈ Zp, ri ∈ Z∗p , xu ∈ Zp
and uses 〈gvi ,wji〉 to compute secret keys for corresponding
attribute sets.

(2) For Aj /∈ CA,< randomly picks a number rj ∈ Zp,

xu ∈ Zp, and uses 〈gvi ,wji, ru〉 to computes k1i = gvjh
rj
/
xu

ji ,

k2i = grj · H (i)ri
/
xu(ru+wji), k3i = h

ri
/
xu(ru+wji)

ji for aj,i ∈ 0∗θ .

Then k1i = gvjh
rj
/
xu

ji , k2i = grj · H (i)
ri
/
xu(ru+w′ji+a), k3i =

h
ri
/
xu(ru+w′ji+a)

ji , for aj,i /∈ 0∗θ . If Aj 6= A∗j , < randomly picks

r ′j ∈ Zp, x
′
u ∈ Zp, sets m

′
j = r ′j

/
x ′u,mj = rj

/
xu = r ′j

/
x ′u −

a, vj = v′j + ab. It can obtain k1i = gvjh
rj
/
xu

ji = gvjgwjimj =

gv
′
j+abgb(m

′
j−a) = g(v

′
j+m

′
jb). Then, for each attribute ηi ∈ ωi,<

needs to randomly choose rj ∈ Zp, ri ∈ Z∗p , sets rj = r ′j − a.
It constructs the remaining secret key as follows:

k2i = g(r
′
j−a) · H (i)ri

/
xu(ru+wji) = gr

′
j

/
A · H (i)ri

/
xu(ru+wji),

k3i = h
ri
/
xu(ru+wji)

ji = gwjiri
/
xu(ru+wji) = B

ri
/
xu(ru+wji)

At last, < sends secret key to A.
Challenge: Adversary A submits two equal-length mes-

sages m0 and m1 to the simulator <. < flips a random coin
µ̂ ∈ {0, 1} and computes CT ∗ as: C ′k = gsk = gc = C ,
C̃k = mµ̂ · e(g, g)vjsk = mµ̂ · e(g, g)vjc = mµ̂ · Ze(g, g)

v′jc.
Finally, < sends CT ∗ to A.
QueryPhase 2: Same as the QueryPhase 1.
Guess: Finally, A guesses µ̂′, µ̂. If µ̂′ = µ̂,< output 0,

that is Z = e(g, g)abc;Otherwise output 1, Z is the random
group element in GT .
Probability Analysis: If Z = e(g, g)abc, then CT is the

correct ciphertext, so there is

Pr[B(g, ga, gb, gc,Z = e(g, g)abc) = 0] = Adv(A)+ 1
/
2.

If Z is just random elements of the GT , the plaintext is
completely hidden forA, it is impossible forA to obtain any
information about µ from the ciphertext, therefore

Pr[C(g, ga, gb, gc,Z = e(g, g)d ) = 0] = 1
/
2

To sum up, the advantage of < in solving DBDH problem is
Adv(A)

/
2, if Adv(A) cannot be ignored, then the advantage

of < in solving DBDH problem can’t be neglected.
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