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ABSTRACT To improve the effectiveness and security of image encryption, this article proposes an image
encryption scheme based on a Y-index Space Filling Curve (SFC) and variable step Josephus traversal. The
scheme adopts a confusion-diffusion structure. First, a novel Y-index SFC is designed. SFC is a method
of continuously traversing each pixel of an image to encrypt the image, and images are confused by the
Y-index SFC. Second, the random sequences generated by the chaotic map are taken as the starting point
and step length of the Josephus traversal, and the pixels of the image are scrambled at a bit-level to change
the values of the pixels. By changing the step length, the diversity of the Josephus traversal is increased.
Finally, ciphertext feedback and chaotic sequence operations are used to further enhance the confusion and
diffusion characteristics of the algorithm. By analyzing the experimental results and comparing them with
the results of other image encryption algorithms, we show that this algorithm performs better and achieves
higher security than other algorithms.

INDEX TERMS Image encryption, space filling curve, Josephus traversal, chaotic map.

I. INTRODUCTION
A digital image has a large amount of data, strong correla-
tion between adjacent pixels, and obvious statistical features.
Therefore, the encryption of digital images is much more
difficult than the encryption of text messages. Common dig-
ital image encryption algorithms include chaotic encryption,
graphic encryption, DNA computing encryption, and so on
[1]–[3]. The implementations of these encryption methods
fall into two categories: scrambling and diffusion. The scram-
bling process is designed to obfuscate the location of the
data in the message and break the correlation of the data.
The diffusion process is designed to replace the content of
the data, thus masking the real information. Both scrambling
and diffusion have certain disadvantages. For example, data
scrambling does not change the overall statistical character-
istics of the data in the information, and the data diffusion
method has poor resistance to data loss in the decryption
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process. Therefore, scrambling and diffusion processes are
often used in a mixture of encryption algorithms.

In an image encryption algorithm, the pseudorandom
sequence generated by the chaotic system can be used as
both scrambling data and diffusion data. Therefore, as a key
generator, the chaotic system is widely used in encryption
algorithms. A chaotic system is a very complex, irregu-
lar, nonrepeatable, and predictable nonlinear dynamic sys-
tem with a high initial value of sensitivity. Consequently,
an encryption algorithm based on a chaotic system has the
advantage of being difficult to crack.

In recent years, many image encryption algorithms based
on chaos theory have been proposed. These algorithms either
improve existing chaotic systems or use low-dimensional,
high-dimensional, or mixed chaotic systems to scramble
and displace pixels in images. For example, in 2018,
Hua et al. [4] proposed a new two-dimensional cosine map
that has better ergodicity, more complex behavior, and larger
chaotic range than the existing two-dimensional chaotic map.
Natiq et al. [5] designed a new two-dimensional sine Henon
transformation model (2D-sham) by using one-dimensional
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sine map and two-dimensional Henon map. 2D-sham has
high complexity and is highly sensitive to the initial values
and control parameters. Vaidyanathan et al. [6] designed a
new four-dimensional Hyperjerk chaotic system with two
exponential nonlinear characteristics; analyzed the dynamic
characteristics of the hyperchaotic system through equilib-
rium analysis, bifurcated graph, dissipation, Lyapunov index
and other indicators; and built a simulation circuit to verify
the feasibility of the system. Finally, the chaotic system is
applied to random number generation, image encryption and
sound steganography. In 2019, Farhan et al. [7] proposed a
novel chaotic system, and the state of the chaotic attractor
is used to scramble the rows and columns of the image.
The results showed that the proposed encryption method has
reliable performance, and the unpredictability of the chaotic
attractor makes the encryption method very safe.

Some scholars combine existing chaotic systemswith other
methods to design new image encryption algorithms. For
example, in 2016, Tong [8] designed a compressible image
encryption algorithm by using a hyperchaotic system and
combining it with a compression algorithm. This algorithm
uses a hyperchaotic system to encrypt the image and image
compression technology to compress the ciphertext, which
can save storage space. In 2018, Ping et al. [9] proposed
a two-point diffusion encryption method based on discrete
Henon map. If there are multiple processing units, the algo-
rithm can greatly accelerate the diffusion process. In 2019,
we proposed an image encryption method combining the
Space filling property of a Hilbert curve, the infinity of
the H-geometric fractal, and the pseudorandomness of a
hyperchaotic system [10]. In addition, through the use of
pure mathematics and graphic geometry encryption methods,
at present, many encryption algorithms are a combination
of the bionic calculation method. For example, in 2019,
Wang et al. [11] proposed a kind of image encryption algo-
rithm based on chaos and DNA operations. First, the original
image was scrambled. Second, the scrambled image was
divided into four subimages of the same size, and these
subimages were encoded through DNA rules and diffused,
respectively. The diffusion rules were realized through DNA
XOR operation. The algorithm can resist typical attacks, such
as chosen plaintext attack, and has good security. In 2018,
Mozaffari [12] proposed an encryption method based on a
genetic algorithm and parallel bit plane decomposition. The
algorithm converts the original gray image into a set of binary
images via local binary mode and bit plane decomposition.
The permutation and substitution steps are then performed
using crossover and mutation operations through the genetic
algorithm (GA). Finally, the scrambled bit planes are com-
bined to obtain an encrypted image.

The work of this article is to combine the chaotic sys-
tem with the Space Filling Curve (SFC) and propose a new
encryption algorithm. Many works have applied SFC curves
to image encryption [13]–[16]. For example, in 2012, Gaurav
et al. [14] proposed a new encryption scheme with three
different operation modes based on a dual SFC and frac-

tional wavelet transform (FrWT). In the same year, Bhatnagar
proposed a selective image encryption method based on the
decomposition of pixels and singular values of interest [17].
In this method, a saw-tooth filling curve was used to scramble
the image, and chaotic map and singular value decomposition
were used for diffusion to obtain selective encryption of the
image. In 2014, Sivakumar and Venkatesan [18] proposed a
dynamic SFC scanning method that uses scanning, circular
shift and transposing methods to scramble images. In 2019,
Murali and Sankaradass [19] proposed a fast encryption algo-
rithm based on a SFC that uses SFC to continuously traverse
each pixel of the image and disrupt its position. However,
encryption schemes that use only simple scrambling methods
are vulnerable to brute force attacks.

Compared with pixel-level scrambling, pixel values and
pixel positions are affected by bit-level scrambling. In 2020,
Shahna proposed a pixel-level and bit-level image encryption
scheme based on chaotic map [20]. In this method, the Hilbert
curve and Henon chaotic map are used to obtain double
scrambling, which further increases the scrambling effect.
However, for the existing scan curve, the image correlation
after one scan, or even the three-scan scrambling is still
relatively high.

Therefore, this article proposes a novel image encryption
method by using Y-index SFC, Josephus traversal, and a
chaotic map to obtain double scrambling of the pixel-level
and bit-level. First, we present a novel Y-index SFC and
design a pixel-level scrambling method based on the Y-index
SFC. Second, the Josephus traversal function is improved
by adding a variable step length parameter that expands the
diversity of the Josephus traversal function. By using the hash
value generated by the plain image as the initial parameter of
the chaotic map, the key is associated with the plain image,
and the sequence generated by the chaotic map is used as the
starting point and initial step of Josephus traversal to scramble
the pixels at a bit-level. Finally, the bidirectional feedback of
ciphertext is realized by combining with chaotic sequences.

The rest of this article is organized as follows: In section
2, we briefly introduce the nonlinear chaotic map and the
Josephus traversal. Section 3 describes the proposed Y-index
SFC. Section 4 describes the proposed encryption scheme in
detail. A comparison between the proposed algorithm and
other algorithms proposed in the literature is presented in
Section 5, and in the last section, conclusions are given.

II. 2D-LSCM MAP AND JOSEPHUS TRAVERSAL
A. 2D-LSCM MAP
Two-dimensional logic sine coupledmap is derived from one-
dimensional logic map [21] and sine map [22].

The definitions of logical map and sine map are shown in
formulas (1) and (2), respectively.

xi+1 = 4γ xi (1− xi) , (1)

xi+1 = µsin (πxi) , (2)

where the parameter γ, µ ∈ (0, 1).
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FIGURE 1. 2D-LSCM map simulation figure.

Logic map or sine map alone is used for the encryption
operation, and the security of the encryption algorithm is not
high due to its lack of ergodicity. To obtain a pseudorandom
sequencemore in line with the requirements of the encryption
algorithm, Hua coupled logical map and sine map to obtain a
new chaotic map, which is called 2D-LSCM [4]. The defini-
tion of 2D-LSCM is as follows:{

xi+1= sin (π (4σxi (1− xi)+ (1− σ) sin (πyi)))
yi+1= sin (π (4σyi (1− yi)+ (1− σ) sin (πxi))),

(3)

where the parameter σ ∈ (0, 1). 2D-LSCM first couples log-
ical map and sine map, then sine transformation is performed
on the coupling results, and finally, the dimension is extended
from one dimension to two dimensions. This process can fully
mix the complexity of logical and sine maps to obtain a com-
plex chaotic behavior. When the control parameter is within
an appropriate range of values, the two Liapunov indexes
in the 2D-LSCM system are positive and large. Therefore,
the system has good chaotic properties and complex traversal
orbits. The 2D-LSCM significantly improves the characteris-
tics of chaotic systems, and its ergodicity and sensitivity are
strong, which can provide a larger key space and higher secu-
rity for encryption algorithms. Figure 1 is a two-dimensional
time series of 2D-LSCM. It can be seen from the figure that
the two time series of 2D-LSCM are uniformly distributed in
the interval (0, 1).

B. JOSEPHUS TRAVERSAL
The Josephus problem is a cyclic traversal problem that is
described as: there are n elements in a circle; traverse the first
element in order, delete the t’th element, and continue the
operation from the (t + 1)’th element until the last element
is selected from the circle. Finally, according to the order
in which the elements are removed from the circle, we can
obtain a sequence, namely, the Josephus sequence. The Jose-
phus traversal is expressed as a function, namely, J = f (n,
t), where n is the total number of elements, t is the step
length, and J is the Josephus sequence obtained. To extend
the Josephus traversal, a new rule can be introduced into the
Josephus function, that is, the starting point r can be added on
the basis of the original rule, and the Josephus function can be
extended to J = f (n, r , t). This method greatly increases the
diversity of the Josephus traversal. For example, the solution
to the function f (8, 2, 3) is to make the elements 1, 2, 3, 4,

FIGURE 2. The generation of Josephus sequence and its use in bit
scrambling.

5,6, 7, 8 form a circle, and starting with the second element,
removing the third element in turn, we can obtain a sequence:
2, 5, 8, 4, 1, 7, 3, and 6. Figure 2 shows the generation of the
Josephus sequence and its use in bit scrambling.

To further increase the diversity of the Josephus traversal,
we let the step length of Josephus traversal dynamically
updated; when an element is removed, the step length is
updated. Let t=t+k, where k is the increment of step length.
Then, the Josephus function is further extended to J=f(n,
r, t, k). For example, the function J=f(8, 2, 3, 2) produces
Josephus sequences of 2, 5, 3, 6, 7, 1, 4, and 8.

III. SPACE FILLING CURVE
A SFC refers to a kind of function curve that includes
the whole two-dimensional or even multidimensional space
within a one-dimensional curve. According to different
arrangement rules, different SFCs can be obtained. A SFC
can continuously access all the pixels in the image at one time
and carry out linear sorting or coding for each pixel, shuffling
the pixel position of the original image, and reorganizing the
pixels to produce a new pixel image. Because of its fast speed,
SFC has beenwidely used inmultidimensional indexing, geo-
graphical research, and other fields. The image can be quickly
scrambled by scanning with a SFC. Several common SCAN
modes are shown in Figure 3. It is very convenient to use the
SCAN mode to disrupt the position of pixel, but some SCAN
modes also have certain defects, as shown in Figure 3(a), 3(b),
and 3(c). Once scanned, multiple adjacent elements will still
be adjacent. If the number of scans is too small, the ability to
break the correlation between adjacent pixels will be poor.

Therefore, according to the characteristics of the image, we
propose a novel space filling curve—-Y-index. The Y-index
is a very simple way to scan an image because it visits every
point in a two-dimensional space and never maintains the
same direction for more than three consecutive pixels. If the
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FIGURE 3. Common SCAN modes. (a) Row SCAN, (b) Row-Prime SCAN, (c) Spiral SCAN, (d) Cantor SCAN, (e) Peano
SCAN, (f) Gray SCAN, (g) U-Index SCAN, (h) Hilbert SCAN.

FIGURE 4. Schematic diagram of Y-index SFC scanning.

Y-index is used to scan continuously more than two times,
the probability of the original adjacent pixels being adjacent
again is close to 0. Figure 4 shows a schematic of the Y-
index SFC. Figure 4(a) is an 8∗8 schematic diagram, in which
scanning is carried out along the Y-index from the middle;
Figure 4(b) is a schematic diagram of curve scanning starting
from the upper left corner, and Figure 4(c) is a schematic
diagram of curve scanning of 16∗16. From the figure can we
see that the scrambling degree of the Y-index is significantly
better than the scanning mode shown in Figure 3. In the next
section, we verify the advantages of the Y-index in image
scrambling through correlation analysis.

IV. ENCRYPTION SCHEME DESIGN
We assume that the size of the plain image P isM×N and that
Pi,j represents the pixel value in the ith row and jth column,
which satisfies 1≤ i ≤M, 1≤ j ≤ N .

A. CONTROL PARAMETERS AND INITIAL VALUES OF
CHAOTIC SYSTEMS
The third-generation secure hashing algorithm (SHA-3) can
convert arbitrary length character information into hashes of
the same length. The key generated by the hash value, even

if the original image has a 1-bit difference, and the hash
value generated by the SHA-3 will be completely different,
corresponding to different encryption keys. Associating the
original image information with the hash function can not
only generate a large key space and enhance its ability to resist
exhaustive attack, but the small change of plaintext can also
spread to the whole cipher image, which can be widely used
for image encryption. After the SHA-3 (256) operation, the
original image generates a 256-bit hash value. The hash value
is converted into binary and used as the key K to generate the
initial value of the 2D-LSCM system. The resulting initial
value has the advantage of randomness.
K can be divided into 32 bytes, represented as: k1,

k2..., k32. The initial values of the two sets of chaotic maps
are calculated by formulas (4) and (5).

x10 =
1

256
mod((k1 ⊕ k2⊕k3 ⊕ k4)

+ k5 + k6 + k7 + k8, 256)+x
′

0

y10 =
1
256

mod((k9 ⊕ k10⊕k11 ⊕ k12)

+ k13 + k14 + k15 + k16, 256)+ y
′

0

σ 1
= mod

(∑256

i=205
Ki∗2−i + σ

′

, 1
)
,

(4)



x20 =
1

256
mod((k17 ⊕ k18⊕k19 ⊕ k20)

+ k21 + k22 + k23 + k24, 256)+ x
′

0

y20 =
1
256

mod((k25 ⊕ k26⊕k27 ⊕ k28)

+ k29 + k30 + k31 + k32, 256)+ y
′

0

σ 2
= mod

(∑52

i=1
Ki∗2−i + σ

′

, 1
)
,

(5)

where x ′0, y
′

0, and σ
′ are the given initial values.

B. PIXEL SCRAMBLING
Different from the traditional scrambling operation,
the scrambling proposed in this article includes pixel
scrambling and bit scrambling. Double scrambling can not
only break the correlation of adjacent pixels but also change
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TABLE 1. Correlation analysis of Scrambled images of the Y-Index, Hilbert, and Square-Wave curves.

FIGURE 5. Scrambling schematic diagram using the Y-shaped curve.

the pixel value. To obtain pixel scrambling, we adopt a
Y-index SFC. As shown in Figure 5(a), in an 8∗8 square grid,
the Y-index SFC scanning path starting from the upper right
cell is a schematic.

Based on the scanning mode, the data matrix shown in Fig-
ure 5(a) is scanned, and the scrambled data matrix shown
in Figure 5(b) was obtained. The scrambled data matrix
shown in Figure 5(b) is scanned again to obtain the data
matrix shown in Figure 5(c). Based on this scanning mode,
the Lena image shown in Figure 6(a) is scrambled for the
first scan. The scrambling results are shown in Figure 6(b),
and the second scan results are shown in Figure 6(c). At the
same time, the Hilbert curve and Square-wave curve are used
to scan and scramble the Lena image, as shown in Figure 6(a).
The results of the two scans of the Hilbert curve are shown
in Figure 6(d) and 6(e), respectively, and the results of the two
scans of the Square-wave curve are shown in Figure 6(f) and
6(h), respectively. Moreover, correlation analysis is carried
out on the images after scrambling the three curves (see
Section V(E) for the concept and calculation formula for the
correlation), and the analysis results are shown in Table 1. The
results show that in terms of image scrambling, the Y-index
is significantly better than the Hilbert curve and the Square-
Wave curve.

C. BIT SCRAMBLING
Pixel position scrambling breaks the correlation between
adjacent pixels but does not change the pixel values, so it is
not effective against statistical attacks. In this article, Jose-
phus traversal is used for bit scrambling, which can effec-

tively change the pixel value and further resist statistical
attacks. This method combines Josephus traversal with a
chaotic sequence and uses Josephus traversal to scramble
the binary bits of each pixel by taking the pseudorandom
sequence generated by the chaotic map as the parameter of
the Josephus traversal. For Josephus traversal of each pixel,
we use different starting points and step lengths, and the
step lengths are automatically updated during the traversal.
The elements of the pseudorandom sequences LS and LT
generated by the chaotic map are processed according to
formula (6) and converted into matrixes with the same size as
the image, denoted as sequence matrixesMS andMT, which
are used as the starting point and step length of Josephus
traversal, respectively. Figure 7 is an example of Josephus
traversal, where the step length increment k=1. Figure 7(a)
is a plaintext matrix, Figure 7(b) is the starting point matrix
MS, Figure 7(c) is the initial step length matrix MT, and
Figure 7(d) is the matrix after using Josephus to traverse
Figure 7(a).{

ls
′

i = mod
(
floor

(
1015 × lsi

)
, 8
)
+ 1

lt
′

i = mod
(
floor

(
1015 × lt i

)
, 8
)
+ 1

(6)

D. PIXEL DIFFUSION
Ciphertext diffusion makes small changes in plaintext spread
to the whole ciphertext, thus disrupting the relationship
between plaintext and cipher images and effectively resisting
the choice of cryptological attack means, such as plaintext.
Combining a chaotic sequence and changing the current pixel
value by using the previous pixel value, a small amount of
plain image changes can be effectively propagated to the
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FIGURE 6. Simulation results of Pixel Scrambling. (a) The plain image of Lena; (b) Scrambled image with the Y-index
for the first scan; (c) Scrambled image with the Y-index for the second scan; (d) Scrambled image with the Hilbert
curve for the first scan; (d) Scrambled image with the Hilbert curve for the second scan; (e) Scrambled image with the
Square-wave curve for the first scan; and (f) Scrambled image with the Square-wave for the second scan.

FIGURE 7. An example using Josephus scrambling. (a) plaintext matrix, (b)MS matrix, (c)MT matrix, (d) Josephus Traversal matrix.

whole encrypted image. The diffusion process includes for-
ward diffusion and reverse diffusion. Given the initial chaotic
value, the iterative chaotic map generates two sequences,
LU and LV, with length M×N. The sequence elements are
processed according to formula (7) and converted into matrix
form with size M×N, denoted as sequence matrix MU and
MV. {

lu
′

i = mod
(
floor

(
1015 × lui

)
, 256

)
lv
′

i = mod
(
floor

(
1015 × lvi

)
, 256

)
.

(7)

For the given image P, sequence matrixMU, and sequence
matrix MV, the image matrix after forward diffusion is
denoted asC, and the matrix after reverse diffusion is denoted
as D. The forward diffusion process is shown in Formula (8):

Ci,j =


Ci,j ⊕ PM ,N⊕MU i,j for i = 1, j = 1;
Ci−1,N ⊕ Pi,j⊕MU i,j for i 6= 1, j = 1;
Ci,j−1⊕Pi,j ⊕MU i,j other;

(8)

where i = M ,M − 1, . . . , 1, j = N ,N − 1, . . . , 1.

The reverse diffusion process is shown in Formula (9):

Di,j=


(
Di,j+C1,1+MV i,j

)
mod256 for i = M , j=N ;(

Di−1,N+Ci,j+MV i,j
)
mod256 for i 6= 1, j=1;

(Di,j−1+Ci,j+MV i,j)mod256 other;
(9)

where i = M ,M − 1, . . . , 1, j = N ,N − 1, . . . , 1.
Figure 8 shows an example of using the pixel diffusion.

Figure 8(a) shows the plaintext matrix and the ciphertext
matrix, Figure 8(b) shows the plain image of Lena and the
cipher image, and Figure 8(c) shows the histogram corre-
sponding to Figure 8(b).

E. ENCRYPTION PROCESS
This algorithm contains three main operations: first, in the
pixel position scrambling, the index composed of Y-index
SFC is used to scramble the image pixel position globally.
Second, the bit position scrambling; the bits of each pixel are
traversed through Josephus traversal to achieve the replace-
ment and encryption of pixel values. Finally, the pixels are
further diffused through ciphertext feedback.

VOLUME 8, 2020 196331



Y. Niu, X. Zhang: Effective Image Encryption Method Based on SFC and Plaintext-Related Josephus Traversal

FIGURE 8. Pixel diffusion. (a) A 10∗10 data matrix and its diffusion result; (b) the original and diffusion
images; (c) the histograms image in (b).

FIGURE 9. Flow chart of encryption process.

The encryption flow chart is shown in Figure 9, and the
specific steps are as follows:

Step 1: Transform grayscale image P into a 2-dimensional
image matrix P1 with sizeM×N;
Step 2: Using the SHA-3 algorithm, calculate the hash

value of image matrix P1 to obtain the 256-bit binary
sequence K ; According to formula (4) and formula (5),
the parameter values of two sets of chaotic maps are obtained.

Step 3: According to the initial value obtained by for-
mula (4), the chaotic system is iterated to obtain the chaotic
sequences LS and LT. According to formula (6), the chaotic
sequences LS and LT are processed and reconstructed into
matrix form to obtain the sequence matrices MS and MT,
respectively. Take MS as the starting point matrix and MT

as the initial step length matrix and use Josephus to traverse
the binary bits of each pixel to obtain the image matrix P2.
Step 4: Scrambling image matrix P2 with the Y-index SFC

for the first time to obtain image matrix P3;
Step 5: Transpose the image matrix P3 and use the Y-index

SFC to perform a second scrambling operation to obtain the
image matrix P4.

Step 6: According to the initial value obtained by for-
mula (5), the chaotic system is iterated to obtain the chaotic
sequences LU and LV. According to formula (7), the elements
of sequences LU and LV are processed, and the matrix form is
reconstructed again to obtain the two sequence matricesMU
andMV, respectively. Using the sequencematrixMU to carry
out forward diffusion of the image, according to formula (8),
the image matrix P5 is obtained
Step 7: Use sequence matrix MV to backward diffuse

image matrix P5 according to formula (9) to obtain cipher
images.

The decryption process of this algorithm is the inverse
process in the encryption process, which is not described in
this article.

V. ENCRYPTION RESULTS AND SECURITY ANALYSIS
To verify the feasibility and effectiveness of the method,
the Matlab2018a tool was used to simulate the encryption
algorithm. Given the initial value x ′0 = y′0 = σ ′ = 0.1,
this algorithm is used to encrypt the commonly used 256∗256
Lena, Baboon, Boat, Pepper and Elaine grayscale images.
The original images, cipher images, and decrypted images
are shown in Figure 10. Clearly, the decrypted image is the
same as the original image, without distortion, noise, or data
loss. The cipher image has completely lost the features of the
original image, and the original image cannot be identified
from the cipher image, which indicates that the encryption
algorithm has a good effect.
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FIGURE 10. Experimental results. (a) The original images, (b) the cipher images, and (c) the
decryption images.

To measure the security of the encryption algorithm, many
evaluation indexes are used, including key security analysis,
pixel analysis, and antijamming analysis. Among them, key
analysis mainly analyzes the security of encryption algo-
rithm keys, pixel analysis mainly analyzes the mathematical
statistical relationship among pixels, and anti-interference
analysis mainly analyzes the degree of the encryption algo-
rithm’s recovery of the image information when the cipher
image encounters noise damage or data loss in the process
of transmission. Below, we use these analysis indicators to
analyze the security of the encryption algorithm proposed in
this article.

A. KEY SPACE ANALYSIS
Key space is considered an important feature of any cryp-
tographic system. The key space should be large enough to
resist brute force attacks. The encryption algorithm’s key
is generated by the SHA-3(256) function, which converts
data of an arbitrary length into a set of fixed-length binary
sequences with an algorithmic complexity of 2128. In addi-
tion, the encryption algorithm uses three initial values of the
chaotic system, each with a key space of 1015. According to
the discussion in literature [23], the key space of an image
encryption algorithm based on chaos should be greater than
2100 to resist brute force attacks. Therefore, the key space of
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TABLE 2. Encryption key sensitivity (%) analysis.

the encryption algorithm is large enough to resist exhaustive
attacks on the key.

B. KEY SENSITIVITY ANALYSIS
A high degree of key sensitivity is an important characteris-
tic of any good encryption system. If the key is extremely
sensitive to minor changes: (1) in the encryption process,
the cipher images formed before and after the minor changes
in the key will be greatly different, and the wrong ciphertext
will not be able to restore the effective information through
the correct key; (2) in the decryption process, the decryption
images formed before and after minor changes in the key will
have great differences. If the key is destroyed, the original
information cannot be decrypted.

The NPCR (pixel change rate) and UACI (normalized
change intensity) are commonly used to measure the sensi-
tivity of the key [24]. The NPCR can be used to calculate the
percentage of pixel changes, and when the detection result
of the NPCR is close to 100%, then the pixels in the two
images are greatly different. The UACI can adequately detect
the difference of the samples as a supplementary explanation.
The maximum theoretical value of the NPCR is 100%, and
the ideal value of the UACI is 33.4635%. The calculations of
the NPCR and UACI are shown in formulas (10)-(11).

NPCR(C1,C2) =

∑
i,j D (i, j)

M × N
× 100% (10)

UACI (C1,C2) =

∑
i,j |C1 (i, j)− C2 (i, j)|

255×M × N
×100% (11)

C1 and C2 represent two cipher images, for pixel (i, j); if
C1(i, j) 6= C2(i, j), thenD(i, j) = 1; otherwise, theD(i, j) = 0.

Taking Cameraman as an example, this article uses the
sensitivity of the initial value of the chaotic system as the
method to analyze the security of the key. The cipher images
after each initial value of the chaotic system are increased
by 10−10, and the cipher images before the increase are
compared and analyzed. The results are shown in Table 2.
Table 2 shows that both the NPCR and UACI are close to
their ideal values. The results show that the key generated by
the algorithm has good encryption sensitivity.

In the decryption process, the NPCR and UACI can also be
used to reflect the difference between the decrypted images.
While theNPCR andUACI are used tomeasure the difference
of decrypted images, the MSE (mean square deviation) and
PSNR (peak signal-to-noise ratio) are added as indicators to
detect the visual difference between the decrypted images.
The calculation methods of the MSE and PSNR are shown in

TABLE 3. Decryption key sensitivity (%) analysis.

formula (12) and formula (13), respectively.

MSE =
1

M×N

∑N

i=1

∑M

j=1
|P1 (i, j)− P2 (i, j)|2 , (12)

PSNR = 20log10

(
255
√
MSE

)
. (13)

When the calculated MSE value is greater than or equal
to 30 or the PSNR value is smaller, the difference between
the two images is more obvious. The cipher images were
decrypted and compared using the correct key and the slightly
changed key. The results of the NPCR, UACI, MSE, and
PSNR are shown in Table 3. These results show that the
decryption process of the encryption algorithm is extremely
sensitive to the key, and even a small change of the key will
result in a large change in the decrypted image. Therefore,
the encryption algorithm has strong key sensitivity, enough
to resist an attack on the key.

C. HISTOGRAM ANALYSIS
The statistical information of the image can reflect the distri-
bution law of the gray value of the original image to a certain
extent. When the encryption algorithm only performs a pixel
scrambling operation and no pixel displacement operation,
the histogram distribution of the pixels remains unchanged.
The purpose of bit substitution and pixel diffusion in this
article is to defend against pixel value statistics attacks. A
good encryption algorithm can make the statistical character-
istics of the pixel values approach a uniform distribution by
substitution, and the more even the distribution of the pixel
values is, the better the security of the encryption algorithm
will be. Figure 11 shows the histograms of the plain image
and its corresponding cipher image. Through comparison,
it can be seen that the cipher image is evenly distributed
within the statistical range of the histogram, which breaks the
statistical rule of the histogram of the original image.

The distribution of pixel histograms can be measured by
χ2, and χ2 is calculated by formula (14), where histi(i =
0, 2, 3, . . . , 255) represents the distribution number of pixel
values in an image in a range of values.

χ2
=

1
256

∑255

i=0
(hist i −

1
256

∑255

i=0
hist i)2 (14)

Given a significant level P
{
χ2
≥ χ2

α (n− 1)
}
= α,

χ2 < χ2
α (n− 1) meets the desired condition. When α =

0.01, 0.05, and 0.1, χ2
0.01 (255) = 310.45739, χ2

0.05 (255) =
293.24783, and χ2

0.1 (255) = 284.33591, respectively. The
statistics of the chi-square distribution in the original and

196334 VOLUME 8, 2020



Y. Niu, X. Zhang: Effective Image Encryption Method Based on SFC and Plaintext-Related Josephus Traversal

FIGURE 11. Histogram plots of several images. (a) original images; (b)Histograms of the
original images (a); (c) cipher images; (d)histograms of the related cipher images (c).

TABLE 4. Statistics of χ2 in ciphertext images.

encrypted images are shown in Table 4. All the cipher images
passed the test when the significance level α = 0.05.

D. INFORMATION ENTROPY ANALYSIS
The entropy of information can reflect the randomness of
information. The closer the entropy of the information is
to the theoretical value, the stronger the randomness of the
information and the higher its ability to resist attacks will
be. The formula to calculate information entropy is shown
in Equation (15).

H = −
∑255

i=0
p (mi)log2p (mi) , (15)

where, p(mi) represents the probability distribution of the
gray value mi. The closer the information entropy of the
grayscale image is to 8, the better the image randomness

TABLE 5. Information entropy and local information entropy.

is. The information entropy of some images commonly used
in the field of image encryption and their corresponding
encrypted images are shown in Table 5. The information
entropy of the encrypted images after the algorithm is close
to 8, indicating that the algorithm has good randomness.

The overall information entropy can reflect the randomness
of the whole image, but it is not enough to reflect the local
randomness of the image. Therefore, while using information
entropy to reflect the overall randomness of the image, this
article also adds local information entropy to reflect the ran-
domness of the local area of the image. The statistical method
of local information entropy is shown in formula (16).

H(k,TB)(S) =
1
k

∑k

i=1
H (Si), (16)
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TABLE 6. Correlation coefficients of each direction of plain image and cipher image.

where k represents the total number of selected regions and
TB represents the number of pixels in the selected regions.
When the significant level of local information entropy α =
0.05, the value interval is [7.900573, 7.904227]. The local
information of cipher images commonly used in the field of
image encryption is shown in Table 5. It can be seen from the
comparison that the encryption algorithm can make cipher
images have good local randomness.

E. CORRELATION ANALYSIS
Plain images have an obvious rule in histogram statistics, and
there is a strong correlation among their pixels. As shown in
the statistics of the adjacent pixels of the plain image in Fig-
ure 12, there is a strong correlation between adjacent pixels.
Breaking the correlation of the adjacent pixels is of great
significance for resisting statistical attacks. The method used
to calculate the correlation coefficient is shown in formula
(17).

E (x) =
1
N

∑N

i=1
xi

D (x) =
1
N

∑N

i=1
(xi − E (x))2

cov (x, y) =
1
N

∑N

i=1
(xi − E (x)) (yi − E (y))

rxy =
cov (x, y)
√
D (x)
√
D (y)

(17)

Ten thousand pixels in the image were randomly selected,
and the correlation of adjacent pixels is calculated from the
horizontal, vertical, and diagonal directions. The statistical
results are shown in Table 6. Figure 12 shows the correlation
of plaintext and the cipher of Lena image in all directions.
It can be seen from the comparison that the correlation of
the adjacent pixels of the original image is very strong and
tends to 1, while the correlation of the cipher image is very
weak and tends to 0. Therefore, the encryption algorithm
has a strong ability to break the correlation between adjacent
pixels.

F. DIFFERENTIAL ATTACK ANALYSIS
Differential attack analysis aims to make small changes to
the original image, encrypt it, and analyze the cipher image

TABLE 7. Values of NPCR and UACI between corresponding cipher
images (%) when the plain image is slightly changed.

to analyze its sensitivity to plaintext. If the change of a pixel
value of the plain image can change the cipher image to
a large extent, it shows that the encryption algorithm has
a strong ability to resist differential attack. The NPCR and
UACI are used to measure its ability to resist differential
attacks. The analysis of the NPCR and UACI values of the
proposed algorithm are shown in Table 7. The data shown in
the table are close to the theoretical value, which reflects the
use of the encryption algorithm to encrypt the cipher image.
There is a strong correlation between the original image and
the encrypted image, and even if 1 bit is changed in the
original image, it will completely change cipher images.

G. DATA LOSS ATTACK ANALYSIS
In the process of data transmission, data loss may occur
whether the transmission is affected or attacked. When data
are lost to different degrees, a good encryption method can
restore the features of the original image to a great extent
when decrypting the cipher image, which is also the role of
the scrambling process in the encryption algorithm. To test
the degree of recovery after partial data loss of the image
for the method proposed in this article, the cipher image
Cameraman was clipped 1/64, 1/16, and 1/4 and decrypted.
The areas of lost data were recovered to different degrees. The
specific results are shown in Figure 13. The results show that
the algorithm can recover the original image features to some
extent when the cipher image is lost to some extent.

H. ANALYSIS OF ANTINOISE ATTACK
In the process of signal transmission, the cipher image
affected by noise will show different degrees of distortion in
the decryption process. Pepper and salt noise, white Gaussian
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FIGURE 12. Correlation analysis (a) Correlation of the plain Lena in horizontal, vertical, positive diagonal, and anti-angular directions;
(b) Correlation of cipher image Lena in horizontal, vertical, positive diagonal, and anti-angular directions.

FIGURE 13. Data loss attack analysis. (a) cipher image with 1/64 data lost; (b) Decrypted
image of (a); (b) Decrypted image of (a); (c) cipher image with 1/16 data lost; (d)
Decrypted image of (c); (e) cipher image with 1/4 data lost; (f) Decrypted image of (e).

noise, and Poisson noise are common noise signals in infor-
mation transmission. To analyze the antinoise attack capabil-
ity of the encryption algorithm, pepper and salt noise with
strengths of 0.01, 0.05 and 0.1 were selected to process and
decrypt the Cameraman cipher image. The results are shown
in Figure 14.

Based on the correlation coefficient of the cipher image,
the NPCR and UACI values of the decrypted image with
added noise and the original image are compared. The results
are shown in Table 8. The statistical results show that the algo-
rithm has strong recoverability when the image is affected by
noise, and it can effectively resist the influence of noise.

I. CHOSEN PLAINTEXT ATTACK
Attackers mostly use special images, such as white and all
black, to attack image encryption methods and find the key.
However, in this method, the initial value of the chaotic

TABLE 8. Resistance of the algorithm to noise attack.

TABLE 9. The performance assessment results of all-black and white
images.

systems is associated with the hash value of the image being
encryption, and different image encryptions using different
chaotic sequences can achieve the result of ‘‘One-Time-Pad’’
and can resist the chosen plaintext attack.
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FIGURE 14. Cipher images subjected to noise attack and corresponding decrypted images. (a) Cipher image
with noise intensity 0.01; (b) Cipher image with noise intensity 0.05; (c) Cipher image with noise intensity 0.1;
(d) Decrypted image from (a); (e) Decrypted image from (b); (f) Decrypted image from (c).

TABLE 10. The performance evaluation of other images.

TABLE 11. Performance of the proposed scheme and other methods for Lena in size 256∗256.
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FIGURE 15. Results of all black and all white image analysis. (b) and (e) are cipher images corresponding to all-black and
all-white images, respectively; (c) and (f) histograms of cipher images for all-black and all-white images, respectively; (g) and (h)
are correlation analyses for four directions of all-black and all white cipher images, respectively.

Figure 15 shows the encryption results of all-black and all-
white images of size 256∗256. The correlation distribution
and histogram analysis are shown in Figure 12 and Figure
13, respectively. Table 9 provides the information entropy and
three kinds of correlation of images. Experimental analysis
shows that this method can resist both known attacks and
chosen plain attacks.

J. TEST OTHER IMAGES AND THEIR COMPARATIVE
ANALYSIS
To further verify the performance of this scheme, we test the
images in the USC-SIPI Miscellaneous database. The perfor-
mance evaluation includes differential attack, the correlation
coefficient and information entropy. The results are shown
in Table 10.

At the same time, the performance of the scheme is
compared with the existing literatures. Table 11 shows the

comparison and analysis results of Lena images with size
256∗256 in terms of the correlation, NPCR, UACI and infor-
mation entropy. From these results, we can see that our
scheme has better security than other methods.

VI. CONCLUSION
This article presents a simple and effective image encryption
algorithm based on a filling curve and Josephus scrambling.
First, the Josephus traversal function is improved by adding
a variable step length parameter that expands the diversity
of the Josephus traversal function. The sequence generated
by chaotic map is used as the starting point and initial step
of Josephus traversal to scramble pixels. Second, a novel
Y-index SFC is proposed, and a pixel scrambling method
based on the Y-index is designed. By comparing our method
with the Hilbert curve and square wave curve, the Y-index
is found to have obvious advantages in scrambling. Finally,
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the proposed algorithm combines with a chaotic sequence to
realize bidirectional feedback of the ciphertext. To enhance
the security of the scheme, different chaotic sequences are
used in the permutation and diffusion processes. In addition,
the diffusion initial values and parameters related to chaotic
sequence generation are generated by the hash function of
the plain image, which enhances the correlation between the
encryption process and the plain image, achieves the effect
of ‘‘one-time pad’’, and improves the security of the system.
Wewill study its application in video encryption in the future.
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