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ABSTRACT The quantum key distribution (QKD) research, which is drawing attention as the next secure
communication, is actively expanding from point to point system to network architecture. In QKD network
system, it is important to increase the number of users who can securely communicate. Up to date,
a wavelength division multiplexing (WDM) architecture has successfully expanded the number of channels
without significant system loss, but there is a limitation of increasing channels considering the range of
telecommunication wavelength and crosstalk noise, etc. In this article, we propose a polarizing division
method that increases user channels independently of wavelengths. The proposed architecture can increase
the number of wavelength multiplexed channels by a multiple of the polarization number. We identify the
issues in the QKD network system that may occur when using polarization and wavelengths simultaneously,
then provide solutions and optimize the system operation accordingly. Finally, we describe a field test result
of a one to many QKD network system that shows successful key exchange with 3% QBER.

INDEX TERMS Quantum cryptography, quantum key distribution network, polarization division
multiplexing.

I. INTRODUCTION
The development of quantum computer research has recently
shown significant development and poses a major threat
to modern cryptographic technology based on mathemati-
cal complexity [1]–[4]. It has been reported that the RSA
method, the most widely used cryptographic technology, can
be hacked using Shor’s algorithm [5], [6]. As a result, many
researchers are focusing on cryptographic research that can
survive the era of quantum computers. This research can
be divided into two major types. The first is post quantum
cryptography (PQC) research that secures safety based on
complex mathematical problems that cannot be solved with
currently known quantum algorithms. Although PQC has the
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advantage of being able to operate in the current classical
computing environment, there is a limit to its ability to
ensure safety against upcoming novel quantum algorithms.
Conversely, QKD, the second type of study, has the great
advantage of theoretically enabling secure cryptographic
communication because it is based on physical law, rather
than mathematical complexity [7], [8].

QKD is the first application to be commercialized among
quantum technology [9], [10]. However, due to several
major technological issues, it has not yet been prevalent
technology. Examples include issues of distance restric-
tion [11], [12], miniaturization for low cost [13], stable
system operation [14], standardization [15], and quantum
hacking [16], [17]. Especially, research on QKD networks,
which enable quantum cryptography communication among
multiple users, is also an important subject and has been
underway for a long time [18]–[20].
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Unlike classical optical networks, QKD networks should
be configured under optically transparent conditions. The
loss of network components, which may not be problematic
in classical networks, has a significant effect on quantum
signal transmission because they use extremely weak signals,
under single photon level. In addition, noise such as crosstalk
becomes a more serious problem when implementing
QKD networks than when implementing classical networks.
Nevertheless, efforts have been made to implement quantum
cryptographic networks. These have evolved from point to
point communications to one to many communications and
eventually to many to many communications, using underly-
ing models from classical communications networks, where
many prior studies had already been conducted [18]–[21].
Initially, beam splitter (BS) based passive optical QKD net-
work (PON) methods used in classical telecommunication
networks were proposed [20]. The problem with these meth-
ods is that the channel attenuation rate continues to increase
as the number of channels increases from several to dozens,
thereby lowering the quantum signal transmission rate signif-
icantly. This decreases the generation of keys and the signal
to noise ratio.

To complement this, a network using wavelength division
multiplexing (WDM),which divides channels bywavelength,
has been presented [21]. The WDM method has a constant
attenuation rate of the device despite the increase in the
number of channels, unlike the BS method. WDMwas found
suitable for loss sensitive quantum cryptographic networks
because the number of channels provided by a single arrayed
waveguide grating (AWG) element can increase the channel
without any additional loss. Additionally, Shields Group’s
study suggested that a QKD network can be implemented
with only a pair of single photodetectors (SPDs) by addi-
tionally using time division multiplexing (TDM) methods,
enabling efficient, economical system implementation [22].

The WDM method, using AWG, can successfully imple-
ment a one to many QKD network, but it has limitations when
extending the number of channels above a certain level con-
sidering the number of channels of commercially available
low cost AWG device and crosstalk noise. In applications
such as data center, where it is important to increase the
number of users who can securely communicate with one
server, it is necessary to introduce an additional division
method.

In this article, we propose a new structure that can sup-
port dramatically more channels by introducing new division
method that can branch out regardless of wavelength. The
number of channels can be expanded to multiples of exist-
ing wavelength numbers by taking advantage of polarizing
characteristics that can branch light signals regardless of
the wavelength. The new QKD network architecture using
polarization division multiplexing (PDM) is presented. Its
problems are analyzed and experimentally investigated to
solve problems arising from the proposed architecture.

Chapter 2 describes the proposed QKD network system
structure. Chapter 3 presents experimental results using the

implemented system in the actual environment. Chapter 4
summarizes our work.

II. QUANTUM KEY DISTRIBUTION NETWORK SYSTEM
In implementing the one to many QKD network, we use
PDM-WDM to expand the channel number. Additionally,
TDM is used in parallel, requiring only one pair of SPDs,
which is an advantage, as SPDs are difficult to control and
expensive to use in QKD systems. Thus, the overall network
structure is PDM-WDM-TDM. The basic architecture of
the server and user systems follows a plug and play (PnP)
structure [23]. The PnP structure has many advantages when
implementing QKD networks. At first, many user systems
can be implemented relatively cheaply and operated easily.
And PnP operation is also reliable enough, in principle, to be
adopted by many commercial systems. Furthermore, with
PnP, complex controls that use weak light signals can be
implemented efficiently within a single server. The proposed
PDM-WDM-TDM QKD network system is shown in Fig. 1.

A. PLUG AND PLAY QKD NETWORK
SYSTEM ARCHITECTURE
The PnP QKD system transmits a strong signal from the
server (Bob), attenuates the signal to the level of a single
photon at the client (Alice), then encodes and retransmits it,
after which, Bob decodes and detects the signal. This method
is structured to reciprocate a Mach–Zehnder interferometer
inside Bob. Therefore, unlike CV-QKD or one-way struc-
tures [24] that require phase matching and phase stabilization
over time by constructing Mach–Zehnder interferometers for
both Alice and Bob, there is no need for a separate operation
to stabilize the interferometer.

And, in a typical single mode fiber (SMF) channel, the
reciprocating signal structure cancels the random variation
in the signal’s polarizing characteristics. In other words,
the polarization change during transmission via optical
fiber is automatically compensated because the pulse passes
though the same channel twice in reverse order in PnP QKD.
In these conditions, the Faraday mirror (FM) implemented in
Alice orthogonally reflects the polarization of the incoming
signal. Using this characteristic, the signal arriving at Bob
can be made orthogonal to the transmission from the initial
Bob. Thus, it is possible to control the beam path through a
polarization beam splitter (PBS). A PBS is a passive element,
rather than an active element needing complicated systems
for interference path control in Bob. This enables the PDM
to be implemented with only passive elements. When a PBS
used for interference path control is used as a 2 × 2, trans-
mission through different paths is possible depending on the
initial polarization, which completes the PDM without an
active element. In the proposed configuration, PBS can be
also suitable for use as a quantum cryptographic network
system for applications in which system loss has a significant
effect on performance because it has less loss than general BS
and WDM undergo when increasing the number of channels.
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FIGURE 1. One to many PDM-WDM-TDM QKD network system architecture.

B. SERVER (BOB)
Unlike the one-way structure, the PnP architecture server
system (Bob) has both a laser system that generates a light
signal and an SPD system that detects a quantum signal.
The laser system consists of a set of vertical and horizontal
polarization laser modules to implement the PDM. Each laser
module set consists of a laser with N/2 different wavelengths
in the C band, for the WDM. After combining lasers with
different wavelengths through the BS, two laser module sets
with different polarizations are combined into PBS. This
part uses a polarization maintaining fiber (PMF) because
the polarization must be kept constant. Each laser is inde-
pendently controlled regardless of the other’s signals using
precision timing pulse signals implemented using the FPGA.
Therefore, it is possible to adjust the arrival time variation
due to operation condition such as different wavelengths or
environmental temperature [25].

The SPD system is composed of a pair of avalanche photo-
diodes (APD) and a control unit for APD control. APD is an
expensive device, requiring complicated control of tempera-
ture, bias, gate, and other parameters, making it difficult to
use. To minimize the requirements, the QKD network was
constructed with only two APDs by measuring incoming
signals with time separation using TDM. One of the APDs
is connected to one of the output ports of the BS, where
interference occurs in Bob’s optical system. The other is
connected to the output port of the circulator connected to
the other output port of the BS. At this time, the BS-APD
path and BS-C-APD path are made as close in length as
possible. If the length of the APDs’ reach paths are different,
the time difference between each signal reaching the APD
will also change, depending on the wavelength and polarizing
changes. The change in the arrival time of the signal at the
APD may degrade the efficiency of the APD detection set

FIGURE 2. Propagation of the polarization light according to the Initial.

at the maximum at a specific time, degrading system perfor-
mance. The SPD system, like the laser system, is controlled
by a precision timing pulse signal implemented using Bob’s
FPGA. This enables efficient control by controlling both the
generation and detection of signals through one of Bob’s
master clocks.

The optical system uses a time bin encoding method that
implements a Mach-Zehnder interferometer. As mentioned
above, this interferometer is configured to enable PDM using
2 × 2 PBS. Of the superposition signals from the beam
splitter (BS), the signal input to the PBS through the delay
line (D. L) is called Long (L), and the signal directly input
to the PBS is called short (S). The signal coming to the S
path is orthogonally changed. The signal transmitted from the
vertical laser set is split at the BS into the S and L paths. The
signal coming from the L path is directly in PBS, while the
signal coming from the S path is horizontally changed and
input to PBS. As shown in Fig. 2, both superposition signals
go to one output port (V) of PBS. The signals transmitted
from the horizontal laser, set in the same manner, are sent to
the other output port (H).
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The optical system’s phase modulator (PM) is located
after the PBS, not within the Mach-Zehnder interferometer.
Typical PMs based on LiNbO3, used in most practical imple-
mentations, operate normally only in a specific polarization.
When using PDM in the system, both vertical and horizontal
polarization signals are input to each Mach–Zehnder inter-
ferometer path. If the PM is installed inside the interferom-
eter, the PM may not operate correctly due to polarization
changes. For this reason, two PMs are installed outside the
Mach-Zehnder interferometer, as shown in Fig. 1. In addition,
the fiber that connects each element of this path to maintain
polarization uses PMF. SMF, commonly used elsewhere, is
unsuitable in this role, as it is difficult to maintain polarization
during changes in the external environment. Finally, theAWG
device is connected to the back of the PM to implement the
PDM-WDM network. This path is composed of a typical
SMF because even if the AWG element is newly connected,
causing polarization changes, it will not affect the PDM, due
to the characteristics of PnP.

C. CLIENTS (ALICES)
Alice, the client, uses implementation like that used in the
general PnP QKD system [23]. In addition, we have applied
a structure that uses a decoy protocol. The decoy protocol
is technologies to ensure the security of QKD and can be
implemented by varying the intensity of quantum signals and
decoy signals. Commercially produced intensity modulators
(IM), which are used to produce decoy signals, are mainly
made of LiNbO3 materials. As in the PM described above,
the IM also has polarization dependency. The polarization
reaching Alice along the quantum channel (QC) has ran-
domness according to the channel state. There is a way to
install a polarization controller in Alice, but this is very
inefficient. Therefore, we implemented an additional inter-
ferometer inside Alice [26] to make the IM work properly.
As shown in Fig. 3, two PBSs, and the existing FM, were
combined to complete the interferometer. The IM is located
between the two PBSs, and the added interferometer path
uses the PMF to maintain polarization. The path through the
IM always passes only vertical polarization, so the IM can
operate properly. The PM and FM are connected to each other
as closely as possible, and the signal is configured for phase
modulation over two times [27]. With the proposed structure,
even if randompolarization reachesAlice, phase and intensity
can be controlled stably.

III. EXPERIMENTS
We implemented the proposed PDM-WDM-TDM QKD net-
work system and then connected the Alices to each channel to
conduct an experiment. Several issues may arise when oper-
ating the implemented network system, such as the difference
in fiber transmission speeds and changes in the characteristics
of photoelectric devices. This occurs because the polariza-
tion and wavelength are different for each channel of the
PDM-WDM.

FIGURE 3. Alice interferometer scheme for decoy protocol. To passively
compensate polarization drift, we use two PBS and intensity modulator.
The red and blue arrows indicate the input and output from the FM.

First, the change in arrival time in the storage line (SL)
as a function of the change in wavelength and polarization
was measured. In the PnP QKD system, part of the signal
is detected by the PD and used as a synchronization signal.
The photoelectric elements to be controlled by this synchro-
nization signal are connected after the SL. To control the
photoelectric device, it is important to measure the time it
takes for the signal to pass through the SL. Theoretically,
the time taken for the optical signal to pass through the fiber
can be calculated using the refractive index value. The light
velocity in a material with refractive index n is v = c/n.

When the length of the material is L, the transmission time
of the optical signal is t = L/v, or alternatively t = Ln/c.
Thus, the transmission time can be determined from the n
value. However, the fiber is subject to dispersion; n varies as
a function of wavelength. When 1550 nm wavelength light
passes through, the fiber has an approximate index of 1.444,
but the index is slightly different for the 32 wavelengths
in the C band. We allocated Ch1 ∼ Ch32 to ITU channel
57 ∼ 22 (1532.11 ∼ 1559.44 nm) except 53, 48, 35, 30 [28].
We used those wavelengths for WDM, which indexes are
slightly different from that. At short distances, this difference
is not noticeable, but it presents problems in a 50 km SL. The
measured value of the transmission time of the optical signal
passing through an actual SL is shown in Fig. 4. One can see
that there is an arrival time difference of approximately 20 ns
between 1532.11 nm (Ch1, ITU57) and 1559.44 nm (Ch32,
ITU22). This result shows that an error may occur when
operating a fixed delay time as one value for Alice’s control
of each photoelectric element. Therefore, each channel must
be operated according to the appropriate delay time.

In contrast, variations in index due to polarization are
expected to be minimal, since the SL is composed of SMF,
which theoretically has no characteristic changes due to
polarization. Since the core is not a perfect circle, there may
be changes in characteristics due to polarization, but because
of experiments using signals from 33 to 64 channels, it was
confirmed that the difference in arrival time due to polariza-
tion is negligible.
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FIGURE 4. The time for the quantum signal to pass through the storage
line. (offset : 235170 ns).

FIGURE 5. Normalized count rate versus timing delay of the Alice PM
modulation. The red area indicates that interference result of the S-signal
and the blue area indicates that interference result of the L-signal. a) ch1,
1532.11 nm, V-polarization, b) ch32, 1559.44 nm, V-polarization, c) ch33,
1532.11 nm, H-polarization, d) ch64, 1559.44 nm, H-polarization.

Second, we conducted an experiment to determine the
exact operating time and voltage of the Alice PM. The inter-
ference result represented by the count of APD_1, APD_2,
was checked while changing the time at which a constant
voltage was driven in Alice PM. The applied voltage was
2.5 V, the time duration was approximately 40 ns, and the
channels used were Ch1 and Ch32, which have the largest
wavelength difference. Ch33 and Ch64 were also used to test
the results relative to the polarization. The results are shown
in Fig. 5.

The experiment was conducted just after the signal passed
out from SL. The Alice PM in Ch1 operates normally in
the delay interval from 20 ns to 60 ns for signal S, and
70 ns to 110 ns for signal L. Thus, the S and L signals of
the time bin signal are modulated to the PM. The PM in
Ch32 operates normally in the delay interval from 40 ns to
80 ns and 90 ns to 130 ns, and there is a difference of 20 ns

FIGURE 6. Interference results according to voltage of the Alice PM
modulation. a) ch1, 1532.11 nm, V-polarization, b) ch32, 1559.44 nm,
V-polarization, c) ch33, 1532.11 nm, H-polarization, d) ch64, 1559.44 nm,
H-polarization.

from Ch1. These results show that if the control time of the
Alice PM is fixed with a delay of 80 ns, the signal can be
normally encoded in Ch1, but the signal is not encoded in
Ch32. In this case, even if everything except the control time
is set normally, an error may occur during QKD operation.
In contrast, the Alice PM modulation section on Ch33 is
20–60 ns and 70–110 ns, which is the same as the result of
Channel 1. Additionally, the 64th channel has a modulation
section of 40–80 ns and 90–130 ns, which is the same as
Channel 32. This result indicates that the change in polar-
ization, as shown in Fig. 4, does not affect the control time,
and that the control time needs to be adjusted according to the
wavelength.

Based on the results of the previous experiments, the Alice
PM was tested to measure its operating voltage. The interfer-
ence result measured by changing the driving voltage of the
Alice PM from 0 V to 5 V is shown in Fig. 6. As a result
of interference, it was confirmed that the Vpi value of the
Alice PM is 2.12 V at Ch1 and 2.16 V at Ch32 and that
the Vpi value varies depending on the wavelength. The Alice
PM is composed of characteristics that operate irrespective of
polarization, so the Vpi values are 2.12 V at Ch33 and 2.16 V
at Ch64, the same as at Ch1 and Ch32, respectively. This
means that the Vpi value of the Alice PM is unrelated to polar-
ization, but it changes with the wavelength. If the Vpi value
is fixed at 2.12 V, the optimum value for Ch1, only 98.15%
of the required Vpi value will be applied at Ch32. As shown
in Table 1, assuming that Bob PM performs bipolar mod-
ulation normally, keys are generated at {Alice(0), Bob(0)},
{Alice(π), Bob(0)}, {Alice(π /2), Bob(π /2)}, {Alice(π /2),
Bob(π /2)} where phase modulation error rates of 0, 1.85%,
0.9% and 2.8% were measured respectively. These phase
errors are directly related to the quantum signal errors, so it
is necessary to find and use the appropriate Vpi for each
channel.
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TABLE 1. Interferometer results for Ch32 when using Ch1’s Vpi

Third, we tested the operating characteristics of the Bob
PM under differing polarizations and wavelengths. Bob
implements TDM by setting the time division based on the
time when quantum key signals from each channel reach the
SPD. The time bins for each channel are allocated for having
the same time internal, and therefore the time to reach the Bob
PM may be different because the transmission time from the
Bob PM to the SPD may be different. Bob consists of PMFs,
which can cause transmission time differences depending on
polarization. However, the distance difference between the
SPD and Bob PM is not very large, no more than several
tens of meters. Thus, the difference in arrival time caused
by polarization or wavelength can be neglected. Therefore,
only the characteristics of the Bob PM were measured, based
on the change in the driving signal. The interference result
measured by changing the driving voltage of Bob PM from
0 V to 3.6 V at the correct time for each channel is shown
in Fig. 7. Vpi was found to be 3.4 V at Ch1 and 3.46 V at
Ch32. As with the Alice PM, Bob PM also has a wavelength
dependent driving voltage. Ch33 and Ch64 were driven at
3.62 V and 3.68 V, respectively, results different from those
of Ch1 and Ch32. This result is not due to the difference
in polarization, but because the two PMs have different Vpi
values. If the Bob PM is also fixed and used as the Vpi value
for a specific channel, as in Alice’s result, an error value
of up to 2% occurs. In the case of the Bob PM, there is
an additional difficulty in changing the phase of various
wavelengths coming frommultiple channels with one device.
Ideally, a different PM driving voltage should be applied for
each wavelength, but this is impractical to implement. In the
BB84 protocol, themodulation of the Bob PMuses only 0 and
pi/2. When using a fixed driving voltage, 0 modulation does
not cause an error, but pi/2 modulation generates an error
value depending on the wavelength. This error can be com-
pensated by controlling the Alice PM. When the error rate
of pi/2 modulation in Bob PM is δ, the Alice PM modulation
value is not 0, pi/2, pi, 3pi/2, but 0, pi/2×δ pi, pi+(pi/2×δ).
This can be compensated by modulating by pi/2 × δ in the
Bob PM.

Finally, we implemented a 1× 4 PDM-WDM-PDM QKD
network connecting four Alices considering previous exper-
imental results. The experiment was conducted based on the
widely used BB84 protocol. We also used the decoy proto-
col. The average photon numbers of the key and decoy signals
were 0.6, 0.1 and vacuum level, respectively. The detection
efficiency of a single photon detector was 15%. The channels
used for the experiment were Ch1, Ch32, Ch33 and Ch64.
This network system was installed and tested on commercial

FIGURE 7. Interference result according to voltage of the Bob PM
modulation. A) ch1, 1532.11 nm, V-polarization, B) ch32, 1559.44 nm,
V-polarization, C) ch33, 1532.11 nm, H-polarization D) ch64, 1559.44 nm,
H-polarization.

FIGURE 8. Experimental result of the QKD network system in the
deployed commercial network.

metropolitan networks in Seoul, Korea. The channels were
5.8 km, 9.9 km, 2.9 km, and 7.7 km long, respectively. The
channel loss values were 1.29 dB, 2.23 dB, 1.14 dB, and
1.63 dB, respectively. The attenuation rate was greater than
the theoretical value of 0.2dB/km found by experimenting on
an actual commercial network. Based on the previous results,
the PDM-WDM-TDMQKD network was conducted through
appropriate control based on wavelength and polarization.
This experiment was conducted for 24 hours and the results
are shown in Figure 8. In the test, the sifted key rate is
updated once a minute. The QBER represents the error rate
of comparing randomly sampled data among the sifted keys
of Alice and Bob generated for 1 minute. The QBER is be
simply calculated as (the number of error keys) / {(the number
of correct keys) + (the number of error keys)}. One point
in Figure 8 corresponds to the average rate of the sifted key
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and the QBER recorded over 2 hours. The average sifted key
rates that are shown in upper area were 2.22kbps 1.93kbps,
2.44kbps, and 2.12kbps, respectively, and the QBERs that are
shown in bottom area were maintained at less than 3% on
all channels. This experimental result shows that proposed
PDM-WDM-TDM QKD network architecture can reliably
generate a sifted key even in a commercial network.

IV. CONCLUSION
We implemented the PDM-WDM-TDM architecture for the
increasing the number of channels only using passive devices,
and analyzed issues that may occur during implementation,
and verified the proposed architecture experimentally. Prob-
lems with the existing WDMmethod were identified, includ-
ing the difference in quantum signal transmission speed in
the fiber and the changing characteristics of the photoelectric
device. These problems were solved by introducing addi-
tional control methods. PDM has issues involving the uti-
lization of PMF and photoelectric devices. Thus, polarization
related problems involving PDM operation were solved by
adjusting the path length from the Bob BS to each detector,
installing the Bob PM outside the Mach-Zehnder interferom-
eter, using a PnP type system, and using a new interferometer
(Alice). The PDM implemented through these solutions can
be a prevalent configuration for implementing QKD net-
works, as the attenuation generated by increasing channels
is minimal. In addition, although there is a disadvantage from
giving the PMdrive voltage differently for each channel when
using TDM, it was solved by adjusting Alice’s X basis drive
voltage.

Finally, four Alices and one Bob suitable for the pro-
posed PDM-WDM-TDM QKD network were implemented
and tested in the field. The experiment was conducted using
BB84 and decoy protocol. We selected channels that can
test PDM-WDM (Ch1, Ch32, Ch33, Ch64) and succeeded
in exchanging cryptographic keys with an average QBER
of 3%.In addition, the proposed network architecture can
be applicable not only discrete variable QKD but also con-
tinuous variable QKD system. Therefore, it is expected to
be widely adopted when considering the implementation of
QKD network with current prevalent QKD technology.
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