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ABSTRACT With the rapid increase in the number of mobile users, wireless access technologies are evolving
to provide mobile users with high data rates and support new applications that include both human and
machine-type communications. Heterogeneous networks (HetNets), created by the joint installation of macro
cells and a large number of densely deployed small cells, are considered an important solution to deal
with the increasing network capacity demands and provide high coverage to wireless users in future fifth
generation (5G) wireless networks. Due to the increasing complexity of network topology in 5G HetNets
with the integration of many different base station types, in 5G architecture mobility management has many
challenges. Intense deployment of small cells, along with many advantages it provides, brings important
mobility management problems such as frequent handover (HO), HO failure, HO delays, ping-pong HO and
high energy consumption which will result in lower user experience and heavy signal loads. In this paper,
we provide a comprehensive study on the mobility management in 5G HetNet in terms of radio resource
control, the initial access and registration procedure of the user equipment (UE) to the network, the paging
procedure that provides the location of the UE within the network, connected mode mobility management
schemes, beam level mobility and beam management. Besides, this paper addresses the challenges and
suggest possible solutions for the 5G mobility management.

INDEX TERMS Mobility management, handover, heterogeneous networks, 5G network.

I. INTRODUCTION

The Ericsson mobility report predicts that the number of
cellular broadband subscribers, which was 4.4 billion in 2016,
will increase to 8.3 billion in 2022 [1]. To cope with the
ever-increasing demand and service requirement, small cells
such as pico and femto base stations (BSs) are deployed to
the network of macrocells in the same geographic region,
forming HetNet. HetNets have the potential to scale the
system capacity to users significantly and to provide unin-
terrupted high-rate communication services to users with
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more reliably. Therefore, if users switch from one cell to
another, the network must transfer a radio link to the new
cell to ensure the continuity of the communication service.
One of the major challenges with 5G HetNet is mobility
management.

Deploying a large number of small cells into a HetNet leads
to increase cell edges and greater inter-cellular interaction.
This causes frequent HO events and more radio link failures
(RLF) [2]. However, if a user connects to a neighboring cell
for a short time and then bounces back the former source
cell, this event is called ping-pong HO (PPHO). PPHO is
undesirable because it causes unnecessary power consump-
tion. Additional signal load occurs due to mutual signaling

195883


https://orcid.org/0000-0003-3785-9276
https://orcid.org/0000-0003-0957-4468
https://orcid.org/0000-0003-0778-1869
https://orcid.org/0000-0003-0737-7575
https://orcid.org/0000-0002-6921-7369

IEEE Access

E. Gures et al.: Comprehensive Survey on Mobility Management in 5G HetNets: Architectures, Challenges, and Solutions

J—0]
\/

Direct Mode
Communications

ulti-eNodeB

Multihop Communications

Communications

— @ @

M-to-M
Communications

Shared Spectrum

—
.

Sensor Networks ((( )))

@

g
Small Cells
% -+ ]
m[[l] Mult-RAT ~ WicFi
n Beamforming
Ultra-dense (High Data
ﬁ Rate)

™
{ % -

Vehicular Communication

FIGURE 1. General 5G cellular network architecture and the different services supported.

during HO failure (HOF) and PPHO, which inefficiently uses
the resources reserved for data transfer while shortening the
battery life of the user equipment.

We believe that mobility management in 5G systems will
support additional features that enhance the user experi-
ence and improve new use cases that will be available in
the future. Figure 1 shows a general 5G cellular network
architecture and the different services supported. The basic
requirements of mobility management in 5G systems are that
HO operation can be performed without interruption, it has
configurable HO security and link monitoring mechanism.
Besides, the mobility management has to create a service-
specific mobility configuration by providing mobility sup-
port for multi-slicing networks. Network slicing is a form
of virtual network architecture and allows for flexible and
efficient use of limited resources by creating multiple virtual
networks on top of a physical infrastructure. Virtual networks
are then customized to fulfill the specific needs of applica-
tions, services, devices, customers or operators. Thus, rather
than using complex and expensive hardware resources that
are not used at full capacity, they directly address devices
that require special functionality and provide savings and
efficiency. For example, different network slices are allocated
to internet of things (IoT) and machine-to-machine (M2M)
services, which prioritize low-cost connectivity rather than
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reliability, because they can tolerate temporary interruption
of networks due to their asynchronous communication with
high-reliability IP telephony and internet access services.
However, the paging process used to determine the location
of the UE, the registration process which enables the UE
to connect to the network to benefit from the services and
applications and mutual signaling in the network during HO
processing, cause latency and power consumption in the net-
work. For this reason, it is essential to have a configurable
balance between power saving and latency in 5G mobil-
ity management. In addition, radio resource control (RRC)
is also an important role that controls the communication
between UEs and BS in the highest layer of the control
plane. The idle state and connected state of RRC are intro-
duced in long-term evaluation (LTE), whereas inactive state
presented recently in 5G. The RRC Inactive state is a new
state between RRC Idle and RRC Connected states, and its
purpose is to improve both latency and power consumption
performance.

Extensive studies have been conducted in the literature
to overcome management problems in HetNets. The main
reason for performing HO from one cell to another is users
mobility. In [3], proposed a method to predict the user veloc-
ity from the number of HOs in HetNets by using a minimum
variance-neutral technique. In [4], the authors proposed a
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frequent HO mitigation algorithm to reduce overall HOs
and increase network efficiency for ultra-dense HetNets by
grouping users with frequent HO experiences as fast-moving
users and ping pong users. In this algorithm, fast-moving
users are associated with macro BSs, while ping pong users
try to optimize their HO parameters so that the effects of
such unnecessary transfers are reduced. If ping pong effects
cannot be avoided by adjusting the HO parameters, these
users are associated with macro BSs. In [5], the authors are
tried to optimize cross-tier HO in terms of delay character-
istics for HetNet. In [6], proposed a network framework to
seamlessly switch between two neighboring macro evolved
NodeBs (eNB) in the 5G control/user plane split. The pro-
posed framework is enable uninterrupted transfer by integrat-
ing of the HO assisted micro eNB in the overlapping region
with a DC communication. In [7], a method is proposed
to achieve the weight of the HO metrics using the analyt-
ical hierarchy processing (AHP) technique and then sorts
the cells to select the best HO target with the grey rational
analysis (GRA) method. Thus, the HO rate is minimized
and RLF is reduced. In [8], the authors examined the effects
of channel fading on mobility management in HetNet. The
results show that increasing the sampling period of the HO
decision, decreases the fading effect while increasing the
ping-pong effect. The work in [9] presented mobility sensitive
user association rule. The rule tries to overcome congestion
by directing UEs to small BS while monitoring dynamic
changes in channel conditions that caused by user mobility
in the network topology. Thus, it avoids frequent HO and
PPHOs between small BS. However, it takes into account the
specific aspects of millimeter-wave (mmWave) communica-
tion, such as its specific directional, susceptibility to clog-
ging, and non-line-of-sight propagation propagation effects,
and the UE is distributed within the network accordingly.
The mmWaves tend to be blocked by objects due to their
high-frequency structure. To overcome this problem, in [10],
a framework is proposed that predicts obstacle-caused data
rate degradation before the degradation occurs by expanding
the status area thanks to the successive camera images over
time. Using a deep reinforcement learning to decide HO
timings, challenges in addressing large dimensional were
overcome.

A comparison table of the literature survey is depicted
in Table 1. Descriptive information about the surveys in the
literature is given in the prepared table. Besides, the features
of the presented survey were specified and compared with
other studies. In this paper, the RRC states in the highest layer
of the control plane are introduced. Then, various registration
procedures were mentioned and their usage and working
principles were explained. Here, the balance between power
savings and control signal load associated with the recording
procedure is mentioned. The paging procedure used in 5G to
find the location of the UE on the network is described by
comparison with its version in LTE. Two trade-offs encoun-
tered during the paging procedure are mentioned; these are
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the trade-off between power and delay caused by the size
of the discontinuous reception (DRX) cycle and the num-
ber of cells to be paged and power saving. Then, in order
to provide an uninterrupted service to UEs, its association
with the cell that will provide the best performance was
examined for different HO scenarios. The advantages of
using mmWave systems in 5G HetNets were mentioned and
how these systems will be integrated, the management of
beam level mobility and the measurement parameters used
for this purpose are explained in detail. Afterwards, various
difficulties such as HO problems, signal overhead, power
consumption, security and delay are described in detail, along
with the solution suggestions presented in the literature.
Finally, effective solution methods such as software-defined
networks (SDN), conditional HO (CHO), and dual connectiv-
ity (DC) to meet the fundamental requirements of 5G mobil-
ity management and their application in the literature are
mentioned.

This paper is organized as follows. Section II presents
the types of RCC states and their capabilities in LTE/5G
networks. Registration and paging of the UE are discussed in
Section III and Section IV, respectively. Section V explains
the connected mode mobility and HO management. The
beam level mobility and beam management are discussed
in Section VI. Challenges in mobility management are
addressed in Section VIIL. Section VIII provides some sug-
gested solutions for the mobility management issues. Finally,
the paper concludes in Section IX.

Il. RRC STATES

Design standardization of the control plane is still in the
developing process in 5G. The state machine design for the
5G radio access network (RAN) contains numerous diver-
gent and partially contradictory 5G use cases. For this rea-
son, the mobility framework consisting of the state machine
design is one of the important issues of the control plane [22].
The RRC layer processes the control plane signals between
the UE and RAN on the radio interface and controls the UE’s
transition mobility to the cells. The RRC is the highest layer
in the control plane of the access stratum (AS). Its main tasks
are broadcasting system information, establishing or releas-
ing RRC connections, paging, transferring non-access stra-
tum (NAS) messages used to control communication between
the UE and core network (CN) [23].

The state machine of universal mobile telecommunica-
tion system (UMTS) technology consists of a total of 5
states, one idle state, and four connected states (CELL_DCH,
CELL_FACH, CELL_PCH and URA_PCH). The idle state
is optimized for low power and network resource consump-
tion, whereas connected states are optimized for high UE
efficiency and fast connection re-establishment. The main
distinction between the 4 connected states is that the power
consumption levels are different, and so many situations com-
plicate the structure.
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TABLE 1. Literature survey comparison.

Survey Year Description Survey Platform

[11] 2011 * Mobility management solutions for vehicle networks are classified and revised based on vehicle ~ Vehicular ad hoc networks
to vehicle and vehicle to infrastructure communications. (VANET)

» Conformity of traditional mobility management techniques to vehicle networks is discussed.
« Several open research topics in mobility management for vehicle networks are outlined.

[12] 2012 * In this study, a comprehensive literature review about the mobility management architectures ~ HetNet
required for seamless HO of UEs in HetNet is presented.

* An analysis was made by examining the main objectives, assumptions and requirements of the
architectures selected from the literature. Thus, instructions are provided containing requirements
and features needed for future architectures.

* A new architecture called Context Aware Mobility Management System was presented and basic
functional assets that should be a part of future architectures were determined.

[13] 2012 * Mobility management of fourth generation (4G) HetNets are introduced and the challenging  4G/HetNets
issues are discussed.

[14] 2013 * A comprehensive discussion is presented on the key aspects of mobility management support, LTE-Advanced
research challenges and solutions for the two-layer macrocell-femtocell LTE-A system.

* Based on the discussion for the HO decision phase, existing HO decision algorithms for the
macrocell-femtocell network were investigated based on the primary HO decision criteria used in
the literature.

* By classifying these algorithms, the main advantages and disadvantages of the most representa-
tive algorithms per class are discussed.

[15] 2015 * A comprehensive summary of mobility models commonly used in WSNs. WSN
« Sink mobility management plans were reviewed from an evolutionary perspective.

* By analyzing the fundamentals and flaws of the existing solutions, several open problems that
have not been discovered so far have been identified.

[16] 2016 * Mobility management techniques in VANET were examined for vehicle to infrastructure, vehicle =~ VANET
to vehicle and hybrid vehicle communication modes.

» Some technical challenges in mobility management in VANET were discussed.

[17] 2016 * Techniques and challenges for integrating IP over WSNs were described. IP-enabled wireless sensor
e It also provided an overview of the IPv6 protocol and thoroughly examined the algorithms  network (IP-WSN)
developed to address the features of mobility management within IPv4 and IPv6
* A comparison between IPv4 and IPv6 has been made.

[18] 2019 * State-of-the-art research addressing user mobility in a MEC environment for different types of =~ MEC-enabled Systems
services has been studied.

* Also, open research problems related to mobility management are discussed in these systems.

[19] 2019 * LTE HO management and 5G were examined in a general framework. LTE/5G
* General concepts and possible difficulties related to radio access mobility in cellular networks
were explained.

[20] 2020 * In order to reduce the mobility management overhead, tracking area update (TAU) and paging LTE
procedure were examined in terms of complexity, latency, and computational cost and various
solution schemes were proposed.

[21] 2020 * Considering the new architectural changes introduced by SDN, network functions virtualization =~ 5G/HetNet
(NFV), multi-access edge computing (MEC), specific approaches to vertical migration in 5G are
explained.

*Adressing the requirements of different vertical use cases, the evolutionary steps of mobility
management based on new architectural elements are discussed in terms of efficiency, latency
and scalability.
This survey * We introduced general principles of 5G mobility management, such as RRC states, initial access ~ 5G/HetNet

and registration procedures, and reachability, and highlighted current research focuses and major
challenges in these areas.

* We have defined and categorized inter-RAN HO procedures for connected state, and simplified
the description of the procedures to provide a general understanding of how each procedure works.
We explained the beam management categories and architectures for mmWave cellular systems,
and highlighted the key points of beam level mobility that should be considered.

* We explained in detail the challenges encountered in 5G mobility management and the solutions
that can be effective in this regard.

The fact that there are four connected states in UMTS
and the majority of their features overlap has complicated
the implementation of RRC states. In the LTE system, the
number of RRC states to two, RRC Idle and RRC Connected,
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to eliminate this complexity. If there is no RRC connection
between the UE and the eNB, the UE is in the RRC Idle state,
else if there is an RRC connection between them, the UE is
in the RRC Connected state. The RRC Idle state implies to
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FIGURE 2. RRC state diagram in 5G [24].

optimize power consumption and network consumption. The
UE’s AS context is not stored in the RRC Idle state, so when
the UE switches to the RRC Idle state, this context stored
in both the network and the UE is deleted. This is due to
the transitions between RRC Idle and RRC Connected states
require a high signal procedure, where they are insufficient
for the sparse transmission of small packets. When the UE
is in the RRC Idle state, it performs cell selection and cell
re-selection based on the parameters provided by the RRC.
On the other hand, the UE is in the RRC Connected state,
it maintains its connection to the eNB and can use resources
on the network with its wireless interface and also perform
mobility under the network control.

In the 5G state machine design, there are two inferences
are made from the problems encountered in UMTS and LTE.
The first inference is the storage of the UE AS context in the
UE and the network during low activity, reducing the delay
in signal transitions and the signaling load. Thus, low activity
status should be added to the new 5G technology. The second
inference is interface re-establishment between RAN and CN
that increases the control plane delay. Therefore, the new low
activity status to be added must maintain this connection.

The state machine of 5G consists of the newly introduced
RRC Inactive state, the RRC Idle, and RRC Connected states
in LTE. Figure 2 shows the RRC state diagram in 5G.

For a UE to establish RRC connection, it must be in either
RRC Inactive or RRC Connected, otherwise the UE is in the
RRC Idle state. The features and capabilities of the newly
added RRC Inactive state will be discussed in detail below.

A. RRC IDLE STATE

In the case of RRC Idle, the UE AS context stores neither in
the UE nor in the network. The use of this state should be
limited to some cases, such as boot state and error recovery
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state only when the power is on. Since the UE has no RRC
connection in the RRC Idle state, the BSs have no content
about the UE, which in most cases leads to the location of the
UE being known by the network at the level of the tracking
areas (TAs). The main purpose of the RC Idle state is to save
power. In the absence of data to be received or transmitted,
the UE switches to the RRC Idle state and reduces battery
consumption by switching off its receiver and transmitter,
except for periodic paging reception. In the case of RRC Idle,
the UE periodically monitors the call channel, checks incom-
ing cases ad selects the cell to camp based on the mobility
measurements. In case of RRC Idle, the UE’s camping in a
cell has purposes such as receiving system information for
the camped cell, initiating an RRC connection setup on the
camped cell when needed, receiving call messages for mobile
termination calls in the camped cell, and receiving public
warning system notifications [25].

B. RRC CONNECTED STATE

In the case of RRC Connected, the UE AS content stores in
both the network and the UE, which optimizes for high UE
activity. In the case of RRC Connected, the UE can transmit
and receive user plane data and control plane signaling. More-
over, this is the case that consumes the most battery since
the UE needs to constantly monitor the link quality of the
serving cell and its neighbors and periodically give feedback
to the information of the radio link. Therefore, DRX is used
to save power when there is no continuous data transmission.
In DRX, the UE is RRC Connected and goes into a state that
the timer will use less power when it expires.

C. RRC INACTIVE STATE
In LTE technology, if the UE remains permanently in the
RRC Connected state, it avoids connection delays, but
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unnecessarily has to monitor the control channel and report
measurement, resulting in increased power consumed by the
UE. To ensure power efficiency, the UE must switch from
RRC Connected to RRC Idle. The UE must release the
CN/RAN connection and delete the UE AS contexts with
this transition. The UE will need to get the UE AS context
from CN when it switches back to the RRC Connected state.
In the case of the newly introduced RRC Inactive with 5G,
the UE AS context is stored in both the UE and the net-
work. RAN/CN connection is kept active to minimize control
plane delay and UE power consumption. The latency perfor-
mance resulting from RRC state transitions improves with the
reduction of the CN signal count with the integration of the
RRC RRC Inactive state compared to RRC Idle. Moreover,
the network with AS content knows the location of the UE
in a preset area and the UE can move within that network
without needing to notify the network. This results in lower
UE power and network resource consumption compared to
network controlled mobility. Since the CN link is kept active
and the UE AS content is stored in RAN, the number of CN
signals required to paging a UE is expected to decrease.

RRC Inactive state configurability promises to serve UEs
with different usage needs with a single flexible low activity
state instead of having multiple low activity states optimized
for each use situation, thus enabling new services to enter the
market quickly. The behavior of a UE with RC Inactive status
can be configured over the cycle length of a standardized
mechanism such as DRX, and low activity states of various
5G devices and UEs can be managed without increasing the
number of RRC states.

In performance analysis for small packet transmission in
[22], it has been observed that the RRC inactive state has a
superiority over 71%, 88%, and 79%, respectively, in terms
of overhead, delay, and power consumption signals compared
to LTE Idle state. In the study on 5G networks containing
machine-type communication in [26], it appears that adopting
an optimal configuration of the RC Inactive state saves more
than 200% latency reduction compared to the RRC Idle state
and approximately 40% UE power savings compared to RRC
Connected.

Il INITIAL ACCESS AND REGISTRATION

When the UE becomes active to take advantage of network
services and capabilities, it needs to be registered on the net-
work. This ensures that the UE is monitored on the network
and becomes reachable. Several conditions can initiate the
registration procedure of the UE, and these can be listed as
initial registration, periodic registration, mobility registration,
and emergency registration [27]. Initial registration is per-
formed by the UE to connect to a network after the device
is turned on. Periodic registration is the process by which
the network checks the UE periodically to perform a new
registration so that the UE in the registration area (RA) can
be sure whether its registration is deleted without notifying
the network. Mobility registration is the registration by the
UE when the user changes the location and the TA of the
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cell to which it is linked is not in the RA list. Emergency
registration is used by the UE only when it wishes to register
for emergency services. Here, it would be useful to explain
what the expressions of the registration area and the tracking
area. When the UE location is changed, the location update
procedure is triggered, and the network sends a paging mes-
sage to the possible BSs where the UE can be found and
according to the responses, it determines the location of the
UE and tries to connect with it [28]. Cells that do not intersect
with each other are grouped to form the structure called TA
and each TA has an identity. TAs also group and form RAs.
For instance, the UE is connected to cell 1 in TA1 as shown
in Figure 3.

When the UE switches to a different TA region within the
same RA, for example, TA2, it decides that it does not leave
the RA region by comparing it with the identity broadcasted
periodically from the BSs. For example, if the UE made
contact with cell 7 in the TA 4 region, which is on the different
RA list, the location update procedure would be triggered
after comparing their identities. As a result, it notifies the
network that the UE has changed its location, and the network
appoints the RA of the cell it is into the UE, and after that the
UE uses this RA. The network will periodically update the
registry within certain periods to find out whether the UEs
have left the RA zones or reaches information whether it is
out of use without informing. There is a trade-off between
paging message density and registration update concerning
the size of the TA list. If the size of the TA list expands, it is
imperative to send a paging message to more cells and the
signal load in the system and the amount of power consumed
accordingly will also increase. If the size of the TA list is
small, it is necessary to update it more frequently.

The fundamental of the registration procedure is based on
the transmission of control messages between the UE, next-
generation NodeB (gNB) and access and mobility manage-
ment function (AMF). After the UE is turned on, the UE
needs to select the cell and establish the RRC connection with
the gNB, where there are input access functions that enable
synchronization with the target cell and should determine the
network/public land mobile network (PLMN) to which it will
connect. In NAS signal exchange that occurs between the UE
and AMF during the registration procedure, the signal sent by
the UE is encapsulated and sent to the gNB thanks to the RRC
protocol. Following this process, the signal is transmitted to
AMEF thanks to the next generation-application protocol (NG-
AP) in gNB [29]. As a result of all these transactions, UE’s
are registered to the 5G services.

IV. REACHABILITY

Paging is a system access function used by the network to
locate the UE and is triggered when there is a downlink packet
for the UE. In LTE, the location of the UE is determined by the
call message sent by the mobility management entity (MME)
to the BSs in the tracking area list (TAL) when the UE is
in the Idle state. The BSs to which the UE is connected
responds to the call message and reports the location of the
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UE to the network. The paging procedure with 5G technology
has become more severe than LTE with increasing BS. As a
result, an increase in both signaling overhead and battery
consumption is predicted. To reduce the effects of these facts,
paging and location tracking schemes should be planned
well. However, the increase in signaling load in the paging
procedure does not match with the latency target of 5G. In 5G,
the UE can be paged by both CN and RAN. When the UE is
in the RRC Idle state, the paging procedure is performed by
AMEF, and in the worst-case scenario, the AMF will need to
paging the entire network if the UE is not known in which
RA. In case the UE is RRC Inactive, it can be called by
both CN and RAN. The UE monitors the call status of the
paging channel. The UE follows the paging channel (PCH)
to find out if a paging message has arrived. A single call
procedure can be used to simplify the system, as two different
call procedures will cause complexity [30]. To limit power
consumption, the UE periodically wakes up at certain times,
called DRX cycles, instead of constantly monitoring the PCH.
Depending on the size of the DRX cycle, a trade-off occurs
between power consumption and latency. If the DRX cycle
is short, the power consumption will be low. Otherwise,
the latency will be small.

V. CONNECTED MODE MOBILITY

A UE aims to be associated with the BS that will provide it
with the best performance in the network. For this purpose,
it generates measurement reports periodically or upon the
request of the network via reference signals received from
neighboring BSs and service BS. Since each BS does not
operate on the same carrier frequency, measurement gaps
are needed where the UE adjusts the carrier frequency with
respect to neighboring BSs. Measurement gaps refer to the
time interval in which no uplink or downlink transmission
occurs. The HO procedure is initiated when the measured
value is above a predetermined threshold for a specified time
to trigger (TTT). In future studies, it is predicted that more
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efficient HO structures will be achieved with the reduction
of HOF, along with algorithms where the TTT value can be
dynamically adjusted according to the speed of the users.
The general 5G architecture is shown in Figure 4. Interfaces
between gNBs are called XN nodes, while the connection
between gNBs and 5G core (5GC) is called the N2 node. The
HO procedure is divided into an XN-based HO procedure
and an N2-based HO procedure, depending on which node
the transaction is managed through. Figure 5 shows the 5G
mobility architecture formed according to the relevant inter-
faces and HO use cases.

A. XN-BASED INTER-gNB HO

In this HO procedure, operation is managed over the X2 node
with different target and service gNB in different cells. This
procedure can only be performed when the target and service
gNBs are connected via the same AMF (intra-AMF) via
N2 interface. The flow chart is shown in Figure 6.

1. It is the preparation phase of the HO procedure. Serving
according to the reports sent by the UE, the gNB decides
to start the HO procedure and sends a HO request message
to the target gNB. This message contains some information
necessary for the target gNB to prepare itself. If the target has
sufficient resources in the gNB to service the UE, it initiates
the admission control procedure and sends the ‘“HO request
acknowledgment” message to the gNB that it has accepted
the HO procedure. Source gNB transmits the HO command
message to the UE. Source gNB sends SN status message to
target gNB and routes data it receives from CN to target gNB.
With the SN status message, it is tracked whether the received
datais sent in the correct order, whether the data is duplicated,
and contains information about how small blocks of data can
be combined and restored to their original state.

2. The target gNB sends the message “N2 Path Switch
Request” to the AMF and transmits the information that the
UE has changed its cell. Along with this message, the target
gNB also provides a list of protocol data unit (PDU) sessions
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FIGURE 5. 5G mobility architecture based on relevant interfaces and HO use

cases [19].

that need to be changed to the AMF. However, if there are not
enough user plane resources in the target gNB to meet the
requirements of the user plane security application, the cor-
responding PDU sessions are rejected.

3. The Nsmf_PDUsession service runs on PDU Sessions,
and the service operations exposed by this network function
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allow other network functions to create, modify and broadcast
PDU Sessions. The Nsmf_PDUSession_UpdateSMContext
Request message is forwarded to the session management
function (SMF) by the AMF. AMF sends N2 SM informa-
tion by paging this request for each PDU session in the
list of PDU sessions received in the previous step. With the
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Nsmf_PDUSession_UpdateSMContext Request, either the
PDU sessions are changed or the PDU sessions are rejected
and then released. Thus, it is provided that downlink data is
sent to the target gNB. For PDU sessions modified according
to the target gNB, the user plane function (UPF) sends an
N4 SessionModification Request by the SMF. UPF sends
SessionModification Response message to SMF. As a result
of these downlink data paths are updated. SMF then sends
the message “Nsmf_PDUSession_UpdateSMContext” to
the AMF that the PDU sessions have been successfully
changed.
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Registr:ation Procedure (Subset)

4. Thus, future downlink packages will be sent to the target
gNB. One or more “‘end markers” will be sent instantly to
the source gNB by the UPF after the change of path. Thus,
it is understood that the N3 tunnels between the UPF and the
source gNB have been removed.

5. AMF sends the “N2 Path Switch Request Acknowl-
edgment” message to target gNB after acquiring CN tunnel
information.

6. At this stage, the target gNB contacts with the source
gNB to report that the HO procedure is completed. The source
gNB releases the resource it allocated to the UE.
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7. In some cases, the UE may need to initiate the registra-
tion procedure after the HO has completed. An example of
this is when the UE goes out of RA.

B. N2-BASED INTER-gNB HO

The N2-based HO procedure is applied when there is no
X2 connection between the source gNB and the target gNB
due to the spread of the network. This HO procedure is carried
out via CN. In the preparation phase, which is the first phase
of this two-step HO procedure, it is aimed to prepare gNB
and SMF/UPF in order to ensure the implementation phase
of HO in a fast and uninterrupted manner.

1) PREPARATION PHASE

The flow chart of the preparation phase is shown in Figure 7.
Several steps involved in the preparation phase. These steps
are as follows:

1. Due to the communication conditions or load balancing,
source gNB decides to HO and sends a message to the AMF
containing the list of destination ID, PDU session ID SM
N2 information.

2. This is a conditional situation. If the UE resource
is at a location that the AMF cannot manage, it connects
to a new AMF that can serve that location and sends the
Namf_Communication_CreateUEContext message.

3. Nsmf_PDUSession_UpdateSMContext request which
is related to each PDU session is sent to SMF by the
target AMFE.

4. The SMF checks whether the HO can be performed for
the PDU sessions specified in the previous step by looking at
the target ID. If the UE is out of the range of the UPF that can
connect to the gNB, the SMF allocates a new intermediate
UPE. In this case, if the CN tunnel information is required,
the message “N4 Session Modification Request” is sent to
the UPF by the SMF. UPF responds to this request with the
“N4 Session Establishment Response”. If the SMF chooses
a new intermediate UPF and the target UPF allocates CN
tunnel information, the N4 Session Establishment Request
message is sent to the target UPE. Thus, the target will have
UPF package detection, application, and reporting capabili-
ties. Intermediate UPF sends the N4 Session Establishment
Response message to AMF. It should be noted that the situa-
tion mentioned in step 4 is a process.

5. AMF requests HO to the target gNB with responses
from the SMF. Besides, it requests information about PDU
sessions. The target gNB’s response to the target AMF also
includes information about the N3 tunnels it provides for
each PDU session can perform HO and the rejected PDU
sessions.

6. The target AMF routes the PDU session information
from the target gNB to the SMF. If data from UPF to gNB
will be routed, SMF is tasked with creating the routing tunnels
needed.

7. With this phase, the target AMF notifies the source AMF
that the necessary preparation has been completed.
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2) EXECUTION PHASE

After the preparations for the HO are completed, there are
several steps involved in the execution phase as shown in
Figure 8. These steps are as follows:

1. A HO command, including information in the prepara-
tion phase, is sent to the source gNB by the source AMF.
The source gNB informs the UE after the message it receives,
thereby initiating the procedure that allows the UE to switch
to the target gNB.

2. The source gNB sends the upstream ‘“RAN Status Trans-
fer” message to the source AMF. This information is then
transmitted to the target gNB via the target AMF.

3. With this step, UPF can provide packet transmission
directly or indirectly to the target gNB.

4. The UE sends a message to the target gNB that it
confirms the HO and moves to this cell synchronously with
the target cell. Then it passes the information that the tar-
get AMF has been moved to the target cell. The target
AMF resource reports the release of resources provided by
the AMF to UE. The target gNB sends the downlink user
plane data and uplink user plane data directed by the UE to
the UPF.

5. AMF inform all SMFs about PDU sessions. This infor-
mation also includes N3 tunnel information. UPF sends one
or more ‘‘end marker” packages to N3 tunnels on the old path.

6. The registration procedure is initiated by the UE.

7. In the last step, the units that are no longer associated
with the UE will release the relevant resources.

C. HO FROM 5G TO LTE

5G and old technology devices should work in coordination
with each other. Therefore, the procedure for HO of the UE
from gNB to eNB is illustrated in Figure 9, and the simplified
flowchart of this procedure is as in Figure 10.

1. According to the measurement results from the UE,
the HO procedure is triggered from gNB to eNB, and then
gNB sends a message to AMF that HO is required. By looking
at the ID of the target BS, it realizes that the HO will happen to
the LTE BS and contacts packet data network gateway control
plane function (PGW-C) and SMF to create the context to
help send the SM context to MME.

2. AMF selects an MME that can communicate with the
target eNB based on the information provided by gNB. Thus,
the AMF can send a reallocation request to MME. MME
will then operate S1-based transfer procedures and request
serving gateway (SGW) to set up Sessions and ask eNB to
initiate HO processes.

3. Where indirect routing is valid, the SMF is triggered by
AMF to set up routing tunnels.

4. The UE is handed over to the target cell.

5. For indirect routing, downlink data transmission can be
performed and uplink data transfer is provided via the target
eNB.

6. eNB informs the MME that the HO is complete,
and MME communicates with the AMF and reports that
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the HO is complete. MME transmits tunneling information
to SGW, PGW-C, and SMF to direct the downlink path
to eNB.

7. In the last step, TA is updated and the installation of
dedicated bearer is performed.

D. HANDOVER OF A PDU SESSION PROCEDURE
BETWEEN THIRD GENERATION PARTNERSHIP

PROJECT (3GPP) AND UNTRUSTED

NON-3GPP ACCESS

5GC architecture supports devices connected via both non-
3GPP access technologies and 3GPP access technologies.
Connecting a device to the network over non-3GPP access
technologies in most cases means that the device is con-
nected via a Wi-Fi access network rather than a 3GPP
radio network. Besides, “untrusted” access means that the
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3GPP-defined mobile network operator doubts the reliability
of the non-3GPP access network. This is because Wi-Fi
network typically use password-based access authorization
methods and sometimes lack payload encryption. The secu-
rity issues make Wi-Fi networks unreliable to allow access to
mobile network structure and services. The SGC architecture
includes non-3GPP Interworking Function (N3IWF), which
acts as a gateway to the mobile network, and a port for devices
that communicate over a non-3GPP access network [27].
Thus, traffic to and from devices can be routed between the
untrusted access network and the mobile network over the
public Internet.

1) HANDOVER OF A PDU SESSION PROCEDURE FROM
UNTRUSTED NON-3GPP TO 3GPP ACCESS

This section describes how to move a PDU Session from
untrusted non-3GPP access to 3GPP access. Such HOs are
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performed using the PDU Session Establishment procedure
at the target 3GPP access, following the steps shown in
Figure 11.

1. If the UE is not already registered for 3GPP access,
the registration procedure is initiated. Then, to move a
PDU Session from non-3GPP access to 3GPP access,
the UE performs a PDU Session Establishment procedure
using the PDU Session ID of the PDU Session to be
moved.

2. After the PDU Session is moved, the SMF executes the
release of resources over non-3GPP access. Thereby, user
plane resources and PDU Session context in the N3IWF are
released.
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2) HANDOVER OF A PDU SESSION PROCEDURE FROM
3GPP TO UNTRUSTED NON-3GPP ACCESS

The HO procedure from 3GPP access to untrusted non-3GPP
access follows the steps shown in Figure 12.

1. The UE starts the registration procedure if it is
not registered to untrusted non-3GPP access yet. Next,
the PDU Session Establishment procedure is executed over
non-3GPP access to move a PDU Session from 3GPP access
to non-3GPP access.

2. After the PDU Session is moved, the SMF executes
resource release in 3GPP. Thereby, user plane resources
and PDU Session context in AMF and NG-RAN are
released.
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FIGURE 9. HO process from 5G to LTE.

VI. BEAM LEVEL MOBILITY AND BEAM MANAGEMENT
Growth in the number of mobile devices, applications, and
services causes an increase in data traffic on the network.
It is predicted that the system capacity needed in 5G will
be 1000 times the system capacity in 4G and the data rate
will increase 100 times compared to the data rate in 4G [34].
With the new radio access technology (RAT) deployment
formed with 5G, system bandwidth reaching 1GHz can be
achieved with mmWave ranging from 10GHz to 100GHz
integrated in bands sub-6GHz. However, mmWaves are sub-
ject to high path and high penetration loss by their nature.
Besides, blocking caused by various objects also affects the
robustness of the communication. To cope with these issues,
large-scale and high-dimensional antenna arrays are used.
Thus, with beamforming technology, by using narrow beam,
by concentrating the electric field in the desired direction,
the gain increases and satisfactory communication quality
can be achieved by compensating the loss effects. The gain
mentioned here is achieved by using multiple antennas can be
multiplexing gain, diversity gain or antenna gain. Thus, while
the data rate increases, error, and signal-to-interference-
plus-noise ratio (SINR) performance of the system
improves [35].

There are different beamforming architectures used in UE
and gNBs, these architectures are analog beamforming, dig-
ital beamforming, and hybrid beamforming, a mixture of
these two architectures. In analog beamforming structures,
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while signal processing is carried out in the analog domain,
the transmission or reception of the beam takes place over
a single RF chain for all antenna elements, resulting in low
flexibility of the structure. In analog beamforming, a pair of
analog-to-digital converters are needed, thus saving power
in the system [36]. In analog beamforming, the phase of
each antenna is controlled by low-cost but constant ampli-
tude phase shifters [37]. The constant amplitude of phase
shifters is a factor that degrades system performance. In digi-
tal beamforming independent RF chain and data converters
are required for each antenna element. Thus, the signals
received in the frequency domain are processed, allowing
the transmitters to send the beam in an infinite number of
directions. In digital beamforming, the transceiver creates a
strong structure by taking samples from the received signal
and weighing them differently, increasing the flexibility of the
system. However, establishing an RF chain for each antenna
that creates large-scale antenna arrays increases the total cost,
while creating such a structure increases the complexity of
the system and the amount of energy it consumes. Due to the
disadvantages described above, both beamforming structures
cannot be used in mmWave. In this case, hybrid beamform-
ing, which is a mixture of these two beamforming structures,
comes to the fore. The main idea in the hybrid architecture is
to divide the large-size digital signal processing into a large-
size analog signal processing and the reduced-size digital sig-
nal processing [38]. Since there is usually very few effective
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scattering due to high loss in mmWave frequencies, the opti-
mum number of data streams is generally much lower than
the number of antennas. The number of RF chains needed is
subtracted from the number of streams, and the hybrid archi-
tecture can meet that number. Thus, both the cost required
to build the structure decreases and the energy consumed
decreases. In [39], when compared to hybrid architecture
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and completely digital architecture, it is seen that it provides
almost the same product performance with lower transceiver-
receiver complexity and cost.

A. NR EVALUATIONS FOR BEAM MANAGEMENT
Synchronization signal (SS) blocks and bursts are used to
ensure signal synchronization in 5G. Each block consists
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of four orthogonal frequency-division multiplexing (OFDM)
symbols in the time domain and 240 subcarriers in the fre-
quency domain. The block structure includes primary SS
(PSS), secondary synchronization signal (SSS), and physi-
cal broadcast channel (PBCH). The synchronization signal
block (SSB) is measured using the demodulation reference
signal and the associated PBCH to measure the reference
signals received power of the SSB and select the appropriate
beam for communication according to this value. Transmis-
sion of SSB is provided in the first 5 seconds of SS bursts
[40]. SSB has different periods such as Tss = {5, 10, 20,
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40, 80, 160} ms. While the UE is accessing the network for
the first time, it determines its periodicity as 20 ms. Each
gNB inside the cell transmits the SSB in different angular
directions and scans the cell. Measurement reports containing
signal strength and signal quality information are transmitted
to the network. According to the reports, narrow beams are
selected and thus, a better data transmission is provided.
Channel state information reference signal (CSI-RS) is
a downlink signal and used in radio resource manage-
ment (RRM) calculations. These RRM calculations are used
to manage mobility when UE is in RRC Connected state
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[31]. Because each CSI-RS has its unique identifier, UEs
know which sources of frequency and time domain to send
CRI-RS signals to. Thus, they provide cell synchronization
using the same SS bursts and then use them as reference
when searching for CSI-RS resources. CSI-RS measurement
window as shown in Figure 13.

There should be a certain offset in the frequency and
time domain between the CSI-RS packets and associated SS
bursts, and these offsets should be periodic. There are two
cases according to the values that this offset will take. The
first case is that the time offset between consecutive CSI-RS
packets is the same as the time offset between the CSI-RS and
associated SS burst. In the second case, the period between
CSI-RS packets is the case where the offset value between
CSI-RS packets and the associated SS bursts is different [38].
There is a periodicity between CSI-RS packets and these peri-
odic times can be T¢cs; = {5, 10, 20, 40, 80, 160, 320, 640}
ms. The network can broadcast CSI-RS signals to the entire
frequency band or broadcast within a certain frequency
range.

The sounding reference signal (SRS) is an uplink signal
sent by the UE. By receiving this signal, gNB obtains infor-
mation about channel quality. Thus, the network knows which
frequency range can provide better signal quality within the
frequency band, and thus, it provides better quality service
by allocating the frequency band according to each UE. It is
divided into three groups according to the way of sending
SRS signals. The first is periodic SRS signals are sent peri-
odically. In the second case, it is sent periodically again, but
the gNB can intervene and activate the signal transmitting or
inactivate the signal transmitting. In the third case, the send-
ing of the reference signal is triggered by the gNB.
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B. BEAM MANAGEMENT

The purpose of beam management is to provide the most effi-
cient connection between gNB and UE without interruption.
In 5G, in the beam communication with mmWave, control
signals are transmitted in the physical and medium access
control (MAC) layers for beam adjustment and directional-
ity. Thanks to the control element in the MAC layer, these
control signals are transmitted between the UE and gNB. The
beam management procedure in 5G consists of 4 parts, which
are beam sweeping, beam measurement, beam reporting and
beam determination.

« Beam sweeping is the process of grinding a spatial space
with beams transmitted and received at predetermined
intervals and directions for a predetermined period of
time. Each Tx beam is transmitted through an reference
signal source to sweep over multiple Tx beams for beam
management. To sweep over multiple Rx beams, each Tx
beam is transmitted over the same number of reference
signal sources by the number of Rx beams. For exam-
ple, assuming that transmit-receive point (TRP) has N
number of Tx beams and UE has M number of Rx
beams, then the number of CSI-RS transmission instants
required is NxM [41]. The number of Tx/Rx beams
should be large to make sufficient spatial field scanning.
Effective beam measurement and reporting procedures
are important at this stage to ensure low overhead and
UE complexity [42].

« Beam measurement is the acquisition of some proper-
ties of beamforming signals received by gNB or UE
to evaluate the quality of the signals using different
measurements. In the previous section, it mentioned that
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beam scanning based CSI-RS for downlink and SRS for
uplink were measured by measuring beam.

« Beam reporting is the procedure for sending beam qual-
ity information to the RAN based on beam measure-
ments.

o Beam detection is the technique of choosing the Tx/Rx
beam(s) that best meet the predetermined criteria from
the beam pool. Here, TRP provides the information of
the beams used in data transmission to the UE so that
the UE can choose the most suitable beam.

C. STANDALONE (SA) VS NON-STANDALONE (NSA) BEAM
MANAGEMENT

The ability to work in two different stages, such as SA and
NSA, is one of the hallmarks of the new generation RAN. The
architecture of SA and NSA is introduced in detail in 3GPP
Version 15 (phase-1) ( [24], [43]). SA and NSA architectures
on existing 4G networks are shown in Figure 14. In the
SA phase, the UE is connected to the new wireless evolved
NodeB (NReNB) and routed to the 5G CN through the NG
interface. In the NSA phase, the UE connects to NReNB
and is then forwarded to 4G eNB via the X2 interface or
directly via the evolved package core (EPC) developed by the
S1 interface. In the early stage of 5G deployment, wherein 5G
CN is not implemented, the eNB is directly connected to the
EPC via S1-interface and to the NReNB via the X2-interface.
The NReNB may also be connected to the EPC via the user-
plane S1-U interface and to other NReNB via the user-plane
X2-U interface.

In SA beam management, the mobile terminal needs to
wait for the gNB to serve it in the best direction it chooses dur-
ing the beam determination phase to evaluate random access
channel (RACH) opportunities to provide random access.
In non-standalone beam management, the UE uses the sup-
port of the LTE layer to get information about RACH related
opportunity, so full beamforming RACH can be planned with-
out having to track the versatile SSB and associated RACH.
In [44], it has been found that an NSA configuration utiliz-
ing multi-connectivity in mmWave networks offers improved
end-to-end performance, and when the radio link fails, it pro-
vides more flexible and improved reactivity, reduces load
effect in beam reporting, and provides more reactive reporting
service.

VIl. MOBILITY MANAGEMENT CHALLENGES

In this section, the challenges encountered in mobility man-
agement in 5G HetNets are discussed in detail and the solu-
tion suggestions presented in the literature are described to
deal with these challenges. Challenges in 5G mobility man-
agement, the effects of these challenges and proposals are
summarized in Table 2.

A. USE OF mm-WAWE BANDS
With the explosion of mobile traffic demand, mmWave pro-
vides an important opportunity to overcome the conflict
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between capacity requirements and spectrum shortage. The
mmWave is to significantly increase the communication
capacity by making use of the enormous size spectrum.
Unlike crowded bands sub-6GHz, mmWave bands between
30 and 300 GHz have raw bandwidth and provide high data
rates thanks to low order modulation. In addition to its enor-
mous benefits, mmWave brings a lot of challenges.

Precipitation causes absorption, scattering, and diffraction
of radio waves, resulting in increased transmission losses
and decreased signal levels. This can seriously affect the
propagation of the mmWave signals and lead to high signal
attenuation along the propagation path. Attenuation caused
by rain increases significantly with increasing parameters
such as frequency, rain intensity, and effective length. This
affects the reliability of the communication link and may
cause existing connections to become unusable. It is essential
to use real measurement data to make more accurate estimates
and better performance in the design of 5G system channels.
Accordingly, rain rate and rain attenuation at 38 GHz were
analyzed based on measurements performed at University
of Technology Malaysia (UTM)’s Skudai Campus for one
month in a tropical region with heavy rains such as Malaysia
in [45]. The results showed that the rain attenuation at 38 GHz
was critical and that specific rain attenuation at 0.01% of the
time could result in 18.4 dB/km.

The mmWave connections are very sensitive to fast chan-
nel variations and suffer from serious free space loss and
atmospheric absorption. To cope with this problem and
increase system capacity, both UE and BS use progressive
array beamforming and large MIMO techniques. Thanks to
the small wavelength of the mmWave signals and advances
in low-power complementary metal-oxide-semiconductor
(CMOS) RF circuits, it is possible to use large antenna arrays
even in a small structure such as a telephone. Directive com-
munication with increased system capacity can be achieved
with beamforming techniques to compensate for the loss of
propagation. In addition, beamforming techniques mitigate
performance requirements in each antenna and RF circuit
and greatly suppress interband interference. On the other
hand, by using MIMO structures and beamforming tech-
niques in both UE and BS, high energy and spectral efficiency
are also provided as well as increasing the robustness of
communication.

The mmWave signals suffer from difficulties such as high
path loss, severe channel interruption and blocking by build-
ing materials such as bricks and mortar, and even the human
body [46]. Therefore, the quality of communication between
the UE and the serving cell is highly variable due to factors
that can cause rapid drops in signal strength, such as the
movement of obstacles or the change of the body’s position
relative to mobile devices. Thanks to multiple connectivity,
a UE can be connected to different cells simultaneously and
have multiple signal paths. Thus, if the connection quality
on a data path decreases, it can change the data path and
ensure the continuity of the communication by preventing
the connection quality from decreasing. In mmWave cellular

195899



IEEE Access

E. Gures et al.: Comprehensive Survey on Mobility Management in 5G HetNets: Architectures, Challenges, and Solutions

IS

eNB

FIGURE 14. Architecture phases of SA and NSA.

networks, multiple connectivity can be established between
5G mmWave cells or between 5G mmWave cells and 4G
cells. Multiple connectivity between 5G mmWave cells offer
higher bandwidth, while multiple connectivity between 5G
mmWave cells and 4G cells provide more robust communi-
cation. A new multicellular measurement reporting system
is proposed in [47]. In this system, each UE broadcasts
SRS directionally in varying directions over time to scan
the angular space. Each potential service cell in the system
scans in all angular directions in order to better analyze
the dynamics of the channel and monitor signal strength
with the variance of SRS it receives from UEs. A central
controller then acquires full directional information from
potential cells, making the service cell selection and timing
decision. According to the simulation results, the proposed
system has shown that the delay in the creation of digital
beams in BS can be significantly reduced and that a UE
can see multiple mmWave cells in a reasonable cell density
state. In [48], a DC protocol is provided that allows UEs to
physically connect with both 4G and 5G cells simultaneously.
Thus, thanks to a local coordinator, an uplink control sig-
naling system provides fast patch switching in case of any
malfunction. The local coordinator, which manages the inter-
cellular traffic, performs the tasks of the control plane as the
path switching and tasks of the data plan as traffic anchor
in the packet data convergence protocol (PDCP) layer. Using
the DC framework, faster mobility management is provided
compared to the hard HO diagram. Moreover, dynamic TTT
adaptation has been proposed to improve key decision timing
in very uncertain situations. Along with the proposed frame-
work, according to the simulation results, it was observed
that higher efficiency stability was achieved and improvement
was provided in parameters such as delay, packet loss, control
signal load.

However, in mmWave, multiple connectivity is much more
complex because transmissions in multiple connectivity are
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likely to be omnidirectional. For this reason, every potential
connection between the network and the UE needs to be
examined continuously, but following the changing direc-
tions slows down the adaptation rate of the network and
the quality of the connection makes it difficult to provide
a robust service. In addition, because the UE and BS can
only listen to one direction at a time, the necessary control
signaling to change routes is difficult to occur. To cope with
these difficulties, different methods should be used instead
of constantly monitoring each connection. Synchronization
signals are transmitted by beam scanning along the angular
coverage zone during cell discovery. At this stage, the best
performer is chosen from the combinations of beam pairs
between UE and gNB. However, sequential search causes
large amounts of access latency and low initial access effi-
ciency. Therefore, using the repetitive neural networks (RNN)
called gated recurrent unit in [49], a beam sweeping model
based on the dynamic distribution of user traffic is presented.
Spatial distributions of users are provided from the data in
the cellular network call detail records (CDR). Using RNN
to predict CDRs with high accuracy, mmWave uses historical
CDR data to quickly determine the scan direction in the
cellular system.

RF receiver and transmitter should be as compact as pos-
sible to reduce energy and cost-effectively in 5G mmWave
systems. As described in the previous section, hybrid ana-
log/digital architectures are used to reduce the number of
RF chains. It is easier to build scalable array systems with
these architectures. In the transmitter part, data flows are first
processed by the digital pre-encoder and then converted to RF
frequency and mapped to all antennas for transmission over a
phase shifter network. The biggest challenge to maximizing
capacity in hybrid analog/digital architectures is the creation
of analog and digital beamforming matrices [50].

When a UE is within the coverage of the BS for the first
time and the beams between the UE and BS need to be
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TABLE 2. Summary table of challenges.

Challenges

Description

Consequences/Effects

Proposal

Ref.

Use of
mmWave
bands

¢ The mmWaves suffer from chal-
lenges such as high path loss, severe
channel interruption and blocking by
building materials such as bricks and
mortar, even by the human body.

* The mmWave connections are very
sensitive to rapid channel variations,
that can cause serious free space loss
and atmospheric absorption.

« Precipitation can seriously affect the
propagation of mmWave signals and
lead to high signal attenuation and
low signal levels along the path of
propagation.

¢ The quality of communication be-
tween the UE and the serving cell
is quite variable due to factors that
can cause rapid decreases in signal
strength, such as the movement of
obstacles or the change of the body’s
position relative to mobile devices.

¢ Using progressive array beam-
forming and large multiple-input-
multiple-output (MIMO) techniques
is an important solution to deal with
severe free space and atmospheric ab-
sorption and increase system capac-
ity.

« Since multiple connectivity allow a
UE to connect with more than one
cell at the same time, it can ensure the
continuity of communication by pre-
venting the connection quality from
decreasing.

¢ In the design of 5G mmWave sys-
tem channels, it is very important to
use real measurement data to make
more accurate predictions and pro-
vide better performance.

(451,
[47],
(491,
(511,
[53]

[46],
(48],
(501,
[521,

Load
balancing

* In cellular networks, UEs are rarely
distributed evenly across the network
due to the random positioning of cells
and the mobility of UEs.

* Although there are resources in the
network that can be used in neigh-
boring cells, some cells may become
congested due to the intense UE asso-
ciation. This situation creates a load
imbalance within the network, in-
creases the rate of HOF and causes
decrease in the quality of service
(QoS) provided to the UEs.

e In order to provide UEs with more
available resources and better net-
work performance, load balancing
schemes need to be created to transfer
the network load from congested cells
to lightly loaded small BSs.

[54],
[56],
(58],

[55],
[571,
[59]

HO prob-
lems

* Intensive placement of small cells
in HetNets created to meet the rapid
increase in the number of mobile
devices causes many challenges that
reduce QoS such as in the inter-
ferance, frequently and unnecessarily
HO, HOF and PPHO.

e Frequent and unnecessary HOs,
HOFs and PPHOs cause unnecessary
or erroneous procedures to be exe-
cuted within the network and thus
unnecessary signaling load. This re-
sults in unnecessary use of resources
allocated to UEs, applications and
services, and consuming energy for
faulty procedures.

* Models that will minimize the un-
necessary HO number and optimize
the HO decision-making procedure
should be used.

(71,
[61],
[63]

[60],
(621,

Signaling
overhead

* With the increasing number of UEs,
HO procedure will occur more fre-
quently. The signal packet transmis-
sions that HO must be able to perform
cause additional signal overhead in
the network.

« Extensive deployment of BSs to
serve UEs results in more BSs be-
ing subjected to paging procedures to
find the location of a UE within the
network. In this case, it causes addi-
tional signal loads on the network.

e The additional signal load on the
network causes more interruptions in
data transfer and latency in commu-
nication.

* Reducing the number of HO by
optimizing HO parameters.

¢ Design models where fewer BSs
will be paged to find a user on the
network.

* To design models in which notifica-
tion area concepts are eliminated.

[64],
[66],

[65],
[67]

Power
con-
sumption

* HetNet is a structure in which many
BSs operating at different frequen-
cies work in an integrated manner.
The UE makes measurements both
inter-frequency and intra-frequency
according to the carrier frequencies
of itself and the BSs.

¢ Deploying large numbers of small
cells in a HetNet leads to increased
cell edges and greater intercellular
interaction, leading to frequent HO
procedures.

¢ The mmWave signals suffer from
isotropic path loss. To reduce this
effect, mmWave systems transmit
with narrow and electrically steerable
beams.

« Increasing the number of measure-
ments made depending on the density
of the network increases the battery
power consumption of the UE.

e Numerous antennas are used in
mmWave systems to perform beam-
forming. Mixer and phase shifters in-
tegrated in antennas increase power
consumption.

* Power consumption increases as the
number of BSs to be paged in the
paging procedure performed to find
the location of the UE.

* Power consumption can be reduced
with hybrid beamforming structures
that use fewer RF chains than digital
beamforming.

e The narrowing of the measuring
gaps can have an effect that reduces
power consumption.

e The UE checks if the HO crite-
rion is met by making measurements
within the DRX cycle. Models with a
smaller DRX cycle have lower power
consumption.

[22],
(681,

[26],
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TABLE 2. (Continued) Summary table of challenges.

Challenges Description Consequences/Effects Proposal Ref.
Energy effi- * BSs have an important share in total ~ * Network operators’ OPEXs increase ~ * To reduce energy consumption, it  [69], [70],
ciency energy consumption in the network.  due to increased energy consumption  may be the solution to transfer the  [71], [71],
Small BSs, an important solution to  within the network. load from highly load cells to these  [72]
meet large mobile traffic demand and ¢ Growth in carbon footprint result-  idle cells or to close these cells if
increasing capacity needs, lead to in-  ing from the mobile communications  the system capacity will not have a
creased energy consumption. These  industry that has increased exponen-  serious effect.
BSs have energy consumption costs, tially over the years. e It is important to make energy ef-
even when the number of associated ¢ Due to the faulty procedures such as  ficiency calculations at the decision
users is limited. However, a signifi-  frequent and unnecessary HO, HOF  stages of HO procedures.
cant amount of energy is consumed and PPHO, the energy consumed by
during the HO procedure. the network increases.
Security * 5G HetNets host a large number of ¢ With the authentication procedure ¢ To reduce HO latency, proactive [73], [74],
small cells from different technolo-  between UEs and BSs, the network  models in which the number of mes-  [75]
gies. Frequent HO procedures cause  takes security precautions against  saging in authentication procedures is
mobility security issues within the  malicious users. However, the trans-  reduced by means of various proto-
network. mission of signal packets and BS in-  cols instead of repeated authentica-
terfaces required for the authentica-  tion procedures for each HO proce-
tion procedure causes HO latency. dure can be a solution.
URLLC * URLLC is one of the core services  * To ensure high reliability, it is nec-  * Multiple connectivity is an impor-  [76], [77],
of 5G wireless communication sys-  essary to use an extended code word  tant solution to increase reliability in ~ [78]

tems and this service requires strict
requirements in terms of latency and
reliability.

with an excess that will cause an in-
crease in latency. To reduce latency
in URLLC, the channel block length
is finite in packet transmission. This
leads to poor transmission rate and
better probability of decoding.

URLLC.

* Large antenna systems have extraor-
dinary features that can be useful with
the ability to make multiple spatial
degrees of freedom that determine the
URLLC. Large antenna systems al-
leviate the need for powerful coding
schemes, thereby maintaining high
reliability for short packets and re-
ducing the need for retransmission,
providing high capacity for spatial di-
vision multiplexing.

aligned. In mmWave systems using hybrid beamforming, this
procedure creates a significant load on the system. Reducing
the discovery time of new users is essential. In addition,
the reciprocal positions of the user and the BS are not known,
and therefore the search procedure is a phenomenon that
increases overheads. There are various approaches in the liter-
ature to find the location of users. Arrival statistics depend on
the entry ways of the users along with the roads and buildings
that make up the cell. With the help of these statistics, the first
access procedure can be accelerated by scanning more fre-
quently. For this purpose, an online method is proposed in
[51] to obtain these statistics. In this way, by analyzing the
typical behaviors of the users, the acquisition time can be
accelerated by scanning more frequently on the places that the
users use more. Moreover, optimization of a particular aspect
that failed in the past can be achieved by these statistics.
Thus, performance evaluation is made using real data. It has
been argued that the presented method significantly reduces
discovery time compared to methods that are not based on
user statistics. A gradient descent algorithm is proposed in
[52] to solve the beam alignment problem at 5G mmWave,
enabling the characterization of pure Nash equilibrium and
enabling users to learn optimum beam widths. The game is
characterized by parameters such as beam width, the distance
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between the transceiver, the possibility of alignment, and the
transmit power to align the beamforming direction to max-
imum efficiency. Along with simulation results, the effects
of transmit power, mmWave frequency, and learning rate on
beam alignment and convergence time are shown. In [53],
integrated machine learning and coordinated beamforming
solution are presented for highly mobile mmWave appli-
cations. The solution offered for coordinated beamforming
also serves a number of BS users simultaneously. With the
deep learning model, it is learned how the beam generator
vectors of BS can predict omni or semi-omni beam models
from signals received from distributed BSs. Signals received
from distributed BS provide the information necessary to
adapt to the environment in which the user is located. The
results showed that the user with a deep learning model with
sufficient learning time and a robust beamforming system
was successful in adapting to changing environments.

B. LOAD BALANCING

HetNet structures, in which small BSs work integrated with
macro BSs, expand network coverage at a lower cost, while
also improving network performance parameters such as
spectrum efficiency and energy efficiency. In highly dense
HetNets, there is a load imbalance between the cells due to
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the random positioning of the cells and the mobility of the
UEs. Load imbalance within the network increases the rate
of HOF and reduces the efficiency of network performance.
For example, in traditional user association architectures that
determine the target cell for which HO will be realized based
on the maximum signal-to-noise ratio (max-SINR) criterion,
most users associate with macro BSs because the power
supplied by the macro BSs is greater than the small BSs.
Thus, while small BS resources are used inefficiently, macro
BSs become overloaded. As a result, load imbalance occurs
between the BSs in the network, and the QoS provided to
users is reduced. Theoretically, if a UE is handed over to an
already overloaded cell, this results in a shortage of resources
in the loaded cell and a decrease in the QoS provided in
both the existing UEs in the cell and the new UE, and the
resulting HO is considered unsuccessful. For this reason, load
balancing, which will be achieved by transferring the load
from overloaded cells to idle cells, has an important place in
recent research. In these studies, the parameters to be used in
the HO of UEs are adjusted according to the load conditions
of the small cells in the environment. The point to be noted
here is the correct adjustment of the parameters, otherwise
this will result in inefficient use of network resources and
inadequate QoS provided to UEs.

A cluster-based load balancing algorithm is proposed in
[54] instead of a mobility load balancing across the entire
network to eliminate load unbalance for better network per-
formance. The proposed algorithm models the network to
create clusters from overloaded cells and their n-layered
neighbors. Thus, dynamically adjusting cell individual oft-
set (CIO) parameters for each cluster, load balancing is done
locally, thereby avoiding unnecessary load balancing actions.
Simulation results show that in the low-speed UE scenario,
the proposed algorithm provides an increased network perfor-
mance throughput of 6.42% compared to a network without
load balancing. Current load balancing solutions generally
formulate this problem according to the full CSI between
the user and each BS, and this formulation at the global
level complicates structures while generating additional sig-
nal load. In [55], the load balancing problem is solved by a
low complexity successive offloading scheme created using
a limited CSI feedback structure where each user measured
and reported sync signal strengths of nearby BSs instead of a
global CSI feedback structure. Thus, it has been demonstrated
with simulation results that it can achieve results close to
optimal load balancing performance with lower complexity.
In [56], a utility-based mobility load balancing (UMLB)
algorithm that determines the edge UEs of an overloaded
cell required for load transfer to occur from an overloaded
cell to lightly loaded neighboring cells and provides the best
neighboring cell HO by calculating the total utility of these
candidate UEs with each neighboring cell, and load balancing
efficiency factor (LBEF), a newly introduced term that will
indicate the order of overloaded cells for the UMLB algo-
rithm process, are presented. According to simulation results,
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UMLB minimizes standard deviation with a higher average
UE data rate than current load balancing algorithms.

It is thought that using machine learning algorithms in load
balancing management will provide a better service to users
and bring great advantages. In [57], a deep learning-based
mobility strength optimization solution is presented, which
learns the appropriate values of the parameters required for
the mobility model of each cell in the network. Optimum
mobility setting has been made for transmission parameters
depending on the distribution of users and their speed in the
network. Mobility sensitive load balancing approach has been
applied to provide approximately the same QoS to each user.
Simulation results show that the proposed system optimizes
HO performance and can learn parameter settings that will
provide better performance compared to the benchmarked
reference. [58] provides a framework that combines real-
world data urban incident detection with proactive load
balancing. First, urban incident detection was proposed to
predict changes in cellular hot spots based on Twitter data.
Then, with the a proactive load balancing strategy, simulation
is done by taking into consideration the distorted hot spots
in the urban area. At the last stage, proactive load balancing
strategy is optimized to estimate the best activation time. BSs
supported by unmanned aerial vehicles (UAV) are a promis-
ing solution to deal with the problem of balanced network
load with features such as flexible distribution, wireless cov-
erage everywhere, and high data rate advantages. However,
how UAVs can be deployed autonomously and dynamically
within the network is an important challenge. In [59], UAV
BSs intelligent distribution plan based on machine learning
is proposed and performance measurements are evaluated in
the real data set. Data preprocessing is performed to process
data received over the network, clear, and convert. Next, pre-
dictions are made with the hybrid approach, which includes
the Autoregressive Integrated Moving Average (ARIMA)
model and the eXtreme Gradient Boosting (XGBoost) model.
ARIMA is a linear prediction model and XGBoost is a
nonlinear prediction model. The proposed hybrid model is
used to estimate the number of future users with XGBoost
nonlinear prediction based on ARIMA’s linear prediction.
According to the prediction results obtained in the last stage,
UAVs are deployed to dynamically meet the demands in hot
spot areas. Simulation results have proven that this approach
is a successful scheme in load balancing.

C. HO PROBLEMS

The rapid growth of the number of mobile devices asso-
ciated with the cellular network in the new generation 5G
networks has led to the demand for high data traffic. Since
macrocells cannot meet this need, HetNets are created by
integrating small cells with lower transmission power and
coverage compared to macrocells into existing networks [79],
[80]. In addition to the extraordinary benefits of small cells,
it also brings with it many difficulties that reduce QoS such
as interference, frequent and unnecessary HO, HOF, and
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PPHO due to the intense deployment of small cells in the
network. Thus, an increase in signaling load occurs. This
increase causes the resources provided by the network to be
used unnecessarily and the network consumes energy for a
faulty procedure. In the literature, there are studies modeling
HO decision problems to ensure the continuity of the service
provided to mobile users by minimizing the number of unnec-
essary HOs and to reduce the signaling load in HetNets.

In [7], a GRA-HO method is presented to reduce both
HOF and HO rate in HetNet where small cells are densely
deployed. Using the AHP technique, the HO metrics are
weighted and a ranking is made between the existing cells
using the GRA method and the cell with the highest order
is selected for the HO. In order to prevent abnormalities
and avoid unnecessary HO, the max-min normalization tech-
nique is used, which takes into consideration the benefit and
cost-efficiency. Simulation results showed that the proposed
method improved energy efficiency while decreasing HO
rate and HOF compared to conventional multiple attribute
decision-making (MADM) methods including Vise Kriteri-
jumska Optimizacija IKompromisno Resenje (VIKOR) and
simple additive weight. VIKOR is an algorithm that helps
the decision-maker reach a final decision by enabling the
determination of the compromise solution of a problem with
contradictory criteria and listing the chosen set of alternatives
[60]. In [61], a MADM technique called Technique for Order
Preference by Similarity to Ideal Solution (TOPSIS) for sort-
ing HO candidate cells by characteristics and weight of each
feature to model the HO decision. MADM is concerned with
the selection of the best alternatives that are characterized
by multiple features. Two methods are presented in HetNet,
such as the entropy weighting technique (named PE-TOPSIS)
and a standard deviation weighting technique (named PSD-
TOPSIS) to weight HO metrics. According to the simulation
results, it is seen that both methods suggested reduce the
number of HOs and HOF, thereby increasing user efficiency.
But PSD-TOPSIS performs better with a more complex struc-
ture. Thus, one of the two methods can be used depending
on the size and capacity of small cells. In [81] and [82]
proposed a weighted scheme to adjust values of TTT and
HO margin (HOM) based on three parameters: SINR, cell
load and user speed. This scheme aims to address the conflict
problem between mobility robustness optimization and load
balancing optimization.

In [62], an SDN based mobility strategy was proposed
using the Markov chain formulation to predict the possi-
bilities of the neighboring eNB transition and the available
resource to solve the HO latency problem. With this strategy,
the most appropriate eNB selection is made and these selec-
tions are assigned to mobile nodes according to OpenFlow
tables. Thus, both HOF and HO latency is reduced compared
to conventional LTE HO operations. In [63], a velocity-based
self-optimization algorithm is proposed to set HO control
parameters in 4G and 5G networks. This algorithm uses
the power received by the user and the speed information
of the users to set the HO margin and the trigger time during
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the user’s movement on the network. Simulation results show
that there is a significant reduction in PPHO and RLF rates
compared to existing algorithms.

D. SIGNALING OVERHEAD

Inter-cell HO occurs more frequently due to the intense
deployment of huge numbers of small cells in HetNet with
5G. During HO operation, reciprocal signal packets must be
sent between the source cell, the target cell, and the UE,
so that users can be registered with the target cell by per-
forming HO. More frequent occurrence of HO will create
an additional signal load on the network and lead to more
interruptions during data transfer. This causes a trade-off to
occur between the additional signal load from the frequent
HO and the network coverage. For this reason, it is essential
to achieve this balance with smart mobility management
solutions. One solution to reduce the signal load would be
to reduce the number of HO. An optimization algorithm is
proposed in [64] to adjust the HO margin and TTT adaptively
according to the user speed and received signal reference
strength. Thus, it is aimed to decrease the HO number and
HOF rate. Simulation results show that the average PPHO and
HOF parameters are significantly reduced compared to the
studies in the literature with the proposed algorithm. Besides,
it reduces latency and interruption during communication.
A wireless test-bed based on monitoring the location of the
user equipment is proposed in [65], designed to evaluate the
performance of ultra-dense networks and mobility schemes
related to these networks. A mobility management scheme
is provided to proactively track the location of the UE and
provide uninterrupted HO service to users. Thanks to the
SRSs transmitted by the UE, its position in the network is
tracked. Thus, it eliminates the necessary signaling expenses
for HO, but also brings with it the computational complexity.
In [66], the CN resource control signaling scheme for the
active state HO is proposed to evaluate the signal load as
a function of network density, user mobility, and session
features. Moreover, a smart HO scheme has been created so
that the HO signal delay is tried to be minimized. This HO
procedure, configured in control/data separation architecture
networks, reduces mobility signals as it connects to a BS
that offers UE wide coverage. Simulation results also show
a reduction in signal load and HO latency.

Besides, with the increase in the number of BSs, it causes
an increase in the number of paging procedures the system
will perform in order to find a user in the network, and
therefore in the total signaling load. In [67], a new solution
gNB-based UE mobility tracking is proposed that eliminates
the concepts of TAL and the corresponding IoT/UE based
monitoring TAU/RAN-based notification area. This will save
power because IoT/UEs do not report their location to the
TAU. The gNBs, give the IoT/UEs always known positions,
and take over the task of monitoring and placing them.
Since the paging procedure is eliminated, these devices can
be quickly accessed significantly. Moreover, this solution
creates a slight signaling load with very low paging delay.
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Simulation results showed that 92% reduction in signaling
load is achieved compared to conventional TAU and paging
structures.

E. POWER CONSUMPTION

HetNet consists of an enormous number of BSs operating
at different frequencies. The UE makes both inter-frequency
and intra-frequency measurements from different BSs. If the
source cell and the target cell to which HO will occur are
running at the same carrier frequency, this is called intra-
frequency HO, and the UE does not need to change the
carrier frequency and measurements are made according to
the order of the cells. If the source and target BSs operate
on different carrier frequencies, this is called Inter-frequency
HO and the UE has to adjust the carrier frequency within
the measurement ranges according to the carrier frequencies
of neighboring BSs. In this case, measurements are made
according to the quality of the carrier frequencies. It performs
both intra-frequency and inter-frequency measurements in
the order of priority assigned by BS in a UE target cell
selection. Due to these measurements, an increase in battery
power consumption occurs depending on the density of the
network.

Many factors that decrease the QoS such as interference,
frequent and unnecessary HO, HOF, and PPHOs caused
by the intense deployment of small cells in HetNet will
also cause unnecessary use of resources and unnecessary
power consumption. However, due to the more frequent HO
with HetNet, the frequency of sending mutual signal packets
between the source cell, the target cell, and the user increases
the power consumption in the network.

Power consumption on mobile devices is an important
challenge in mmWave systems. It suffers from isotropic path
loss due to the nature of mmWave signals. To deal with
this situation, mmWave systems transmit with narrow and
electrically steerable beams. A large number of antennas are
used to realize beam steering. Analog beamforming shapes
the beams along a single RF chain for all antenna elements.
This operation is performed in the analog domain and can
only transmit/receive in one direction at any time. It also
saves power because it uses a single analog-digital converter.
It also uses a single analog-to-digital converter, which saves
power. However, since it can only transmit/receive in one
direction, the flexibility of the system is low. In digital
beamforming, a separate RF chain and data converters are
required for each antenna element. Thus, the received signals
can be processed in the digital field and the beams of the
receiver/transmitter can be directed to an infinite number of
directions, thus offering a significantly faster search. How-
ever, power consumption is high as digital architectures
require a separate RF chain and an analog-to-digital converter
per antenna. In [68], the power consumption of multi-carrier
receivers is analyzed for systems operating at both 28 GHz
and 140 GHz. It has been observed that the power consumed
by the mixer and phase shifter among the RF front-end com-
ponents is dominant. Alternatively, the hybrid analog-digital
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architecture in the transceiver is considered a cost-effective
solution. Alternatively, the hybrid analog-digital architec-
ture in the receiver/transmitter is considered a cost-effective
solution. Hybrid beamforming uses fewer RF chains than
digital beamforming, allowing it to use more antenna array
elements while reducing energy consumption and system
design complexity

F. ENERGY EFFICIENCY

HetNets are a promising solution to meet massive mobile
traffic demand and growing capacity needs in 5G networks.
Small BSs, which are deployed intensely and uncoordinated
into HetNets, can meet these needs and cause an increase in
energy consumption. This is because even in scenarios where
there are no users associated with small cells, these cells have
energy costs. In this case, the clever solution would be either
transferring the load from cells with highly load to these idle
cells, or shutting them off if the system capacity will not
have a serious impact. BSs have a huge share in total energy
consumption across the entire network. Therefore, network
operators are trying to create efficient power management
schemes to reduce operational expenditures (OPEX). OPEX
is a cost model that includes technical and commercial oper-
ations, administration costs [69]. In addition, a significant
amount of energy is consumed during the transfer of users
to different cells. In order to avoid high energy consumption
due to poor connection conditions of the target cell, it is very
important to make energy efficiency calculations correctly in
the decision phase of the HO process. In this way, the battery
life of the users can be extended with the energy efficiency
transfer procedures to be created. However, due to the growth
in the carbon footprint resulting from the mobile communi-
cation industry and increasing exponentially over the years,
efforts to reduce energy consumption are becoming more and
more important.

In [70], the authors present a fuzzy logic-based game
theoretical framework to optimize the ideal transmission BS
power levels to serve UEs to ensure energy efficiency in
HetNets. The proposed fuzzy HO scheme consists of two
modules such as HO decision and target BS selection. The
desired energy efficiency, PP rate, and efficiency can be flex-
ibly adjusted by the network operator with many parameters
such as speed, SINR, efficiency, and BS load in the HO
decision. In the target BS selection module, the most suitable
BS selection is made according to the order of preference cre-
ated by considering the parameters. According to simulation
results, it has been observed that energy consumption can be
improved in the management of ping-pong transfers for high-
speed users. In [71], a HO algorithm has been proposed that
provides self-optimization of the system to improve energy
efficiency and PPHO ratio. The main concept of the proposed
algorithm is to select the system energy reduction gain (ERG)
and PPHO rate threshold parameters in each time period
through the sample of power consumption and SINR perfor-
mance, and the network feedbacks the ERG and PPHO rate
conditions to compare with two threshold parameters. ERG
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is a parameter that expresses the energy consumption gap
between different systems as a percentage. As a result of the
comparison, the system optimizes the TTT and HOM’s values
of the next time period to achieve better system performance.

Thanks to their high mobility, UAVs provide more flexible
and faster distribution for communication systems and offer
higher connection capacity since they have higher line of
sight channels compared to ground-to-ground connections.
Because of these features, UAVs are predicted to play an
important role in future wireless systems. The paper pre-
sented in [83] aims to analyze spectrum efficiency maxi-
mization and energy efficiency maximization designs and
reveal basic trade-off by optimizing communication time
allocation and UAV trajectory for a UAV-enabled mobile
transition system. Simulation results have shown that there
is a new fundamental trade-off between spectrum efficiency
maximization and energy efficiency maximization.

Ultra-reliable low latency communications (URLLC) is a
service intended to be used in critical applications requiring
low latency in 5G wireless communication systems. The work
in [72] presents an HO technique for 5G URLLC, bypassing
the role of the source gNB, aiming to send HO requests
directly between the UE and the target gNB based on the
measurements of the UE. Thus, energy efficiency can be
improved and HO can be achieved faster by reducing the user
plane delay.

G. SECURITY

In 5G HetNet, which consists of the deployment of a huge
number of small cells from different technologies, mobil-
ity security due to frequent HO is an important problem.
With mutual authentication between UEs and BS, malevolent
users take precautions against network effects such as Manin-
the-Middle attacks, Denial of Service attacks, impersonation
attacks and repeat attacks. Secure transport authentication
is required to take precautions against these attacks and to
provide robust communication when transferring in different
networks. However, HO delays may occur due to messaging
in the authentication procedure and the interfacing of the
BSs. Therefore, it is not efficient to initiate an authentica-
tion procedure for each HO. In [73], a more secure vertical
HO authentication scheme is proposed using the certificate-
based authentication procedure, which is symmetric with the
key distribution extensible authentication protocol-transport
layer security (EAP-TLS), to ensure that the user equip-
ment receives certificates from a foreign network. EAP is an
authentication protocol used in network and internet connec-
tions, and EAP-TLS is a standard supported between wireless
vendors using the TLS protocol. In [74], anonymous mutual
authentication by key agreement is provided for those which
HO, taking advantage of the trapdoor collision feature of the
chameleon hash functions and the tamper resistance of the
blockchains. In [75], two fixed trajectory groups for HO node
authentication scheme is presented for the mobile relay node
(MRN). Thus, authentication is performed before MRNs in
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a train arrive at the next BS, thereby ensuring uninterrupted
communication.

H. ULTRA-RELIABLE LOW-LATENCY COMMUNICATION

URLLC, along with enhanced mobile broadband (eMBB)
and massive machine-type communications (mMTC), is con-
sidered among the core services of 5G wireless commu-
nication systems. Enabling URLLC is particularly difficult
because it needs strict requirements (1 ms unidirectional
delay with 99.999% reliability within the radio access net-
work) in terms of latency and reliability. In wireless commu-
nication, reliability is commonly defined as the probability of
success in delivering a packet within the utmost time required.
Multiple connections are a strong approach to increase relia-
bility. Also, simultaneously supporting various services like
eMBB and URLLC is another problem of 5G. In 5G, two
technologies that provide versatile coexistence are flexible
physical layer structure and network slicing. Features such
as BS-specific frequency band and transmission time interval
length greatly affect the guarantee of traffic requirements
[76]. To reduce latency, the channel block length is finite in
packet transmission, leading to poor transmission rate and
better probability of decoding error [77]. The law of large
numbers does not apply to such a situation, and Shannon
capacity cannot be used to characterize system capacity.
However, URLLC is harder to implement than eMBB and
mMTC, because the URLLC targets extremely high reliabil-
ity and ultra-double QoS requirement. Specifically, to attain
high reliability, it is necessary to use an extended code word
with redundancy, which results in increased latency. Addi-
tionally, it is imperative to use a brief packet/code word to
ensure low latency, which are factors that reduce reliability
performance. Alternatively, IoT applications like industrial
robots are particularly prone to security threats due to the
broadcast nature of wireless communication. Traditionally,
by cryptography, security in the upper layers of the commu-
nication system is increased. However, it requires additional
channel usage to implement secret key exchange and manage-
ment protocols, which complicates the structure. In URLLC,
the channel block length is limited and therefore the encryp-
tion method might not be available in URLLC applications.
On the other hand, URLLC is more convenient as there is
no need for a complex key exchange procedure in physical
layer security. Large antenna systems have outstanding fea-
tures that may be beneficial with their ability to make an
oversized number of spatial degrees of freedom that deter-
mine for URLLC [78]. Large antenna systems provide high
SNR connections thanks to the array gain. Semi-deterministic
connections specific to systems operating below 6GHz in
diversity scattering environment are practically the result
of channel hardening phenomenon and practically immune
to fast fade. However, with the initial property, it allevi-
ates the requirement for strong coding schemes and thus
maintains high reliability for brief packets and therefore the
need for retransmission may be significantly reduced. Thus,
high capacity is provided for spatial division multiplexing.
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In multi-user systems, since multiple users can exchange
data at the identical time, this feature is accustomed improve
latency caused by multiple access. However, this may result
in additional computational delay of the multiple antenna
processing used to separate users.

VIIl. SOLUTIONS IN THE LITERATURE

The basic requirements of mobility management are that
HO operations are reliably configurable, have a robust link
tracking mechanism, and uninterrupted HO scheme. In order
to meet these requirements, some solutions defined in the lit-
erature are mentioned in this section and various applications
of these solutions are explained. The solutions described in
this section are the use of DC in the HO procedure, SDN
based mobility management schemes, and conditional HO.

A. DUAL CONNECTIVITY

In order to increase the robustness of the communication sys-
tems, DC offered in the 12th release of 3GPP specifications is
an important tool. In DC, the UE connects to two RATs at the
same time, so if a problem is encountered in the current con-
nection, data flow is carried out over the other connection to
ensure the continuity of the communication, thus increasing
the mobility performance. In this way, 0 ms HO interruption
time, one of the needs of 5G, can be met by DC. Especially
for mmWave channels where the connections can deteriorate
rapidly, providing DC with cells operating sub-6GHz bands
can be an important solution for the continuity of the com-
munication. The mobility robustness provided in this way in
cellular systems is called macro-diversity. In addition, it can
increase QoS by providing flexible and dynamic solutions for
resource allocation in traffic management. For example, it can
offer solutions that can program network traffic flexibly by
routing small volumes of delay sensitive data traffic to macro
BS and large volumes of delay tolerant traffic to small BS.

In [84], a DC-assisted prevenient HO model has been pro-
posed to manage HO operation in high-speed rail scenarios
in C/U plane split networks in long-term evaluation-advanced
(LTE-A) technology among macro BSs. The presented model
consists of a two-level trigger mechanism, a micro-macro
HO procedure and a macro-micro HO procedure. In micro-
macro HO, the target macro BS is premade secondary eNB,
making mobility robust by supporting RRC signal replication
in the case of DC for two macro BSs. In macro-micro HO,
mobility coordination of C-plane transition is performed by
mutual signaling in the X2 interface between macro BSs.
Thus, the period of discontinuation of the service is reduced.
However, as the model causes additional signal overload,
the two-level HO model requires additional BS resources.

In [2], a local anchor-based user-centric network (UCN)
architecture, in which the DC technique is applied, is pre-
sented. The proposed architecture aims to examine the per-
formance improvement potential of small cell use in UCN.
Accordingly, among the small cells, master eNBs and slave
eNBs are selected and the local anchor acts as the MeNB
while neighboring small cells play the role of SeNB. Among

VOLUME 8, 2020

the femtocells, those with strong abilities are chosen as
anchor femtocells, and their corresponding clusters called
virtual cells (VC) are created according to the geographic dis-
tribution of surrounding femtocells. In the proposed architec-
ture, to implement the DC technique, the anchor femtocells
act as MeNB, which is responsible for both control and data
transmission for UEs, while other femtocells within VC only
function as SeNBs that support user plane transmission for
UEs. According to the simulation results, the proposed archi-
tecture has shown a significant improvement in HOF perfor-
mance compared to the current LTE system.

An efficient HO algorithm is proposed in [85] that can
operate between 4G and 5G RATSs. The proposed HO algo-
rithm determines the target cell where HO will occur, not
just considering RSS. In addition, it tries to provide better
performance to the users by considering the parameters such
as the density and coverage of the target cell, the number of
users in the target cell, and the status of the radio channel.
For multi-RAT DC mobility management with a split data
mechanism, a system using a Markov decision process is
proposed, where an award-based controller drives HO. Here,
the reward mechanism derives a reward function from the
parameters listed above. The split bearer mechanism incorpo-
rated into the architecture to reduce the frequent HO effects
caused by ultra-dense networks and user speeds, provides
alternative routes for data packets. When the proposed mech-
anism is compared with frequent HO mitigation, the HO
count decreased.

In [86], a new perspective is presented to ensure energy
efficiency and guarantee QoS in 5G HetNets. Accordingly,
a dynamic femtocell gNB on/off strategy, together with
Markov-based load prediction scheme and cell association,
provides load balancing by optimizing the traffic load, thus
aiming to maximize network energy efficiency. In addition,
a DC-based HO procedure has been proposed to reduce
latency during transmission and ensure uninterrupted com-
munication. The simulation results show that the proposed
algorithm makes a significant contribution to energy effi-
ciency.

A smart, fast and light-weight HO procedure should pro-
vide minimal signaling overhead and HO latency. Accord-
ingly, in [87], a DC radio access network architecture with
logical separation between control and data planes is pro-
posed. The proposed scheme attempts to predict future HO
events and expected HO time by combining physical prox-
imity information provided by the UE’s location informa-
tion with user context information such as speed, direction,
and HO history, and RF performance derived from signal
strength and signal quality metrics. The simulation results
show that the proposed scheme significantly reduces HO
signaling latency compared to the traditional LTE X2 HO
procedure.

In [88], the advantages of allowing disaggregated asso-
ciations in DC scenarios where users can simultaneously
consume radio resources of two different service cells are
explored. A comprehensive mathematical analysis of the
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probability of association as well as the capacity performance
metrics for aggregated transmissions is modeled by a metic-
ulous stochastic geometry-based model of HetNet, a two-tier
co-channel with flexible associations. It is concluded that the
best spectrum aggregation for users in separated regions is
where UL and DL are allowed to be split.

B. SDN BASED SOLUTIONS

SDN architecture is a solution to reduce the complexity of
today’s traditional network structures. SDN provides tools
and mechanisms to make applications and services more
precise, more flexible, programmable, and more manageable.
In addition, SDN promises to mobile operators cost reduction
and new applications and services to be released in less time.
It separates the SDN control plane from the data plane, pro-
viding a global overview and a central control. As the control
plane is executed by the SDN controller, the data plane for
applications and network services is simplified and abstracted
through the SDN controller. When preparing recipes for the
SDN controller, general control cell, or HetNet, the SDN
switch deals with data transfer and behavior changes on
the network by following controller commands. SDN uses
the OpenFlow protocol for device level abstraction. Devices
within the network become simple routing devices that can be
programmed through an open interface implemented by the
Openflow protocol. Thus, instead of configuring the network
in every device, it is done only on the controller. This enables
network resources to be used more efficiently and can provide
dynamic optimization of resources and flow management.
SDN-based solutions, which are presented to meet the needs
that occur with 5G, have an important place in the literature.

In [89], a seamless mobility management scheme based
on the principle of tracking users’ movements is proposed
using the distributed hash table (DHT). In this architecture,
there is a master and slave relationship mechanism between
distributed SDN controllers. Accordingly, the slave SDN
controller updates the DHT table periodically or dynamically
depending on the network status, and the master SDN deter-
mines the decisions of the interconnection network by making
calculations on the routing information. Simulation results
show that the proposed framework provides better perfor-
mance in terms of latency and signal overhead compared to
proxy mobile IPv6 and hierarchical mobile IPv6.

In [90], an SDN based HO scheme is proposed to provide
communication with minimum delay, which is one of the
basic needs of 5G. The SDN controller collects BS status
information such as the target cells’ load density and the
signal strength, as well as mobility information of the UE,
such as the UE’s direction and estimated sojourn time, and
processes this information to perform cell selection. Linear
programming is used in the designed scheme to reduce com-
putational complexity and thus minimize overall HO delay
time. The simulation results show that the proposed method
is successful in finding cells with strong signal strength, long
sojourn time and lightly loaded according to the direction
of movement of the UE. In [91], it is aimed to select the
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most suitable cell for an uninterrupted HO operation by using
fuzzy analytical hierarchy process (FAHP) and multipath
transmission control protocol (MPTCP) in SDN based Het-
Nets according to service needs and user preferences. While
FAHP is used to select the most suitable cell with the data
it receives from SDN, MPTCP provides the assurance of
uninterrupted connection. Simulation results showed that the
proposed method reduces HO times and provides uninter-
rupted HO. In [92], an SDN/NFV based network architecture
that can be used in 5G ultra dense networks is proposed.
The proposed network architecture consists of 3 planes: data
plane consisting of several small cells that provide traffic to
users and transmit measurement reports to controllers, control
plane with SDN controller that controls and manages the
mobile mobility of RATs and mobile nodes, and application
plane consisting of programs keeping the network abstract
to determine future behavior according to network require-
ments. In the proposed architecture, software defined HO
management engine (SDHME) is designed to be responsible
for HO management in 5G networks. In SDHME, the tar-
get network selection for each mobility node is determined
according to the application’s QoS requirements, the state of
the mobility node, and the network conditions provided by the
control plane. The simulation results show that the proposed
scheme significantly reduces the HOF rate and HO latency
compared to the traditional LTE HO strategy.

In [93], the HO management framework that allows the use
of HO algorithms that can use multiple metrics in decision-
making processes, centralized, proactive in order to have
appropriate mobility management in IEEE 802.11 Wi-Fi net-
works is presented. The HO management framework is an
SDN-based management framework that runs in a real-life
test environment and can be created, tested and evaluated
by large-scale HO algorithms. Based on the HO manage-
ment framework ’s capabilities, a machine learning algorithm
called ABRAHAM has been created to predict the future load
status of access points and future client station location, and
estimate the future received signal strength indicator value.
Simulation results showed that the proposed algorithm pro-
vides an average efficiency increase of up to 139% compared
to the IEEE 802.11 standard HO algorithm.

The frequent occurrence of HO transactions with 5G leads
to security issues and delays that conflict with 5G targets
if authentication procedures are performed inefficiently. For
this purpose, a new authentication approach using blockchain
and SDN techniques is proposed in [94] to remove re-
authentication on repeated HO. With the proposed approach,
users’ privacy is protected and a fast and secure connection
is achieved by eliminating the duplicate authentication pro-
cedure. The results show that the proposed model reduces
latency compared to similar models. In [95], a capability-
based privacy protection HO authentication mechanism has
been proposed to address the common HO authentication
issue in SDN-based 5G HetNets. The authentication HO
module is integrated into the SDN controller to monitor
users and predict their future location and pre-prepare cells
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or select suitable cells in advance. In the proposed scheme,
mutual authentication is performed between the UE and the
BSs, without any other BSs or protocols being activated,
so that authentication is performed at less cost. Besides,
the proposed scheme has been shown to provide security
protection through different safety tests. The results showed
that the proposed scheme reduced both communication cost
and computation cost compared to the standard HO scheme.

In [96], a software-defined IoT system called UbiFlow is
introduced for unified ubiquitous flow control and mobility
management in urban HetNets. UbiFlow uses multiple con-
trollers to divide urban-scale SDN into different geographic
segments and provide distributed control of IoT flows. Dis-
tributed controllers perform tasks such as managing mobility
in coordination with each other, optimizing HO, determining
the access point, and flow scheduling. As a result of com-
paring the UbiFlow system with the existing systems using
SDN in the literature, it was seen that efficiency increased by
67.21 %, delay decreased by 72.99 % and vibration increased
by 69.59 %.

C. CONDITIONAL HO

CHO is a method introduced in NR 3GPP version 16 and
used to ensure robust communication. RLF can be caused
by poor conditions in the communication links, errors from
synchronization, and malfunctions that can occur while run-
ning random access procedures [97]. Also, malfunction may
occur due to the timing of the HO command and measure-
ment reports not being received by the network. To deal
with such situations, CHO is a promising solution, but the
excessive signaling load should be considered and HO should
be well parameterized. The flow diagram of the CHO is as
in Figure 15. In the CHO, the HO command is given a little
early, that is, when the connection between the serving cell
and the UE is strong, and access to the target cell is done
when the connection between the UE is at a sufficient level.
Thus, HO success is increased.

In [97], even with the simplest CHO scheme that can
be prepared, it was observed that user mobility increased
and interruptions decreased compared to inter-frequency HO.
As mmWave communication is vulnerable to blockages,
a new prediction-based CHO scheme using deep learning
technology has been proposed in [99] to tolerate sudden
changes in signal reception power and thus increase the
robustness of the CHO. The results show that the proposed
scheme can increase the early preparation success rate and
reduce the signaling overhead compared to existing CHO
schemes. In [100], the mobility performance of CHO was
analyzed for 5G mmWave systems with beamforming sys-
tems. In addition, a random access procedure has been pro-
posed that increases the chances of contention-free random
access during CHO and reduces signaling and downtime. The
UE initiates random access by sending a RACH preamble
to the target cell, but RACH collision occurs when multiple
UEs use the same preamble during random access towards
the same receive beam of a target cell, which is then further
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FIGURE 15. CHO procedure [98].

signaling and randomization resolved by the delay to com-
plete access. In order to eliminate the risk of collisions in the
HO, the radio access that defines the UE signal without fur-
ther signal and delay if the network reaches the prepared beam
using the allocated preamble of the UE is called contention-
free radio access. The simulation results showed that with the
proposed scheme, overall failure performance was improved
and the number of reverts to contention-based random access
was significantly reduced.

IX. CONCLUSION

In this paper, a comprehensive survey has been discussed
the details of 5G mobility management. It has highlighted
most important parts that provides a better understanding
of the mobility management in recent generation such as
requirements, architecture and challenges. This paper has
been further discussed the newly introduced RRC inactive
status, initial access and procedure of registration and pag-
ing. In addition, inter-RAN HO procedures in connected
state and integrated mmWave cells with 5G network have
been explained with a details in literature survey. Finally,
several challenges have been addressed such as HO issues,
signaling overhead, power consumption, security and latency.
In this regard, some effective solutions have been demon-
strated to meet the requirement of 5G mobility management.
We believe that this survey will provide the researchers guide-
lines and a good platform to further their research in the same
scope of this survey.
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TABLE 3. Summary of abbreviations.

Abbreviation Definition

3GPP Third generation partnership project

4G Fourth generation

5G Fifth generation

5GC Fifth generation core

AHP Analytical hierarchy processing

AMF Access and mobility management function

ARIMA Autoregressive integrated moving average

AS Access stratum

BS Base station

CDR Call detail records

CHO Conditional handover

CIO Cell individual offset

CMOS Complementary metal-oxide-semiconductor

CN Core network

CSI-RS Channel status information reference signal

DC Dual connectivity

DHT Distributed hash table

DRX Discontinuous cycle

EAP-TLS Extensible authentication protocol transport
layer security

ecMBB Enhanced mobile broadband

eNB Evolved NodeB

EPC Evolved packet core

ERG Energy reduction gain

FAHP Fuzzy analytical hierarchy process

gNB Next-generation NodeB

GRA Grey rational analysis

HetNet Heterogeneous network

HO Handover

HOF Handover failure

HOM Handover margin

IoT Internet of things

LBEF Load balancing efficiency factor

LTE Long term evaluation

M2M Machine to machine

MAC Medium access network

MADM Multiple attribute decision making

MEC Multi-acccess edge computing

MIMO Multiple-input-multiple-output

MME Mobility management entity

mMTC Massive machine type communication

mmWave Milimeter wave

MPTCP Multipath transmission control protocol

MRN Mobile relay node

N3IWF Non-3GPP interworking function

NAS Non access stratum

NFV Network functions virtualization

NG-AP Next generation application protocol

NReNB New radio evolved NodeB

OFDM Orthogonal frequency division multiplexing

OPEX Operational expenditure

PBCH Physical broadcast channel

PCH Paging channel

PDCP Packet data convergence protocol

PDU Protocol date unit

PGW-C Packet data network control plane function

PLMN Public land mobile network

PPHO Ping-pong handover

PSS Primary signal synchronization

QoS Quality of service

RA Registration area

RACH Random access channel

RAN Radio access network

RAT Radio access technology

RLF Radio link failure

RNN Repetative neural network

RRC Radio resource control

RRM Radio resource management

SDHME Software defined handover management engine

SDN Software defined network

SGW Serving gateway

SINR Signal-to-interference-plus-noise ratio

SMF Session management function

SS Signal synchronization

SRS Sounding reference signal

SSB Synchronization signal block

SSS Secondary signal synchronization
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TABLE 3. (Continued) Summary of abbreviations.

TA Tracking area

TAL Tracking area list

TAU Tracking area update

TOPSIS Technique for order preference by similarity to
ideal solution

TRP Transmit receive point

TTT Time to trigger

UAV Unmanned aerial vehicle

UCN User-centric network

UE User equipment

UMLB Utility based mobility load balancing

UMTS Universal mobile telecommunication system

UPF User plane function

URLLC Ultra reliable low latency communication

VANET Vehicular ad hoc network

vC Virtual cell

VIKOR Vise Kiriteri-jumska Optimizacija IKompro-
misno Resenje

WSN Wireless sensor network

XGBoost eXtreme Gradient Boosting

APPENDIX

The abbreviations and acronyms used are first introduced in
the text and, for convenience, the list of abbreviations used in
this article is summarized in Table 3.
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