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ABSTRACT Digitalizing medical images, such as images in ultrasonography or mammography, or magnetic
resonance imaging, can be applied for telemedicine applications in telediagnosis and telesurgery, and can
be stored in a cloud database via computer networking transmission or wireless communications. Besides,
these images contain the patient privacy information. Thus, their reliability and availability should be
protected to ensure medical image infosecurity in public channels or open spaces. Medical images can also be
hacked by unauthorized people. Therefore, in the picture archiving and communication system (PACS), this
study proposes against-hacker attacks with two-round symmetric cryptography models for medical image
infosecurity. Hash transformation with multi secret keys is performed to change the pixel values and produce
dynamic errors for the two-round encryption processes. In image decryption, two-round decryption processes
are employed to estimate the possible hacker attacks at the routing path and to determine the decryption key
parameter by using an optimization-based controller. For a case study of mammographic images consisting
of 50 benign tumors and 50 malignant tumors, the peak signal-to-noise ratio (PSNR) is employed to evaluate
the decryption quality between the plain and decrypted images.

INDEX TERMS Symmetric cryptography, hacker attack, hash transformation, optimization-based

controller, peak signal-to-noise ratio.

I. INTRODUCTION

Network security attacks are unauthorized actions used to
crack private and corporate resources, data, and applications,
which intercept the transit of information to modify, steal,
and copy the content of messages, such as plain words, plain
texts, and plain images. These security attacks are divided
into two—active and passive, resulting in security threats and
attacks in computer network communication, as shown by
the red dashed line in Figure 1. With the digitalized data
transmission via wired or wireless in public spaces, these
attacks can be launched at the network layer. For example,
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in 2018, a large-scale security attack occurred in Singapore;
the health information system was hacked, resulting in the
theft of medical data of 50 million patients. Hackers broke
into the health database in a deliberate, targeted, and well-
planned attack [1]. In the same year, in Taiwan, the Health
Bureau public health information system was also hacked.
These events were the most serious data breach incidents
in recent years. Ensuring that these digital data will not be
stolen, tampered with, damaged, nor lost after transfer by
unauthorized people has become a major concern in computer
network communication, especially with regard to medical
images.

Digital medical imaging is a non-invasive technique to
create two-dimensional (2D) or (three-dimensional) 3D scans
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for visually representing the internal aspects of the human
body for clinical analysis, medical intervention, and treatment
applications, such as indicating internal structures of human
organs and tissues, medical images can be produced by
various physical devices, including ultrasonography, X-ray
mammographic images/radiography, computed tomography
(CT), magnetic resonance imaging (MRI), thermography,
photography, and so on, and be used to establish a database
of anatomy and physiology to identify abnormalities. Such
technique is also required for archiving, telemedicine, and
emergency applications in telesurgery and telediagnosis [2].
Hence, remote diagnosis is becoming increasingly popular
for the evaluation and treatment of patients without requiring
in-person visits; it transmits biosignals and medical images
at a distance with computer networking or wireless trans-
mission in web-based picture archiving and communication
system (PACS) [3]-[7]. In the mobile emergency medical
care system, a set of body sensors is performed to collect
a patient’s health status, which is transmitted to the doctors
or emergency staff in public communication channels. The
chaotic maps based on authentication and key agreement
mechanisms with the Diffie—Hellman key (DHK) exchange
have been designed to protect patients’ electronic medical
data in wireless body area networks [8]. However, the DHK
algorithm needs large computational time and high comput-
ing power for digital image cryptography with large data [7].
This method is suitable for exchanging only a few mes-
sages, such as digital signatures and authentication in real-
time applications. In addition, radio frequency identification
(RFID) technique is also used for healthcare applications,
such as patient monitoring and drug administration in the
telecare medicine information system (TMIS) [9]. RFID tag
authentication protocol with the hash operation and syn-
chronized secret key can ensure patient privacy in TMIS.
These technologies include the follow-up visits, chronic
condition management, medication management, and spe-
cialist consultation. Given that patient data will be transmitted
via electronic communication, providers will select technol-
ogy solutions that employ data encryption to protect patient
privacy and data. Digital medical images in PACS will have
a higher degree of security compared to other digital images,
including the X-ray, CT, and MRI films. Hence, digital medi-
cal image encryption has certain confidentiality, integrity, and
availability for information communication with enhanced
security.

Medical image security via internet communication,
multimedia systems, and telemedicine has attracted increas-
ing research attention [4]. Various image encryption algo-
rithms with permutation and diffusion methods or mixed
permutation and diffusion have been proposed for medical
images [7], [10]-[18], including (1) change in pixel values
and (2) change in pixel positions. The permutation method
can change the position of image pixels without altering pixel
values, such as those in chaotic Cat maps, chaotic logistic
maps, and chaotic Hopfield neural networks [4], [10]-[12].
In diffusion methods, the pixel values are modified or
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substituted in the whole image using the transformation func-
tion or combining the substitution and transposition methods,
such as shift cipher, exclusive (XOR), circular S-box, and
hash function methods, to improve the security [12]-[17].
Mixed permutation- substitution methods are used to change
pixel positions and pixel values with respect to the secret
key in dependent dynamic blocks; these dynamic blocks
undergo key- dependent diffusion and substitution pro-
cesses [12], [18], [19]. However, these secret keys, as control
parameters used in the permutation and substitution methods,
are fixed in the whole symmetric image encryption processes,
which will favor the hacker attacks. In addition, the encrypted
and decrypted images are obtained with a symmetric key,
which gives the original image. In the symmetric key
cryptography, the data or bits of streaming data are changed
by a definite pattern with adding a secret key, which is
known to a sender and a receiver, as shown in the same key
for encryption and decryption in Figure 1. Symmetric key
modes use the identical cryptographic keys for encrypted
plain image and decrypted cipher image between the data
emitter and receiver ends; they can be employed to maintain
private information communication. However, this condition
is one of the major drawbacks of symmetric cryptography.

Hence, for the unique characteristics of the medical
images, more-round permutation and substitution processes
can ensure the confidentiality of digital images and make
the distribution of pixel values to have a uniform distri-
bution in histogram analysis of encrypted images. Some
studies [20], [21] have proposed encryption schemes by
combining the more-round permutation and substitution pro-
cesses and chaotic key generator (CKG) function to ensure
both gray and color image security. The CKG functions,
including sine map, circle map, tent map, and logistic map
functions, are employed to produce the secret key, which is
used to generate any length of random numbers in the specific
ranges (256-bit length block). Two random values can be
generated using these CKG functions and then selected to
mix the row and column positions for a permutation table.
But, state variables for different chaotic map functions need
the special determined initial conditions and control param-
eters [21], [22]. The control parameters are used to set the
dynamics of the chaotic map in both amplitude and frequency.
These CKG functions are required to determine the suitable
initial conditions and control parameters to generate chaotic
signals with smooth bifurcation. Moreover, chaotic selection
based encryption algorithm has not against the active hacker
attacks.

In this study, based on symmetric cryptography against
active attacks, as seen in Figure 2, a diffusion method with
hash transformation functions was carried out to change
the pixel values of X-ray medical images, such as cipher
image H hash weighting values, and secret key B, and then
produce the dynamic error E. The hash transformation func-
tion [17], [23]-[26] was implemented to convert graphic
data (any image) into sequence data by mixing the hash
weighting values and multisecret keys in an X-ray image.
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FIGURE 2. Computer Network Communication with active attacks in a small scale PACS.

A sinusoidal linear chirp signal with the sine and cosine of
the phase in radians [27], [28] was carried out to generate
a multisecret security key, which embeds an encryption in
the whole image for 24- or 30-bit color images. Via the
computer/telecommunication network, the sequence data of
H and E were converted into binary values, and the fragmen-
tation process [29] segmented the sequence data and transmits
the cipher data (encrypted image) with the packet sender.
At the data receiver end, after converting binary values to
decimal ones and combining these fragments in fragmented
order, the optimization algorithm-based controller, known as
the particle swarm optimization (PSO) algorithm [30]-[32],
was used to search the hash weighting parameter to minimize
the decryption objective function by iterative computations,
which can recover the plain image with a slight loss. In addi-
tion, for example, in a small scale picture archiving and
communication system (PACS) as presented in Figure 2, any
hacker attack, N1 or N, may occur at any routing Path#1 or
Path#2. The proposed method provided against manner to
estimate the hacker attacks, N1 or Nj, in routing path and
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could decrypt the cipher image with two-round decrypted
processes. The proposed method provides a secure manner
of producing cipher images (H and E), which can also be
decrypted with against-hacker attacks in a lossless manner.
For 100 mammographic images, including those of case
studies on benign and malignant tumors, the peak signal-
to-noise ratio (PSNR) [33]-[35] was used to evaluate the
two-round decrypted performance of the proposed symmetric
cryptographic methods; the experimental results indicate that
the recoverable image is reliable and lossless for further
diagnostic applications and decision making.

The remainder of this article is organized as follows.
Section II describes the methodology, including computer
network communication, two-round medical image encryp-
tion and decryption, modeling establishment against active
attack, and optimization-based controller with PSO algorithm
for image decryption. Section III describes the medical X-ray
image collection, experimental results, and comparison with
the other optimization algorithm-based controller. Section IV
concludes the paper.
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Il. METHODOLOGY

A. COMPUTER NETWORK COMMUNICATION

A computer network is a group of computers connected to
each other and can communicate and share data and mes-
sages, as seen a small scale PACS in Figure 2. A com-
munication packet is a formation unit of data carried by a
packet-switched network. This packet is a digital data trans-
mission unit in computer networking and telecommunica-
tion. Each packet consists of control information and user
data (payload). The control information, including source
and destination addresses, sequencing information, and error
detection codes, is set in packet headers and trailers, with
payload data in between. For digital data transmission from
the emitter end to the receiver end, packetized frame provides
a sender to transmit the sequence data of H and E via the
computer networking or telecommunication at Path#1 and
Path#2. At the data emitter end, the sequence data of H
and E are first converted to binary values, and fragmen-
tation [29] is performed to segment the sequence data H
and E into several smaller fragments, such as a data packet.
Data packets can be transmitted along more than one path
to the destination across a computer network. In a network
(IEEE 802.3 standard [29], [30]), a router forwards data
packets from one router to another through the networks.
Packetized communication increases the reliability and speed
at which digital data can travel across the computer network.
At the data receiver end, after converting binary values to
decimal ones, defragmentation process is used to put back
data packets together in the correct order to reassemble its
original sequence data.

During data transmission, security attacks, including pas-
sive or active attacks, may intercept the connection and mod-
ify the transit of information. Attackers can intercept the
transferred information to modify or alter it as active attacks.
Active attacks may attempt to modify the information or
create a false message at routing Path#1 or Path#2, as seen
in Figure 2. The prevention of these attacks is difficult. Hence,
this study intends to propose a smart symmetric cryptography
against-hacker attacks for medical image infosecurity.

B. TWO-ROUND MEDICAL IMAGE ENCRYPTION AND
DECRYPTION

For an n x m size (in pixels) medical image as a plain image,
hash transformation [17], [23]-[26] was used to access the
image encryption. Its transformation function consists of a
weighting parameter “a’” and a matrix of secret key B. At the
data emitter end, the hash transformation function was used
to transfer the plain image / to the cipher image H in the first-

round processing:

H=al+B=W+B (1)
Air A o A
Ay A - Agy

B = . . ) . ()
Anl A112 te Anm
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where matrix B is the secret key. The number of secret keys
was determined by the size of medical image, n x m, and each
element as secret key “Ap, = bym(sin(wpm) + cos(wnm)),”
in matrix B can be set using the “‘chirp function™:

Onm = 270 (Comi® + foi) A3)

where by, and c,,, are any constant values, i = 1,2,3,..,n
are i = 1,2,3,...m for sinusoid and cosine functions,
respectively, and parameter fp, is the initial frequency, which
can be set by authorized people. The human flicker fusion
threshold is usually between 60 and 90 Hz. Thus, fy = 60 Hz
was selected due to the human flicker fusion threshold was
between 60 and 90 Hz [25].

We can set the multisecret keys in matrix B using
Equations (2) and (3) in the key generation phase, with by, =
25528 — 1) and fo = 60, where by, and f; are the amplitude
and starting frequency of chirp function, respectively; the
varying parameters Cu;, cnm € [1, 9]. The multisecret keys
can be set and certified by authorized people at the data
emitter and receiver ends. Then, a dynamic error matrix E
can be computed with the plain image, I, and secret key, B,
which is subtracted from the cipher image H in second-round
process [25], [26]:

E=H+B-1 )

For example, given a mammographic image, as seen in

Figure 3, hash transformation with multisecret keys was

used to change the pixel values. The results of image encryp-
tion are shown in Figure 3 as the two cipher images H and E.
As presented in Figure 2, hacker attacks as active attacks
will change the content of transmitted messages at Path #1 or
Path #2. Suppose that unknown data N are a random active
attack at any path at any time that can be divided into two
conditions:

o Active attack Nj at routing Path#1: The cipher image H
will be mixed with Nj, as represented by hacked cipher
image H’. The modified cipher images can be observed
in Figure 3(a):

H =al + B+ N, 5)
active attack:
N1 = apprand (sin(cyyforri) + cos(cumfori))  (6)

where a,;,, and c,;,, are any constant values, and rand € [0, 1]
is the randomization parameter. At the data receiver end,
we can perform the image decryption with the secret key, B,
and the cipher images H’ and E can be decrypted as follows:

, H —B , E —-2B
I' = nd/'= —
Aopt 1 (aoptl -1
H —B E —2B
- = )
Aopt 1 (aopt] -1

Based on optimization algorithms, Equation (7) was used
to determine the optimal weighting parameter a1, which
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FIGURE 3. Procedure of two-round processes of image encryption (secret key parameters: by, = 255, fp = 60, and

Cnm = 2).

can minimize the objective function T1(a = agp1) in the
following form:

. H —B E —-2B
Ty (aope1) = min| - ] ®
Aopt 1 (aoptl -1
where the restricted conditions are ag1 # 0 and

aopr1 # 1. The mean squared error (MSE) function was
computed as follows:

MSE| = E[T1(apgu))* < & = 107> )

where parameter ¢ is the prespecified tolerance error. The
optimization-based controller can be used to tune the optimal
weighting parameter aqp;; and to minimize the MSE; in
the first-round image decryption process. With Equation (7),
the active attack N; can be estimated as follows:

H —B—N; E —2B _
Aopt 1 (aopll -1
Aopt1

=N ={H -B)— (a]—l)(E —2B) (10)
optl —

0

Given the estimated attack N at Path#1, we can continuously
search for the optimal weighting parameter a,,> to minimize

the objective function T2(a = aepr2) in the second-round
image decryption process in the following form:
. H —B-N; E - 2B
Tx(agpr2) = min[ - 1 an
Aopt2 (aopt2 -1

181702

MSE; = E[T2(app2)]* < & = 1072 (12)

where the restricted conditions are ag,2 # 0 and
aspr2 7 1. Hence, at Path#1, the decrypted medical
image I’ can be obtained by using Equation (13):
, H —B-—N , E —-2B
I'=—— orl'=

£ 3
Aopt2 (aoptZ -1

o Active attack N, at routing Path#2: The cipher image
E will be mixed with N, as hacked cipher image E’; the
cipher images can be observed in Figure 3(b):

E'=H+B—-I1+N, (14)

where active attack N can be produced using Equation (6).
Hence, we can perform image decryption with the secret
key B, and cipher images H and E’ can be decrypted as
follows [25], [26]:

, H—-B , E' — 2B
I' = and/' = ———
Aopt3 (aopt3 -1
H—-B E' —2B
=0 (15)

Aopt3 (aopt3 -1

Based on optimization algorithms, Equation (15) is used
to determine the optimal weighting parameter a3, which
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FIGURE 4. Flowchart of medical image two-round encryption and decryption against-hacker attacks.

can minimize the objective function T1’(a = agpr3) in the
following form:

H—-B E' —2B
Aopt3 (aopt3 -1
E[T{(agp3))* <& =1072

] (16)

7)

Tl/ (aupl3) = min|[

MSE;

where the restricted conditions are ag3 # 0 and
agp3 # 1. The optimization-based controller was used to
minimize the MSE;’ in the first-round image decryption
to determine the optimal weighting parameter a,,3. With
Equation (15), the active attack N, can be estimated as
follows:

H—-B E/—ZB—NQ_O
(aopt3_1)
= Ny = (E' — 2B) — (

Aopt3

Aopt3 — 1

—)H —-B) (13)
opt3

Given the estimated attack N, at Path#2, we can search for the

optimal weighting parameter a4 to minimize the objective

function 72°(a = agp4) in the second-round decryption
process:
H—-B E —2B—N;
T5(aopr4) = min[ - 119
2ot Aopt4 (aopt4 -1
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MSE) = E[Tjy(appma))* <& = 107> (20)

where the restricted conditions are agp4 # 0 and agpq # 1.
At Path#2, the decrypted medical image I’ can be obtained
by using Equation (21):
_H-B

Aopt4

E' —2B— N,
(aopt4 -1

I orl =

2n

C. OPTIMIZATION-BASED CONTROLLER WITH PSO
ALGORITHM

In this study, the optimization-based controller with the
PSO algorithm [31]-[33] was used to tune the optimal
weighting parameter and to minimize the objective function.
As shown in the flowchart of two-round image decryption
process in Figure 4, the PSO-based controller for image
decrypted procedure was summarized:

o Searching for the optimal weighting parameter a,p;

Let a4(p) be the current center position of the gth particle
agent at the pth search stage, and agent g = 1,2,3,...,G,
where G is the particle population size. Each particle
agent is encoded with the center position and velocity
components, which are represented by a G-dimensional
vector as @’ = [d},dy.d5, ... d;, ... d};] and Aa? =
[Aa[l’, Aag, Aa’é, e, Aa{g’, R Aa’é], respectively. The
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particle agent velocity Aag(p + 1) is computed with
acceleration factors using Equations (12) and (13).

Velocity component :
Aag(p + 1) = [Aag(p) + cirandy(abesty — agq(p))

+ cprandy(abest — ag(p))] (22)
Adaptive acceleration factors:
p p
= (b1 —a1) +ai, c=(b—a) +ay
Pmax Pmax
(23)

where abest is the global best in the particle population;
abesty is the individual best at pth search stage; p =
1,2,3, ..., Pmax> Pmax 18 the maximum iteration number; the
parameters include rand; € (0,1) and rand, € (0, 1);
parameters c| and c; are the time-varying acceleration factors
considered as ““cognitive component ¢’ from 2.5 to0 0.5 (rep-
resenting the individuality coefficient) and *“‘social compo-
nent ¢”” from 0.5 to 2.5 (representing the group coefficient),
respectively [31]-[33]; a1, b1, az, and b; are constant values.

When the value of cognitive component c; is high, the
search region will expand at each search stage. Multiple
particle agents are allowed to determine the individual best
solution abest, around the search space. By monotonously
decreasing the parameters c¢; and cj, the search region will
gradually approach the global best solution abest during fine
tuning at the end of the search stage. The term p/pmax is also
used to control the acceleration parameters ¢y and ¢, which
pull each particle agent toward the best solution and then
update the particle agent’s center position ag(p + 1) using
Equation (24).

Center position: ag(p+ 1) = ag(p) + Aag(p +1)  (24)

If the maximum number of iterations pj,., is achieved,
or the objective function MSE (Equations, (9), (12), (17),
and (20)) is less than the specified tolerance error ¢ = 1072,
then the PSO iterative computations are terminated. When
the optimal weighting parameter a,),, is obtained, then the
decrypted medical image /I’ can be obtained using Equa-
tion (13) or (21).

o Evaluation of the decryption performance

After medical image encryption and decryption processes,
the PSNR [34]-[36] was used to measure the distortion
between the plain medical image I and decrypted image I:

1 - - .. e =12
— > UG TG )] (25)
m

MSE;(,1) =
n i=1j=1

MAX;

VM. I
(26)

PSNR([ I) =10- loglo( )— 20 - Oglo(

where [ is the medical image as plain image; I’ is the
decrypted medical image from cipher image to plain image
that can be obtained by using Equations (13) and (21);
MAX; is the maximum pixel values in image I’; MAX; =
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max(I’), where each point is represented by 8- or 10-bit
depth images, and the maximum value is 255 or 1023. Index
PSNR (in dB) specifies as a nonnegative value obtained via
the MSEy; it indicates the differences between the images
before image encryption and after image decryption. When
the PSNR is high, then images I and I’ are similar. If index
MSE; has a small value, it will be better. The index PSNR
is an approach to human perception of recovery quality. The
larger the PSNR value (dB), the smaller the loss is, and the
image could not be observed with the naked eyes. Through
experiments, the mean PSNR value obtained without active
attacks is greater between about 40 and 80 dB. In our study,
the threshold value can be set to evaluate the decryption
performance:

indext — | 1+ 0 < PSNR < 40dB o
0, PSNR > 40dB

If Index* is ““1,” then, the signal of active attack means that
the decrypted image has a promising quality (0 < PSNR <
40 dB). This finding reflects the recovery of the plain image
from the cipher image with the active attack N1 or N,. Oth-
erwise, we can obtain good quality to recover plain images
at higher than 40 dB. Index* with a value of “0” implies the
lack of specific active attacks.

IIl. EXPERIMENTAL RESULTS AND DISCUSSION

A. MAMMOGRAPHIC IMAGE COLLECTION

In this study, mammographic images were collected from
322 films from the Mammographic Image Analysis Society
(MIAS, United Kingdom National Breast Screening Pro-
gram) Digital Mammogram Database [37- 38], including
204 normal breast X-ray images and 118 abnormalities
(benign and malignant tumors) in breast X-ray images. Digi-
tization was performed on a Joyce—Loebl scanning microden-
sitometer (SCANDIG-3, at the Royal Marsden Hospital) at a
spatial resolution of 50 um square pixel edge with a linear
response in the optical density range of 0.0 to 3.2 at 8 bits per
pixel. The 50 um pixel edge was a compromise between scan-
ning durations, image resolutions, and file sizes [38]. Clinical
information, such as image size, image category, background
tissue, class of abnormality, and severity of abnormality
(benign or malignant tumor), were inputted into the database
for further computer vision research, as seen in Table 1.
The image categories were confirmed and agreed upon by
expert radiologists (biomarker). Breast X-ray images, includ-
ing 50 malignant and 50 benign tumor images, were selected
from MIAS Digital Mammogram Database and converted
into Tagged Image File format.

Each image was digitized to a resolution of 96 x 96
dots per inch, which produced 24 bits per pixel (colored
image), and was incorporated into a 250 x 380 pixel image
n = 1,2,...,250; m = 1,2,...,380; 95,000 pix-
els), as presented in the right lateral views in Figures 5(a)
and 6(a). The proposed two-round symmetric cryptographic
method was designed on a tablet PC (Intel® Xeon®, CPU
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TABLE 1. MIAS (United Kingdom) digital mammogram database for experimental tests [37], [38].

Background Tissue and Severity of Abnormality
Image Category Totals
Fatty Fatty-Glandular Dense Breast
. . B: B: B:3 B:7
Calcifications M- 4 M- 4 M- 5 M- 13 20
Circumscribed B:2 B:2 B:3 B:7 1
Masses M: 2 M: 2 M: 0 M: 4
Spiculated B:2 B:2 B:6 B: 10 19
Masses M: 4 M: 3 M: 2 M: 9
Architectural B: 4 B:2 B: 4 B: 10 20
Distortions M: 2 M: 4 M: 4 M: 10
Asymmetries B:2 B:3 B:3 B:3 15
M: 2 M: 2 M: 3 M: 7
. B: 4 B:3 B:1 B: 8
Miscellaneous M- 4 M- 2 M- 1 M- 7 15
Totals 34 31 35 100 100

Note: B: Benign Tumor; M: Malignant Tumor

(a) Plain Image,I (c)

Gold Key, B

#1

(d) | Cipher Image, i

Decrypted Image, I )

Cipher Image, H-/V; PSNR=35.75dB

(b) Active Attack, V; (e) | Cipher Image, E

Decrypted Image, I )
PSNR=38.42dB (

Mean Squared Error

o
Center Position 6 1 Velocity (Aa)

/ (Optimal Weighting Parameter, @.p)

FIGURE 5. Experimental results for active attack at Path#1. (a) Plain image, (b) active attack, (c) gold key, (d) decrypted image from
cipher image H, (e) decrypted image from cipher image E, and (f) MSE versus each agent’s center positions and velocities.

E5-2620, v4, 2.1 GHz and 64 GB of RAM; GPU: NVIDIA
Quadro P620, 64-bits Windows 10.0 operating system) using
a high-level graphical programming language in the Lab-
VIEW programming software and MATLAB software
(NI™ ' Austin, Texas, USA). The MIAS Digital Mammo-
gram Database was used to validate the proposed algorithms.
The experimental procedure included the (1) production of
cipher image H using the hash transformation with a secret
gold key B and computation of the dynamic error E; (2)
simulation of active attacks N or N; at routing Path#1 and
Path#2; (3) estimation of the active attack using the first
round of optimization-based controller with the PSO algo-
rithm; (4) decryption of the cipher images using the second
round of optimization-based controller with PSO algorithm;
(5) evaluation of the image decryption performance using the
PSNR index. For available digital mammographic images,
the proposed cryptography method could validate the good
performance and robustness, as shown in detail below.
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B. EXPERIMENTAL RESULTS OF MEDICAL IMAGE
ENCRYPTION AND DECRYPTION

In medical image encryption, the pixels of each X-ray image
were represented using 8 bits per sample (24/3), and we
could set the multisecret gold keys in matrix B using the
chirp function with the fixed parameters b,,, = 255, fo =
60, and ¢, = 6 for overall X-ray image encryption and
decryption experiments, as shown in Figures 5(c) and 6(c).
These symmetric multisecret gold keys could be dynamically
generated at any time in both data emitter end and data
receiver end by authorized individuals. Therefore, identical
gold key B could be set for both encryption of the plain
image and decryption of the cipher image. Then, as shown
in Figure 2, we could simulate any active attack Nj or N»
at routing Path#1 (Figure 5(b)) and Path#2 (Figure 6(b)),
which could be randomly produced using Equation (6).
We used two experimental results for active attacks as shown
below:
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(a) Plain Image, I

Gold Key, B

(b) Active Attack, NV, (c)

(d) Cipher Image, I

Decrypted Image, I
PSNR=31.47dB

LS

Cipher Image, £-/V, PSNR—32.42dB

Decrypted Image, I |
' ™

_J (Optimal Weighting Parameter, @,y

Mean Squared Error
=]
&

g e
Center Position ¥ TN °
47 Velocity (Aa)

FIGURE 6. Experimental results for active attack at Path#2. (a) Plain image, (b) active attack, (c) gold key, (d) decrypted image from
cipher image H, (e) decrypted image from cipher image E, and (f) MSE versus each agent’s center positions and velocities.

TABLE 2. Experimental results of medical image decryption for against hacker attack.

Active Attack At Routing Path#1 At Routing Pat #2
fmage Category Malignant Turnor ‘Beni gn Tumnr Malignant Turnor .Beni gn Tumnr
(right lateral view) (right lateral view) (right lateral view) (right lateral view)
H'=al +B+N, (5 E'=H+B-I+N, (14
H-B-N, E—2B H—B_E'—ZB—N2=
Active aoprl N (aoptl — 1) - aop23 (aopt3 - 1)

Attack Estimation

1 . ao 1]
Active Attack: N, = (H'-B)—(—" ) E—2B) (10)

Active

Attack: N, =(E'-2B)— (M)(H —-B) (18)

aopll -
opt3
H'-B-N E-2B H-B 2B —
Image Decryption r=—— "1, p==_=" (13 ' =—, ]':M 21
aopt2 (aoptl - 1) aopt4 (aopt4 - 1)

Security Parameter

Multi Secret Keys: A= bym(SIn(@y) + cOS( @), ®,, = 27[(Cnmi2 + fol) S

i=1,2,3,...,nandi=1,2,3, ..., m for sin(e) and cos(e) functions; Weighting Parameter: « € R" (¢ >2)
bum =255, Com € R* (Com# 0), fo=60~90
Parameters, b, = 255, c.n = 6, and fo=60 were selected in this study.

Objective Function

st . . H-B E-2B
1" Rownd:7i(a,,,) = min] = — — =]
auptl (auptl - 1)

H'-B-N, E-2B

s H-B__E-2B |
anpt3 (anpt3 - 1)

H-B E-2B-N,

Round: T1 '(a()plf?) = mm[

2" Round: — nd . _
T (a,,) = mi | PR T ) = min ]
aoptZ (avptZ - ) aupt4 (aupt4 - 1)
Optmnzatlon Two-round PSO Algorithm based Controller Two-round PSO Algorithm based Controller
Algorithm
Iteration ) <25 <25 <25 <25
Computation
Mean CPU Execution 48.3185 47.2282 51.6756 48.1639
Time (s) +2.5389 + 1.5870 + 8.1684 +4.9284
Mean Desired 3.2262 3.3673 2.3487 2.8976
Weighting Parameter +0.0749 +0.1809 +0.2056 +0.5443
39.2297 33.5519 22.0576 23.8195
Mean PSNR (dB) +12.5917 +5.1280 + 15.7000. +9.9017.

o Simulation of the Active Attack N at Routing Path#1
Suppose the active attack N; at routing Path#1. First,

the weighting value W was computed with the weighting
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parameter a = 4.0000. The cipher image H was produced
by mixing the weighting value W, multisecret gold key B,
and active attack N1 in whole image using Equations (5)
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FIGURE 7. Experimental results of X-ray image (right lateral view) encryption and decryption using a CSS with a fuzzy rule-based
controller for benign and malignant tumors. (a) Experimental results for benign tumors, including the plain image, cipher image, decrypted
image, plain image histogram, shuffling histogram, and decrypted image histogram. (b) Experimental results for malignant tumors,
including the plain image, cipher image, decrypted image, plain image histogram, shuffling histogram, and decrypted image histogram.

and (6). Then, the dynamic error, as the cipher image E, can
be computed using Equation (4). Figures 5(d) and 5(e) show
the cipher images H and E, respectively. In the first-round
image decryption process, PSO-based controllers are used to
estimate the active attack N and to produce the cipher image
H - Ny (Figure 5(d)) using Equations (5) to (9). The second-
round process decrypted the cipher images H - Ni and E
to the plain image I’ using Equations (10) to (12). For
the cipher images H - N; and E and at specific con-
vergence condition, the PSO-based controller performed
<25 iteration computations and used a mean CPU execu-
tion time of <6.1058 s to search the optimal weighting
parameter dop2 = 4.2678, as shown in Figure 5(f). Given
the weighting parameter aop2 = 4.2678, the decrypted
image I’ could be recovered by using Equation (13). The
index PSNR 35.7512 dB and PSNR 38.4258 dB
were obtained, which were less than the 40 dB needed to
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recover the encrypted image with the active attack at routing
Path#1.

o Simulation of the Active Attack N, at Routing Path#2

Suppose the active attack N, at routing Path#2. The weight-
ing value W is computed with the weighting parameter,
a 2.0000. The cipher image H was produced by mix-
ing the weighting value W and multisecret gold key B,
as shown in Figure 6(d). Then, the dynamic error E was
computed and then mixed with the active attack N using
Equations (6) and (14), as indicated in Figure 6(e). In the
first-round decryption process, PSO-based controllers were
used to estimate the active attack N> and to produce the cipher
image E - N> (Figure 6(e)) using Equations (15) to (17).
Second-round process decrypted the cipher images H and
E - N; to the plain image I’ using Equations (18) to (20). For
the cipher images H and E - N> and at specific convergence
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FIGURE 8. Experimental results of X-ray image (right lateral view) encryption and decryption using an AT for benign and malignant
tumors. (a) Experimental results for active attack in X-ray images of benign tumor; (b) experimental results for active attack in X-ray

images of malignant tumor.

condition, the PSO-based controller performed <25 itera-
tion computations and required a mean CPU execution time
of <5.1012 s to search the optimal weighting parameter
aoprs = 2.2047 (Figure 6(f)). Given the weighting parameter
aopra = 2.2047, the plain image I’ could be recovered by
using Equation (21). The index PSNR = 31.4711 dB and
PSNR = 32.4225 dB were obtained and were less than the
needed 40 dB to recover the encrypted image with the active
attack at routing Path#2. For the 100 X-ray images, which
consisted of 50 benign tumor and 50 malignant tumor images,
the mean PSNR = 33.5057 £ 14.1559 dB and PSNR =
30.3078 + 8.4617 dB were achieved for the recovered the
encrypted images with active attack, respectively. The pro-
posed cryptography method required a mean execution time
of approximately 48.48889 4-4.2406 s to complete the image
encryption and decryption processes for the X-ray images,
as seen in Table 2. Meanwhile, the index was 0 < PSNR < 40
dB, and the output would indicate the warning sign for the
authorized people.

C. COMPARISON WITH THE TRADITIONAL
CRYPTOGRAPHIC METHOD

In this research topic, chaotic system, logistic map [36]-[39],
chaotic synchronization system (CSS) [43], and Arnold trans-
formation (AT) [44], [45] had been performed with the dif-
fusion and permutation-based image cryptography method
design for grayscale image, color image, video, multime-
dia, or optics communication. These methods shuffled the
pixel position and varied the pixel values between the plain
and encrypted images. Given the high-security requirement,
chaotic systems such as first-, third-, or high-order systems
with digital-image schemes had been proposed to produce
chaotic sequences, so as to enlarge image gray levels or to
generate the pseudorandom keystream for sequence genera-
tion and random mixing to ensure communication security.

181708

In this study, a Sprott chaotic system, fuzzy rules, and a
sliding-mode controller [46], [47] were integrated into a dis-
crete chaotic synchronous cryptographic system (CSCS). The
Sprott chaotic system consisted of a master and slave chaotic
systems. 49 fuzzy rules are used to control the controller
parameters (14 input membership functions and seven output
membership functions) [47]. Then, a sliding-mode controller
was used to synchronize the trajectories of a master and a
slave system with fuzzy rules to control a two-system syn-
chronization. For X-ray images without any active attack,
CSCS could recover the plain image with a slight loss from
cipher images, with PSNR = 44.0140 dB and PSNR =
43.9270 dB for decrypted images of benign (Figure 7 (a))
and malignant tumors (Figure 7 (b)), respectively. The results
for the CSCS method show feasibility for image encryption
and decryption. This method required a mean execution time
of approximately 41.1902 + 1.2842 s for the X-ray images.
However, the CSCS could not adequately recover the plain
images involving any possible active attack, as presented by
index PSNR < 0.0000 dB in Figures 7 (a) and (b). The
CSCS had no capability against any active attack. In addi-
tion, CSCS using fuzzy rule-based controller requires initial
value condition assignments (sensitivity to initial conditions),
3D chaotic maps, CSS parameter assignment (three system
parameters), fuzzy rules, fuzzy input and output membership
function assignment, and controller parameter assignment
(four controller parameters) [47]. Hence, this cryptography
scheme would increase the computational complexity and
incur the high commercialization costs.

The AT method was also applied for image encryption
and decryption [44], [45]; it could change the layout of gray
values by rearranging the coordinate of pixels. The layout was
a 2D invertible chaotic map [48]. Thus, the matrix of plain
image could be changed into a new matrix, thereby resulting
in a scrambled version to achieve better security. This method
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FIGURE 9. Mean PSNR (dB) for image decryption with and without active
attack in proposed cryptography method, CSCS method, and AT method.

only scrambled the pixel positions by iterative computations
and was invertible without loss of information. The grayscale
values were intact in the whole image. However, the AT
parameters were fixed. Thus, the cipher image would be
deduced by randomly applying inverse AT several times. The
AT method could not recover the plain images involving
any possible active attack, as indicated by index PSNR <
0.0000 dB in Figures 8 (a) and (b). The AT parameters
were fixed for image encryption, which would favor hacker
attacks. The AT method had no capability against any active
attack either. This method required a mean execution time
of approximately 86.6658 + 2.3230 s for the X-ray images.
The index PSNR indicated that the image content could not
be visually identified by authorized observers for the CSCS
and AT methods. The recoverability capabilities of the CSCS
and AT methods were better than that of the proposed cryp-
tography method, as seen in Figure 9. However, both were
ineffective against possible active attacks at routing paths in
a computer network. By contrast, the proposed method sur-
passed the CSCS and AT methods in terms of computational
speed, and it reduced the computational complexity. The
proposed method can also recover plain images or prevent
any active attack, indicating that the recoverable image is
reliable and lossless and can be used for further diagnostic
applications, as presented by the mean PSNR > 40 dB for
“without active attack” and 0 < PSNR < 40 dB for “with
active attack” in Figure 9.

IV. CONCLUSION

A two-round symmetric cryptography method against-hacker
attack had been proposed for digital X-ray images in this
study. The image encryption was carried out in a two-round
process by hash transformation with weighting parame-
ters and multisecret keys. Multisecret keys were gener-
ated by chirp function. First-round process was used to
modify the pixel values by hash transformation and multi-
secret keys and to produce the dynamic error in the second-
round process, thus protecting the encrypted images against
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passive hackers. A small-scale health information system
was established to simulate the computer network commu-
nication/telecommunication and active attack at any possi-
ble routing path. Two-round decryption process with PSO-
based controller was used to search the decryption weighting
parameter by using iterative computations. In the first-round
process, the proposed decrypted models, as depicted by Equa-
tions, (5), (10), (14), and (18), were employed to estimate the
active attack at routing Path#1 or Path#2. Then, the second-
round process was employed to recover the plain image. For
50 malignant and 50 benign tumor images, the proposed
cryptography method not only showed promising results to
protect the privacy of individual anamnesis images but also
recovered the plain image with a slight loss for X-ray image
without or with active attack. The proposed method required
48.48889 =+ 4.2406 s execution time. The mean PSNR were
33.5057 £ 14.1559 and 30.3078 + 8.4617 dB for measur-
ing the quality of decrypted images that could be validated
against active attacks. The index PSNR declined in the range
of 0 — 40 dB. The output would serve as the warning sign for
authorized people and require message retransmission from
the data emitter end and data receiver end. Hence, the con-
fidentiality, recoverability, and availability of digital-image
infosecurity in clinical applications could be proven for fur-
ther imaging examination and diagnosis and be applied to
medical images, such as those obtained ultrasonography, X-
ray, MRI, or computed tomography.

ABBREVIATIONS
PACS  Picture Archiving and Communication System
CT Computed Tomography
MRI Magnetic Resonance Imaging

DHK  Diffie-Hellman Key

RFID  Radio Frequency Identification

TMIS Telecare Medicine Information System
XOR  Exclusive

CKG  Chaotic Key Generator

PSO Particle Swarm Optimization

PSNR Peak Signal-to-Noise Ratio
MSE  Mean Squared Error
MIAS Mammographic Image Analysis Society

CSS Chaotic Synchronization System
AT Arnold Transformation
CSCS Chaotic Synchronous Cryptographic System
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