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ABSTRACT Supply chain networks have grown in complexity and size due to increased globalization
leading to a variety of challenges and opportunities for improvement. Optimizing inventory levels and
adjusting replenishment policies have significant effects on the operational performance and profitability
of supply chains. Vendor Managed Inventory (VMI) is a mutually beneficial arrangement between supplier
and buyer, where the supplier is responsible for making inventory and replenishment decisions based on
buyers’ inventory status. Potential benefits of VMI include reducing inventories, enabling information
sharing, eliminating safety stock, and reducing purchasing related costs across the supply chain. In today’s
supply chains, VMI operations face critical challenges related to data integrity, transparency, traceability, and
single point of failure due to its centralized architecture. Blockchain technology is a distributed ledger that
ensures a transparent, safe, and secure exchange of data among supply chain stakeholders. The advantages of
adopting blockchain technology for VMI operations in a supply chain include decentralized control, security,
traceability, and auditable time-stamped transactions. In this paper, we present a blockchain-based approach
using smart contracts to transform VMI supply chain operations. We propose a generic framework using
Ethereum smart contracts and decentralized storage systems to automate the processes and information
exchange and detailed algorithms that capture the interactions among supply chain stakeholders. The smart
contract code was developed and tested in Remix environment. We present cost and security analysis
incurred by the stakeholders in the supply chain. Adopting a blockchain-based solution to VMI operations
in supply chains is economically viable and provides a streamlined, secure, trusted, and transparent mode of
communication among various stakeholders.

INDEX TERMS Blockchain applications, Ethereum, smart contracts, security, data integrity, supply chain
management.

I. INTRODUCTION
Supply chain management is a core business function respon-
sible for the movement of goods and services across sev-
eral stakeholders. Supply chain broadly encompasses people,
resources, activities, and organizations that are involved in
transforming raw materials into finished products, fulfill-
ing customer orders both directly and indirectly. The com-
plexities of modern supply chains are exacerbated by many
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factors, including lack of transparency, disruptions, extra
delays, information distortion, and uncertainties [1]. Effective
inventory management acts as a critical lever in balancing
demand and supply to achieve cost efficiency in the supply
chain. Several strategies, such as demand-driven replenish-
ment, collaborative planning, forecasting, and replenishment
(CPFR), Just in Time (JIT), have been applied for inventory
planning and replenishment. The exponential increase in data
availability and implementation of technology-driven solu-
tions results in effective inventory and replenishment policies
leading tomassive improvements in products and information
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flow across the supply chain. The efficiency of the supply
chain is enhanced by the integration of technology, leading
to increased material production and shipment, and this very
advantage causes distress to many businesses in the industry
who are unable to keep up with these advancements. Vendor
Managed Inventory (VMI) is a strategy that has been adopted
by vendors to optimize supply chain processes as it offers
many beneficial advantages to diverse stakeholders. Suc-
cessful companies such as Wal-Mart, Hewlett Packard, and
Ericsson Mobile Communication have benefitted immensely
from using VMI arrangement to communicate with their
suppliers [2].

VMI agreement between a vendor and a buyer essentially
ensures restocking of supply autonomously with the max-
imum possible profit for both parties. The cost of inven-
tory is one of the most expensive aspects of supply chain
performance. Therefore, VMI effectively lowers inventory
costs, eliminates safety stock, and enhances collaboration
between suppliers and buyers in a way that improves accuracy
and efficiency. In addition, VMI results in quicker restock,
optimized allocation of inventory space, and increased returns
for vendors while providing better service to buyers. Under
VMI, the vendor assumes full responsibility for inventory
strategy, execution, and delivery management of stock to
the customer. This process eases customers the burden of
constant tracking and replenishment of stock while allowing
suppliers full freedom in devising the most cost-effective and
efficient method of product supply. VMI practice is popular
and commonly applied in multiple industries such as retail,
restaurants, hospitality, construction, manufacturing, health-
care, and others.

VMI has a range of advantages when successfully imple-
mented, and there would be an improvement in profit for
all participating supply chain stakeholders. Such improved
profits are generated by a combination of cost-cutting and
increased sales and associated revenues [3]. To establish
a VMI association, mutual benefit between both interested
parties needs to be established. A customer benefits from
alleviated responsibility along with a shift in planning and
processing costs, thereby decreasing the costs for the cus-
tomer. On the other hand, the vendor gains increased control
over the inventory and ability to better predict demand since
customers’ data is readily available. Hence, inventory man-
agement efficiency is concentrated along with lean produc-
tion, efficient transfers, and shipment transportation.

VMI success is centered on a high level of trust and effi-
cient interaction between participating stakeholders [4]. The
efficient flow of information is what makes it possible for
VMI arrangements to succeed. Customers need to build a
platform from which vendors can access and use the data
from their company to maximize their revenue and inven-
tory rates. They need to be able to trust that their vendors
can make skilled and efficient use of this information. The
data collection process or editing can be done by either the
vendor or customers. The vendor can record and modify
inventory data in person, or the customer can grant them

electronic access. The customer continuously updates these
data via an automated system, or personally if access to
technology is unavailable. Accessing this information allows
the vendor tomonitor inventory status and replenish regularly,
to prevent stockouts or overstock. Before implementing the
VMI program, vendors and customers need to coordinate
with each other to define baseline, peak, and reorder point
rates as to when new stocks are to be ordered and how much
is to be kept as on-hand inventory, this puts both parties in
mutual consent.

However, the VMI vendor team faces several difficulties
when collecting data. Some of these challenges include data
integrity, accessibility, and information delay [2]. Other chal-
lenges include transparency of data, data centers centraliza-
tion, and traceability of information within the stakeholders
of the system. Blockchain technology can revolutionize the
existing VMI process as this innovation has attracted various
researchers and companies to investigate it in the field of
systematization and supply network management [5], [6].
Blockchain has the capability to replace traditional CPFR
practices across the supply chain and establish supply chain
provenance [7], [8]. This technology establishes a platform
in which all trading partners can coordinate and communi-
cate with each other effectively [9]. In addition, information
retrieval from various data sources such as retailer point of
sale, inventories, and deliveries is made more accessible for
vendors due to permissioned access to data on this platform.
Moreover, blockchain synchronizes VMI operations between
all stages of the supply chain as planning and execution
processes are made transparent. Lastly, it can automatically
generate alerts when stakeholders violate predefined condi-
tions for replenishment stated in smart contracts.

In the area of supply chain collaboration, there is a scarcity
of literature that addresses how blockchain technology can
transform various supply chain operations. The primary
objective of this paper is to propose a blockchain-based
solution that helps to enhance the VMI model in supply
chains. The main contributions of this work are summarized
as follows:
• We propose an Ethereum blockchain-based solution
which captures the key interactions between supply
chain trading partners using an Ethereum smart contract
and a decentralized storage system.

• We present and discuss the main smart contract code
and its algorithms that define the underlying princi-
ples of the proposed blockchain approach. We also
provide a detailed sequence diagram to explain the
blockchain-based VMI solution.

• We validate and test various scenarios of the overall
system functionalities of the proposed solution.

• We provide a cost and security discussion of the pro-
posed system to show the feasibility of implementing
our solution.

The remainder of this paper is organized as fol-
lows: Section II provides the background on the bene-
fits of using VMI and explains the benefits of integrating
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blockchain technology into the VMI process. Section III
presents an overview of relevant literature. Section IV
describes the proposed blockchain solution, while Section V
defines the implementation approach. Section VI discusses
the results for various test scenarios, and Section VII
details the cost and security analysis along with the open
research challenges facing our proposed solution. Finally,
in Section VIII, we discuss the conclusions and future work.

II. BACKGROUND
In this section, we discuss the significance of VMI in supply
chain management. We also explain the benefits of integrat-
ing blockchain technology with VMI.

A. IMPORTANCE OF VENDOR MANAGED
INVENTORY (VMI)
VMI benefits both the front and back end of the supply
chain as vendors and buyers realize synergistic advantages.
One of the greatest benefits that vendors gain is obtaining
precise demand information ahead of time, unlike in a tradi-
tional vendor-buyer relationship [3]. This enables vendors to
respond quickly and efficiently to unexpected orders. More-
over, it allows the ordering process to take place in a shorter
period as all decisions related to restocking products are
made by the vendor. Furthermore, it allows them to stabilize
purchase order frequency, and effectively manage inventory
planning on-site, creating a consistent order schedule and
reducing the number of rush orders [10]. Thus, building a
VMI relationship aids in obtaining increased control over the
vendor shipment schedule as their retailers provide sales and
inventory data. This, in turn, helps mitigate bullwhip effect
as large demand variance is reduced [11]. These variances
are mainly due to actions driven by self-interest and mis-
communication among supply chain stakeholders. Likewise,
buyers benefit from increased sales and profitability due to
fewer stockouts and administration costs incurred, quicker
response time, and a better product mix [10]. VMI encourages
better collaboration between vendors and buyers, allowing
them to work cohesively. Therefore, VMI combines both
companies’ efforts efficiently to reduce carrying costs and
the need for safety stock as this framework offers simplicity
across the supply chain, facilitates improved communication
among trading partners, and streamlines inventory manage-
ment operations.

B. VMI THROUGH BLOCKCHAIN TECHNOLOGY
Effective replenishment strategy, such as VMI, creates an
efficient platform to exchange information by eliminating
the need for traditional orders. This process is usually car-
ried out by VMI service providers that act as administrators
in a centralized network [12]. However, using blockchain
technology for VMI operations would eliminate the need for
service providers resulting in little to no human interven-
tion and reduced transactional costs [13]. This is possible
through the use of second-generation blockchain platforms
such as Ethereum, which uses smart contracts to execute

verified transactions that meet predefined conditions [14].
Ethereum blockchain is a pseudo-anonymous blockchain
which makes uses of Proof of Work (PoW) and Proof of
Stake (PoS) consensus algorithms. PoW was the first con-
sensus algorithm used in cryptocurrencies while PoS was
developed as an alternative to PoW. The main difference
among these two algorithms is that PoW utilizes miners and
use their computational power (energy) to validate trans-
actions in the blockchain, while PoS uses validators who
must commit stake in order to validate blocks. Moreover,
the inherent features of blockchain, such as time-stamped
records and cryptographic techniques, aid in enhancing data
security, data integrity, and immutability of stored transac-
tions [15], [16]. Thus, blockchain empowers the VMI core
principles, which include data sharing, transparency, and
traceability.

Blockchain technology is a decentralized and distributed
shared ledger that makes data sharing easy as each member
of the network has a copy of all valid transactions in the
ledger [17]. The transactions are added to the system in
the forms of blocks, each of which holds multiple trans-
actions within it. These blocks are appended to the global
blockchain by miners. Mining encompasses validating trans-
actions, grouping them, and forming them into a block for-
mat. Miners perform this task to gain rewards given by
the blockchain. Choosing a miner to add the next block is
done through a consensus protocol, which is different from
one blockchain platform to another. Transactions performed
through the blockchain are anonymous, permanent, and non-
repudiable. This enables the blockchain to be a very suitable
platform for various applications and use cases. Blockchain
has been popular in recent years and has been used in various
industries such as finance, food industry, and healthcare [18].
Blockchain can be used in the supply chain field for various
activities, including the guarantee of product ownership to
reduce the exchange of counterfeit products [19]. It also
has the potential to enhance the information flow between
supply chain partners [20]. Thereby, promoting data visibility
and product traceability as the sale and inventory levels of
the buyer are made transparent to all stakeholders in a pri-
vate, permissioned network [21]. Consequently, making this
information available to vendors on time allows inventory to
accurately reflect product demand by monitoring the stock
level frequently. This allows buyers to make smaller and
frequent orders leading to a reduced number of stockouts and
inventory carrying costs resulting in significant cost savings.
Besides, vendors can improve their inventory planning as data
is easily accessible; hence replenishment orders are made
within a short period. Blockchain allows better communica-
tion among stakeholders with VMI arrangement as the system
can be updated by vendors and buyers in real-time. Such bi-
directional information exchange increases trust among these
stakeholders and ensure consistency of data in the network.
Furthermore, creating a blockchain network would eliminate
the need for intermediaries, thereby allowing organizations to
trade nationally or globally without any interferences leading
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to the simplification of documents and communication flow
between vendors and buyers.

Blockchain enables vendors to access data shared by retail-
ers in real-time as it permits them to identify exactly when
their customers have reached their reorder level. This allows
them to process orders faster than using an intermediary
such as a service provider. It minimizes the delay between
recognizing the need for inventory and placing a new order.
Therefore, using a blockchain solution integrated with decen-
tralized applications (DApps) is capable of building a VMI
system that meets its customer demand dynamically and,
in response, creates an agile and responsive supply chain.
It would also be able to offer real-time reporting in a trans-
parent and timely manner, unlike using traditional methods
where vendors are merely informed of the stock needed with-
out knowing the actual inventory. Thus, the future industry
of VMI supply chain operations would drastically transform
with the integration of blockchain-based solutions. Some of
the areas that would be enhanced by blockchain include
improved order accuracy, increased sales and profitability,
reduced inventory turnover, and the establishment of stronger
customer relationships.

III. RELATED WORK
In this section, we discuss the relevant literature on the appli-
cation of blockchain technology in the supply chain industry.
Blockchain enhances supply chain management in various
applications. For example, [22] proposes a blockchain-based
scheme for securely sharing information in the pharmaceu-
tical supply chain system with a consensus mechanism and
smart contracts. Another example is presented in [23], which
discusses an intelligent transportation system with a consen-
sus mechanism to validate transactions and an authentication
protocol for validating the user’s vehicle. However, we would
like to highlight that very few papers have been published in
the VMI field. For instance, [24] discuss the critical success
factors needed for implementing a blockchain solution for
VMI. They present a use-case scenario that operates on a
functional smart contract in which they consider a supply
chain relationship with a one-to-one relationship between
vendor and retailer. Thus, they propose an Ethereum based
blockchain solution using a decentralized storage system,
InterPlanetary File System (IPFS), alongside to store data.
However, the proposed architecture in the paper does not
discuss how privacy is achieved neither does it discuss the
results of testing the smart contract. As an extension, [25]
proposes a blockchain framework involving multiple vendors
and buyers interacting via four smart contracts. Hence, this
paper discusses several limitations addressed in [24], such as
addressing the privacy among stakeholders by enforcing strict
permissions in the contract.

Lastly, [26] provides a proof-of-concept that evaluates the
practicality and usefulness of implementing a VMI based
blockchain solution. Their approach is limited to a functional
sequence diagram that covers the transactional informa-
tion flow between VMI stakeholders using smart contracts.

Nevertheless, the existing literature lacks a blockchain-based
solution that attempts to implement an end-to-end, fully func-
tioning VMI solution. Although these papers have imple-
mented smart contracts using the Ethereum platform, none
have discussed how the pricing agreements between different
stakeholders are agreed upon within the contract. Therefore,
this paper aims to provide a system architecture that captures
the holistic view of blockchain-based VMI operations. The
paper also discusses the cost and security analysis incurred
with the implementation of such a system.

IV. PROPOSED BLOCKCHAIN-BASED SOLUTION
We propose a VMI blockchain solution that connects ven-
dor, distributor, and retailers within the same decentralized
Ethereum network, as illustrated in Fig. 1. These stakeholders
interact with one another using both on-chain and off-chain
transactions, as seen in Fig. 1. On-chain transactions are valid
blockchain transactions that occur in the Ethereum platform,
which demand an overall update of all the distributed ledgers
in the network. Interactions within the blockchain network
are made easy through the use of Ethereum smart contracts
and decentralized storage systems. However, off-chain trans-
action agreements occur outside the blockchain, such as
negotiations related to reorder point and transportation costs,
pick up and distribution and distribution points, etc.

Vendor. The vendor manages inventory by placing nec-
essary replenishment orders when needed by retailers. The
role of the vendor in the proposed system is not limited to
initiating the VMI contract and deploying it on the network,
but it extends to registering trusted distributors and retailers
to strengthen its customer relationship. Moreover, the vendor
would upload the transportation cost that would correspond
to delivering the new order schedule to its assigned retail
stores. In the case where retailers or distributors do not agree
with the price stated by the vendor, the price negotiations
take place offline until an agreement is reached between both
trading parties. The newly agreed price is then uploaded by
the vendor, and accordingly, the new order is prepared for
transportation. As a result, when retailers receive their orders,
the vendor is responsible for paying the distributor.

Distributor. The registered distributor agrees to the deliv-
ery cost set in the contract by agreeing to pay a fixed deposit in
return. The distributor is responsible for updating the status of
the order and alerts the vendor when the orders are distributed
to retail stores.

Retailer. The registered retailer uploads the sales report
for a specific period and accordingly agrees to the new order
price set by the vendor by agreeing to pay a partial payment in
advance. Then the retailer completes the remaining payment
upon receiving the order at the date and time scheduled.

Ethereum Smart Contract. The smart contract used
in this framework was coded using Solidity 0.4.25 using
an open-source tool, Remix IDE. This supports deploying,
debugging, and testing contracts. The contract contains essen-
tial variables such as the stakeholder Ethereum addresses
(EA), reorder quantity, and cost as well as the delivery cost.
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FIGURE 1. System overview of the VMI process using smart contract and decentralized storage system.

It also utilizes important elements such as modifiers and
events to carry out key operations such as restrict stakeholders
from updating sensitive information and alert stakeholders in
cases where someone attempts to violate the rules that have
been agreed upon.Modifiers are smart contract language con-
structs used to ensure only authorized blockchain actors or
participants can execute, modify, or access certain attributes
or functions within the smart contract. These functions are
modified by conditional logic to check whether the client that
triggered the function satisfies the requirements to access this
functionality. The code in modifiers is executed before the
code in the function to which it is attached. If the condition
in the modifier is not met, the state of the smart contract
does not change. Modifiers can be utilized to allow a specific
group of users to view or modify the data in a smart contract.
Moreover, real-time tracking of a new order is made possible
by permitting stakeholders to access the contract.

Decentralized Storage System. The decentralized storage
system, such as FileCoin [27] Swarm [28] or IPFS [29], can
be used alongside blockchain to store data in a decentral-
ized network. Files stored in such a system are difficult to
tamper with as they are given unique cryptographic hashes.
The proposed system utilizes a decentralized storage space
to store documents such as the retailer sales activity report,
delivery invoices, etc. To ensure privacy to content and files
stored on IPFS, the solution in [30] can be employed. In [30],
files stored on IPFS can be encrypted and the access to the
encrypted files can be done by a single or multiple blockchain
VMI actors by employing symmetric and asymmetric key
encryption mechanisms and in a completely decentralized
manner using re-encryption proxies or oracles. Readers can

refer to [30] for further details on this. Therefore, the privacy
as well as integrity of data stored within these decentralized
entities is preserved.

V. IMPLEMENTATION
In this section, we present and discuss algorithms developed
for implementing the VMI solution shown in Fig. 1. These
algorithms capture the working principles of the proposed
solution, and they form the foundation for developing the
smart contract.

Algorithm 1 captures the initial steps taken by the stake-
holders. Initially, the vendor registers its trusted retailers and
distributors in the contract to grant permission to interact with
the contract in its later stages. This registration is carried
out by the vendor alone. After successfully registering the
stakeholders, the retailers are allowed to upload the status of
their periodic sales by uploading the sales report file hash and
reporting the amount of quantity sold along with the current
level of inventory.

Algorithm 2 illustrates that the vendor prepares a replen-
ishment order after the reported sales data is analyzed. This
process of making a new order schedule can be done periodi-
cally, such as daily, weekly, biweekly, or monthly depending
on the product demand. So, the vendor uploads the reorder
quantity along with its corresponding price for each retailer.
Once the retailer agrees to the price made by the vendor, then
the retailer accepts the price and simultaneously makes an
advance partial payment that covers 50% of the total price.
This acts as a guarantee that the full payment would be made
when the new order arrives at their retail store.
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Algorithm 1: Registration and Periodic Sales Reporting
Input: Retailer EA, Distributor EA, Product sales report

file hash, quantity sold and inventory level are the
list of submitted information

1 if EA = Vendor’s EA then
2 Register retailers and distributor
3 else
4 Do not accept transaction from unauthorized EA
5 end
6 if EA = Registered Retailer EA then
7 Allow the inputs to get added as valid transactions
8 else
9 Do not accept transaction from unauthorized EA
10 end

Algorithm 2: Vendor’s Replenishment Order and
Retailer’s Advance Payment
Input: Reorder quantity and price, advance payment are
the list

of submitted information
1 if EA = Vendor’s EA & Retailers reported sales report

then
2 Upload reorder quantity and price for each registered

retailer
3 else
4 Do not accept transaction from unauthorized EA
5 end
6 if EA = Registered Retailer EA then
7 Accept reorder price
8 Pay half the reorder price
9 else
10 Do not accept transaction from unauthorized EA
11 end

Likewise, Algorithm 3 presents the interaction between the
vendor and distributor regarding transportation and delivery
cost. The vendor uploads the cost that would cover the deliv-
ery of goods along with a fixed deposit amount. The distrib-
utor would accordingly accord with the stated delivery cost
by agreeing to pay the requested deposit. This deposit would
act as a reassurance to ensure orders will be delivered on
schedule. Only when the distributor agrees, then the vendor
pays an advance 50% payment to the distributor, which acts
as a guarantee that the remaining payment will be transferred
after delivery.

Algorithm 4 shows that when all stakeholders have made
the necessary advance payments, then the distributor deliv-
ers orders according to the delivery schedule. During this
stage, the distributor uploads information with regards to the
status of the products such as time-stamp and location so
that stakeholders in this network are granted permission to
trace their products. Once the distributor delivers the order,
then he uploads the quantity delivered at each retail store

Algorithm 3: Vendor’s Transportation Cost Request and
Distributor’s Deposit
Input: Transportation cost and deposit are the list of

submitted information
1 if EA = Vendor’s EA & new order is scheduled
2 Upload transportation cost and deposit
3 else
4 Do not accept transaction from unauthorized EA
5 end
6 if EA = Distributor’s EA then
7 Accept transportation cost
8 Pay deposit to vendor
9 else
10 Do not accept transaction from unauthorized EA
11 end
12 if distributor accepts then
13 Vendor pays half the transportation cost
14 end

along with their invoice hash file. Thus, a retailer confirms
that their order was received successfully when the quantity
delivered equals the reorder quantity stated by the vendor in
Algorithm 2.

Algorithm 4: Distributor Transports and Distributes
Orders
Input: Location, timestamp, retailer’s EA, invoice file

hash, quantity distributed are the list of submitted
information

1 if EA = Distributor’s EA & vendor paid half the
transportation cost then

2 Upload location and timestamp
3 else
4 Do not accept transaction from unauthorized EA
5 end
6 if EA = Distributor’s EA then
7 Upload invoice file & quantity distributed
8 end
9 if quantity distributed = quantity reordered then

10 Order is received successfully
11 else
12 Order is incomplete
13 end

Finally, Algorithm 5 demonstrates that the vendor and
retailers make the necessary payments, which conclude the
VMI process. The retailers pay the remaining payment of the
reorder cost to the vendor when the order is received. Simul-
taneously, the vendor pays the remaining transportation cost
and returns the deposit to the distributor. The process then
repeats itself by continuously tracking the level of inventory
at all registered retail stores while reporting its periodic sales.
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Algorithm 5: Vendor and Retailers Complete Payment
Input: Vendor and retailer’s payment are the list of

submitted information
1 if EA = Vendor’s EA & order is received then
2 Pay remaining half of transportation cost
3 Return deposit to distributor
4 else
5 Do not accept transaction from unauthorized EA
6 end
7 if EA = Registered Retailer EA & order is received

then
8 Pay remaining half of reorder price to vendor
9 else
10 Do not accept transaction from unauthorized EA
11 end

Table 1 explains the functions that were used to implement
the algorithms discussed earlier. The developed smart con-
tract can be found in the GitHub repository1. Furthermore,
these functions are illustrated as a series of functions and
events in a sequence diagram, as shown in Fig. 2, in which the
interactions between different stakeholders are also captured.
Each stakeholder in the network holds an EA that allows
them to interact with the contract by calling on the functions
discussed in Table 1.

Initially, the vendor deploys the contract and registers
retailers and distributors by calling the function Register-
Stakeholder(), so they are granted permission to interact
with the contract. Then registered retailers upload their sales
report in a decentralized storage system and call the function
ReportPeriodicSale() to upload their current sales, inventory
level, etc. The vendor uses this information to establish a new
order schedule which is suitable for each retailer by using
appropriate forecasting tools. This new order is then uploaded
via OrderNewQuantity() function.
The retailers then accept the new order quantity along with

its price by agreeing to pay the vendor in advance. This
payment transfer is made by retailers via PayVendorPartly()
function in which they cover half of the vendor stated price.
Simultaneously, the vendor uploads the transportation cost
for delivering the orders via AddTransportationCost(). When
the distributor agrees to the stated price, then a deposit is
transferred to the vendor via PayDeposit() while the ven-
dor pays the distributor partly in advance via PayDistrib-
utorPartly(). When the new order is loaded and ready for
transportation, this triggers an event that notifies all stake-
holders that the order has been successfully sent from the
vendor distribution centre. During the transportation process,
the distributor uploads details regarding the status of the
order, such as time-stamp and location via TraceNewOrder().
The stakeholders can accordingly know the real-time status

1https://github.com/Solidity-Contracts/Vendor-Managed-Inventory-
Solution.git

of the order by calling the function GetTraceInfo(). When
the orders are distributed successfully to each retail store,
then the distributor updates the status of the order by calling
the function DistributeNewOrder(). Finally, the retailers and
vendors complete their payments by calling the functions
PayVendorFully() and PayDistributorFully(), respectively.

VI. TEST SCENARIOS
In this section, we highlight various test scenarios when the
smart contract was compiled successfully. It was observed
that the functions were executed sequentially as expected.

The registration and reporting stages were tested, where
two retailers were registered for testing the smart contract
functionality. These retailers accordingly upload their sales
report where the vendor analyzes the submitted data. Then the
vendor issues a new order schedule accordingly. Fig. 3 shows
that an event is triggered when the vendor attempts to make a
new order for any retailer that has not been registered earlier.

This notification is necessary to reassure the retailers that
the vendor carries out inventory management operations sin-
cerely as every step is made transparent in the process. This
strengthens the VMI relationship between the vendor and
retailers.

The vendor then uploads a new order schedule for each
retailer according to the data submitted. Each retailer can then
obtain their new order details by calling the function Get-
NewOrderDetail(), as shown in Fig. 4a. However, it should
be noted that when a distributor attempts to call this function,
then an error is triggered, as shown in Fig. 4b as only vendors
and retailers are granted permission to access this informa-
tion.

Hence, after retailers agree to the vendor stated price, they
are required to pay advance payment to guarantee the delivery
of their orders. This was tested by allowing retailers A and
B to transfer the requested amount to the vendor account.
It is shown in Fig. 5 that the vendor balance increases by the
total amount transferred from each retailer upon calling the
getBalance() function.
The vendor then accordingly uploads the transportation

details after obtaining the confirmation from all retailers.
The distributor can access this information by calling the
GetTransportationDetail() function, as shown in Fig. 6.

When the distributor agrees to the stated details, then a
deposit payment is paid to the vendor. Only then the advance
partial payment is transferred to the distributor. This was
tested by checking the distributor account in which it was
observed that the distributor account in Fig. 7 increases by the
exact amount agreed between them. Moreover, if the amount
is less than the stated price, then the transfer is not successful.

When all stakeholders make the necessary payments,
the distributor uploads information concerning the new order,
such as location and time-stamp. The vendor and retailers
can obtain real-time information regarding the status of their
order by calling the function GetTraceInfo(), as presented
in Fig. 8.
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TABLE 1. Description of functions used in the smart contract.

The distributor delivers the order to the registered retail
stores. The contract declares that the order has been received
successfully by the retailer when the quantity delivered by the

distributor equals the reorder quantity that was forecasted by
the vendor. Fig. 9 shows that the code triggers an error when
this condition is not satisfied. Testing this requirement was
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FIGURE 2. Sequence diagram showing the function calls and events in an automated VMI process.

FIGURE 3. Output showing the event triggered when unregistered
retailers are used.

necessary as stakeholders do not transfer the due payment in
the case of incomplete deliveries.

As a result, retailers pay the vendor only when their orders
are received, and accordingly, the vendor pays the distributor.
The retailers transfer the balance payment that is the remain-
ing half of the reorder price. This was tested by checking
the vendor balance after the successful transfer was made.

FIGURE 4. Output for testing the new order schedule function by using
getter function permissioned to (a) vendors and retailers (b) excluding
distributors.

It was observed that the vendor balance increased as expected.
Similarly, the vendor pays the outstanding amount and returns
the deposit to the distributor. This transfer was tested in which
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FIGURE 5. Checking the vendor balance after the successful advance
payment transfer by retailer.

FIGURE 6. Testing the transportation details by viewing them using a
getter function.

Fig. 10b shows that an error is triggered when the transferred
amount is inaccurate, while Fig. 10c shows that the distributor
balance increases from that shown in Fig. 10a when the
vendor makes a transfer that equals the sum of the deposit
and remaining transportation cost.

VII. DISCUSSION AND ANALYSIS
In our paper, we have implemented a blockchain-based solu-
tion for VMI in supply chain operations. The proposed solu-
tion captures the main operations in a VMI process. We dis-
cuss the cost and security analysis of the proposed system.

A. COST ANALYSIS
Every operation in an Ethereum network requires gas to get
executed successfully. Hence, a certain amount of gas is
required for every line of code that is written in Solidity, mak-
ing it necessary to specify the adequate gas amount needed to
execute smart contracts. There are mainly two costs incurred

FIGURE 7. Checking the distributor account after the vendor made an
advance payment.

FIGURE 8. Testing how the shipment details are obtained using
GetTraceInfo() function.

FIGURE 9. Output showing that alarm is triggered when the order
delivered is not complete.

when executing Ethereum transactions on the blockchain.
Execution cost takes into account all costs related to the
internal storage and changes in the contract, while transaction
cost includes the execution cost and cost of sending data such
as transaction input costs and contract deployment [31].

The Ethereum gas is a unit used to measure the computa-
tional effort needed to execute transactions. Hence, this gas
amount is specified by considering both the gas limit and
price. The former is the total gallons of gas that is put in
the smart contract gas tank while the latter is related to the
gas consumed in a contract. Thus, the speed of executing
transactions is directly affected by the gas price [31]. As the
gas price increases, the rate of adding transactions to the block
increases. It must be noted that gas price increases during
high network traffic since a lot of transactions are competing
to get added to the next block by miners. Correspondingly,
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FIGURE 10. Checking the distributors account in (a) under two situations
in (b) alarm triggered when payment is not complete while in (c) balance
increased as complete payment is transferred.

FIGURE 11. Smart contract vulnerabilities recorded by Oyente.

the miners are given a transaction fee; thus, these transactions
are prioritized based on the order of gas price. As a result,
the users willing to pay a higher gas price would have their
transactions processed quickly.

Table 2 shows the gas costs of transactions and their cor-
responding prices in US Dollars at an Ether exchange rate
of 1 ETH = 210.56 USD, for deploying the smart contract
along with the major functions related to the vendor while,
Table 3 and Table 4 correspond to the retailer and distributor
respectively. The tables show the four different gas prices
calculated to illustrate the change in transaction fees. These
gas prices were obtained on May 8th, 2020, according to the
ETH Gas Station [32]. Gas price equal to 19.6 Gwei corre-
sponds to prompt processing; 165 Gwei would take several

minutes, while a gas price of 13.2 Gwei would process at an
average transaction time, and 10 Gwei would correspond to
slower transaction time. Furthermore, we notice that the cost
incurred by the vendor does not exceed 7 USD, while the
retailer and distributor do not exceed 1 USD. This shows that
implementing the presented solution encourages cost-savings
and would result in increased profits to supply chain stake-
holders.

B. SECURITY AND PRIVACY ANALYSIS
In this section, we discuss key properties of the pro-
posed blockchain VMI solution in addressing major security
and privacy concerns that include data integrity, authentic-
ity, availability, accountability, and scalability. In addition,
we will consider the robustness of the system against popular
cyber-attacks such as DDoS attacks [1], [33].

1) SECURITY FEATURES
• Data integrity and tamper-resistance. Data integrity
refers to the trustworthiness of data and ensuring unau-
thorized modifications or changes to the data. The
source or origin of the data is vital to ensure that the
information has not been jeopardized. Data integrity also
refers to the resistance against the intentional tampering
of data stored and recorded within the blockchain net-
work itself.
To maintain integrity, the data needs to be protected
from tampering. In the blockchain, tamper-resistance
means that transactions stored in the block cannot be
jeopardized during or after the process of transaction
validation by miners. There are several possible ways in
which data could be tampered with. Miners may attempt
to alter the data in the transactions received. For instance,
they might try changing the transaction address of the
payee to themselves or another entity. Such attempts
cannot succeed as each transaction in the block is hashed
by a secure hash function such as SHA-256 then signed
using a secure digital signature algorithm. Hence, if a
miner attempts to alter the information, then it will be
automatically detected by other miners in the network.
The second way that the data could be tampered with is
by users. Users may attempt to manipulate and tamper
with stored data. With a blockchain-based solution, such
an attempt is impossible as the data is immutable using
a hashing mechanism. The blocks are linked together
using hash pointers, which are integral parts of the head-
ers of the blocks.

• Availability. Refers to the probability that desired infor-
mation or resources are accessible when needed at all
times. For instance, inventory and demand data need to
be made available for vendors so that they may calculate
the forecasted data for the next period to avoid run-
ning into stockouts. Thus, the information generated and
stored by retailers must be made accessible to vendors.
This is necessary because systems with low availability
are inefficient counterproductive. In certain situations,

182714 VOLUME 8, 2020



I. A. Omar et al.: Enhancing Vendor Managed Inventory Supply Chain Operations Using Blockchain Smart Contracts

TABLE 2. Transaction cost incurred by a vendor with different gas prices of Fastest (19.6 Gwei), Fast (16.5 Gwei), Average (13.2 Gwei) and Slow (10 Gwei)
at an Exchange Rate of 1 Eth = 210.56 USD.

TABLE 3. Transaction cost incurred by a retailer with different gas prices of Fastest (19.6 Gwei), Fast (16.5 Gwei), Average (13.2 Gwei) and Slow (10 Gwei)
at an Exchange Rate of 1 Eth = 210.56 USD.

TABLE 4. Transaction cost incurred by a distributor with different gas prices of Fastest (19.6 Gwei), Fast (16.5 Gwei), Average (13.2 Gwei) and Slow
(10 Gwei) at an Exchange Rate of 1 Eth = 210.56 USD.

information has to be continuously updated, such as
periodic sales and inventory, which demand quick and
responsive interaction. One of themain threats that cause
downtime are attempts to intentionally deny access to
the services and data available. The blockchainmitigates
this hazard by denying unauthorized users the ability to
interact with smart contracts. The smart contract was
designed to not allow unregistered users to add or mod-
ify information. This was enabled by leveraging the use
of modifiers in creating smart contracts.

• Authenticity. An important element in information
security is the confidence in that available data is trust-
worthy and genuine. In e-business and supply chain,
it is vital to guarantee that the transactions, data, and
communications are authentic. Moreover, it is essential
to authenticate the data submitted by all parties who
are involved in the VMI process. It is also necessary to
verify that users are exactly who they claim to be and that
unauthorized users are not able to steal their credentials.
This is achievable through the use of blockchain, as data
submitted by a particular user in the network is verified

through their digital signature, which is directly linked to
their private key. Also, no user can impersonate a stake-
holder in the network as unauthorized users would not
be granted permission since only registered participants
are allowed to interact with the VMI contract.

• Accountability. This element in information security is
crucial as any technology must be able to support non-
repudiation and uniquely trace the actions of each entity
back to it. Nonrepudiation means that one party cannot
deny the authenticity of their signature or the transac-
tions originated by them. This forces stakeholders to
fulfill their responsibilities as per the agreement. In our
blockchain-based VMI solution, the vendor, retailers,
and distributors cannot deny that they received a trans-
action or payment, nor can they deny a transaction
that was sent by them. This is because, as specified
by the blockchain, all entities sign and approve every
transaction before it is added to the block. The con-
tract alerts all stakeholders by triggering events when-
ever a stage from the VMI process has been completed
successfully.
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• Resistance to DDoS Attacks. A denial-of-service
(DoS) attack is a type of cyber-attacks that targets a
host machine, making it unavailable to its users due to
deliberate overloading. A variation of DoS is DDoS,
a ‘‘distributed’’ DoS attack, which attempts to create
data traffic on the victimmachine frommultiple sources.
These attackers take advantage of the security vulnera-
bilities in some computers that are connected to the net-
work. However, blockchain networks are decentralized
in nature, which allows transactions to get processed
and executed despite few nodes going offline. Thus, for
a DDoS to be successfully executed on a blockchain
network, the attackers would need to possess machines
with high computational power to cover infiltrate a sig-
nificant number of members in the blockchain network.
This makes it very difficult to achieve when attempting
a large scale DDoS attack.

2) VULNERABILITY ANALYSIS
In addition to the general security and privacy risks that face
blockchain smart contracts in general, we also analyzed the
smart contract developed for our VMI supply chain solution
for code vulnerabilities. This is done by analyzing the smart
code using three security tools. SmartCheck code analyzer
was used to discover potential risks in the code. In addition
to all the syntax errors, run time errors, and warnings that
Remix IDE notifies the developer about, SmartCheck pro-
vides further analysis of the smart code. SmartCheck detects
errors such as costly loops, unusual gas consumption, and
overflow and underflow. We found that SmartCheck tool
showed that our final version of the smart contract code is
fully free of any major or minor security and privacy vul-
nerabilities, as recorded by the SmartCheck log. Moreover,
the code was also analyzed using Securify by chain security
for code vulnerabilities. Securify only reported minor issues
regarding the transferring of ethers, which are necessary to
the algorithm implemented. To mitigate this, we validate the
address that initiates the transaction and as well validating the
data being sent within the transaction to ensure the amount
of ether being sent is accurate. This was done via modifiers
that restrict access of all methods to a specific group of
pre-defined entities.

In addition, the smart contract code was analyzed using
Oyente [34]. Oyente is a powerful tool that inspects Ethereum
smart contract against its knowledge base of vulnerabilities.
The tool produces a vulnerability report that lists crucial bugs
and whether they exist in the provided smart contract code.
These vulnerabilities include Integer overflow and underflow,
Transaction Ordering Dependence (TOD), callstack depth
attack, and re-entrancy attacks. Figure 11 below shows the
analysis report generated by Oyente for the vendor managed
inventory smart contract. As it can be seen, all vulnerabilities
that the Oyente tool checks for were marked as ‘‘False’’. This
proves that our smart contract is free of all of these bugs and
thereby secure.

C. QUALITATIVE COMPARISON
The comparative analysis is given in Table 5. The table com-
pares our proposed solution in this paper with existing solu-
tions found in the literature. It can be observed that existing
solutions presented in papers [24], [25] and [26] attempted
to address VMI challenges such as data integrity, informa-
tion accessibility, traceability, and transparency by providing
smart contract solutions and suggesting consensus mecha-
nisms. These papers provided a proof of concept and sug-
gested how their solution could be implemented into the real
world, with no or little technical details. For instance, [24],
discusses the applicability of using Ethereum-based smart
contract along with IPFS to store data while [25] utilizes
multiple smart contracts to carry out VMI operations. More-
over, [26] suggested a framework that integrated blockchain
and ERP systems to link the supplier to its customers. How-
ever, the implementation and testing of their proposed solu-
tion were not presented. Neither did they present any form of
analysis, such as cost or security analysis, to indicate that their
solution is potentially viable. On the contrary, our proposed
solution implemented and tested the proposed framework
using Remix IDE along with adequate analysis needed to
show the feasibility of our solution.

TABLE 5. Comparison with Blockchain-Based VMI State-of-the-art
Solutions.

D. OPEN RESEARCH CHALLENGES
Although blockchain has great potential in enhancing the
VMI process, some challenges have to be considered and
tackled in the future. In this section, we highlight some of
these major challenges.

1) LIMITATIONS OF SMART CONTRACTS
Smart contracts offer tremendous opportunities for blockchain
applications. Nevertheless, they suffer frommajor drawbacks
that form obstacles facing developers as well as users of
blockchain-based systems. There is a cost incurred for smart
contract deployment, function calls in the smart contract,
and each transaction initiated by the smart contract. These
costs could result in a high cost of operation if the contract
was not programmed to keep cost-effectiveness in mind.
Programmers are required to develop low-complexity, cost-
efficient code to minimize cost. In addition, buggy code can
result in unnecessary loss of money, especially in cases such
as infinite loops. Moreover, methods are restricted by a gas
limit set by the user to avoid overspending of gas, which
has to be taken into consideration when designing a smart

182716 VOLUME 8, 2020



I. A. Omar et al.: Enhancing Vendor Managed Inventory Supply Chain Operations Using Blockchain Smart Contracts

contract-based solution. Furthermore, the cost of execution in
fiat currency is not constant amongst all users of the system.
It depends on the gas cost set by the Ethereum client that is
sending a transaction to the smart contract. Therefore, the cost
of calling methods will vary between clients, and as a result,
the time of execution will vary as well. Finally, the smart
contracts are required to be written as to resist exploitation
and attacks such as reentrancy attacks.

2) KEY MANAGEMENT
Managing keys in blockchain platforms and especially
Ethereum, is different from other traditional systems. Users
acquire a pair of keys, a public key and a private key, typically
generated by a wallet application for the user. The client
Ethereum address is derived from the public key. Ethereum
clients need to maintain the secret private key in order to
have access to the account balance. Managing the private key
safely in Ethereum is crucial as there is no mechanism for
retrieval of passwords from a central authority in a blockchain
environment. Therefore, DApps such as cryptographic wal-
lets often store the private key. This is either done through
hexadecimal encoding, or more securely using a JSON file
encrypted using a passcode, or more commonly using a
mnemonic code backed up and linked to the user account.

3) SCALABILITY
The number of transactions increases as more users start
utilizing blockchain platforms such as Bitcoin and Ethereum.
A scalable system should be able to handle such increased
load by allocating more resources. However, this is not appli-
cable in blockchain networks as there is a limitation on the
time interval and block size required to generate a new block.
It should be noted that current blockchain platforms handle
only a few transactions per second when compared to tra-
ditional centralized platforms [35]. As a result, it becomes
problematic in a hectic industry, such as the supply chain,
as it requires a lot of transactions to be processed in real-
time. Moreover, miners in the network would rush to validate
transactions with a higher fee to compensate for their compu-
tational effort as a reward since the block size is limited.

4) UNFORESEEN FUTURE EVENTS
The advancement of technologies today is not equipped with
foreseeing risks such as employee strikes, natural disasters
like hurricanes or earthquakes, etc. which would considerably
lower the inventory levels required. Thus, the integration of
blockchain technology with artificial intelligence, big data,
machine learning is essential to enable the VMI process to
operate vigorously. However, combining these various tech-
nologies to work together in a synchronized manner is still at
an early stage.

5) RESISTANCE TOWARDS ADOPTING A DECENTRALIZED
PLATFORM
Current stakeholders in the supply chain mostly deploy a
centralized, industry-oriented platform for communication

and information exchanges. Thus, it becomes very diffi-
cult to convince such stakeholders to adopt or integrate
blockchain technology solutions into their daily operations.
This is because some businesses in the supply chain industry
view the adoption of blockchain applications to exchange
transactions as an obstacle since it requires them to step out
of their comfort zone and learn new skills or hire new talent.
However, these businesses in the supply chain industry may
need to adapt to these latest technologies if they wish to
survive in a competitive industry.

VIII. CONCLUSION
In this paper, we have discussed the benefits of blockchain
technology applied to VMI in supply chain operations.
A blockchain-based VMI solution enables increased produc-
tivity, and improved supply chain performance as establishing
such a network would enhance communication between dif-
ferent trading partners and promote transparency. It ensures
a strong value chain partnership with an increase in trust
among stakeholders. Moreover, it improves order accuracy as
data integrity is maintained and potentially leads to increased
profits to all participating supply chain stakeholders. VMI
empowered with blockchain solution offers a cost-effective
and efficient approach to inventory and replenishment strate-
gies across various supply chains.

Our blockchain-based solution for implementing VMI
operations framework focused on the use of Ethereum smart
contracts to manage transactions in a decentralized manner
without the need for intermediaries, such as VMI service
providers. The system architecture, framework, algorithms,
sequence diagram, and testing are suitable to work for any
field in the realm of VMI applications. Our solution addresses
the challenges in current VMI operations, such as single
point of failure, data manipulation, and miscommunication.
Hence, it ensures transparency, traceability, and data integrity
enabled by the inherent features of blockchain technology.
Furthermore, the smart-contract reassures stakeholders in the
network that the operations are carried out without engaging
in malicious activities, and it guarantees that only the stake-
holders who are granted permission may communicate with
the contract. The code ismade public and available in GitHub.
The functions related to the vendor, distributor, and retail-
ers were tested to demonstrate the validity and operational
aspects of the smart contract, as stated in the algorithms.

Furthermore, we discussed how the proposed blockchain
solution ensures security features and issues related to data
integrity, availability, authenticity, accountability, and cyber-
attacks. In addition, we presented an extensive cost analysis
to compute transaction costs that each stakeholder would
incur when communicating with the contract. Our analysis
has shown that our proposed solution is cost-efficient as the
vendor would not have to pay more than 7 USD and that
the distributor and retailers would pay an amount equal to
almost less than a dollar. This demonstrates that the pro-
posed solution is feasible as each stakeholder pays fractional
amount when compared to using traditional methods in which
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third party members must be paid for their services as well.
For future work, we plan to design and build decentralized
applications to fully automate the VMI process for all stake-
holders. We also aim to expand the smart contract functions
to address the multiple needs of the supply chain industry.
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