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ABSTRACT The rapid growth of renewable energy has increased the requirements of the smart grid for
communication and processing capabilities. As an effective solution to collect and manage information,
the wireless network can improve the efficiency of renewable energy management. But due to the wireless
data transmission risk and centralized power trading, the smart grid employing wireless networks cannot
guarantee the security of the electricitymarket and the high consumption of renewable energy. Recently, as an
emerging data-sharing technology, the blockchain has attracted widespread attention and is considered to
have the potential to solve above problems. In this paper, we propose a blockchain-enabled secure power trad-
ingmechanism for the smart grid employingwireless networks. The blockchain is introduced to record power
data collected by the wireless network, and the smart contract can make reasonable trading decisions based
on this. The dual-chain structure composed of local energy trading blockchain and renewable energy trading
blockchain improves the efficiency of power trading and renewable energy consumption. To strengthen
the stability of renewable energy producers and expand their scale, we also design a blockchain-enabled
renewable energy incentive mechanism. Finally, the modified Southern California Edison 56 bus test feeder
model validated our mechanism.

INDEX TERMS Wireless network, blockchain, security, power trading mechanism, smart grid.

I. INTRODUCTION
The past years have witnessed the rapid development of the
wireless network in various fields [1], [2]. Due to the effi-
cient data collection and communication methods of wireless
networks, there are many applications in smart grids, such
as wireless automatic meter reading, real-time pricing, and
remote meter reading, which provide new technical support
for the expanding electricity market [3].

Meanwhile, the production of renewable energy is grow-
ing rapidly, according to the survey of the International
Renewable Energy Agency Innovation and Technology Cen-
tre (IITC), renewable energy will account for 36% of the
global grid in 2030 [4]. In this case, the wireless network can
effectively monitor renewable energy generation and provide
power trading information for users in the electricity market.
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The security of wireless networks has become the key to
ensuring the stable operation of the smart grid.

The application of wireless network communication pro-
vides a new approach for information collection and trans-
mission in the electricity market. However, the smart grid
employing wireless networks are facing some challenges
while achieving efficient energy management. The tradi-
tional electricity market relies on centralized information
processing methods to manage power trading data, and the
concentrator node in wireless network can accept trading
information sent by all user nodes to help the electricity
market set the market-clearing price [5]–[7]. This central-
ized method may cause some security issues such as single-
point of failure or performance bottlenecks [8]. Although
some distributed approaches use sensor nodes to store and
process data, thereby avoiding the security issue caused by
the centralized organization [9]–[12], they are hard to deploy
distributed power trading in practice due to the lack of
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trust between consumers and producers. Within this context,
the electricity market dominated by renewable energy pro-
ducers cannot be developed. More seriously, the combination
of the smart grid and wireless network exacerbates the above
problems during the power trading [13]. Therefore, the elec-
tricity market needs a mechanism to ensure the security
of power trading and enhance the trust between consumers
and producers while making renewable energy is efficiently
consumed [14].

Recently, the rise of blockchain technology has promoted
the development of research in various fields [15]–[17],
and provides promising solutions to above problems [18],
[19]. Blockchain is a distributed database technology with
features such as decentralization, traceability, transparency,
and non-tampering [20]–[22]. Because of its ability to
significantly improve trading security, it also has been
used to construct power trading mechanisms [23]–[25].
Pieroni et al. [26] proposed a blockchain-based P2P power
trading mechanism that can bring more possibilities to the
power flow. Mengelkamp et al. [27] used the blockchain as
a trusted communication channel and used smart contracts
to match supply and demand. Stadler et al. [28] thought that
blockchain can be used to build a distributed power trading,
and can achieve a balance between energy production and
consumption in the local grid. However, these schemes have
fail to reduce the barriers to entry in the traditional electricity
market, and therefore cannot allow renewable energy retailers
to enter. Moreover, they also lack a processing method for
overall power trading.

Motivated by the above challenges, we propose a
blockchain-enabled power trading mechanism for smart grid
employing wireless network. The proposed mechanism is
built in an active distribution network (ADN), which has
a high penetration rate of renewable energy resources, and
meets the optimal power flow (OPF) constraints. We intro-
duce the local energy trading blockchain (LETB) to record
and publish information on the local electricity market, and
use the regional renewable energy trading blockchain (RETB)
to record renewable energy producers information. The dual-
chain structure composed of LETB and RETB can consume
renewable energy in different regions in stages while ensuring
trading security. Consumers will trigger smart contracts in
LETB and RETB in turn to generate distribution plans based
on their demand. Then the smart contract comprehensively
considers attributes such as the reputation, capacity, and
bidding price of the producers in the grid to match power
trading and publish the distribution plan. After the power
distribution is completed, consumers will give feedback to
the blockchain based on the quality of the power distribution.
The smart contract can be triggered to modify the reputation
value of the producer and pay the reward based on the feed-
back result. Specifically, the main contributions are given as
follows.
1) We propose a distributed power trading decision-making

method in the smart grid. By introducing blockchain
and smart contracts to transmit data and make-decision

in the wireless network, the trust and security issues of
centralized power trading are solved.

2) We design a distributed power trading mechanism to
reduce consumers’ electricity purchase costs and the
grid burden. The proposed mechanism consists of smart
contracts on the LETB and the RETB, which can reason-
ably consume local energy storage and regional renew-
able energy in stages.

3) We design a blockchain-enabled incentive mechanism
for renewable energy power trading to encourage pro-
ducers expanding the scale and improving the quality of
power generation. The smart contract can automatically
and fairly pay remuneration to renewable energy produc-
ers according to the incentive algorithm.

4) We use the Ethereum blockchain and Southern
California Edison (SCE) 56-bus test feeder to demon-
strate the specific implementation of the blockchain-
enabled distributed power trading mechanism.

The progress of this article is as follows: In the next section,
we introduce some related works. In Section III, wemodel the
system and solve it under the constraints of OPF. Section IV
describes the approach. Section V models of case studies and
simulation results. Section VI summarizes this article and
describes future work.

II. RELATED WORK
This section review some of the latest work on electricity
markets, power trading mechanisms, and briefly introduces
blockchain technology.

A. TRADITIONAL APPROACHES
In the initial stage of electricity market construction, various
countries, such as the United States (PJM, New York) and
Australia [6], adopted a centralized structure due to higher
resource allocation efficiency. The centralized structure can
obtain all the information of the participants, including the
demand characteristics of all consumers, the supply charac-
teristics of all producers, and the relevant internal and external
constraints. Give this context, if regulators with sufficient
calculation and analysis capabilities can make decisions to
maximize social welfare, then the centralized power trad-
ing can achieve the result of maximizing social welfare.
Oviedo et al. [7] proposed that the centralized structure has
a lower deployment cost, but relatively distributed archi-
tecture requires higher information processing capabilities.
With the advancement of wireless networks, wireless sensor
networks have gradually become a key technology to collect
and process power trading information. Kim and Jin [29]
designed a branch-based wireless sensor network, which can
efficiently collect the power consumption data of each user
in a centralized power trading without conflicts due to the
time synchronization of smart meters. The electricity market
with centralized power trading is common, but the central-
ized structure will bring centralization issues, such as single
points of failure. Worse still, considering the application of

177746 VOLUME 8, 2020



Z. Liu et al.: Blockchain-Enabled Secure Power Trading Mechanism for Smart Grid Employing Wireless Networks

wireless networks, its data transmission risks may exacerbate
the above security problems.

In recent years, the distributed power trading has gradually
become a hot research topic, which has been preliminarily
explored by Piclo [30] and Sonnen community [31] in prac-
tice. The distributed market structure is more suitable for
smart grids where renewable energy accounts for a relatively
large proportion, and combined with the wireless network
can better consume renewable energy. Shen et al. [32] given
a multi-level model combined with energy storage systems.
By combining distributed generations, energy storage sys-
tems, and the network, Yu et al. [33] provided a regional
autonomous energy system and defined the power supply and
energy storage capacity index in the system. Nick et al. [34]
through the optimal allocation of the multi-objective opti-
mization of the distributed energy storage system, so that the
system can achieve a balance between economic goals and
technical requirements. Although the proposed approaches
alleviate the voltage deviation, eliminate line congestion and
reduce the load and the operating cost, traditional optimized
control cannot effectively absorb renewable energy locally,
and centralized power trading management may also cause
single-point failures and performance bottlenecks. Similarly,
the power trading between consumers and producers has
also been explored in [35] and [36]. Tushar et al. [37] used
the mid-market price as the pricing mechanism of the pro-
posed P2P trading and proposed the canonical coalition game
framework, to ensure that honest producers can get steady
profits. Particularly, these schemes do not consider how to
overcome the price barriers imposed by the existing electric-
ity market, and these distributed power trading mechanisms
are difficult to deploy due to the mistrust between consumers
and producers.

B. BLOCKCHAIN AND RELEVANT APPROACHES
1) BLOCKCHAIN AND SMART CONTRACT
Blockchain is originally the distributed database technology
behind the Bitcoin project [38]. The data on the blockchain
is stored in blocks. In a block, the part that stores data is
called the block body, and the part that stores the hash of the
previous block, the hash of the block body and the time stamp,
etc. is called the block header. The data in the blockchain is
stored by all nodes in the network, and these nodes are agreed
on the blockchain through a consensus mechanism. The hash
of the previous block can be regarded as a pointer. These
pointers make all blocks form a chain from back to front. If
the adversary wants to modify the data stored in a block, all
blocks after this block need to be changed, which is difficult
to achieve. In addition, according to this chain structure, any
information also can be traced back by the nodes in the
blockchain [39]. The blockchain can be divided into three
categories based on different accessmechanisms: public, con-
sortium, and private blockchain. The public blockchain can
be accessed by all nodes, is completely decentralized, and has
high security. The consortium blockchain is maintained by
somemore influential authority nodes with higher blockchain

transaction throughput. And the private blockchain is usually
used to store data distributed among trusted nodes within the
organization.

The emergence of smart contract technology has greatly
expanded the functions of the blockchain [40]–[43]. A smart
contract is a piece of program code running on the blockchain.
In the Ethereum blockchain platform that first proposed the
concept of smart contracts, every node needs to deploy an
Ethereum virtual machine (EVM) [44]. When the smart con-
tract is called by a blockchain node, all nodes run programs
in their local EVM and use the consensus mechanism to
produce a consistent result. Profited from Turing’s complete
smart contract language, smart contracts can implement more
complex algorithm functions, and have broad application
prospects in power trading scenarios.

2) BLOCKCHAIN-BASED APPROACHES
Recently, the emergence of blockchain technology has pro-
moted the development of distributed power trading mecha-
nisms and demand-side management, which has brought new
ideas for electricity market managements [41]. Li et al. [45]
used blockchain technology to record the information
of consumers and producers in the real-time electricity
market. According to the openness and transparency of the
blockchain, the two sides can safely exchange their power
information, thus improving the security of the power system
without significantly affecting the operation cost. Park and
Kim [46] used blockchain to validate the electricity market in
the smart grid to supervise consumers and producers who are
not fully trusted. Liu et al. [47] introduced a blockchain-based
tradingmodel into electric vehicle power trading, inwhich the
proposed trading mechanism can improve the economics of
both buyers and sellers of electric vehicles. Kang et al. [48]
designed a blockchain-enabled trading model for electric
vehicles in the smart grid. The incentive mechanism in the
smart contract encourages electric vehicles to release energy
to balance local power demand and achieve demand response.
It can be seen that blockchain-based approaches provide a
security guarantee for power trading and can also incentivize
users. However, the above solutions are based on the existing
centralized electricity market and cannot be adapted to the
distributed environment. In addition, since the price model of
OPF is not considered, it is difficult to accurately reflect the
actual power demand. Therefore, the power trading mecha-
nism based on the blockchain needs further research to make
it reasonable.

III. PROBLEM FORMULATION
This section introduces the operation model in ADN, the sys-
tem model of our blockchain-enabled distributed power trad-
ing mechanism and our design goals. Some of the necessary
symbols are shown in Table 1.

A. OPERATION MODEL
The operation model of our mechanism includes follow-
ing entities: regulated power plants, distributed renewable
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TABLE 1. Symbols and definitions.

energy generating units, controllable loads, uncontrollable
loads and energy storage batteries. Their specific defini-
tions are as follows, where i denotes the bus index of the
distribution system, t denotes the time period, Vimin repre-
sents the lowest value of the node voltage that meets the
power system standards, and Vimax represents the highest
value of the node voltage that meets the power system
standards.

1) REGULATED POWER PLANT
The regulated power plant is mainly controlled power
generation node set G includes small thermal power
units, gas turbines, and fuel cells. The constraint con-
ditions for active power and reactive power must meet
are:

PGi,min ≤ PGi,t ≤ PGi,max (1)

QGi,min ≤ QGi,t ≤ QGi,max (2)

For i∈ G at t are considered to have quadratic cost functions
as Ci,t (PGi,t ) = αi,tP2Gi,t + βi,tPGi,t + γi,t . In the above
model, PGi,t is the active power of generation node i at
time t. QGi,t is the reactive power of generation node i at
time t . In order to ensure the power quality and power supply
safety requirements, node i should meet the constraints (1)
and (2).

2) DISTRIBUTED RENEWABLE ENERGY
Renewable energy generation is mainly photovoltaic (PV)
generation in this paper.

PDGi,min ≤ PDGi,t ≤ PDGi,max (3)

The active power generated by the solar panel at the i node
at time t satisfies the above constraints, where PDGi,max and
PDGi,min are the upper and lower limits of photovoltaic power
output, respectively.

3) CONTROLLABLE LOADS
Electric vehicles (EV) is the main controllable load in the
power system. We define the controllable loads as Si,t =
Pi,t + jQi,t for i ∈ CL (controllable loads node set). For
example, the electric vehicle from appliances with flexible
power profile but fixed energy demand Ei,demand in 24 h. The
mathematical model of controllable load is as [49]:

Ei,demand =
T∑
t=1

Si,t1t (4)

where, T is the length of the time-horzion and 1t is the time
interval. Si,t = 0, for t = 1, . . . , ti,start , ti,end , . . . ,T .

4) UNCONTROLLABLE LOADS
Uncontrollable loads mainly include street lights, medical
institutions and other non-power-off or power-limiting loads
in general. The static mathematical model is given as:

Pstatic = PN [ap(v/vn)2 + bp(v/vn)+ cp)] (5)

Qstatic = QN [aq(v/vn)2 + bq(v/vn)+ cq)] (6)

where VN is the rated voltage, PN and QN are the active
and reactive power at the rated voltage, respectively. Each
coefficient can be obtained by the least square method fitting
according to the actual voltage static characteristics.

ap + bp + cp = 1 (7)

ap + bp + cp = 1 (8)

Equations (5) and (6) show that the active power and reactive
power of the uncontrollable loads are composed of three
parts, the first part is proportional to the square of the volt-
age and represents the power consumed by the constant
impedance, the second part is proportional to the voltage and
represents the power corresponding to the constant current
load, the third part is the constant power component.

5) ENERGY STORAGE SYSTEM
Energy storage systems (ESS) are devices that can store and
release energy. They play a vital role in the reliability and
power quality of power systems [50].

Ei,t = Ei,t−1 +1T (Pchai,t ηcha − P
dis
i,t ηdis) (9)

Pi,t = Pdisi,t − P
cha
i,t (10)

Ei,cSoCmin ≤ Ei,t ≤ Ei,cSoCmax (11)

0 ≤ Pchai,t ≤ P
cha
i,max (12)
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where Ei,t represents the energy storage of the energy storage
element located at node i at time t. Its upper and lower limits
are determined by Ei,cSoCmax and Ei,cSoCmin as the charging
efficiency and discharge efficiency, Ei,c is the rated capacity,
SoCmin and SoCmax ∈(0,1] are the minimum and maximum
state of charge, which prevent the battery from overcharging
and overdischarging. Pchai,max and Pdisi,max are the maximum
charge and discharge powers, respectively.

6) NETWORK LOSS OF DISTRIBUTION NETWORK
The active power of the branch i, j can be expressed as:

Pij,t = U2
i,tGij − Ui,tUj,t (Gij cos δij + Bij sin δij)

∀t ∈ T ,∀(i, j) ∈ J (13)

where, Gij + jBij is the admittance of the branch. Therefore,
the active power loss of the branch can be expressed as:

Plossij,t = Pij,t + Pij,t

= (U2
i,t + U

2
j,t )Gij − 2Ui,tUj,tGij cos δij (14)

Since δ is usually very small, cos δij = −δ2ij/2. Substituting
this into Equation (14) can be obtained:

Plossij,t = (Ui,t − Uj,t )2Gij + (δi − δj)2Ui,tUj,tGij (15)

The voltage amplitude is not sensitive to changes in the active
power injection, so it can be regarded as a constant value.
Therefore, the change part of the system network loss is
only related to the node active power injection, which can be
expressed as:

Plosst =

∑
ij

(δi − δj)2Ui,tUj,tGij (16)

B. SYSTEM MODEL
We propose a blockchain-enabled distributed power trad-
ing mechanism in the distributed electricity market. There
are four kinds of participants in our scheme: the consumer,
the local producer, the renewable energy producer and the
grid. The details of them are described as follows.
• Consumer, who is the party with power demand in
the electricity market, and will purchase power from
local producers, renewable energy producers and grid,
including the uncontrollable loads, controllable loads
and ESS proposed in the system model.

• Local producer, who is an entity that is geographically
similar to the consumer, can generate power through
rooftop photovoltaics and sell the electrical energy
stored in ESS.

• Renewable energy producer, who is mainly the dis-
tributed photovoltaic power plant, and provides energy
for the electricity market.

• Grid, who is consists of other large power plants and
regulated power plants, which can supply power to con-
sumers when other producers cannot meet their demand.

In our scheme, each participant is connected to a
blockchain network and is able to use the blockchain func-
tion. We assume that every participant is rational and will

not act against their interests, that is, consumers will pursue
the lowest electricity purchase cost and better power quality.
In addition, local producers and renewable energy producers
will also not set unreasonable electricity prices.

C. DESIGN GOALS
In this paper, we aim to meet the OPF designing a system that
can combine the advantages of blockchain and distributed
power trading. We propose the energy balance formula in
the system, and transformed the operation model proposed in
subsection A into a second-order cone programming (SOCP).
For each bus i, Let Si = Pi + jQi be node i’s net complex

power injection. The ADN we build meets the following
power balance.

n−1∑
i=1

Ploadi,t + P
loss
t + P

cha
t = Pdist +

n−1∑
i=1

PDGi,t + P
Sl
t (17)

where Ploadi,t represents the injected power of the load, Plosst
represents the active power loss of the grid, Pchat represents
the charging power of the ESS in the system at time t , Pdist is
the discharge power of the ESS at time t , PDGi,t represents the
photovoltaic generation in the system at time t , PSlt represents
the injected active power of the slack bus in the grid at time t .
Equations (1)-(17) constitute a non-linear programming

(NLP) problem. At the same time, because of the non-
convexity of the power flow equation, it is difficult to obtain
the global optimal solution. The second-order relaxation can
transform the original problem into a convex optimization.{
Uj,t = u2j,t ∀t ∈ T ,∀j ∈ J

Iij,t = I2ij,t ∀t ∈ T ,∀(i, j) ∈ J
(18)

Pij,t − rijIij,t

=

∑
k∈vj

Pkj,t + Ploadj,t + P
cha
j,t ∀t ∈ T , ∀(i, j) ∈ J (19)

Qij,t − xijIij,t

=

∑
k∈vj

Qkj,t + Qloadj,t ∀t ∈ T , ∀(i, j) ∈ J (20)

Uj,t
= Ui,t − 2(rijPij + xijQij,t )+ (r2ij + x

2
ij)Iij,t

∀t ∈ T , ∀(i, j) ∈ J (21)

where Uj,t is the voltage of node j at time t , Pij is the active
power transmitted by line (i, j) at time t , rij and xij are the
resistance and reactance of line (i, j), Ploadj,t and Qloadj,t are the
active and reactive power transmitted by line (i, j) at time t ,
respectively. vj is a subset of node set J . The original problem
is further transformed into second-order cone programming
as follows. Using commonly used commercial solvers such
as CPLEX, MOSEK, etc. can quickly find the global optimal
solution.∥∥∥∥∥∥

2Pij,t
2Qij,t
Iij,t − Uj,t

∥∥∥∥∥∥
2

≤ Iij,t + Uj,t ∀t ∈ T , ∀(i, j) ∈ J (22)
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FIGURE 1. The framework of the blockchain-enabled distributed power trading mechanism.

The objective function is the OPF model of the open elec-
tricity market with the smallest active power purchase cost
settled at the marker clear price:

minF = Ploss+CMCP ·
n∑
i=1

PDG,i+Cstor ·
n∑
i=1

Pstor,i (23)

While satisfying OPF constraints, we established the objec-
tive function of the system. The cost of active power pur-
chase according to the market clearing price is defined by
CMCP ·

∑n
i=1 PDG,i (CMCP are the active power market clear

price), in addition to the thermal losses that are characterized
by Ploss. The cost of local energy storage is expressed by
Cstor ·

∑n
i=1 Pstor,i. Therefore, in our trading mechanism,

the electricity price for consumers should meet the constraint
of equation (24).

In addition, our trading mechanism should also meet the
goal of effectively conducting distributed power trading in
the distributed electricitymarket, and incentivizing renewable
energy producers to provide stable power and expand their
power generation scale.

IV. APPROACH
In this section, we introduce the power trading mechanism of
the blockchain-enabled distributed electricity market. Main
operations of the system are illustrated in Fig.1.

A. OVERVIEW
Our approach is divided into three phases: initialization
phase, local power trading phase and renewable energy trad-
ing phase. In the initialization phase, the LETB and RETB
blockchain networks will be established in various regions,
and each entity in the electricity market will join the cor-
responding blockchain. Subsequently, in the local power

trading phase, consumers and producers public their demand
and capacity in the LETB, so that the smart contract can
arrange power distribution plans reasonably. After the local
power distribution is completed, the smart contract will mod-
ify the reputation value of each producer based on con-
sumers’ feedback and give them incentives. Furthermore,
the approach enters the renewable energy trading phase when
local power distribution fails to meet consumers’ demand.
The remaining power is completed by the renewable energy
producers through smart contract matching to complete the
power distribution plan. If the above operation fails to meet
the load power plan, the local grid will supply the remaining
power as a backup.

B. INITIALIZATION PHASE
In this phase, consumers and producers belong to similar
geographical locations establish the LETB network based on
the consortium blockchain, and select some entities with a
high reputation as the authorized nodes tomaintain the LETB.
Meanwhile, renewable energy producers and consumers set
up RETB networks. Then, consumers join nearby LETB and
RETB, local producers join nearby LETB, and renewable
energy producers join nearby RETB. They publish some
identity information in these blockchains for registration. The
smart contract assigns each registered entity an initial repu-
tation value rp, which can change as the trading progresses.
By doing so, the reputation value as a basic affects the trading
order of producers in power trading, which further affects the
economic benefits of them. More specifically, producers can
increase their reputation value through successful trading and
enhance their competitiveness. In contrast, the poor power
generation effect will also reduce their reputation.

Then, the nodes in the blockchain will set the locational
marginal price (LMP). LMP is a pricing constrain, if the
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producer’s bidding price is higher than LMP, the power trad-
ing will not proceed. Based on the theoretical basis of real-
time electricity price, the Lagrangian function formed by
the goals and constraints, where the Lagrangian constraint
factor for node injection power balance is the correspond-
ing marginal cost of the node injection power. Therefore,
the blockchain nodes call the smart contract to calculate LMP
according to the following equation.

ρpi = λpi =
∂Cpi(PGi)
∂PGi

− ηmin + ηmax

ρqi = λqi =
∂Cqi(QGi)
∂QGi

− ξmin + ξmax (24)

where pi and qi are the node injected power, λpi is the
node injected power-constrained Lagrange multiplier, η is
the generator set active power-constrained Lagrange and ξ
is the Lagrange multiplier of the generator reactive power
constraint. Finally, LMP will serve as the basis for retail
investors to determine the price of renewable energy in our
distributed power trading. And to make the economic effect
obvious, the price should be higher than the feed-in tariff (the
pricing mechanism is not within our scope) [51].

C. LOCAL POWER TRADING PHASE
In the local power trading phase, local producers provide
power to consumers under the guidance of LETB’s smart
contracts. We use p to denote the local producer, the special
details are shown as follows.
• Step 1: [Upload local producer information].
The local producer p triggers the smart contract to upload

his information (esp, vp) to LETB, where es represents the
salable local storage, v represents the local energy storage
bidding price. Whenever a producer uploads information,
the smart contract will execute a sorting algorithm to sort all
producers according to their bidding price.
• Step 2: [Upload power demand].
The consumers’ power demand will trigger the smart con-

tract in LETB to upload consumer information for local
trading. Specifically, the consumer uploads (m, rt) to LETB,
in which m is the consumer’s power demand and rt is the
reputation threshold value of local producers. Then, the smart
contract generates the results of this trading according to the
consumer’s power demand. The smart contract will select
some local producers that satisfy rp ≥ rt according to the
order of bidding price from low to high, until the sum of
esp of all the selected producers can meet the consumer’s
demand, or all producers have been selected (as shown in
Algorithm 1). Finally, the power trading results will be pub-
lished on the blockchain.
• Step 3: [Distribute power].
According to the running results of the smart contract in

the previous step, blockchain will convey the information
to the transmission and distribution system operator (TSO)
completes the distribution plan. In this step, we assume that
producers will not cancel the trading, and the power trading
information is accurately provided by the smart meter. At the

Algorithm 1 Local Energy Trading
Input: m, rt , (esp1, . . . , espn), (rp1, . . . , rpn);
Output: Local power trading results;
1: for all k = 0; k < n and m > 0; k++ do
2: if espk 6= 0 and rpk > rt then
3: if m >= espk then
4: m← m− espk ;
5: else
6: m← 0;
7: end if
8: espk = 0;
9: end if
10: end for
11: return Local producer sort p1, . . . , pk

same time, TSO and the power trading blockchain network
will continue to check and confirm the information to ensure
that each power trading can be completed correctly.
• Step 4: [Return trading feedback].
After power distribution is completed, the consumer will

return feedback to LETB and pay the cost of electricity.
We assume that this process is automatically completed by the
consumer’s smart meter device, which is impossible to cheat.
Then, receiving this feedback, the smart contract on LETB
adjusts the reputation value of the relevant producers. The
reputation value of the producers who successfully complete
the power distribution plan will be increased, and they will
have a greater advantage in the next power distribution plan.
While the reputation of producers with poor power quality
will be reduced. Finally, the electricity price will be paid to
the corresponding producers.

D. RENEWABLE ENERGY TRADING PHASE
If the consumer’s power demand has not yet been met after
the local power trading is completed, the approach enters the
renewable energy trading phase. Renewable energy producers
can trading with consumers through smart contracts in the
blockchain to meet the demand. Specific steps are illustrated
as follows.
•Step 1: [Upload renewable energy producer information].
Similar to the step 1 in the above phase, renewable energy

producers in the electricity market should upload their infor-
mation d(1Td ,md ,Cd , td ) to the blockchain network, where
1Td is the expected stable generation period of renewable
energy, md indicates the available power supply capacity, Cd
is the new energy producer’s expectations electricity price,
td is the cumulative supply time of new energy generation.
To improve the accuracy of the power distribution plan, it is
necessary to continuously enrich the information contained in
each consumer in the distribution system (weather conditions,
the nature of the power unit, market fluctuations, etc.).
• Step 2: [Trade renewable energy on RETB].
Local energy storage often fails to meet the power demand

of consumers, so there may be a power supply shortage
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1m after local energy storage and residual power trading
phase. The power shortage is provided by the distributed
generation of renewable energy in priority. When there is a
power shortage, the consumer will upload the power short-
age to the RETB, 1m will trigger the smart contract of the
RETB. According to the information in RETB, the renewable
energy power generation node d will be found under the
OPF condition. When the consumer’s demand period TD is
within the stable generation period Td of renewable energy
producer and the power demand shortage of the consumer
1m is less than the generation capacity md of renewable
energy producer, the system matches the consumer with the
appropriate generation node through the RETB network (as
shown in Algorithm 2).

Algorithm 2 Regional Renewable Energy Trading
Input: 1m, TD;
Output: The renewable energy producer, d ;
1: for all d such that d ∈ D do
2: Upload node d(1Td ,md ,CREG, td );
3: end for
4: while TD ⊂ 1Td [Tstart ,Tend ] and 1m < md do
5: Selecting node d from D;
6: renewable energy generation matching;
7: td = td + TD;
8: end while
9: return d(1Td ,md ,CREG, td )

• Step 3: [Distribute power].
Similar to the previous phase of the distribution power pro-

cess, TSO completes the distribution plan between renewable
energy producers and consumers according to the result of the
smart contract.
• Step 4: [Return feedback and implement incentive].
After each renewable energy producer completes its dis-

tribution plan, the consumer returns the feedback of the
completion of this distribution plan through the blockchain.
According to this feedback, the smart contract on the RETB
gives an incentive to renewable energy producer node d that
completes the distribution plan, and the expected electricity
price of node d is as follows:

Cd = CREG · [1+ logk (x + 1)] (25)

where Cd is the electricity price after the incentive, CREG
is the current basic electricity price of renewable energy,
k is the difficulty adjustment coefficient, x is the compre-
hensive parameter equation of the power supply unit, which
is defined as x = P · td + s. In this formula, P represents
the scale of power generation, s represents the node’s power
generation stability during the 1T period, td ≥ 0 is the
accumulated stable generation time of renewable energy pro-
ducer. Renewable energy producers incentive function aims
to encourage power producers to increase the construction
and investment of renewable energy producers. Meanwhile,
stable power generation performance and long cumulative

FIGURE 2. The SCE 56 bus feeder node figure.

FIGURE 3. The household energy storage and rooftop photovoltaic.

power generation time can bring better economic benefits to
power producers. Incentives I = Cd −CREG are tokens given
to producers, and the incentives are economically realized by
government agencies or grid operators.

Finally, if the power supply is still insufficient, the ADN
will obtain power from the regional grid nearby, and finally
complete the distribution plan.

V. EVALUATION
This section analyzes the on-chain part performance and the
off-chain part performance separately to illustrate the feasi-
bility of our approach.

A. EXPERIMENT ENVIRONMENT
The electrical data of our approach are simulated inWindows
with an Intel Core CPU I7-9750H @ 2.60Ghz. We chose the
SCE 56 bus test [52] as the platform to build the distribution
network. It is a lightly loaded rural distribution feeder. In this
distribution network, we integrate a 1 MW and a 0.8 MW
photovoltaic power station. California Independent System
Operator (CAISO) [53] generates a reasonable load distribu-
tion for 24 hours. Fig. 2 shows our modifications to the SCE
56-bus test feeder.

Rooftop photovoltaic and energy storage batteries are
installed on home users on the SCE 56-bus test feeder as
shown in Fig. 3. The 1 MW and 0.8 MW photovoltaic power
stations are integrated on nodes 53 and 19 respectively.

We set that the energy storage battery of each consumer
is charged via rooftop photovoltaic devices during the day
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FIGURE 4. The average gas consumption.

and the consumer’s power demand is less than the battery
energy storage. In addition, we use Ethereum Geth client to
build a consortium blockchain and a private blockchain to
simulate LTEB and RETB respectively, and test the overhead
of performing operations.

B. RESULTS AND DISCUSSIONS
In the experiment, we test the gas consumption, electricity
cost and grid load under the experimental environment to
show the advantages of the operating effect of our system and
the effectiveness of our algorithm.

1) GAS CONSUMPTION
In the smart contract of Ethereum, each operation requires a
certain amount of gas, so the gas consumption can reflect the
overhead of performing operations on the blockchain.

Fig. 4 shows the gas consumption of the main operations
that need to be executed on the blockchain in our scheme.
Among them, operations a, b, c in LETB and f , g, h in RETB
are respectively performed by local producers and renewable
energy producers, and the rest of the operations are performed
by the consumer. We can see that sorting the producer’s
bidding price consumes the main number of gas. In addition,
due to the large number of producers in LETB, the operation
c consumes about 280,000 units of gas. By contrast, the num-
ber of renewable energy producers in RETB is smaller than
the number of local producers in LETB, consuming about
110,000 units of gas. The rest of the operations are mainly
to store data on the blockchain, and their gas consumption
does not exceed 150,000, which is acceptable to all nodes in
the system.

2) LOAD ANALYSIS
In this experiment, we test the grid loads in different scenarios
to show the effectiveness of our approach. We compare the
power changes of the SCE 56-bus feeder before and after
blockchain-enabled power trading according to the energy
trading situation.

FIGURE 5. The power curve of load demand and battery powered.

FIGURE 6. The power curve of power shortage and PV power generation.

Fig. 5 describes the change in load and local energy storage
within 24 hours. The two peaks of power consumption of the
load appear at 8 A.M. and 8 P.M. respectively. Local energy
storage provides more power from 8 P.M. to 5 A.M. the next
day. It can be seen from Fig. 5 that after 5 A.M. the next day,
the local producer’s batteries provide power for consumers
distributed electricity market. However, due to the limitations
of the current storage battery hardware facilities, the total
power provided by local energy storage is still insufficient
for the system.

Fig. 6 shows the changes in the consumer’s power shortage
and renewable energy producer ’s PV power generation in
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FIGURE 7. The total power demand of a day.

FIGURE 8. The price comparison of a day.

different time periods after the end of local power trading.
We can see that the generation of renewable energy gradually
increases after 8 A.M. and reaches its peak from 10 A.M.
until 4 P.M.. During this period, renewable energy producers
can provide large amounts of electricity. Therefore, when PV
generation works normally, our mechanism can effectively
alleviate the power shortage from 10 A.M. to 4 P.M..

Finally, Fig. 7 depicts the difference in the total load before
and after implementing our blockchain-enabled power trad-
ing mechanism. The area under the line in the figure rep-
resents all the power demand by the consumer to the grid.
Obviously, after using our mechanism, the power demand
of the consumer on the grid must be less than without our
mechanism in any time period. The orange part in the figure is
the reduced power demand to the grid.

3) ELECTRICITY COST
In order to show the impact of our mechanism on the elec-
tricity cost purchased by consumers, we test and compare the
changes in prices over time before and after the deployment
of our mechanism.

As shown in Fig. 8, after using our power trading mecha-
nism, the electricity price that consumers need to pay at any
time is less than the original electricity price. In particular,
the effect of our mechanism is more obvious during the
peak time of electricity price at 8 P.M.. The consumer’s
electricity cost is reduced because he can purchase elec-
tricity from local producers and regional renewable energy
producers at a bidding price lower than the average price of

the grid, which can effectively reduce consumers’ electricity
cost.

Therefore, the experiment result shows that the proposed
mechanism can effectively reduce consumers’ power pur-
chase prices and smoothen the power curve to reduce the load
on the grid. By introducing blockchain technology, we have
achieved effective distributed power trading without trusted
third party, and the overhead of using blockchain is limited
for consumers and producers.

VI. CONCLUSION
In this paper, we propose a security blockchain-enabled
power trading mechanism for smart grid employing wireless
network. By introducing blockchain technology, the problem
such as data transmission and single-point of failure in the
electricity market is solved, thereby improving the security
of wireless networks. The proposed mechanism can realize
trusted distributed trading between consumers and producers
without trusted centralized party. The dual-chain structure
consisting of the LETB and RETBmakes full use of the local
energy storage and the renewable energy in distributed power
trading andmeets consumer’s demand under OPF constraints,
thereby reducing its electricity costs and reducing grid bur-
den. The incentive mechanism based on smart contracts can
effectively encourage producers to improve power quality and
expand production capacity. Finally, simulation experiments
based on real cases prove the effectiveness of our mechanism.

In the future, we plan to expand the proposed research
by adding some EVs to the electricity market model. Inte-
grate EV energy trading and local power trading into the
blockchain to build a decentralized energy trading system.
In addition, we want to integrate more different types of
renewable energy into the blockchain-enabled energy sharing
market in follow-up research.
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